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BLEAD FS

AR h A

Microsoft Internet Explorer
Mozilla Firefox

B

SRR HEAR

T

Zlijlﬁ'lffl\ﬁ?:’u wn{al &g & Active DirectoryMActive DirectoryBii & & 58 BRI (AD FS)ARA2.0 , AEH
BES @R Jabber® Fif ( EPRMicrosoft Windows ) EfKerberos B3 ERTE , tmAKFERAEFERAH
Mlcrosoft Windows Logon& A , M A2 =& A KRR,

AR ANERERERE  YERECHEEMMERNTE. FSHMEERENRES
ENFE,

DEGRHF

=R
BEREER
. READFS2.00R , W EREAEERBBEAEBAHERE

. B1EE R #IECisco Unified Communications Manager(CUCM)IM and Presence., Cisco Unity
Connection(UCXN)FICUCM) , B f 24 B = 2555 S (SAML)E — & A (SSO)

BRA T
X PN ETRARIRA T R E AR -

- Active Directory 2008(E#% : ADFS1.ciscolive.com)



. AD FS 2.0M(E# % : ADFS1.ciscolive.com)
. CUCM(ZE#% : CUCM1.ciscolive.com)
- Microsoft Internet Explorerh®4<10
- Mozilla Firefoxhx 2<34
- Telerik Fiddlerhx 44
ANFHEFARBBEREEREREANEEMEL, XPEAZNMERERH2ER (8
) BUAERESREREN, MR EE/ER , FHRACCEBIAESTRERNEE,

RE

BCAD FS

1{§FEHI§5]'%£E*%$E(SPN)§E AD FSHRZA2.0 , LAfEZL g JabberfI B Fin BSaEHZRER |, ®#
MESEFImERKEMEAD FSIR#EE-H.

o+ Administrator: Command Prompt
Microsoft Windows [Version 6.1.76611
Copyright <c? 200? Hicrosoft Corporation. All rights reserved.

C:sUserssAdministrator>setspn —a HTITP-adfsl ciscolive“sso

Registering ServicePrincipalMames for CH=8aml S80.CH=Users.DC=ciscolive.DC=com
HITP-adfsi

Updated object

CislserssAdministrator?

S BAD FS 2.0: 3017 B R 7 0& F Bt @ SPN(servicePrincipalName) LA R SE A E Ao

2. BE{RAD FSHR##) T 5% & 12 B 3% Bl i (1£ C:\inetpub\adfs\Is\web.config+ ) £ ¥ & Windows & 4
BB BRTCAFUAERREBNIORE.

<microsoft.identityserver.web>
<localAuthenticationTypes>
<add name="Integrated” page=' authf1ﬂtegratedf S=
<add name="Forms' page="Forms5ignIn, aspx
zadd name= T15C11ent page— autﬂf551c11entf i
<add name="Basic" page="auth/basic/" />
</localauthenticationTypes>
zcommonDomainCookie writer="" reader="" />
zcontext hidden="true" /=
<error page="Error.aspx’ /=
<acceptedFederationProtocols saml="true" wsFederation="true" /=
<homeRealmDiscovery page="HomeRealmDiscovery.aspx’ /=
<persistIidentityProviderInformation enabled="true" lifetimeInDays="30" />
<5inglesignon enabled="true" /=
</microsoft. identityserver. web>

3. E#EWindows Authentication , A% & — T A& # T#IAdvanced Settings. 7 "Advanced
Settingsy A , BUEZ+ Enable Kernel-mode authentication , #{RExtended Protection £
Off , R&EKL—TOK.


http://social.technet.microsoft.com/wiki/contents/articles/1427.ad-fs-2-0-how-to-configure-the-spn-serviceprincipalname-for-the-service-account.aspx
http://social.technet.microsoft.com/wiki/contents/articles/1427.ad-fs-2-0-how-to-configure-the-spn-serviceprincipalname-for-the-service-account.aspx

“E Internet Information Services (IIS) Manager

@_Ej- [.EPIAEFEIFEEEID-EMWEI:EEPMEIIBF

File View Help
i Authentication
ey I
G Strtpage |
£1- 85 ADFS1 (CISCOLIVE \Administratg | r°uP BY? Mo Grouping -
-5 Application Pools _Neme =~ | status
El-a] Sites Anonymous Authentication Enabled
=49 Default Web Site ASP.NET Impersonation Disabled
2 adfe Forms Authentication Disabled
N=acd Windows Authentication Enabled
i | App_Code
T Arn Gohal
B ivancsasermnos 2/
S B
o 129" Extended Protection:
|off =
lick here f information ari

™ Enable Kermel-mode authentication

1|

applicaton pools configured to use a custom dentity, As a best practice, do
nat disable this setting i Kerberos authentication is used in your
emarcnment and the applcation pool iz configured to use a custom identity.

Configuration: Tocakhost

Click here for more information online

Cancel

[ 1]

By defauit, 115 enabies kernel-mode authentication, which may improve =]
authentication performance and prevent authentication problems with

I

=Iolx]
&~ @
Mews

Ay Click here to learn how to
configure Extended Protection.

Disable

Providers...

© bep
Online Help

4. FE{RAD FSHRZA2.0[E B X B Kerberost EFNT LAN Manager(NTLM)t#E , EAFTEIE
Windows % FF Ui Z8 T~ BE £ F Kerberos I K ¥ENTLM,

ERBEED , EiEProviders , I {RNegotiate FINTLM{Z A Enabled Providers:



=10l x|

@"!:; | D » aDFs1 » sites b Defaultwebste » adfs b ks »

File View Help

IEERNICE

Commections Authentication C I
e> I':“':"J |9~'. 3 LBy Click here to lzarm how to |
1,] Start Page configure Extended Prataction,
ot oo SR ey S s

-2 Apphcation Pools Name = | Status :
El-[a] Sites Ananymous Authentication Enabied Disable 1
=4 Default Web Site ASP.MNET Impersonation Disabled Advanced Settings...
I:I" adfs Farms Authentication Disabled vt
= ‘1 Is Wiirnsse K1t ation Erahied = -~
! _ 21 x| @ Hei
Onifine Help
Mows Lip |
Mowe Down I
Select a provider from the list of available providers
and dick Add to add it to the enabled providers.
Avalizbie Providers: 10|
| | add
1]
Conl ion: localhost =
figuration — | a:

BHEE . EAESWindows B EBREHE FRAERETEHRER , AD FS2/EENegotiateZ
2125, HETEEEANEFiREKerberos B R BRBAINTLM S 10587 < BT #E, BRI
UTHEz—RE , RAHEBRESEEKerberos F 1757 !

— BOBRIBHRIENERERKETEFEAKerberos 51785 o
— HERENREIRMEANEAREHKerberos 575 T
— ATRAGEBREILREZERANER S HRENKerberosti E , EFIRERAERNXLARMH

SPN, fEf &8 EBUPN)MERE AT A /@ HRFE(NetBIOS)IRFEBIELBEEH, &
A, BEBREAKEEENTLIMBEFEABESDRE S E.

EEAAN:E

Microsoft Internet Explorer

1. #{Ri& P Internet Explorer > Advanced > Enable Integrated Windows Authentication,



Internet Options

General | Security | Privacy | Content | Connections | Programs

Advanced |

Settings

i
@ IJust display the results in the main window

ﬁ Security

Check for publisher's certificate revocation
Check for server certificate revocation™
Check for signatures on downloaded programs
"] Do not save encrypted pages to disk

Enable DOM Storage
Enable Integrated Windows Authentication™®

1| m |

| Do not submit unknown addresses to your auto-search pr

| Allow active content from CDs to run on My Computer®
] allow active content to run in files on My Computer®
] Allow software to run or install even if the signature is invi

|| Empty Temporary Internet Files folder when browser is dc

[¥] Enable memory protection to help mitigate online attacks

—
—
=

= v

k

*Takes effect after you restart Internet Explorer

| Restore advanced settings |

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default
condition.

Reset... |

You should only use this if your browser is in an unusable state.

[ (04 ] | Cancel

Apply

-

2. #£Security > Intranet zones > sites T#738AD FS URL,



.Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & /v O

Internet Local intranet Trusted sites  Restricted
sites

Sites

Local intranet |

This zone iz for all websites that are
== found on your intranet.

Use the settings below to define which websites are induded in
the local intranet zone.,

Automatically detect intranet network

Indude all local (intranet) sites not listed in other zones

Indude all sites that bypass the proxy server

Indude all network paths (UNCs)

What are intranet settings? | Advanced | | Ok || Cancel

Local intranet @

Local intranet

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

adfs1.ciscolive.com Femove

3. CUCM. IMPFIUnity ¥ # % %718 ElSecurity >Trusted sites.

b




.Internet Options @

General | >ecurity | Privacy | Content | Connections | Programs | Advanced

Select a zone to view or change security settings.

@ & / O

Internet Local intranet  Trusted sites  Restricted
sites

Trusted sites
r L [ Sites |

"
" I |

Trusted sites @

j You can add and remowve websites from this zone. All websites in

this zone will use the zone's security settings.

Add this website to the zone:

Add

Websites:

cucm 1. cscolive. com Remowve
imp 1. dscolive.com
ucxn 1. dscolive.com

|| Require server verification (https:) for all sites in this zone

Close

4. R E B Elnternet Explorer > security > Local Intranet > Security Settings > User
Authentication - Logon , LAfE{E A Intranetih M B A Bz



B

Internet Options % | = | |
General | Security |Pn'\ra-:1r | Content |Curr-=:tinns | Programs | Adwmad|
Security Settings - Local Intranet Zone ]
Select a zone to view or change security settings. Settings
@ & JV 5 o -
Intermet Local intramet Trusted sites  § . @ Enable
=] Enable XS5 filter
| This zone is for all websites that are & Serk
L. . & Seripting of Java applets
found on your intranet. ©) Disable
@ Enable
Security level for this zone E.la LberDAuﬁmtizw
Allowed levels for thes zone: All 3& Logon
Medium-low () Anonymous logon
- Appropriate for websites on your i@ Automaticlogon only in Intranet zone
Ot content wil be rn without © Automaticlogon with current user name and password |
-Unsigned ActiveX controls will nof (™) Prompt for user name and password ™
- Same as Medium level without prg < = | R
[~ |Enable Protected Mode (requires restartin *Takes effiect after you restart Intermet Explorer
| Custom level...
Reset custom settings
I Resetallzg — Reset to: [m.|m (default) v] [ Reset... ]
Cx L e b

Mozilla Firefox

1. BARKFirefox , 7 {41t 5l # & A about:config.

! | about:config
|

&/ Firefox | about:config

2. KB THRY/POW , BRE |

y Here be dragons!

[+ Show this warning nest time

Tll be careful, I promise! |

Changing these advanced settings can be harmful to the stability, security, and performance of this
application. You should only continue if you are sure of what you are doing.




3. &M T~ fr 5% EEnetwork.negotiate-auth.allow-non-fqdn Etrue , &/ T~ R FERE
network.negotiate-auth.trusted-uris Z ciscolive.com,adfs1.ciscolive.com S 1T & Ko

Search:  retworkn

Preferere Mams = Status Type Value

nebwork reqotiate-auth alicw-rascure- ntim-¢1 defpit boalesn fale

metventk reqoiiate-autialiow-rascur s nbim-] hitps defanit Baakean trus

e bwren kg b aut boallov- non. Tgdn user sek Erabean brue

nebw ok Fegobate- authaliow-proxes dedzit boolean nue

nebwnrk regobate-auth delegation- uns defanit string

nebwork reqobate-auth geslib defpuit string

network megotint e -pth trust ed-uris user et wiring syl adfx] ciscolive.com ciscolive.com
nebwntk regriate-autfosing-native-gukik dif et Baakean s

btk Al send lim s poras difaalt [ ] Tk

4. BARAFirefox 3 B 7B R

B

EEREAD FSTIAREFMNSPNE R EME , 55 Asetspnin © LR 1R & .

Hicrosoft Windows [Uersion 6.1.76811]
Copyright <c? 200? Microsoft Corporation. All rights reserved.

CislUserssAdministratorrsetspn ~L 550
Registered ServicePrincipalNames for CH=5aml 550,CH=llzers.DC=ciscolive.DC=com:
HITP/adfs1

CixlserssAdministrator>

BEEFHREKEST EBKerberosE3: :

BN C:\Windows\system32\cmd.exe oo e
aslszerssuuserl .CISCOLIVE>Klist tickets .

Current Logonld iz B:Bxabchd
Cached Tickets: (2>

Client: userl @ CISCOLIVE.COM

Server: krbtgt/CISCOLIVE.COM @ CISCOLIUE.COM

KerbhTicket Encryption Type: AES-256-CTS—-HMAC-SHA1-96

Ticket Flags Bxdbefdddd -> forwardahle renewahle initial pre_authent
Etart Time: 1-17-2015 28:52:47 (locall

End Time: 1182015 6:52:47 (local)

Renew Time: 1242815 28:52:47 (locall

Session Key Type: AEE-256-CTS-HMAC-SHA1-96

Client: userdi @ CISCOLIUE.COM

Server: hostspcl.ciscolive.com @ CISCOLIVE.COM

KerbTicket Encryption Type: AES-256-CTS—HMAC-SHA1-96

Ticket Flags Bx48aB@BBd -> forwardable renewable pre_authent
Start Time: 1-17-2015 280:52:47 (local?

End Time: 1182815 6:52:47 <{local>

Renew Time: 1.-.24-2015 28:52:47 (local?

Sesgion KHey Type: AES-256-CTS-HMAC-SHA1-76

C:sllzerssuserl .CISCOLIVE:

SERATTBRUUERE EREEAMLSHERE ( KerberosSINTLMEZ 13887 ) -
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2.

#Fiddler TE THIEENEFFin BRI ETRE,

B8 Bf T & Microsoft Internet Explorerti &,

. iE{TFiddler Tool ¥ 4 &EFilei 2 T #YCapture TrafficiZEER B EM A, FiddlerEREREFixE M

MAEREFzENEERE K Y EEMERE.

. BABtMicrosoft Internet Explorer , BIBZ|{ZHCUCM , REBZ—TREEZUERRE.

REZEIFiddlerERE , WIBEFE R H200 ( KIh ) WEAH—{Eig , BAILLE BlKerberostEA &
1 B T B o5

A Fiddler Weh Debisgger ‘J.mﬂ

Ple Edt Ruks Tock Vew Hep GEF jbook [0 Geoldge
¢ Regiay = F Go | Sweam liDemde  Kespe Al sessons + G Any Process B Find Bl save | B () @ Bromse « G Clear Cache T Textwizard | [ Tearodf |

e [ ]
# | mesun | Proteco | Hout | LRL I} & stassts 1 mspectors | £ autoResponder | o Comomer | ] Fiters | =) Log | = Taneline |
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. - WL 4w EZ.XNTL
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