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Host name and Domain |ad-apolo | .| 2palo.local i
Encryption off v| &

Certificate revocation list (CRL) checking Mone » | | i

H Authentication configuration I

Bind DN a* | cn=exp cn=Users, de=apolo, de=local i
Bind password | ........ 1 i

|sase [Mene ~] if
Bind usemame exp i

1 Directory configuration

Base DN for accounts * |cn-Users.dc-apclo.dc-local L

Base DN for groups | i

Nested Subgroup Search Depth * |16 i

Skip Locking up all the Members Yes w| 1
Save
e e i se————————————————————————————
State Available

ER XL DAPHREE
ERELDAP{RI IR 25 EARARRE

- AMERRERERER
%E&-ﬁm‘ﬁﬁr\/ /B~ 0 DAP%*-_E\')“,J N

EESHEEE

MIEE%HEEUSGFS > Administrator groups¥ll H#EExpressway LB B FIEEEEH , I A FFEH
E\ lH‘]ﬁE*uﬂ:H'IJF%I )

N i EERAEALDAPKARIES S RREN STEASESE,

B 8% AExpressway Web M HKF , B RFERIFRR B SKREETSHRIT , Y ELESHEHE
12 P B8 (9 #ELAE BB Bk Y B R B T A

Expressway t Ky &3 8 #H fil & 1E 18


https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X14-0-2/exwy_b_cisco-expressway-administrator-guide-x1402.pdf#page=387
https://www.cisco.com/c/en/us/td/docs/voice_ip_comm/expressway/admin_guide/X14-0-2/exwy_b_cisco-expressway-administrator-guide-x1402.pdf#page=387

EREEEHANETE, EExpresswayPF EEXMWA B BAABEE R E SKRFEPRENHEBBMET
B, LMEEEY tkExpresswayfV EEE 55,

il
CISCO Cisco Expressway-C

Status » System » Configuration » Applications » Users» Maintenance »
Administrator groups
T —
O Expressway fdmin # Enabled Read.write + Yes

ﬂl'_—":.l'.:|sema] |

] Active Directory Users and Computers -

File Action View Help
oo | 2R /0 XEE= HM TeETYTE%R

= Active Directory Users and Com|| Name Type Description
i eiied Cieries 2 iy Security Group - Domain Local
v i apolo focal ¥, FederatedEmail Ac 1£4ci8b-8175-4143-03bF-00a05Fa1 e042 User
;.' f:::;m %Gmup Policy Creator Owners Security Group - Global Members in this group c...
Computers E.;Guest User Built-in account for gue..
%7 Domain Controllers & jobber User
51 exp_users E)J!Fferson Madriz User
| ForeignSecurityPrincipal: %Key;ﬁdmlns Security Group - Global Members of thiz group ...
| Monaged Service Accouf| Bs Migration83e7716-2011-43e4-06b1-2b262d22913 User
&1 Microsoft Exchange Sect bE,Drotecml Users Security Group - Global Members of thiz group ...
| Users !ER.&S and LAS Servers Security Group - Domain Local  Servers in this group can...

AR A

. EEHE/E)\  REAMENEUFEREEF. SRMTHAREESRSMERNFT T#,
° f”}unﬁﬁ*ﬁﬂTﬁﬂiﬂj{mﬁﬂﬁﬂﬁﬁnﬂo itbﬁﬁ ( ﬂﬂUpgradeEﬁ ) HBH..IJ:PJ/\HE'IJE}E

. %pﬁra EnFSE "SHEFE. . TEEBR. . TREAF. . "B M "HE. B
* AN TJL:nthJ-Fﬁ

Webzhf : FEERS LT ILER K EBIBWeb T HE A FI R,

/

APIFHR : BERB AN R EFERAAPIGFERENMRENEE.,

CLIZER : ERE AFILEN K EEBCLIFB R,

HREE IS RERERBAER L AREE,
ADEHEE EHEE

1 EEREEAENXHR LRI —EHvERE.
2REBEERR.



=

File Action

View Help

Step 1

om0/ X066 B sulasvae

L I._ I I._ L

: Active Directory Users and Com
| Saved Queries
| v 3 apoloocal

Builtin

CMS

Computers

Domain Contrellers

MName

Type

L [ [

Mew Object - Group

% Createin:  apolo.localfUsers

Step 2

roup - Demain Local
roup - Demain Local

roup - Domain Local

roup - Demain Local

Description

Members in this g
Members who hay

Members who hay

DMS Administrato

g
4 ) .
exp_users .E Group name: roup - Global DN; c||entswhn-a
| ForeignSecurityPrincipal ; | ExpresswayAdmi]| | roup - Global Designated admin
“| Managed Service Accour ; roup - Global All workstations al
2] Microsoft Exchange Sect| & Group name (pre-Windows 2000): roup - Global All domain contro
| Users 4§ | Expresswayadmin | roup - Global All domain guests
i roup - Global All domain users
1 g Group scope Group type roup - Universal Designated admin
4 e .
{ IE O Domain local @ Security roup 3n!\rersa: memzers D]]: ::m g
| : @) Global O Distribution roup - Universa embers of this g
() Universal
[ i roup - Demain Local
- : Cancel roup - Global Members in this g
i Built-in account o
i [ llear
S —

KEENESEBZTEE BWeb, APISCLIFIEExpresswayfiERE, EEBEBERT , FAER
testuser,

1.HRERAERE , ER3 "HKE, BEF , BENE
2EESZHARNESRRE.
SARREBERE,



e HE B XE= HEID @

uters

j Active Directory Users and Comp
File Action View Help
] Active Directory Users and Com
s [ Saved Queries
v 3 apolo.local
3 | Builtin
> [E] CMS
» 1 Computers
5> (51 Demain Controllers
> (&1 exp_users
» [ ForeignSecurityPrincipaly
» [ Managed Service Accout
> (@1 Microsoft Exchange Secy
| Users
< >

Name

B2 ExpresswayAdmin
@, FederatedEmail 4c1f4dBb
%Gmup Policy Creator Ow
%; Guest

% jabber

&, Jefferson Madriz

82 Key Admins

&, Migration.8f3e7716-2011
%Pmtected Users

B RAS and 185 Servers

1% Read- only Domain Contr
g Schema Adming

2, systemMailbox{ 1§052927
£, systemMailbox{2CE34405
2, SystemMailbox{8cc370d3
2, systemMailbex{bb358e33
@, systemMailbox{DOE40SA
£, systemMailbox{eddc1c29
&, testdiit

&, testuser

testuser Properties ? % —_ O ®
Remote Desktop Services Profile COM+
Account Profile Telephonez  Organization
Dialin Environment Sessions ID ot .
escription
Memberet: OtEP 1
Name Active Directory Domain Services Folder
Domain Users apolo local/Users Members in this group c...
BoresswayAdmin - apolo local/Users Built-in account for gue...
Members of this group ...
Select Groups x
Select this object type:
Groups or Built4n secunty principals [ |
From this location:
|apdnjmd | Locations... |
Primary group: Domain User;
Entter the object names to select (examples):
| Set Primary Group | i | Check Names |
| SRURT you ha s Step 2 | |
applicg I
Advanced... [ ok ]| canca |
Step 3[ ok caes | [ i Help

IBF | & ZDomain UsersFExpresswayAdminfy B &,

testuser Properties ? >
Remate control Remote Desktop Services Profile COM+
General Address Account Profile Telephones Crganization
Member Cf Dialin Environment Sessions
Member of :
Mame Active Directony Domain Services Folder
Domain Users apolo local /Use
ExpresswayAdmin  apolo local/Users
Add. | | Remove
Primary group: Domain Users

Set Primarny Group

There is no need to change Primany group unless
you have Macintosh clients or POSI¥-compliant
applications.

I==n

Apply Help




Expressway - Y &I SAE E
BlEST A% , EExpressway L EfiiElUsers > Administrator groups , i#iZNew

HZ2W . HARAZREEMECE | 3 BEEEHBExpresswayfILDAPHE & HE R, EATRHIF
, #8H #8 BExpresswayAdmin , X ML #THYEE & 4 & T8 AExpresswayAdmin,

L4 B A PRA AT A Y ET AT M B R R AT A

i
CISCO Cisco Expressway-C

Status » System » Configuration » Applications » Users » Maintenance »

Administrator groups

-| Configuration I

Mame * |Expressway.ﬂ.dmin |
Access level [!

Web access |

APl access Yes w|

CLI access Yes W |

State i

Save| Ca.ncell Del.etel

iE#ESave,

Administrator groups

O ExpresswayAdmin /# Enabled Read-write S oo s Yoo s Yes

AT EREAREE SARBMNLDAPER EBBWebETHRE, EAREP , BEUNERAER

testuser,



— Administrator login
Usermname | testuser
Password P —

Login

i€ [ 3E@ Status > Event logf&&? :

Status » System » Configuration» Applications
Event Log

‘i Filter

Users» Maintenance »

Contains all of the words:

i) more options
e et
Configure log settings |
Downboad this page

Results

12 345 6. Last| Next

2021-10-20T12:56:44 1350500  php: web: User="testuser” Event="Admin Session Start" Sre-ip="10.15.13,30" Sre-port="G4705" UTC Time="2021-10-20 17:56:44"

You are here: Statu

O e I

2021-10-20T12:56:44. 131-0500  taa-chkpasswd: Event="pam" Medule="pam_unix(taa-chkpasswd-webadmin:session|” Level="INFO" Detail="session cpened for user testuser By (Uid=2)" UTC Time="2021-10-20 17;56:44"



BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



