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Jabber user experience when calling to CMS space with ActiveControl
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= Expressway does not terminate DTLS. We do not support DTLS for securing media and SRTP is used to secure
calls. Attemnpts to make DTLS calls through Expressway will fail. The DTLS protocol is inserted in the SDP but
only for traversing the encrypted iX protocol.
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Media negotiation when using Expressway versions lower than X12.5 and CEtcp SIP trunk
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MRA: Support for Encrypted iX (for ActiveContral)

ActiveControl over MRA is already supported with encrypted phone profiles. This feature will allow MRA video
endpoints and Jabber clients with non-secure phone security profiles to negotiate ActiveControl so that users can
see roster lists, layouts, and other iX-dependent ActiveControl features in video meetings.

There are no configuration or interface changes for this feature. However, you may need to rediscover your Cisco
Unified Communications Manager servers after you upgrade the Expressway.

ERHIIRRZEFUMESFEFEBERE , XBEATUEMRAEZEFIHMERMBRSER (CMSE,
Webex85% ) 2EEEHG®E ( BBTRMEXpressway @ IRESES ) . ZEBER T EHREICMSZER
WMRAZ FiRMEREMILR , EREECUICMLEE T R+ ER R HERRUKREICMSHZ S
TLS SIPH#t, BALLERRERIREIHREZEMN , W HDTLSEMSI B R RERERBHEE.

m=audio m=audio m=audio m=audio

a=crypto a=crypto a=Ccrypto a=Ccrypto
m=UDPJUDT/IX m=UDE/UDTIX m=UDP/DTLS/UDT/IX m=LUDP/DTLS/UDT X
a=fingerprint £ a=fingerprint £ a=fingerprint Z a=fingerprint Z

N \[=]N
.1 § J§ |

BoiERl B
A p Moy +24¢

Jabber Exp-E Exp-C
m=audio m=audio m=audio m=audio
a=cryplo a=crypto a=crypto a=crypto
m=UJDBR/DTLS/UDT/IX. m=UDP/DTLS/UDT/X m=UDP/DTLS/UDT/IX m=UDP/DTLS/UDT/IX
a=fingerprint Z* a=fingerprint Z* a=fingerprint Z* a=fingerprint Z*

Media negotiation when using Expressway and CEtls SIP trunk with TLS SIP trunk to CMS
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Media negotiation when using Expressway and CEtls SIP trunk with TCP SIP trunk to CMS
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Media negotiation when using Expressway and CEtls SIP trunk with TLS SIP trunk to CMS
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Media negotiation when using Expressway and CEQAuth SIP trunk with TLS SIP trunk to CMS
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Media negotiation when using Expressway on version higher than X12.5 and CEtcp SIP trunk to CUCM
running a version of 12.5{1)5U1 or higher and a TLS SIP trunk to CMS
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Mon-Encrypted Modes

Unifed Communication Manager enables negolsation of secune active control messages in media path from endpoints in & meeting when the endpoint may not be
leployed in a fully secune mode. For example, if the endpoint is OF-MNet and is registered with CUCM in MRA mod
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