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SRV:it # _sipfederationtls._tcp.example.com expe.example.com
FC 8% expe.example.com Expressway-E#91P b1t

XX SRV ABARSXLEEEREMNIE L2 TE, Microsoft Lync/Skype for Business ™ &
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Microsoft Lync/Skype for BusinessfELyncHExpresswayif B & #9153 < B X ETLS:E 4. Microsoft
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- Skypeid Zskype.lab

.- UCH ( Expressway-E, Expressway-CHICUCM ) Asteven.lab
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Expressway-Efflfk 28 L AT 8 B FRIRVIE |, 18 7] 888 B E&Microsoft Lync/Skype for Businessfa] Bk 25
WSIPE S ERMEENESEE,

EMRM B HEE
Microsoft Lync/SkypefAl fk 85 imDNSE BN ER N LA , B RRIUTEMR :

- BEREHUCERE R B Microsoft Lync/Skype 2% i FEIY BF | 82 & ZIfEExpressway-EFYDNS[E
15 a1 SkypefE H I FELY | 1EQIEDEI§§(504)@HE%§EH%$%M , TEExpressway-E#Y Status >
Search History B H - &8 Rt §5ER

o (eATE | B LRGP NS <oy iaevw T

- f&Microsoft Lync/Skype @Y UCE i 5% e 8% i I AU R | 87 & & 2|1 EZEExpressway-
E , WMExpressway-EIStatus > Search History B H i =o
L/ ERERBA AN SE A FEMERC SRR BB LB IR | UREREM EER B R,

B BMicrosoft Lync/Skype

LW FRESR |, BIEExpressway-ER 2 BT A FFc 8 P& & 2B @ SkypeISIP INVITE(INRE |
J«Xﬂ%_smfederatlontls _tcp SRV & AFQDNRIP) , BR#ZE 2504 ServerBRFRIE , R EEM
SHER , AT BEERE S BT

2017-03-02T08:10:46.240+01:00 vcse tvecs: UTCTime="2017-03-02 07:10:46,240" Module="network.sip"
Level="DEBUG": Action="Received" Local-ip="10.48.36.47" Local-port="25002" Src-ip="10.48.36.6"
Src-port="5061" Msg-Hash="13707918855517357847"

SIPMSG:

|SIP/2.0 504 Server time-out

Via: SIP/2.0/TLS 10.48.36.47:5061;egress-
zone=DNSZonel ; branch=z9hG4bK42ee6£fd77d32cc8925196770b950b33554.731d73c3f4246d6a255e38a9f695bfc0;
proxy-call-id=6b2a0l8a-2da5-4013-a7e5-4el455feadf7;rport;received=10.48.36.47;ms-received-
port=25002;ms-received-cid=100

Via: SIP/2.0/TLS 10.48.36.46:5061;egress-
zone=TraversalZoneClientl;branch=z9hG4bK1lf8bbe5926dc6abd06ea964d8fdel450156486;proxy-call-
1id=e7e33845-c384-4c28-a42d-016863640fbb;received=10.48.36.46;rport=28119; ingress-
zone=TraversalZoneServerl

Via: SIP/2.0/TLS
10.48.54.160:52768;branch=z9hG4bK6594a02846406£f4a5459d5£f58a8d26b3; received=10.48.54.160; ingress-
zone=NeighborZoneAcanolSIP

Call-ID: f1b3ad5d-183b-4632-b210-c2f9bec71960

CSeqg: 2066245576 INVITE

From: "DX70 Steven" <sip:2000@acano.steven.lab>;tag=9fea3e7d70afd884

To: <sip:stejanss@skype.lab>;tag=C65A7B0A8766A5F1D386474833D07882

Server: RTC/6.0

Content-Length: 0

R R DNSEE 8% Expressway-EM A iRESHE L HIMIE | BB SERENERE ( REEMFMER
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.- AJREMVEEER | SRVECHMIFQDNEREE L AT L ITh , B8 A SkypeINVITEH From/P-
Asserted-ldentityf RBEHF T2 ILE, Ut BB |, SIP INVITERIFrom/P-Asserted-
Identity#Z 85 ‘@ & acano.steven.lab{E &35 , {E_sipfederationtls._tcp.acano.steven.lab3g [
vecse.steven.lab , - 2vcse.acano.steven.lab:



TL WARN(TF DIAG) [sfvedge\sfvedge]0584.0A44::03/02/2017-07:10:46.230.0000773E

SIPStack, SITPAdminLog: :WriteDiagnosticEvent :STPAdminlog.c 830 156659184 begin record

Severity: warning Text: The domain of the message resolved by DNS SRV but none of the FQDNs is
in the same domain Result-Code: 0xc3e93d6f SIPPROXY_ E_EPROUTING_MSG_ALLOWED_DOMAIN_NO_SRV_MATCH
SIP-Start-Line: INVITE sip:stejanss@skype.lab SIP/2.0 SIP-Call-ID: flb3ad5d-183b-4632-b210-
c2f9bec71960 SIP-CSeqg: 2066245576 INVITE Peer: vcse.steven.lab:25002 Data:
domain="acano.steven.lab"; fgqdnl="vcse.steven.lab:5061" S$S$Send_record

. AIBERYERER : Expressway-Effl iR 25 HY 58 & T @ 2 H_sipfederationtls._tcp SRVAC#&&E LAY
FQDN. Eix+REHSIP INVITE , 3 B_sipfederationtls._tcp.acano.steven.labig [
vcse.acano.steven.lab , {BExpressway-E @l fR25#I 5 ESANEE R B E%FQDN:

TL ERROR(TF DIAG) [sfveddge\sfvedge]0B60.0D6C::03/02/2017-06:30:40.025.00005602

(SIPStack, SIPAdminLog: :WriteDiagnosticEvent:SIPAdminLog.cpp(833)) [3634190282] $Sbegin record
Severity: error Text: Message cannot be routed because the peer's certificate does not contain a
matching FQDN Result-Code: 0xc3e93d67 SIPPROXY_E_ROUTING_MSG_CERT MISMATCH SIP-Start-Line:
INVITE sip:stejanss@skype.lab SIP/2.0 SIP-Call-ID: e144704c-1dd0-4ea7-929f-77e7e071c24c SIP-
CSeqg: 1567605805 INVITE Peer: vcse.steven.lab:25001 Data: expected-
fgdn="vcse.acano.steven.lab";certName="vcse.steven.lab";info="The peer certificate does not

contain a matching FQDN" $$end_record

3 B Microsoft Lync/Skypef F¢ il

R FILR | BTEExpressway-EF AP EREAZ AR , EASkype2&AREEF 2@
BIAINVITE |, 3 B & EE K $ESkype B0 8%k, S MALync/Skype ( 2% ) fIBRES AFFc &R
Lync/Skype® Fif B 5o A 5 RERA A ERE,

Windows PC E#YSkype®E FinB A AU TR EES

C:\Usersl<username>\AppDatalLocal\Microsoft\Officel 16.0\Lync\ Tracing\Lync-UccApi-
x.UccApiLog

B LB BSkype @R , ©¥ Office365 SkypeFREE A, ZU HEZTEHE , BafLlEF
EFHEZHASIP INVITEH B AR AR £,

MRBIBARFTIR |, #B1ESkype LIBFIDNSHEEEREE , Al€#Skypefd IREF U ZI504 Serveri
FRFRIE (SEHERR )

. WRERVERER - EESEMUMIE £ , SRVEEHFNFQDNERTF T LE, ARG BRBERERE
FEicms.steven.lab iR EIFE A E 2R |, X B_sipfederationtls._tcp.cms.steven.lab3g[a
vcse.sub.cms.steven.lab:

SIP/2.0 504 Server time-out Authentication-Info: TLS-DSK gop="auth", opaque="FA404B9C",
srand="8168D157", snum="38", rspauth="65d8d93b66e5b217115e3b1636bf433c9f5df54a",
targetname="SfBFE.skype.lab", realm="SIP Communications Service", version=4 From: "Steven
Janssens"

INVITE Via: SIP/2.0/TLS 10.55.186.71:62937;ms-received-port=62937;ms-received-cid=6DA00
ms-diagnostics: 1009;

reason="No match for domain in DNS SRV results";



domain="
cms.steven.lab";
fgdnl="

vcse.sub.cms.steven.lab:5061"; source="sip.skype.lab" Server: RTC/6.0 Content-Length: 0

- AJRERVEEER : Expressway-Efa IRE5 & &2 2 H_sipfederationtls._tcp SRVED 8 4 B HY
FQDN, It BRFABRERESEMAEcms.steven.labiR R EIFEHEHZEM , H
_sipfederationtls._tcp.cms.steven.lab IE &4 Avcse.cms.steven.lab , {EltFQDNAR B EE
Expressway-Efflfk2z % & L T E i A& B+ (B A &% Hvcse.steven.lab):

SIP/2.0 504 Server time-out Authentication-Info: TLS-DSK gop="auth", opagque="FA404BOC",
srand="1D8F66EF", snum="49", rspauth="67836c7ffc0£6132b2304006969a219d9252aabd",
targetname="SfBFE.skype.lab", realm="SIP Communications Service", version=4 From: "Steven
Janssens"

INVITE Via: SIP/2.0/TLS 10.55.186.71:62937;ms-received-port=62937;ms-received-cid=6DA00
ms-diagnostics: 1010;

reason="Certificate trust with another server could not be established";ErrorType="The peer
certificate does not contain a matching FQDN";

tls-target="
vcse.cms.steven.lab";
PeerServer="

vcse.steven.lab" ; HRESULT="0x80090322 (SEC_E_WRONG_PRINCIPAL) ";source="sip.skype.lab" Server:
RTC/6.0 Content-Length: 0
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