ARNATRTRREE , ¥SQFPF HRIEITH
[EHERR

H &%

b

&

AR HE IR G B AN FR AR T & L AANATed M3ENATed RERBEMSIEN S E F REE R
(QFP)EEA X,

DRIRMF

BRERERHELLT EE !

+ Cisco |I0S® XEE R HE 2 R B K E A A
- FHERNSRMRIEENERER

BRA T

AXHFEARABTRABEREBNTEERRAN, ©EAREEYE/ERLQFPHEMELHACisco I0S
XE¥ & , flIASR1000. ISR4000, ISR1000, Cat8000%%Cat8000v.

AXEERER B ERRMCisco I0S XEEE , SDWAN ( #4188 ) HSD# A T LB R LA EE
, BERABAETRE.



ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAEREREE) . MRIEHPEEREFT |, FRARECEAEAESTRERNTE,

BREMN

ER—NHLEBFEENATedMIENATHRER , ECiscol§H2s L 1] LL2 3 Cisco Quantum Flow
Processor(QFP)FES A ARMMEERE, EtSERHMNEEREE , N HiERRNEEREE,

N mim . QFPERBA R BEEEEESP) L SEFAAGNEEREEN TANEE Qe
BB ENATE , EVUARYEN A RER{ILN.

AEAR

e HRRRENERELEMRENBRILTREEEE !

1. High QFPEAE#HR. ERFMBEB0%MREER , SHRELER.

Feb 8 08:02:25.147 mst:
Feb 8 08:04:15.149 mst:

%IOSXE_QFP-2-LOAD_EXCEED: Slot: 0, QFP:0, Load 81% exceeds the setting threshol
%IOSXE_QFP-2-LOAD_RECOVER: Slot: 0, QFP:0, Load 59% recovered.

S, 5T : #8318 v LLE 1Tshow platform hardware qfp active datapath utilization summary#&s <3

, A RQFP LV E EMBAER,

Router# show platform hardware qfp active datapath utilization summary

CPP 0: Subdev 0 5 secs 1 min 5 min 60 min
Input: Priority (pps) 0 0 0 0
(bps) 96 32 32 32

Non-Priority (pps) 327503 526605 552898 594269
(bps) 1225600520 2664222472 2867573720 2960588728

Total (pps) 327503 526605 552898 594269

(bps) 1225600616 2664222504 2867573752 2960588760

Output: Priority (pps) 6 7 7 7
(bps) 8576 9992 9320 9344

Non-Priority (pps) 327715 526839 553128 594506
(bps) 1257522072 2714335584 2920005904 3016943800

Total (pps) 327721 526846 553135 594513

(bps) 1257530648 2714345576 2920015224 3016953144

Processing: Load (pct) 99 72 34 19

2N HEER. MRQFPEARS , AIHREFES

SR EROTREEHERE, EEEBRT ,

BEeEEIBINaAEE, EEREEN , TTEUE Tshow interfacesiwo



Router# show interface gigabitEthernet 0/0/1
GigabitEthernet0/0/1 is up, line protocol is up
Hardware is ISR4351-3x1GE, address is e41f.7b59.cbal (bia e41f.7b59.cbal)
Description: ### LAN Interface ###
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 2/255
Encapsulation 802.1Q Virtual LAN, Vlan ID 1., loopback not set
Keepalive not supported
Full Duplex, 1000Mbps, 1link type is force-up, media type is LX
output flow-control is on, input flow-control is on
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:00:02, output 00:06:47, output hang never
Last clearing of "show interface" counters never
Input queue: 0/375/0/0 (size/max/drops/flushes); Total output drops: O
Queueing strategy: fifo
Output queue: 0/40 (size/max)
30 second input rate 9390000 bits/sec, 2551 packets/sec
30 second output rate 1402000 bits/sec, 1323 packets/sec
368345166434 packets input, 199203081647360 bytes, 0 no buffer
Received 159964 broadcasts (0 IP multicasts)
0 runts, 0 giants, O throttles
2884115457 1input errors, 0 CRC, O frame, 2884115457 overrun, 0 ignored
0 watchdog, 3691484 multicast, 0 pause input
220286824008 packets output, 32398293188401 bytes, 0 underruns
0 output errors, 0 collisions, 4 interface resets
3682606 unknown protocol drops
0 babbles, 0 late collision, 0 deferred
21 lost carrier, 0 no carrier, 0 pause output
0 output buffer failures, 0 output buffers swapped out
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UTREFERBREEMRENEAR TERBRLEHS ., cUBRAXNKES12EERST (BEE
BERE) , REBEUSEERTNEIAE , ZHEIARZF)EI R T EGigabitEthernet 0/0/1,

Router# debug platform packet-trace packet 8192 circular fia-trace data-size 2048
Router# debug platform packet-trace copy packet both L3 size 64

Router# debug platform condition interface gigabitEthernet 0/0/1 both

Router# debug platform condition start

Router# debug platform condition stop

BANERAELEGTREENSRINER.

Router# show platform packet-trace summary
Router# show platform packet-trace packet all

RERQREMESD , TUBINATHREENERLEHNSZ, ET—ERHF , EUUEE
IPVA_NAT_INPUT_FIAZhRERY K B BE A R LA Sh BB AV R A BF . T ABERRQFPEELL
DREFEEZKE , RILQFPHRINEZERARNAT,

Packet: 161 CBUG ID: 161
Summary
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/2.1730
State : FwD
Timestamp
Start 1 25136781447706429 ns (02/10/2024 00:25:49.584050 UTO)
Stop 1 25136781447993237 ns (02/10/2024 00:25:49.584337 UTO)

Feature: IPV4_NAT_INPUT_FIA <<

Entry : Input - 0x700162ac

Input : GigabitEthernet0/0/1

Output

Lapsed time : 1873376 ns <<<KLLLLL LKL

Feature: IPV4_INPUT_IPOPTIONS_PROCESS

Entry : Input - 0x70016344
Input : GigabitEthernet0/0/1
Output : GigabitEthernet0/0/2.1730

Lapsed time : 64 ns
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Router# show platform hardware qfp active feature nat datapath gatein activity
Gatekeeper on

def mode Size 8192, Hits 191540578459, Miss 3196566091, Aged 1365537 Added 9 Active 7
Router# show platform hardware qfp active feature nat datapath gateout activity

Gatekeeper on
def mode Size 8192, Hits 448492109001, Miss 53295038401, Aged 149941327 Added 603614728 Active 1899
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Router(config)# ip nat service gatekeeper
Router(config)# ip nat settings gatekeeper-size 65536
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