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1.1 MACith it B2

HRE2EBHIHE , EHNEIDREEIBVLANRERRIMACH L, SRR P IS 150818 Rk E YR 2
FEBEE2E M,

KIS EE2E GIEIDAHBBAVLAN , B MeREERNG T

5/ "show lisp instance-id <instance>ethernet,

<#froot>
FE2068#

show | isp instance-id 8191 ethernet

Instance ID:

8191
Router-1isp ID: 0
Locator table: default
EID table:

VIl an 150
Ingress Tunnel Router (ITR): enabled
Egress Tunnel Router (ETR): enabled
Site Registration Limit: 0
Map-Request source: derived from EID destination
ITR Map-Resolver(s): 172.30.250.19
ETR Map-Server(s): 172.30.250.19

WE AR , BIIEID 8191EVLAN 15048E MK, EEEHVLANRARI PR AMACH: it ZR @ LISPREM
, WAL ALISP VXLANZR #i4E ) — &R 596

<tfroot>

FE2068#

show mac address-table vlan 150

Mac Address Table

150 0000. 0c9f . f 18e STATIC VI 150

150 0050. 5693. 8930 DYNAM C G1/0/1



150 2416. 9db4. 33fd STATIC VI 150

150 0019. 3052. 6d7f CP_LEARN L2LI O

Total Mac Addresses for this criterion: 3
Total Mac Addresses installed by LISP: REMOTE: 1

MEVIS0MFREKE B XBEERNE ( STEVLAN 150 ) IMACHEHE,

« EEMACH A EEMEIEHIFHEHER K RAMAEEEZEE LWELMACH U E2MEEH,
- BRWICP_LEARNRE REBBXRIEIEEANKE, HAFMEEMBERFTERE , e
MBS EmET g,

—HEBEANFREAN  eMREeHRElispEREGHT , LHiSaS W XIREMERE LT
BARHRE

<tfroot>
FE2068#

show | isp instance-id 8191 ethernet database

LISP ETR MAC Mapping Database for LISP 0 EID-table

Vlian 150 (11D 8191)

, LSBs: 0Ox1
Entries total 3, no-route 0, inactive 0, do-not-register 2

0000. Oc9f . f 18e/ 48
, dynamic-eid Auto-L2-group-8191,
do not register

, inherited from default locator-set rloc_hosts
Uptime: 14:56:40, Last-change: 14:56:40
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable

0050. 5693. 8930/ 48

, dynamic-eid Auto-L2-group-8191, inherited from default locator-set rloc_hosts
Uptime: 14:03:06, Last-change: 14:03:06
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State



172. 30. 250. 44

10/10 cfg-intf site-self, reachable
2

416. 9db4. 33f d/ 48

, dynamic-eid Auto-L2-group-8191, do not register, inherited from default Tocator-set rloc_hosts
Uptime: 14:56:50, Last-change: 14:56:50
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable

HREREPBTHAMAE S AR BMACH I |, B REMSR.

o &2 A m 2 I BT B R R UL R B Y E AL 28

- CEETRTEMSENRE, BERTBRRIBRMSVIF2EMACHN , BERKEE T
1 1ERE , BXAERSME I E i ut E TR

« TEshow mac address table@n & & EWRIKIHKRE TR AMACHH , AT EERElispE
BET,

HRE2BHIH , TEERE2BMACH B E AEID , EFERARPHNINDIRE B b it BT &7

« B8 , LISP VXLANKIAEfE R BE A E RIE LN | B AEBEMBEEEVLANRZ M,
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- MRKEIEEER , IEHEAARP/NDERE , AEA B mact it {tEE AR ENAE
Bmactb i,

- A&, ERAEFEANERSTLMEAEREIBIBLISP VXLANR 4B fEHE 2,

ERGAAM 2 AR #EATE R , A6 A9 S show device-tracking database,

- EETREKERKC HAIFIAELHR,
- JPEECHIPHIREESL(Local), EEHRERERKERESD,

EimfR B th SR RE LB L P,

« HERNDZHARPFEREZEMFELFRE , I SH AR E it £0000.0000.00fdHY & E
RHEE R ER,
- TR, EAERABETmacittit , BEEHRATUO.

BREERHRERE

<{froot>



FE2068#

show devi ce-tracki ng dat abase vl anid 150

vlanDB has 6 entries for vlan 150, 3 dynamic

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan
ARP
172.24.1.3 0050. 5693. 8930
Gil/0/1 150 0005 31s REACHABLE 213 s try O

RMT 172.24.1.4

0050. 5693. 3120

TuO 150 0005 51s REACHABLE

API
172.24.1.99 0000. 0000. o0fd

Gil/0/1 150 0000 5s UNKNOWN  try 0 (25 s)
ND FE80::1AE4:8804:5B8F:50F6 0050.5693.8930 Gil/0/1 150
ND
2001: DBS: : E70B: ES8E1: E368: BDB7 0050. 5693. 8930

Gil/o0/1 150 0005 137s REACHABLE 110 s try O
L 172.24.1.254 0000.0c9f.f18e V1150 150
L 2001:DB8::1 0000.0c9f.f18e V1150 150
L FE80::200:CFF:FE9F:F18E 0000.0c9f.f18e V1150 150

fEH "show lisp instance-id <instance> ethernet database address-resolution ¥ B8R4 i 5

HY$IR

<ffroot>
FE2068#

show |isp instance-id 8191 ethernet database address-resol ution

LISP ETR Address Resolution for LISP O EID-table Vlan 150 (IID 8191)
(*) -> entry being deleted
Hardware Address L3 InstID Host Address

0000. 0c9f . f 18e 4099 FE80: : 200: CFF: FEOF: F18E/ 128

privi

0005

0100
0100
0100

ag

12



4099 2001: DB8::1/128

0050. 5693. 8930 4099 172.24.1.3/32

4099 2001: DB8: : E70B: ES8E1: E368: BDB7/ 128

4099 FE80:: 1AE4: 8804: 5B8F: 50F6/ 128

1.28)REIPitbyt BB

HIPE LARREEEE - | EREREBAELISPHITEIDEEVRFAE B M.

- WRFEZEEZESERBERNESVITRE , ERAFEIEEEERN—22
s ERZBEERAT , ELSVILBRER BMNE2EHIEHFTMEIVLAN,

FEA#S "show lisp instance-id <instance> ipv4 &K VRFHILISPE 1D~ [E#Y ¥ iR

<tfroot>
FE2068#

sh lisp instance-id 4099 ipv4d

I nstance |D: 4099
Router-1isp ID: 0

Locator table: default

EID tabl e: vrf Fabric_VN 1
Ingress Tunnel Router (ITR): enabled

Egress Tunnel Router (ETR): enabled

I TR Map- Resol ver (s): 172. 30. 250. 19
ETR Map- Server(s): 172. 30. 250. 19

i W TEWARREIALSIERANSEDRE , URERLISP VXLANR B R



58 A B 422 351 P TED B

EIBHIER W EETVRFHE | #E I —ELISP 0 <instance-id>NHE , XN HEEETRESM
show vif N[ &,

c WNEAEEFHEY  BETFELRE (EARKEABRABEERN )

<ffroot>
FE2068#

show vrf Fabric_VN_1

Name Default RD Protocols Interfaces
Fabric_VN_1
ipv4,ipv6
LI 0. 4099
VI 150
VI 151

HZAKHEERE , VLANFHFTEMACH It ZARIP , Rt EEIP#hit EREE A B REEIDE E
Ao

FRLISPHITE

<#root>
FE2068#

sh lisp instance-id 4099 dynanic-eid



LISP Dynamic EID Information for router O,

11D 4099, EID-table VRF "Fabric_VN 1"

Dynani c- El D nane:

Fabric_VN Subnet _1 |Pv4

Dat abase- mappi ng EI D-prefix: 172.24.1.0/24, locator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c- El Ds di scovered: 2

Last dynam c-EI D di scovered: 172.24.1.3, 21:17:45 ago

Dynamni c- EI D nane: Fabric_VN Subnet_1 | Pv6

Dat abase- mappi ng ElI D-prefix: 2001:DB8::/64, |locator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c-El Ds di scovered: 2

Last dynam c-EI D di scovered: 2001: DB8:: E70B: ESEl: E368: BDB7, 21:17:44 ago

Dynani c- EI D nane: Fabric_VN Subnet_2 | Pv4

Dat abase- mappi ng ElI D-prefix: 172.24.2.0/24, |locator-set rloc_hosts

Registering more-specific dynamic-EIDs
Map-Server(s): none configured, use global Map-Server
Site-based multicast Map-Notify group: none configured

Nurmber of roami ng dynam c- El Ds di scovered: 2

Last dynam c-EI D di scovered: 172.24.2.2, 21:55:56 ago



FEIE R BV RE 2 AP R A TEA RIER | 3 A T @M ALISPEREY A R R4
PEHREMR.

<#froot>
FE2068#

show | isp instance-id 4099 ipv4 database

LISP ETR IPv4 Mapping Database for LISP O EID-table vrf Fabric_VN_1 (IID 4099), LSBs: Ox1
Entries total 4, no-route 0, inactive 0, do-not-register 2

172.24.1.3/32, dynanic-eid Fabric_VN Subnet_1_|Pv4

, inherited from default locator-set rloc_hosts
Uptime: 21:28:51, Last-change: 21:28:51
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable

172.24. 1. 254/ 32, dynami c-eid Fabric_VN Subnet_1 | Pv4, do not register,

inherited from default locator-set rloc_hosts
Uptime: 22:22:35, Last-change: 22:22:35
Domain-ID: Tlocal

Service-Insertion: N/A

Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable

172.24.2.2/32, dynanic-eid Fabric_VN_Subnet_2_|Pv4

, inherited from default locator-set rloc_hosts
Uptime: 22:07:03, Last-change: 22:07:03
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable

172.24. 2. 254/ 32, dynam c-eid Fabric_VN Subnet_2 | Pv4, do not register

, inherited from default locator-set rloc_hosts
Uptime: 22:22:35, Last-change: 22:22:35
Domain-ID: Tlocal
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 44

10/10 cfg-intf site-self, reachable



BEEERAEALE NP ER,

- HREHRER  ELRHBEREIMIRA (/328128 ) , BNRELEHEEATENER
EIRAILISPERES , Aleft a2+,

- SVIHERIPHURES "AEEM.L o SRR LUE % FTA AR FE 5 B )42 %) H B R RE fHE
BEIPHbL,

<tfroot>
CP_BN_2071#

sh lisp instance-id 4099 ipv4 dat abase

LISP ETR IPv4 Mapping Database for LISP O EID-table vrf Fabric_VN_1 (IID 4099), LSBs: Ox1
Entries total 2, no-route 0, inactive 0, do-not-register 0

0.0.0.0/0
, locator-set rloc_border, auto-discover-rlocs, default-ETR

Uptime: 2d17h, Last-change: 2d17h
Domain-ID: Tlocal

Metric: O
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 19

10/10 cfg-intf site-self, reachable

10. 48.13. 0/ 24, route-inport

, inherited from default locator-set rloc_border, auto-discover-rlocs
Uptime: 2d17h, Last-change: 2d16h
Domain-ID: local, tag: 65101
Service-Insertion: N/A
Locator Pri/Wgt Source State

172. 30. 250. 19

10/10 cfg-intf site-self, reachable

1.3 EIDEZ 12 I Y- H Ay Bl %

ERLISP VXLANKY R # 48 fE  f i i st B IBLISP AT SE At . ERMREFIAEMSBREELM
TCPE ( BILISPERE ) B, HEBEXBREMRKE , BXIREMPHNESERGFEESHEL
LISPERE, BBLLISPERE , TAEMBERE, WRIBREEPEFESERGTEHER , QRS
B REEAE R EEMEID,



EXPEERE FREEMNEEMNARE  RAER/ER K EEFEENPER LBRE
a2 F)F EET R R B AR R R &K E LIPS E

EIDRYEMEIBLISPEMESET
BB FAECERERES FEE R,

ERARBEMERE FWLISPEEE , A S show lisp sessions
TEETEENMRENBEFE,

<tfroot>
FE2068#

show |'i sp session

Sessions for VRF default, total: 1, established: 1
Peer State Up/Down In/Out Users

172. 30. 250. 19: 4342 Up

22:06:07 9791/6531 10

B RADownHILISPEFERER AR ETMEIDAMZESI FHETMEFMNERE L,
BEREEREE  EEHHTERAEARRIEESBKEE | I B R E T MinEHhER,

£ "show lisp session vrf default <ip address>, S RERLISPEENESHMENA

<#froot>
FE2068#

show lisp vrf default session 172.30.250. 19

Peer address: 172.30.250.19:4342
Local address: 172.30.250.44:13255
Session Type:

Active

Session State:

Up
(22:07:24)
Messages in/out: 9800/6537
Bytes in/out: 616771/757326
Fatal errors: 0
Rcvd unsupported: 0
Rcvd invalid VRF: 0
Rcvd override: 0
Rcvd malformed: 0
Sent deferred: 1

SSO redundancy: N/A
Auth Type: None



Accepting Users: 0

Users: 10
Type ID In/Out State
Policy subscription Tisp O IID 4099 AFI IPv4 2/1 Established
Pubsub subscriber Tisp O IID 4099 AFI IPv6 1/0 IdTe
Pubsub subscriber Tisp O IID 8191 AFI MAC 2/0 IdTe
Pubsub subscriber Tisp 0 IID 8192 AFI MAC 0/0 IdTe

ETR Reliable Registration lisp O |1 D 4099 AFl 1|Pv4

6/5 TCP

ETR Reliable Registration lisp O |1D 4099 AFl 1Pv6

1/3 TCP

ETR Reliable Registration lisp O 11D 8191 AFl MAC

9769/6517  TCP

ETR Reliable Registration lisp O 11D 8192 AFlI MAC

2/6 TCP
ETR Reliable Registration Tisp 0 IID 16777214 AFI IPv4 4/4 TCP
Capability Exchange N/A 1/1 waiting

RN FRE LB RBEAEENERREAEREID , SEHHEEHERS FEERPEM.

<#froot>
CP_BN_2071#

show | isp session

Sessions for VRF default, total: 7, established: 4
Peer State Up/Down In/Out Users

172. 30. 250. 19: 4342 Up
22:10:52 1198618/1198592 4
172. 30. 250. 19: 49270 Up
22:10:52 1198592/1198618 3
172. 30. 250. 30: 25780 Up
22:10:38 6534/9805 6
172. 30. 250. 44: 13255 Up

22:10:44 6550/9820 7

EfmR TERTEH, SR LNSFEHE  BESEREZERUpRENEE,



. MRERWERBorder/CPEIE , L EEHE BB RBILISPERE,
EZWIJEF F1E172.30.250.19:4342%172.30.250.19: 1089 € 49270,
BItERE  BRTAREHFEHESEFEMEEID,

1,425 FEEH

MARBEEXEBBEMRERNET , EHFHBHEABERERENTERE, S8
Instance-id# = — B2 S S BRI EID & H AR i E (2R K.

£ Fshow lisp sitedn & £ 5 38 HIIHE R

<#root>
CP_BN_2071#

show lisp site

LISP Site Registration Information
= Some locators are down or unreachable
# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst EID Prefix
Register Registered ID

site_uci never no - 4097 0.0.0.0/0
never no -- 4097 172.23.255.0/24
never no -- 4097 172.24.255.0/24
never no - 4099 0.0.0.0/0
00:00:00

yes# 172. 30. 250. 19: 49270 4099 10.48.13.0/ 24
never no -- 4099 172.23.1.0/24
never no -- 4099 172.24.1.0/24
21:35:06

yes# 172. 30. 250. 44: 13255 4099 172.24.1. 3/ 32
22:11:46

yes# 172. 30. 250. 30: 25780 4099 172.24.1. 4/ 32
never no -- 4099 172.24.2.0/24
22:11:52

yes# 172. 30. 250. 44: 13255 4099 172.24.2.2/32

WS B RAAETIMWNEIDNREIMEIDWEID, HEXESRE  EBFEHREFESFSAHANRLOC , B
BETRETE. 5 , EIDEAUGFMEIZERLOC,

ERTTEAMES o n 2EEIDMNGIR

<#root>



CP_BN_2071#

show lisp site 172.24.1.3/32 instance-id 4099

LISP Site Registration Information
Site name: site_uci
Description: map-server
Allowed configured locators: any
Requested EID-prefix:

EID-prefix:

172.24.1.3/32 instance-id 4099

First registered: 21:35:53

Last registered: 21:35:53

Routing table tag: 0

Origin: Dynamic, more specific of 172.24.1.0/24
Merge active: No

Proxy reply:

Yes
Skip Publication: No
Force Withdraw: No
TTL:
1d00h
State:
conpl ete
Extranet IID: Unspecified
Registration errors:
Authentication failures: 0

Allowed Tocators mismatch: 0
ETR 172.30.250.44:13255, last registered 21:35:53, proxy-reply, map-notify

TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce Ox6ED7000E-0xD4C608C5
XTR-ID 0x88F15053-0x40C0253D-0xAE5EA874-0x2551DB71
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

172. 30. 250. 44 yes up

10/10 IPv4 none

MiEE : Rl  FEEBUATER
« Proxy , EAIILERTE , 25 FHBHGEXERYMER, TERLISPH , HIRFES



#&Ei‘é IJ"fHHElmEI{EFHProxyn ERXTR, BHTHEHSEZEER

- TTL , EREIDEFMMEFRE, FARBERT H24/ B

. ETRﬁaﬂ EEEE%LEIDEHHEO&#%EBE%%W%E

- RLOCEf , ERHAMNEEEIDWRLOC, EthTEMEEN , MFAR/EERE., MR
RLOCER , BAIFgFERAE. T EESESEENEXIERF , EFEZERLOCE , AJLL
FHE *‘SRLOCEE{EEID{E%EFHEEF &,

EEREA TEHTE,) SR ENEMESRE , ATLERAshow lisp server registration history@s %

o

- Hepghid T SEEMAMBUEEMMAYEID,
FURAL B L R 8%

<tfroot>
CP_BN_2071#

show i sp server registration-history last 10

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*Mar 24 20:49:51.490 4099 TCP  No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.491 4099 TCP  No No 172.30.250.19

- 10.48.13.0/24
*Mar 24 20:49:51.621 4099 TCP No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.622 4099 TCP No No 172.30.250.19

- 10.48.13.0/24
*Mar 24 20:49:51.752 4099 TCP No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.754 4099 TCP No No 172.30.250.19

- 10.48.13.0/24
*Mar 24 20:49:51.884 4099 TCP No No 172.30.250.19

+ 10.48.13.0/24
*Mar 24 20:49:51.886 4099 TCP No No 172.30.250.19
- 10.48.13.0/24

*Mar 24 20:49:52.017 4099 TCP No No 172.30.250.19
+ 10.48.13.0/24
*Mar 24 20:49:52.019 4099 TCP No No 172.30.250.19

- 10.48.13.0/24

BRI Z AHMEID |, 55 Bshow lisp instance-id <instance> ethernet server ( bar SRR
LLEIBRYE L )

<#root>



CP_BN_2071#

show i sp instance-id 8191 ethernet server

LISP Site Registration Information
* Some Tocators are down or unreachable
# = Some registrations are sourced by reliable transport

Site Name Last Up Who Last Inst
Register Registered ID

site_uci never no -- 8191
00:00:04

yes# 172. 30. 250. 44: 13255 8191 0019. 3052. 6d7f/ 48
21:36:41

yes# 172. 30. 250. 44: 13255 8191 0050. 5693. 8930/ 48
22:13:20

yes# 172. 30. 250. 30: 25780 8191 0050. 5693. f 1b2/ 48

B IIMAC b 41t SO ER S BREE M AY 2 2 B A & FR

<tfroot>

CP_BN_2071#

show i sp instance-id 8191 ethernet server 0019.3052. 6d7f

LISP Site Registration Information
Site name: site_uci
Description: map-server
Allowed configured locators: any
Requested EID-prefix:

EID-prefix:

0019. 3052. 6d7f/ 48 i nstance-id 8191

First registered: 22:14:38

Last registered: 00:00:03

Routing table tag: 0

Origin: Dynamic, more specific of any-mac
Merge active: No

Proxy reply:

Yes

Skip Publication: No
Force Withdraw: No
TTL:

1d00h

EID Prefix

any-mac



State:

conpl ete
Extranet IID: Unspecified
Registration errors:
Authentication failures: 0

Allowed Tocators mismatch: 0O
ETR 172.30.250.30:25780, last registered 00:00:03, proxy-reply, map-notify

TTL 1d0Oh, no merge, hash-function shal
state complete, no security-capability
nonce 0x0465A327-0xA3A2974C
XTR-ID 0x280403CF-0x598BAAF1-0x3E70CE52-0xE8F0O9EGE
site-ID unspecified
Domain-ID Tocal
Multihoming-ID unspecified
sourced by reliable transport

Locator Local State Pri/Wgt Scope

172.30. 250.30 yes

up 10/10  IPv4 none

Bifn TREEMBEESEECER L BURAR 2 ARBEIDRY REM R sE AT 8%

MiEE . BEREERBREETBEARIEMACH I M EMEEE , Ik tEEEA

<ffroot>
CP_BN_2071#

show |isp instance-id 8191 ethernet server registration-history

Map-Server registration history
Roam = Did host move to a new location?
WLC = Did registration come from a Wireless Controller?

Prefix qualifier: + = Register Event, - = Deregister Event, * = AR register event
Timestamp (UTC) Instance Proto Roam WLC Source
EID prefix / Locator

*Mar 24 20:47:10.291 8191 TCP Yes No 172.30.250.44

+ 0019.3052.6d7f/48
*Mar 24 20:47:10.296 8191 TCP No No 172.30.250.30

- 0019.3052.6d7f/48
*Mar 24 20:47:18.644 8191 TCP Yes No 172.30.250.30

+ 0019.3052.6d7f/48
*Mar 24 20:47:18.647 8191 TCP No No 172.30.250.44

- 0019.3052.6d7f/48
*Mar 24 20:47:20.700 8191 TCP Yes No 172.30.250.44

+ 0019.3052.6d7f/48
*Mar 24 20:47:20.702 8191 TCP No No 172.30.250.30

- 0019.3052.6d7f/48
*Mar 24 20:47:31.914 8191 TCP Yes No 172.30.250.30

+ 0019.3052.6d7f/48
*Mar 24 20:47:31.918 8191 TCP  No No 172.30.250.44



- 0019.3052.6d7f/48

*Mar 24 20:47:40.206 8191 TCP Yes No 172.30.250.44
+ 0019.3052.6d7f/48
*Mar 24 20:47:40.210 8191 TCP No No 172.30.250.30

- 0019.3052.6d7f/48

EMRRETEHER EEEMA U R ER | R TR T i #EAT

- EEBRRMACHNEHEEIFEEA cENEIR  TEANKIRIEMEIBEASE2E B ZEMACH I
REBIEBESHERE,
- BENZE2BMACHIEHRLOCHSEBREAT,

Mhn Taddress-resolution AR5 % &I 87 2L A9 EE M stk #EAT B ER
<#root>
CP_BN_2071#

sh lisp instance-id 8191 ethernet server address-resol ution

Address-resolution data for router lisp O instance-id 8191

L3 InstID Host Address Hardware Address
4099 172.24.1.3/32 0050. 5693. 8930
4099 172.24.1. 4/ 32 0050. 5693. f 1b2
4099 2001: DB8: : E70B: ESE1: E368: BDB7/ 128 0050. 5693. 8930
4099 2001: DB8: : F304: BCCD: 6BF3: BFAF/ 128 0050. 5693. f 1b2
4099 FE8O: : 3EE: 5111: BA77: E37D/ 128 0050. 5693. f 1b2
4099 FE8O: : 1AE4: 8804: 5B8F: 50F6/ 128 0050. 5693. 8930

MIsT : ENMESERR A IPvoith it BEAIPVE BV AREEID A ITEL , t EZ B EME Tt Y B
BRERGTHSE L, EEEEARAGTSEEIEHIEIDTEEM , BRI AR MU EN,

FRTIRIG B R



HREBBLISP VXLANR U EHERRE , FEMNTE WARLOC, FELISP VXLANZ #4E &
A, EEBFEAYBIRERTER , ERAREBIREEHRARRIERE BN EREFEFIB),

fEFILISP VXLANZ R AERE R | ¥ BRARENAE B IR B R AL 5% T AR A 3%

- EERESFEERICPU , WHCPURMNIEMZRF FHEBMYEMER , LEHZTEQK
EIDEIEBLEHIRLOCE A,

« BEHFERIIEMERE  THEHENEIDEBMNYKRAEMEET , EEXOEHWRO
B,

- BECEE—EECHMREEN , 25 TEHHYTESIERAAERNEIDRA , ESRHEX
EIDABANEEEIDR ( R EEMEM) .

{55 F 2R B 422 41 2 T B0 Bh B map-reply A B9 3 51 58 3T ¥ BRAR R

- HIREIBNTTLERE A24/ M, (HRABREE K BERF1508E )
- HRZAMEID , EHREBISHRAHRRE, (EEBRANEIBAHIE )




2.1 KB BR IR ER

{5 Fshow lisp instance-id <instance> map-cache# ¥ /R £ A#8map-cache

<tfroot>

FE2067#

show i sp instance-id 8191 ethernet map-cache

LISP MAC Mapping Cache for LISP 0 EID-table
MVl an 150 (11D 8191)

, 1 entries
0

019. 3052. 6d7f/ 48

, uptime: 00:00:07, expires: 23:59:52, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID

172. 30. 250. 44

00:00:07 up 10/10 -

W ERECHEITHNERMACHIHRE

- EECABGERENERREEE , EEBREFEERIARMEE,

- EEERXHEREEEFBIBLISPREITT.

- —EEBYHMEBELN , XBASEBAGBIREGD , BRETXE2EBNENIESERESE
EFEAR BB EM SR,

HE2EHIET , RN EBUMAREIZANER.

RIERT , LISPVXLANTEZARE , RATCEAERE , B UEREME(GRT)F
Eﬁ;’ilP%%‘% SEFAE | BB LA EE AT BUZ A SR 2B AR

BUREIBIRE A it ut

<#froot>
FE2068#

sh run | sec instance-id 8191

instance-id 8191

remote-rloc-probe on-route-change
service ethernet

eid-table vlan 150

br oadcast - under | ay 239.0.1.19



database-mapping mac locator-set rloc_hosts

exit-service-ethernet
|

exit-instance-id

2.2 |P¥ERIRER

HWREIEHIR , BIRRINEFALFEIAFICPUNREBE KN C KIBEL , RERHARSENE
EHREER

- B2, BHREIFBERT , EREXERNCR , ESHEXRIICPUE LA, EBBHRERN
map-cache@i T XREK. ¥HIPv4 |, iER0.0.0.0/0 , BHRIPvV6 , iER : :0/0,

- TEIBREE FEENEBIREEE HEB/N D, REBRIHEEE T tkmap-cache 0.0.0.0/08%
O/0HBUREMRE |, AICEERBBRBREMBTRIEE , MRS HEKHTIRBRERE
E4N

FURE R IRENEL B

<ttroot>

FE2068#

sh run | sec instance-id 4099

instance-id 4099
remote-rloc-probe on-route-change
dynamic-eid Fabric_VN_Subnet_1_IPv4
database-mapping 172.24.1.0/24 Tocator-set rloc_hosts
exit-dynamic-eid
I
dynamic-eid Fabric_VN_Subnet_1_IPv6
database-mapping 2001:DB8::/64 Tocator-set rloc_hosts
exit-dynamic-eid
I
service 1ipvéd
eid-table vrf Fabric_VN_1

map- cache 0.0.0.0/0 nap-request

exit-service-ipvé

!

service ipvb6

eid-table vrf Fabric_VN_1

map-cache ::/0 map-request
exit-service-ipvé6

I
exit-instance-id



map-cache 0.0.0.0/0F1 : :/0 map-requestEHEA "send-map-request. RVETEHBUIRE P EL & ¥
BURENRE ., P RERBEHMER. ARHRIREEEBERARERSREERNFIBH , E
BERAEFMERTHEMNELREENEHPRE,

- EXENFEE L, ATEBRAEE—AHIBIEE , ETRWIEHERsend-map-request +
encapsulate to proxy ETR,
EEEYFE—EEXIARMNENENERIWBHMEBER , YA NREFESZERNTERT

proxy-etro

<tfroot>
FE2067#

show | isp instance-id 4099 i pv4 map-cache

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf Fabric_VN_1 (IID 4099), 6 entries

0.0.0.0/0,

uptime: 22:28:18, expires: 00:13:41, via map-reply, unknown-eid-forward
action:

send- map-request + Encapsulating to proxy ETR

PETR Uptime State Pri/Wgt Encap-IID Metric
172.30.250.19 22:28:18 up 10/10 - 0

10. 48. 13. 0/ 24,
uptime: 02:31:26, expires: 21:28:34, via map-reply, complete
Locator Uptime State Pri/Wgt Encap-IID
172. 30. 250. 19
02:31:26 up 10/10 -
172.24.1.0/ 24

, uptime: 22:31:34, expires: never, via dynamic-EID, send-map-request

Negati ve cache entry, action: send-nmap-request

172.24.2.0/ 24
, uptime: 22:31:34, expires: never, via dynamic-EID, send-map-request

Negati ve cache entry, action: send-map-request

172.24.2.2/32
, uptime: 00:00:21, expires: 23:59:38,
via map-reply, conplet

e
Locator Uptime State Pri/Wgt Encap-IID



172. 30. 250. 44
00:00:21 up 10/10 -
172.28.0.0/ 14,

uptime: 22:28:22, expires: 00:13:39, via map-reply, unknown-eid-forward
PETR Uptime State Pri/Wgt Encap-IID Metric

172.30. 250. 19

22:28:19 up 10/10 - 0

FE b Ea AP AR T AR E

o LEEHAAY10.48.13.0/24F1172.24.2.2/32iB 1B ¥R EZ AN TR, FEELHN A RE
W E R R E B EMER,

« 172.28.0.0/14RE KRB EHME BN DIRE P U AV RAl, REUEE MAYBRIREG | 7
mit FRNRERT 2 HBEMEER,

IR 3 A Y T

/

=




3AE2BHEIEEHER

LISP/VXLANZ RSB Ry RE R BB B2 N E2E H R E .

o FETEME A BRE G EEURA R 1E K B BIMACHEHIE

o EIAZTIBRTE R E S EIMACHE st LA EAIMACHE ML I I AS BE R SE2fE ., R ERBHE
Mt 2 | REIBEIEE R,

. IBEBELEIB Catalyst 9000 R 5 R IRETHY [E FEIEHE,

3.2582B |

BIBLISP VXLANRKR A E e SE2 B st H A 628 B EMACHE I SE R, Rk B ESmAEEwmEH N
HEL2LIOBIMACHz 1iE TR o

BRAH AR RE2ENE

<ffroot>
FE2068#

show mac address-table vlian 150

Mac Address Table

Vlan Mac Address Type Ports
150 0000.0c9f.f18e STATIC V1150
150 0050.5693.8930 DYNAMIC Gil/0/1
150 2416.9db4.33fd STATIC V1150

<- Loca

150 0019.3052.6d7f CP_LEARN

L2LI 0 <- Renote

Total Mac Addresses for this criterion: 3
Total Mac Addresses installed by LISP: REMOTE: 1

HARMBENM (WRERE ) , REFBEBEBHRENIPS MEXFEEE
« RTHRERRES. AANEBNAR (EREERERZE ) RENERZR  SEERETRR -
B EREITABIRE.
- EiBI S HEEREFHE SRR REMSHEEVXLANS,
- FFEHMRBSEMABREER , BRORELBERHEKC ANE2EHIHENRE,

FRKEIPAEER

<ffroot>



FE2068#

sh ip nroute 239.0.19.1

IP Multicast Routing Table
Flags: D - Dense, S - Sparse, B - Bidir Group, s - SSM Group, C - Connected,

L - Local, P - Pruned, R - RP-bit set, F - Register flag,

T - SPT-bit set, J - Join SPT, M - MSDP created entry, E - Extranet,
X - Proxy Join Timer Running, A - Candidate for MSDP Advertisement,
U - URD, I - Received Source Specific Host Report,

Z - Multicast Tunnel, z - MDT-data group sender,

Y - Joined MDT-data group, y - Sending to MDT-data group,

G - Received BGP C-Mroute, g - Sent BGP C-Mroute,

N - Received BGP Shared-Tree Prune, n - BGP C-Mroute suppressed,

Q - Received BGP S-A Route, g - Sent BGP S-A Route,

V - RD & Vector, v - Vector, p - PIM Joins on route,

x - VXLAN group, c - PFP-SA cache created entry,

* - determined by Assert, # - iif-starg configured on rpf intf,

e - encap-helper tunnel flag, 1 - LISP decap ref count contributor

Outgoing interface flags: H - Hardware switched, A - Assert winner, p - PIM Join
t - LISP transit group

Timers: Uptime/Expires

Interface state: Interface, Next-Hop or VCD, State/Mode
(*, 239.0.1.19), 00:02:36/stopped, RP 172.31.255.1, flags: SICF

Incoming interface: GigabitEthernetl/0/23, RPF nbr 172.30.250.42

Outgoing interface Tist:

L2LISP0.8191, Forward/Sparse-Dense, 00:02:35/00:00:24, flags:

(

172.30. 250. 44, 239.0.1.19

), 00:02:03/00:00:56, flags: FT
Incoming interface:

Nul 10

, RPF nbr 0.0.0.0
Outgoing interface Tist:

G gabi t Et her net 1/ 0/ 23

, Forward/Sparse, 00:02:03/00:03:23, flags:
(

172.30. 250. 30, 239.0.1.19

), 00:02:29/00:00:30, flags: IT
Incoming interface:

G gabi t Et her net 1/ 0/ 23

, RPF nbr 172.30.250.42
Outgoing interface Tist:

L2LI SPO. 8191

, Forward/Sparse-Dense, 00:02:29/00:00:30, flags:

hERHERRBRERPEREER FIREAZERENMEEMEIGeS, GIRE., BEER—ES.
Gi&RE , He b2 &2 E R Loopback0E AR,



HREIBKEEBENFRENZERE |, show ip mroutefl FIE €8 RL2LISPO, <instance>
ERERIEEEEKE LR 2EFERRFEZTHRENAHEHRZ T
FHBE T HE

3.3FIBHEEN

EREEIEBLISP VXLANK G R N 2R E | BB CEF,
s LISPAEREREABE , STFrSERBAXRPAEAKABALD , MEEZEHECEFEBHUEHR

FIB,
HREENRKBE , HMRINEATEEFRHWEMESER,
BRENER
<#root>
FE2067#

sh lisp instance-id 4099 ipv4 nmap-cache 172.24.2.2

LISP IPv4 Mapping Cache for LISP 0 EID-table vrf Fabric_VN_1 (IID 4099), 1 entries

172.24.2.2/ 32

, uptime: 11:19:02, expires: 12:40:57, via map-reply, complete
Sources: map-reply
State: complete, last modified: 11:19:02, map-source: 172.30.250.44
Idle, Packets out: 2(1152 bytes), counters are not accurate (~ 11:18:35 ago)
Encapsulating dynamic-EID traffic
Locator Uptime State Pri/Wgt Encap-IID

172. 30. 250. 44

11:19:02 wup 10/10 -
Last up-down state change: 11:19:02, state change count: 1
Last route reachability change: 11:19:02, state change count: 1
Last priority / weight change: never/never
RLOC-probing loc-status algorithm:
Last RLOC-probe sent: 11:19:02 (rtt 2ms)

RERES |, ARLEIDNEMNEFA172.30.250.44, At , BHERRLBENRKE | It BHEP
IPSREERYIP B {Z#h 31t 2172.30.250.44,

ERAREHIENVRFRIEBRRS , TERILRE.

<{froot>

FE2067#



show ip route vrf Fabric_VN_1

Routing Table: Fabric_VN_1
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF 1inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type
E1 - OSPF external type 1, E2 - OSPF external type 2, m - OMP
n - NAT, Ni - NAT inside, No - NAT outside, Nd - NAT DIA
i - IS-IS, su - IS-IS summary, L1 - IS-IS Tevel-1, L2 - IS-IS Tevel-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
H - NHRP, G - NHRP registered, g - NHRP registration summary
- ODR, P - periodic downloaded static route, 1 - LISP
- application route
- replicated route, % - next hop override, p - overrides from PfR
- replicated Tocal route overrides by connected
Gateway of Tast resort is not set
172.24.0.0/16 is variably subnetted, 5 subnets, 2 masks
172.24.1.0/24 1is directly connected, V1anl50
172.24.1.4/32 [10/1] via 172.24.1.4, 06:11:02, Vl1anl50
172.24.1.254/32 is directly connected, Vlanl50
172.24.2.0/24 1is directly connected, Vlanl51l
172.24.2.254/32 is directly connected, Vlanl51l

2 + © O

rorr =N

CEFf HiRfit 7 BEEEBLISP VXLANR B Y E R & Ao

- EFEshow ip ceffi T detail BB ZR , eXY T RARAEFEXNHEEIEEBE,
- BEFEEMNEENERLISP 0, <instance>RRHREBCEIAIN i,

<tfroot>
FE2067#

sh ip cef vrf Fabric_VN 1 172.24.2.2 detai

172.24.2.2/32, epoch 1, flags [subtree context, check Tisp eligibility]
SC owned,sourced: LISP remote EID - Tocator status bits 0x00000001
LISP remote EID: 2 packets 1152 bytes

fwd action encap

, dynamic EID need encap
SC inherited: LISP cfg dyn-EID - LISP configured dynamic-EID
LISP EID attributes: localEID No, c-dynEID Yes, d-dynEID No, a-dynEID No
SC inherited: LISP generalised SMR - [enabled, inheriting, Ox7FF95B3EOBE8 locks: 5]
LISP source path 1ist

next hop 172. 30. 250. 44 LI SPO. 4099
2 IPL sources [no flags]

next hop 172. 30. 250. 44 LI SPO. 4099



HRAREMBEIT —ER , R T —FRETTshow ip cef <next hop>Hi18 & K2 b B B F#Y
BWHNHE.

BT AR B H T

<ffroot>
FE2067#

sh ip cef 172.30.250. 44

172.30.250.44/32

next hop 172.30. 250. 38 G gabi t Et her net 1/ 0/ 23

~
MIEE : TUAE 2@ R B EE Z B &E(ECMP)EH.

- MEFEE2EBEEHRLOC , REUUEEEHETERGE ; WRFEFERLOC
Pttt Y TUERER R | RIFT IE R B H B R A9,
- HRAUDPE MHhIREE £4789 , EMERMRIEMELE E 2 BT A REVEF B ZIPith it #8
B, AEERAEEELRAN B CES  SUBRFAEEHEBBE—BEEH,

- EFLISP VXLANEF | ERAZHEFHUDPIRIE | HHIOENAE PN TERER

 ZBETEN.
34ER KN

« FELISP VXLANMEARZEES , B REYN T2 HEREVXLANF, ESFEREFL2EE , LUERE
BEXEFE2ENMEIBER,
HRE2EE  SHEFRKRBE, YREBEBEIEBHEEENE  FHEERFE2EHRE,

<tfroot>

Ethernet II, Src: 24:16:9d:3d:56:67 (24:16:9d:3d:56:67), Dst: 6¢c:31:0e:f6:21:c7 (6c:31:0e:f6:21:c7)
Internet Protocol Version 4, Src: 172.30.250.30, Dst: 172.30.250.44
User Datagram Protocol, Src Port: 65288, Dst Port: 4789
Virtual eXtensible Local Area Network
Flags: 0x8800, GBP Extension, VXLAN Network ID (VNI)
1o.. oo ool ool = GBP Extension: Defined
= Don't Learn: False
VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

= -
- O
o

.000 .000 0.00 000

Group Policy ID 16

VXLAN Network Identifier (VNI): 4099



Reserved: 0
Ethernet II, Src: 00:00:00:00:80:a3 (00:00:00:00:80:a3), Dst: ba:25:cd:f4:ad:38 (ba:25:cd:f4:ad:38)
Internet Protocol Version 4, Src: 172.24.1.4, Dst: 172.24.2.2
Internet Control Message Protocol

REEIBLISP VXLANX B [ ER I mRRAIF AR L , vlanER BT A TEHENIE, RS
3B , ZAMIREAR — EERKHE,

FEVXLANSREEAH | TVLANMBERR BI85 (VLAN Network Identifier) 2 & & Fr B HILISPHIE
1D,

- BiBGroup Policy IDMEFIESCTES,
s ERBEEPNADLREZE , YEHEESIRBREMRE  BEITHERENREER,

BRENZEHIE
1S 5 BT

ERR RIS RIS ENVLIANEARE S BESCTERS 1 RE , 7EA.

+ Dot1x/MAB/central webauthZ 5 & B A 15 & Al AP B RadiusfAlfREF £ , ARBRBERNIZERE
AEEIRY  ZARS[EBEBMEETICHRES | UEA BB FEERE DA 6 &/ imE
, I fF A ER B I EUIR AR,

HHLISP VXLANR #24EpE | B4EE BfradiusBH :

« VlanZ Bt : fEradiusf@RESZIR M ( KiIK T D EGISESE2E/FEIEBLISPHIE ) Atk B MR
EAVLAN IDH &8,

- SGTH : WEBMHRESGTHEISGTHE iR . ESAREH KRN ERBRRE , WE&E
BRI BN EBEENATEE 2 ESGTE.

- BERE  BFEEEFESvaAnLEfT, LBREAFRIKEE LEENEFvianh EiEFZEW
RENESTRE, EXTIREBEVLIANFHESINERRE

- BEER SARYEESENEXRERE. T #fradiusfARFEERE , URTERE
ihE EENRE S MRER

- ER  BRELRY  FSERELEATRANERSTEEEET. WL#ERadiusfafReFEIX
ERER K ZEREBEREERANRENRE

i Fishow access-sessionfi TR EE LW B HRERRBER

<ffroot>
FE2067#

show access-session interface G1/0/1 details

Interface: GigabitEthernetl/0/1



IIF-ID: Ox1FF97CF7

MAC Address: 0050.5693.f1b2

IPv6 Address: FE80::3EE:5111:BA77:E37D
IPv4 Address: 172.24.1.4

User-Name: 00-50-56-93-F1-B2
Device-type: Microsoft-Workstation
Device-name: W7180-PC

Status:

Aut hori zed

Domain:

DATA

Oper host mode: multi-auth
Oper control dir: both
Session timeout: N/A

Acct update timeout: 172800s (local), Remaining: 172678s

Common Session ID: 9256300A000057B8376D924C
Acct Session ID: 0x00016d77
Handle: 0x85000594

Current Policy: PMAP_DefaultWiredDotlxClosedAuth_1X_MAB

Local Policies:

Server Policies:

VI an Group: Vlan: 150

SGT Val ue: 16

Method status Tist:
Method State
dotlx

St opped

mab Authc

Success

AR T AR
- IPv4FIIPveitzil - BEBBEERKEE,

- EREEBERANRENRENEAESR,
- #RDot1x , EBERETEHRENERE.
- EAMABE | E R EXEIRadiustERER E BB BT ELT

k.

MREERRE RERNRENSHRELER,

BRI TR RIMACHL

- B HRERRSR  WEEEDatall , R REMEE EEEREE/ K. (HREIE

, IERESR "FEEL )



- fAfREEREE . ER K BRadiusfAfREFMNEA ( flIVIanp BEFMSCTHE ) LB
- HEMEFE  WEBATETH R EANBLR,
- BEdot1xEMABZ FIIETT,
- MRIGBHTEEEAPOLIE | 5 ESHEERE Emab,
- EASEERdotIXB KR,
- MABHRauthc success ik REEHINETEMRFE , CAXTRMETBRIBEREHEE
ZERIERL,

2RERBMERABNRE(CTS)

Underlay Lﬂi:)

[ -
Only SSH

172.24.1.4 allowed 172.24.2.2
SGT 17 SGT 16

TELISP VXLANXK #246fERN , CTSHRERRERE



- ERNENRBEBERZEBARR.

- RPEEANFTIAERERIEEAQNSCTREE L , ZERESEAR P BB RE LS,

- BUREBMFAZIRERER | S8 H BT ERE,

- WREEENENRBERTR , ZRBRIFEHER — B RSCTHERNEMREE N IR E
FHEER  HPERR—EAERAFF T AFTFHBLERENSGACL,

- BEEERNRAR — BESCTHRE LR |, SEHAERNERRE.

4.3 CTSIRIE

EFAENENRIET  RREEREELFEEINCTSHE,

« WWPACHARRADIUSIERER , LAZ#EERISE LWRADIUSHE, iE A& ERadiuste 1 #cts-
pac-opaquetd i,

FA/RCTS pacE#

<tfroot>
FE2067#

sh cts pacs

AID:

C7105D0DA108B6AEOFB00499233B9C6A

PAC-Info:

PAC-type = Cisco Trustsec

AID: C7105DODA108B6AEOFB00499233B9C6A
I-ID: FOC2410L1Zz

A-ID-Info: Identity Services Engine
Credential Lifetime:

18: 05: 51 UTC Sat Jun 24 2023

PAC-Opaque: 000200B80003000100040010C7105DODA108B6AEOFB00499233B9C6A0006009C00030100C5COB998FB5E8C106F6

Refresh tiner is set for 12w0d

HRCTS pacBEEERAEMREE, FabricEER B HRIFXE.

Y
MiEE : EFSBRRBIFE , JUREHBS "cts refresh pacy o

BEETERENER S TRHRRENLE TERAAFNREEN.

- BWRIBEENISRMBASFERANCTSER , WX T&ERadiusf@fkzz L EHMNFAAEEREN
KA R,



FERcisIRIBEE R

<{froot>
FE2067#

sh cts environnment-data

CTS Environment Data

Current state =

COWPLETE

Last status =

Successfu

Service Info Table:
Local Device SGT:
SGT tag =

2-00: Trust Sec_Devi ces

Server List Info:
Installed 1list: CTSServerListl-0001, 1 server(s):
*Server:

10. 48. 13. 221

, port 1812,

A-1D C7105D0DA108B6AEOFB00499233B9C6A

Status = ALIVE

auto-test = TRUE, keywrap-enable = FALSE, idle-time = 60 mins, deadtime = 20 secs
Security Group Name Table:

0-00:Unknown

2-00:TrustSec_Devices

3-00:Network_Services

4-00:Employees

0:Contractors

0:Guests

0:Production_Users

0:Developers

9-00:Auditors

10-00:Point_of_Sale_Systems
11-00:Production_Servers
12-00:Development_Servers

13-00:Test_Servers

14-00:PCI_Servers

15-00:BYOD

16-00:Fabric_Client_1

17-00:Fabric_Client_2
255-00:Quarantined_Systems

Environment Data Lifetime = 86400 secs

Last update time = 11:46:41 UTC Fri Mar 31 2023
Env-data expires in 0:19:17:04 (dd:hr:mm:sec)



Env-data refreshes in 0:19:17:04 (dd:hr:mm:sec)
Cache data applied = NONE

State Machine is running

Retry_timer (60 secs) is not running

FAERENRERN , ETENRKREEEFTEANFEANARIFHNCTSER,
« BTRARERIPHhI (RFH ) BERENRIEENEM , ATEA®S "show cts role-

based sgt-map vrf <vrf> all; .

HERVRFEYFTE EHIPEISGTEA

<tfroot>

FE2067#

sh cts rol e-based sgt-map vrf Fabric_VN_ 1 al

Active IPv4-SGT Bindings Information
IP Address SGT Source

172.24.1.4 17 LOCAL

172.24.1. 254 2 | NTERNAL

172.24.2. 254 2 | NTERNAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings = 2
Total number of active bindings = 3
Active IPv6-SGT Bindings Information
IP Address SGT Source

2001: DB8::1 2 | NTERNAL

2001: DB8: : F304: BCCD: 6BF3: BFAF 17 LOCAL

IP-SGT Active Bindings Summary

Total number of LOCAL bindings = 1
Total number of INTERNAL bindings

=1
Total number of active bindings = 2



WEHHER THREVRFINFTE S AP ( FF# ) REEAHEMNRIEEE,

ALES , —ERREN—EIPti 5 B 7 ERERNRRE17Y BRR A1,
ERR4EERINBNRIFER  HPERRAEREX IR,
EEENERBEE CHIPHb | St 2 Al Bdevice-sgt taglE AR IPRER.
A LAUBB B R EIBSXPEFEEISES Bl E A B REEEE.

EHXEBASCTEEE , o2 EARISEMRES T = EE H AT KK,
« show cts authorization enticationsfi IR T ER THELENRE UL MRS EEE T

o

MEE  MRFRBETMER , SRR, ISERE T LAHEIECoATs = LA S 3 X 1
, UEEERRTERIRE, EFBRIFRE , 3% S s refresh policy o

BREATHNRBHER  URRECEETH

<ffroot>
FE2067#

show cts authorization entries

Authorization Entries Info

Peer name = Unknown-0
Peer SGT =

0- 00: Unknown

Entry State =

COWPLETE

Entry Tast refresh = 22:14:46 UTC Thu Mar 30 2023

SGT policy last refresh = 22:14:46 UTC Thu Mar 30 2023
SGT policy refresh time = 86400

Policy expires in 0:05:23:44 (dd:hr:mm:sec)

PoTlicy refreshes in 0:05:23:44 (dd:hr:mm:sec)
Retry_timer = not running

Cache data applied = NONE

Entry status =

SUCCEEDED

AAA Unique-ID = 11

Peer name = Unknown-17
Peer SGT =

17-01: Fabric_Cient_2



Entry State =

COWPLETE

Entry Tast refresh = 11:47:31 UTC Fri Mar 31 2023

SGT policy Tast refresh = 11:47:31 UTC Fri Mar 31 2023
SGT policy refresh time = 86400

Policy expires in 0:18:56:29 (dd:hr:mm:sec)

Policy refreshes in 0:18:56:29 (dd:hr:mm:sec)
Retry_timer = not running

Cache data applied = NONE

Entry status =

SUCCEEDED

AAA Unique-ID = 4031

MRTRHTEMER , BIFTLUERA®S "show cts rolebased policies s RIS LK,

<#froot>
FE2067#

sh cts rol e-based perm ssions

IPv4 Role-based permissions

def aul t

Permt |P-00

IPv4 Role-based permissions from

group 17:Fabric_Cient_2 to group 16:Fabric_Cient_1

Per m t Web- 02

RBACL Monitor A1l for Dynamic Policies : FALSE
RBACL Monitor A1l for Configured Policies : FALSE

e TRERRECEBENFERMK, EISEARSFL , TREESKBARTENE  BERERE
A FHEAERRERNKE, EHETHEENERER,

T ERREERANRERERE EANRENTARRIE, EAHIFREPermit IP, RILFIEERK
FFERE TEARER LFTEIR,

#1Tshow cts rbacl <name> , LLEU{S 2 TEHRBACLIW I R AW FME

%II



<ffroot>
FE2067#

sh cts rbacl pernitssh

CTS RBACL Policy

RBACL IP Version Supported: IPv4 & IPv6
name =

perm tssh

-03

IP protocol version = IPV4
refcnt = 2

flag = 0x41000000

stale = FALSE

RBACL ACEs:

permt tcp dst eq 22
permt tcp dst eq 23

deny ip

HELRGIF | E— A EEERA T ILRBACLI S BV R & R H [[22(SSH)M23(Telnet)Aitcp &
B,

S
MiEE : REACLRALE — B 10 LiBfT. MIBRERBHARR , B MEARRRKERS

$i1ﬁ7%ﬂl%o EARBRIEERRERBF BT , CRBXRIEEEERE ASHE LS AN
SCTHE, EETHAXREMY BEEZEKE L FENKK LBRE T SEHRRE
o BHE EE%%%*HEE’\J BRIBURECTSHEL , flan , RS , FERXBr K& AT B
ERHMRE K SRIUANBENLZ KK,

iE{Tshow cts role-based counters LB BIEE B EE

- W TERNBEIRENRETRSE. SETHRIAHENGT.

<#root>
FE2067#

sh cts rol e-based counters



Role-based IPv4 counters

From To SW-Denied HW-Denied SW-Permitt HW-Permitt SW-Monitor HW-Monitor
0 0 3565235 7777106
0 0

17 16
0

3 0 3412 0

0
16 17
0 5812 0 871231 0

0

LEBPREE R T RO RIEBAENFFBEEHKE | LB A TER17E16 A R IE16T17HR

Iiﬂllm

- FAER HENHETERNERARRRE , Rit , RERE (HN18F116 ) X
B EFREAEETTE | RIRAFERRE,
BEABRRREN  eNtEEEERERBRERNERE TR,
- BEEBERESHPEKE , TEISERMRSE LiflogBRFHEIZEMNEKKES , ESEH

R O PR AR B R AL B EEE R
« WBAHTERIRMF( ) RAEME P EEE R AVIRE BATULIRF,

FHEIE A
o Bl EE N H - Cisco Systems
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