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Settings

y

Protection

Monitor Progran

Monitor Program Start

Monitor Nebwrark Connections

Instatll

Cloud Detection Engines
ETHOS

SPERO

FETHA Detection Engine

Enable TETRA Engine

Allow Definition Updates

= 3
= ?
— 3
= ?
[—] 3
= 7
— ;

v

Unable to install updates. Please try again later. |updute TETRA |Sync Policy

2. ECisco Secure Endpoint Console £ , BREE| L iRt FEEEER

"HRERER , EMAN. RELE. B ORI E MR R K in B2 E R A AR
SR BER. NREEMREFE  FRENIETMBE. |

Definitions Last Updated

2022-08-24 18:11:15 IST

Update failed because of a network timeout.

Check your network, firewall or proxy settings to

verify connectivity between endpoints and the
update sarver. Contact Cisco support if the issue

persists.

3. #£debug sfc.exe.log? , ERERM AN , WHREIFEER3000 , RTMFEH

Unknown_Error,

<ffroot>

(978223515, +0 ms)
(978223515, +0 ms)

Update failed with

(978223515,
(978223515,
(978223515,
(978223515,
(978223515,
(978223515,

+0
+0
+0
+0
+0
+0

ms)
ms)
ms)
ms)
ms)
ms)

Aug 04 07:30

Aug 04 07:30:

error -3000

Aug
Aug
Aug
Aug
Aug
Aug

04
04
04
04
04
04

07:
07:
07:
07:
07:
07:

30

30:
30:

30

30:
30:

:23 [11944]: TETRAUpdatelInterface::update updateDir: C:\Progr
23 [11944]: ERROR: TETRAUpdateInterface::update

:23 [11944]: PipeSend: sending message to user interface: 26,
23 [860]: PipeWrite: waiting on pipe event handle

23 [11944]: TETRAUpdaterInit defInit: 0, bUpdate: 0

:23 [11944]: TETRAUpdaterInit bUpdate: 0, bReload: 0

23 [11944]: FASharedPtr<class TETRAUpdateInterface>::Release
23 [11944]: PerformTETRAUpdate: bUpdated = FALSE, state: 20,



(978223515, +0 ms) Aug 04 07:30:23 [11944]: PerformTETRAUpdate: sig count: 0, version: O
(978223515, +0 ms) Aug 04 07:30:23 [11944]: Config::IsUploadEventEnabled: returns 1, 1
(978223515, +0 ms) Aug 04 07:30:23 [11944]: AVStat::CopyInternal : engine - 2, defs - 0, fir
(978223515, +0 ms) Aug 04 07:30:23 [11944]: AVStat::CopyInternal : engine - 2, defs - 0, fir

BRA R

1. 557E 2 %112 £ B9AMP Policy > Client User Interface® B fl Allow user to update TETRA
definitionsiEIH, EMLL5IE , TAEREHBRBERIETEEZBRTETRAERN.

Kndar ared [ nginoy
Excluadsr

Pty

Chutbraak Lontrol

Dirvdcn Cantrol

Prodiect Updstis

Clignt Lisar interface

Filg arad Process Scan

2. AN, Ei iR ESUBBAMPRES LR E B G B A LR IR B 5

3. B—TEHMTETRAERS | SHETETRAE#H I A& M5 B TETRAE RN E

4. ETETRAEH RS L , AR IHEEEH |, £ Ahttp.host == "tetra-
defs.amp.cisco.com:443"E5& A , A& follow the tcp.stream, FEF B D7 HEE3
RE,

5. 7 Server HelloERaH , AT LA E ZIRAREFEZ Server Hello BRI ZHH T
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 , #15,



| Source Lengtk| Info
169 17:54:13.581878 68 68649 - 6058 [SYN, ECN, CWR] Seq=8 Win=8192 Len=8 M55=146@ W5=256 SACK_PERM=1
17@ 17:54:13.501185 68 6858 - 68649 [SYN, ACK, ECN] Seq=@ Ack=1 Win=2920@ Len=@ M55=146@ SACK_PERM=1 WS=128
171 17:54:13.501321 62 60649 - 6050 [ACK] Seq=1 Ack=1 Win=2182272 Len=8
172 17:54:13.501438 141 CONMNECT tetra—defs.amp.cisco.com:443 HTTP/1.1
173 17:54:13.581449 56 6058 - 68649 [ACK] Seq=1 Ack=86 Win=29312 Len=8
174 17:54:13.519661 HTTP 155 HTTP/1.1 288 Connection established
175 17:54:13.52010@ TLSv1. 255 Client Hello
176 17:54:13.559831 TCP 56 6050 - 60649 [ACK] Sequléd Acks=285 Win=3@336 Lens@
181 17:54:17.326736 TLSvl. 7356 Server Hello
182 17:54:17.326748 TLSv1. 1343 Certificate, Server Key Exchange, Server Hello Done
183 17:54:17.327138 TCP 62 60649 - 6050 [ACK] Seq=285 Ack=B687 Win=2182272 Len=@
184 17:54:17.329911 TL5v1. 182 Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
185 17:54:17.329925 TP 56 6050 - 60649 [ACK] Seq=8687 Ack=411 Win=30336 Len=0
1B6 17:54:17.784930 TLSv1. 346 New Session Ticket, Change Cipher Spec, Encrypted Handshake Message
1B7 17:54:17.785988 TLSV1.. 355 Application Data
1BB 17:54:17.785921 TCP 56 6050 - 68649 [ACK] Seq=8977 Ack=71@ Win=3136@ Len=@
189 17:54:18.134677 TLSv1. 7356 Application Data
198 17:54:1B.134689 TP 6924 6050 - 68649 [PSH, ACK] Seq=16277 Ack=710 Win=3136@ Len=6868 [TCP segment of a reassembled POU]
191 17:54:1B.135276 TCP 62 60649 - 6050 [ACK] Seq=710 Ack=23145 Win=2102272 Len=8
192 17:54:18.370029 TLSv1l. 9689 Application Data [TCP segment of a reassembled POU]
193 17:54:18.370461 TCP 62 68649 - 6050 [ACK] Seq=710 Ack=32769 Win=2102272 Len=9
194 17:54:18.378471 TCP 4688 60508 - 62649 [PSH, ACK] Seq=32769 Ack=718 Win=31368 Len=4544 [TCP segment of a reassembled PDU]
195 17:54:18.3707@3 TCP 62 60649 - 6050 [ACK] Seq=710 Ack=35680 Win=2102272 Len=8
196 17:54:18.370839 TCP 62 60649 - 6050 [ACK] Seq=710 Ack=37313 Win=2102272 Len=8
197 17:54: lB 640187 TLSvl. 2799 Application Data, Encrypted Alert

LONNecT-FOrt: 443)
- Transport Layer Security
- TLSv1.2 Record Layer: Handsha
Content Type: Handshake (2.
Version: TLS 1.2 (@x@3e3)
Length: 65
- Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 61
Version: TLS 1.2 (@x@3@3)
Random: d19d47a9913f35df7270c3aceebes9!
Session ID Length: @
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 (@8xcela)
Compression Method: null (@)

6. BN L RIRTETRAMMRSR REZ RN ET

Server Helle

542255,

TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
TLS_DHE_RSA_WITH_AES_128_GCM_SHA256
TLS_AES_128_GCM_SHA256

7. ETETRAEM KRBV ER L, £ERHED , EFFisHeloBR B2 REHR

M [tep.stream eq 11
[ i inatic Protocol | Langt| Info
16:57:17.390368 68 51771 - 6050 [SYN, ECN, CWR] Seq=0 Win=8192 Len=0 MSS=1460 WS=256 SACK PERM=1
16:57:17.390480 68 6850 - 51771 [SYN, ACK] Seq=8 Ack=1 Win=20200 Len=B MSS=1460 SACK PERM=1 WS=128
16:57:17.390587 62 51771 - 6050 [ACK] Seq=1 Ack=1 Win=2102272 Len=0
16:57:17.399766 cisco.com:443 HTTP/1.1
:17.390785 56 6050 ~ 51771 [ACK] Seqel Ack=86 Win=29312 Len=o
:17.396776 155 HTTP/1.1 2@@ Connection established
233 Client Hello
56 6050 ~ 51771 [ACK] Seq=100 Ack=263 Win=30336 Len=0
Description: Handshake Failure)

56 6850 - 51771 [ACK] Seq=187 A:k-zﬁl Win=30336 Len=0
56 6050 ~ 51771 [FIN, ACKl Se 64 Win=38336 Len=0
62 51771 -+ 6856 [ACK] Seq=264 Azk_mn Win=2182272 Len=8

16:57:18. 833509

> Frame 257: 63 bytes on wire (504 bits), 63 bytes captured (504 bits)
> Linux cooked capture vi
> Internet Protocol Version 4,
Hypertext Transfer Protocol
[Proxy-Connect-Hostname: tetra-defs.amp.cisce.com]
[Proxy-Connect-Port: 443]
v Transport Layer Security
v TLSV1.2 Record Layer: Alert (Level: Fatal,
Content Type: Alert (21)
Version: TLS 1.2 (@x@303)
Length: 2
v Alert Message
Fatal (2)

SSLIBFhBantEss,

Description: Handshake Failure)
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8. Tj':CIient Henoﬁﬂﬁl’aﬂh B DA e iR R B S
9. BbAt —IJ«MEFHGet TIsCipherSuite X X B & #& s £ E BRI 285 | ft name
PowerShellf5 %o
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EXN Calect Administrater Windows PowerShell

PS CrAWINDOWS\system32> Get-TlsCipherSuite

Hane

TLS_AES_ 256 GCHM_SHA3EA

TLS AES 128 GCM SHA2SE

TLS ECDHE ECDSA WITH AES 256 GCM SHA3Z
TLS ECDHE ECDSA WITH AES 128 GCM SHA2ESE
TLS_ECDHE _RSA_WITH_AES 256 _GCM _SHA3B4
TLS_ECDHE_RSA_WITH_AES_128_GCH_SHA2S56
LS DHE RK5A WITH_RES 256 GLM SHAZO4
TLS DHE _RSA WITH_AES 128 GCM SHA2S6
TLS_ECDHE_ECDSA_WITH_AES_256 CBLC_SHA3B4
LS ECDHE ECDSHA WLTH RES 128 CBL SHAZSH
TLS ECDME RSA WITH_AES 256 CBC SHA3ZES
TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
LS ECDHE ECDSHA WITH RAES 256 CBL SHA
TLS_ECDHE_ECDSA _WITH_AES 128 CBC_SHA
TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA
LS ECDHE R5A WITH AES 1326 CBEL SHA
TLS _R5A WITH AES 256 GCH SHAZEA
TLS_RSA_WITH_AES_128 GCM_SHA2S6

LS H5A WITH AES 256 (BL SHAZSH

TLS _RSA WITH AES 128 CBC SHA2SE
TLS_RSA WITH_AES_256 CBC_SHA
TLS_RSA_WITH_AES_128 CBC_SHA

TLS RSA WITH 3DES EDE_CBC_SHA
TLS_RSA_WITH _MULL_SHA2SE
TLS_RSA_WITH_MULL_SHA

LS F5K WilTH _AES Z£56 GLH SHAZES

TLS _PSK_WITH_AES_ 128 GCM_SHAZ56
TLS_PSK_WITH_AES_256_ CBC_SHA3B4

LS F5K WilTH AES 128 CBL SHALSH

TLS PSK_WITH MULL_SHA3E4
TLS_PSK_WITH_MULL_SHA256

CMREEARFIH S ROFRIIN BT , AIERSSLREBRUMNER,
CERRILEE  FREARBPNSSLEREFIERF:

Run -> gpedit.msc -> Local Computer Policy -> Computer Configuration -> Administrative Templ




4] Local Group Policy Editor
File Action View Help

e nm = HBml Y

A/ Lecal Computer Pelicy - qurat
~ @& Computer Configuration - .
s ) Software Settings SSL Cipher Suite Order Setting State Comment
5 1 Windows Settings . ﬂ SS5L Cipher Suite Order Enabled Mo
~ [ Administrative 'I?emplitti Edit peficy sekiing, 1] ECC Curve Order Mot configured Ne
> [ Control Panel Requirements:
w ] Metwork At least Windows Vista
| Background Intelligent Transfer Service (BITS), .
| BranchCache Descripion: .
= . ~ R This pelicy setting determines the
- DirectAcecess Client Experience Settings cipher suites used by the Secure
| DNS Client Socket Layer (S5L).
= Fents
7] Hotspot Authentication I(you e@ble this p.°|i.q.' setting, S5L
) Lanman Server ;ﬂ::::i:g pricviticed i the
1 Lanman Workstation ’
] Link-Layer Topology Discovery If you disable or do not configure this
» [ Microsoft Peer-to-Peer Networking Services || policy setting, default cipher suite
5 ) Metwork Connections order is used,
‘_ NﬁwerkCennM Status Indicator Link for all the cipherSuites:
& Network lslation http://go.microsoft.com/fudink/?
] Network Provider Linkld=517265
| Offline Files
> [] QoS Packet Scheduler
) SNMP
| S5L Cenfiguration Settings
» [ TCPIP Settings
| Windows Connect Mow
=1 Windows Connection Manager
ia » =] ] H = == Ik ==
12. BIEEHIEF 4B ENot Configured= Disabled , 1R R E AEnabled , S5E B E D #T1E
HEREFIRBINET,
8= 55 Cipheer Suite Order 0 x

=] SEL Cipheer Sasite Crer

#) Enabled
() Disabled _

SUPPOREACN: | 44 ez Windows Vists
Options: Helg:

550 Cipher Suites
TLS_AES_256_GCM_SHARS TLS_AES_120]

Thiz policy setting detenmines the cipher suites uied by the
Sefung Secket Layer (351)

if you enable this policy sething S51 cipher suibes are prionitized
in thee: gerdier specified,

W you driable or do net confagrs e peligy pritesy, delsull
Ciphied fusbe order 1f bed.

Link fior 2l the cpherSuiter: hitpa/gomicrorcdt. comdFulinkT
Lankld= S1T26%

13. FEFE L E It EF B #L i
14. EF5
15. MRTETRAE X ENAREE

Cancel
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https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav
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