g e LR S CPU/QFPREIEER G TAC
B 8%

2 il H (CPU) - 10Sd

o 4| [ -0 (CPU

ERTFE(QFP)
EEINEE AR
TACHIM D EFIEER
B 5 CPU/QFPf§ fi 8

Cisco 10S-XE ISR4300/4200/4400/4600% %], Cat8200/8300/8500
CSR1000v, CAT8000v ) L#ICPU/QFPiE &

18484V Cisco I0S-XEBR 185 ( ASR1kR % ) FHWCPUBARE

SE

AXEMBAREROTACEHRE SCPU/QFPEIEN ERMEHR , LUINRESIFREE.

B R

ER

BREBREREUT EENELRE

+ Cisco IOS®-XEEZ K BE BN E KRR,
- EXRTRMNAENERER,

BRF T

AXHFERABTRAGERBNTERRAN, ©EAMEATERYE/ER{LQFPHYELH CCisco I0S-
XE®¥F & , fIASR1000. ISR4000, ISR1000, Cat8000KCat8000v,

ANXHHWEARRBREERETREANKEMEY. XHEAINTAERESREHER (A R
) BVAERERRE) . MRIEHVEIREFT | FRARCHEAETAESTRERNTE,



EE&HA
ARNEBR T TACEHCPU/QFPIBE EE TR D EEBFMENG D , WERFE—XBIETEESE
HRITACEEE:,

A, AN EETEWEHFRERAHEBFREERCPU)EARESHREFREERQFP)EAXRS
HEE , UEESTUERYTACKERMZ A RIFRTG =,

ANHWENLFFRRATMARBHREEN, URTH , RERAREHREITNESSE,
EARAMERE , ERARHEENN A REFER/ THNATERRT.
St (B8, TCAM, CPU, QFP ) MIAREERTUATE—HER

- KB FHBAHERE (ANERKRRERET , TEEERREE ) IAKREPHERE ( BEEX
RE. R )
- EFHEBEWTEERRT (BNEE LHITHRE/NERS )

BETANARSHRANEREYREERRZEAEN ERTHSHEFER.

QFP/CPUE AR S EA

BALIEBERTERTHESREFECPURQFPEARERIR

o}

2% SEE(CPU) - 10Sd

show process cpu sorted
iosxe_router#show process cpu sorted
CPU utilization for five seconds: 90%/0%; one minute: 0%; five minutes: 0%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

395 78769 1242162 63 89.07% 88.04% 89.02% 0 CDP Protocol
1 8 88 90 0.00% 0.00% 0.00% O Chunk Manager

--- snip ---

£ "CPURAERAEY : 90%/0% ; — 78 : 0% ; HH8#E : 0% ETH , BEEET "H®.

BZBNE—EE. ELAP , 0%RTIEBCPUERR , MELLHIH | ‘r"-l‘fv?o?f:‘uéﬂﬁﬁ—?—i%mqﬂ

EiERAICPUEAR, EMERF < AN EZEARRNEEMERNBHCPUERAR, EEERBRT
, COPiEEEAKREZCPU ( #2%IFH ) &R,

22 | B T -#% 0 (CPU)
BACisco IOS-XEEBERLnuxHI A , BEREERBERK LS LETHAMEREERE , &7

LAfE Fshow processes CPUE B ETHER , UBRER BB MERESHERE ( FRiE5sectl ) B
TEBEERENEEESE,



iosxe_router#show process cpu platform sorted
-- depending on the architecture, there can be multiple cores, deleting for brevity --

Pid PPid 5Sec 1Min 5Min Status Size Name
18009 18001 323% 325% 328% R 266740 ucode_pkt_PPEO
11168 11160 1% 1% 1% S 914556 Tinux_iosd-imag
96 2 1% 0% 0% S 0 ksmd
--- spip ---

B #AERQFPHMEEE B Bucode_pkt PPEOKETR , EREREH FENKBER,
Eitt , AR EHCPURE A RN RS E h 2R,
ERFE(QFP)

QFPREH LHRE , EEMRENENER, ABFMES  F2R "HEIOS-XERMHFZLNS
QFPJ :Etllgﬁj\o



iosxe_router #show platform hardware qfp active datapath utilization

CPP 0: Subdev 0 5 secs 1 min 5 min 60 min
--- snip ---

(bps) 21992 13648 13736 13720

Processing: Load (pct) 0 0 0 0

Crypto/I0

RX: Load (pct) 0 0 0 0

TX: Load (pct) 1 1 1 0

Idle (pct) 99 99 99 99

fEshow platform hardware qfp active data path utilizationd@s 5/ , E B8 Eprocessing : Load for
the 5seconds?| , A AERM T HRFNWEBQFPERER., BLEEESHE R Crypto/IOBEKN AL
, BEHRIdle , H#EIL100% , BEF,

EEFNEBERR

ARERT , RETSERBRCPUEAERRSMNIOSIBF , CPUERARZ0 , ERCisco 10S-
XEZR#M LW E —ECPU,

HAFREELSDT , TRES —ERO LERRK B,

HERIECPURIEES : process cpu threshold type {total | #F | interrupt} rising percentage
interval seconds [falling percentage interval seconds]

m—R , HAETEREREA

%SYS-1-CPURISINGTHRESHOLD: Threshold: Total CPU Utilization(Total/Intr): 91%/2%, Top 3 processes(Pid/Ut

S-ERESHEAEN G EAREBSNMPEGERIRIE,
EREBRT , EHMMRONERREISK , £2FINGREKNERLIMITER :

PLATFORM_INFRA-5-IOS_INTR_OVER_LIMIT:

HREREE  BASERFTEINHEFNQFPER  BERTEBREAH !

MCPRP-QFP-ALERT: STlot: 0, QFP:0, Load 93% exceeds the setting threshold(80%).

TACH W EAEER


https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bsm/configuration/15-1s/bsm-cpu-thresh-notif.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bsm/configuration/15-1s/bsm-cpu-thresh-notif.html
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/bsm/configuration/15-1s/bsm-cpu-thresh-notif.html

HEB S CPUMAER
- show clock
- BERRRA
- BREITH
- show process cpu sorted

- show process cpu history
- BREBEIR

show platform hardware qfp active datapath utilization summary
- show logging

. ﬁﬂ%ﬁ%o

- CPU/QFPRIARE L L& Ex,

o REFMHNEMER  INKRIENBERIEEENR. AHRREMRE.
MRCPUERAERBEREE100%

, i5AtEshow techtii . EHTACIEEEER , B LR TACH
BNEBERMEABEN BB PER,

AR ERERRE

, HEPEBRCPUE F

B, BAEETREEMENER



BITRENELER,

AR FRARLETHEIIENRAR, EHXRANEERENEwmBREIEXE, W
REE A FREZERER "HRBEERE. 2 THRE, BRI, TACEREIERMERS
FRESHEEZ IR,

B 5 CPU/QFPEA =X

BE , IRCPU/QFPETEEN80% , A HRABITERS,
Cisco |0S-XE % H1 85 7] 242 4| £ H(CPU) SR E R SE H(QFP) F #Y & £ Fi R 4B BA B



i MARBREREREEBNARERRFTMECPU/QFPEARSHEEIER. Hlm

, MREFEBEEU10%ICPULRARIELT , BRABE40% , AIERRRARKEN
CPUERZRE S, Z—HH , RCPUERARKKRB0%NEBENIEFETKE , AliE
FT—ERBE., EACPUBFNERRRITRBKRENSTELER  RMASEARER

TER.
— fix 5% B HEAF 20 BR

1. R EREREF BH(CPU)EEERBE(QFP),
2. BB ERTHREERER.
. REBERERE  HARAEHITWebES :
- EYBZBREEC MIThEE/EEMTE.
- RERSHFEFAMEEREZSBNITALCENEREBHRE. WREHE 6 BERMBATERER
B AR BIE E R
4. FBCPU/QFPEIF A B , #HBCPU/QFPRIRIEINEFAENEYIRE., NRE/HFESHREN
B, BRERREE/ BRI RELR,



5. MRWebBSRIEMEANER , IEFLFAREDRLERTHR , BEAUTERARX
TACXESER :
* show tech
. WENTT (FBRATACHB P EMEEARD ) -
- ERCERRERENEBNBENRESS , YEBYTACKXEF RGSIELLER.
- MRERTFTHEEEABE  REMEREE. RHECAEBNRERENABRRE,
- MRAA , BIRMCPU/QFPEREE S LK E R,

B f#Cisco |IOS-XERSH 28 F W ECPU

Referencing CPU on an Cisco I0S-XE router is referenced the CPU responsible for the
administrative/control plane operations of the device. ( Cisco IOS-XE¥HzE FHWCPURIEREHH#
BEEE/EEFEHRENCPU, ) RELEBTEASER , IEELEREETEERLINUXKI D
Z2Lt. EEERPHNE—EHEBEACPURIET,

ECPURRERKER , BERTUTRER

- BATHEREEBN —ENSEER.
- —ERSEEERRBHET,
- BEHTEHERNEEENTEHEEINERNS,

REFTHEEFZEEACPU, EMETUTRA

- R Cisco IOS-XEMHFEMELH (BNEZZEF , HINEHEER. RAXRBEES
. SPANHEES ) , AIEZECPUT AREH TERE , YASHEFHE —EERACPU,

- WRCisco IOS-XERHRRHMANBHE , WHARESREEERNTEF , AIRHRIE A
WRAAERHEERFTHNBERACPU ( ERRYIE ) (Wshow platform resources# i T 7<) o

f£Cisco IOSXE(E L , BB EHEEN EmMAEF BECPUERRZ L.

BE , IRCPUO ( F—ECPU ) B#&FI0Sd ( IOSFERER ) , BICPUE A#/ O Ed 12§ T E A B
o HfICPUT LARZEHFEMER FECPURES.

FLASR 1000 S ( BE 2EHILA ) , show platform resourcesFshow platform software status
control-processor briefZ @y 1 il A5 B R 2 5 S H (RP) FE R £ H(ESP) CPUREAE R

- FRISR4000KRFITS , HEBHEL BT REeTE
BRFEZETRCPUS MEVE R,

. EELUACisco CSR1000vHICisco CSR8000VIIEBR T AF , BMSEAEREY | BRER
T, XZEVCPUEHAREREH., B2REER. EHMEHEFEHEEvCPUS B FCisco

Catalyst 8000V i&EXBE L R 5% FE 5 F o

EHFECPUERREHIBERE , MEEBGPHE. STPiHE. CDP. SSHZF, #2f|-FECPURE
EETRHBAINERE  UEETRE,

ERTHERERENHFERHRERRP)FIEEEINPEEN T, MENTHEEREEHR
CRERETREERQFP THATEENERNE, ELENTEQFPHRETRE , IWEHRLE


https://www.cisco.com/c/en/us/support/docs/routers/4000-series-integrated-services-routers/217135-performance-license-on-cisco-isr4000.html
https://www.cisco.com/c/en/us/td/docs/routers/csr1000/software/configuration/b_CSR1000v_Configuration_Guide/b_CSR1000v_Configuration_Guide_chapter_010010.pdf
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html
https://www.cisco.com/c/en/us/td/docs/routers/C8000V/Configuration/c8000v-installation-configuration-guide/m_configuring_vcpu.html

P EENIERIEEY B/,

B Cisco IOS-XE S LM EQFP

FREER(QFP)ER&H LHARIE(SoC) , ARKEFHAER TERIRE.

QFPET-—EBEAAMABNEARKE, EUBARERERAAGE T AEEHEBRENFIEERE
BITNEATIEE. TEBBTRERRRENEGH 2 ED,

EFESQFPRHER , BELRTUTER
QFPEEBZHNMERAE (BHEHSIH ).

* QFPAERESRERE.
- BYERCBN SRS R YRENESHQFPRIARERE AN E,
- WIBEESXNER,

AT EFHBAEERN , TACKAWEIHRER I fES(FIA)BRBELEITH M4, EMHIOS-XEE R
BE R IRt Th s 1T B HEBR P ¥ b 1T 7 RC 8%

Cisco IOS-XEEH g7 ( ISR4300/4200/4400/4600F% %1,
Cat8200/8300/8500, CSR1000v, CAT8000v ) LHICPU/QFPi&

ELERVAERERERBENELSST ( TEREEMEBIACE RSB ESEHL ) -

router_non_modular#show platform resources
**State Acronym: H - Healthy, W - Warning, C - Critical

Resource Usage Max Warning Critical State
RPO (ok, active) H
Control Processor 10.64% 100% 80% 90% H
DRAM 2143MB(54%) 3913MB 88% 93% H
bootfTlash 2993MB(97%) 3099MB 70% 90% C
ESPO(ok, active) H
QFP H
DRAM 52844KB(20%) 262144KB 85% 95% H
IRAM 207KB(10%) 2048KB 85% 95% H
CPU Utilization 0.00% 100% 90% 95% H

Router#show platform software status control-processor brief
Load Average

STot Status 1-Min 5-Min 15-Min

RPO Healthy 1.75 1.25 1.14

Memory (kB)
Slot Status Total Used (Pct) Free (Pct) Committed (Pct)
RPO Healthy 4003008 2302524 (58%) 1700484 (42%) 3043872 (76%)


https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html
https://www.cisco.com/c/en/us/support/docs/content-networking/adaptive-session-redundancy-asr/117858-technote-asr-00.html

CPU Utilization

STot CPU
RPO 0
1
2
3
4
5
6
7
Router#

HE#H{t Cisco IOS-XER§HI88 ( ASR1kR %] ) LMCPUBERAERE

FEHEHE{ECisco IOS-XERHZRF , CPUERARERE, BHRERRP)F. MAXNBRBEER

User System
5.60 10.80
.10 11.81
.69  9.49
.80 10.20
.70 3.20
.09 2.99
.00 33.10
.00 0.00

OO R WA DO®

Nice
.00 75.
.00 66.
.00 80.
.00 79.
.00 92.
.00 95.
.00 4e6.
.00 100.

[eNeNelNolNolNoNo N

Idle

00
66
81
30
90
00
90
00

O OO OO OoOOoOOo

IRQ
.00
.00
.00
.00
.00
.00
.00
.00

SIRQ IOwa
0.10 8.
0.20 13.
0.19 4.
0.10 5
0.00 0
0.09 0
0.00 0
0.00 0

it
50
21
79

.60
.20
.79
.00
.00

(ESP)ESPAN HEEES(SIP) FHCPUS AR TSRS, UTHPEIRERSCPUSERRER
EEBHNEHMFERR :

ios_xe_modular_router#show platform resources
**State Acronym: H - Healthy, W - Warning, C - Critical

Resource

Usage

Max

Warning

Critical

RPO (ok, active)
Control Processor

DRAM

ESPO(ok, active)
Control Processor

DRAM
QFP
TCAM
DRAM
TRAM
SIPO

Control Processor

DRAM

* RIFECisco IOSHRAS , QFPRI L\ RESFEAER , B8

datapath utilization

BEASRIKNFHESEES ,

11.62%
1730MB(45%)

19.59%
616MB (65%)

8cel1s(0%)

79212KB (30%)

9329KB (7%)

2.30%
280MB (60%)

100%
3783MB

100%
946MB

65536¢cells
262144KB
131072KB

100%
460MB

R

/Ch

90%
90%

90%
90%

45%
80%
80%

90%
90%

EZ2EBASR1000R 5B S FVCPUE A ZRIB

—_

HE 1T R B HEBR

95%
95%

95%
95%

55%
90%
90%

95%
95%

I T T T T I ITITITITIT I

= E W Eshow platform hardware gfp


https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
https://www.cisco.com/c/en/us/support/docs/routers/asr-1000-series-aggregation-services-routers/212646-troubleshoot-high-cpu-on-asr1000-series.html
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