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RERFHFE

T RFEAFERABETLSHTCP ( FERIE6514 ) IR AM BB HEN ZREH, EEX{EMA
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switch(config)# crypto ca trustpoint SYSLOG-TLS-LAB-CA
switch(config-trustpoint)# crypto ca authenticate SYSLOG-TLS-LAB-CA
input (cut & paste) CA certificate (chain) in PEM format;

end the input with a Tine containing only END OF INPUT :

————— BEGIN CERTIFICATE-----

<paste>

————— END CERTIFICATE-----

END OF INPUT

Do you accept this certificate? [yes/no]:y
Togging server syslog.lab.local 6 secure port 6514 use-vrf default
Togging source-interface Ethl/10

Ubuntu Syslogfal ik 25 &L iE
ZR 3 48 = {5 FH B9 Syslog Al AR 85 = 1E 1Trsyslog it By A TLS S B A Ubuntufal fR 25 -
fARESEL EDIELA T IhEE -
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BRENZERFAFEHEMEEAR M AFERT,

A RERFEHAPPKIERSIE : Server Certificate > Intermediate CA > Root CA
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Syslog TLS:E#RAV R FE,

ZIERRBBABENSEMRE , RIPERKME , BBETCPER. TLSHE. REBRBURERK
#ISecure Syslogil EEEWETIRIE, BBBUREES B , TAREEEEALBNALE,

RS
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switch# show logging server

Logging server: enabled. >>>>>>>> Secure Syslog is enabled.

{syslog.lab.local} >>>>>>>> The correct destination (IP address or Fully Qualified Domain
server status: No errors found >>>>>>> No configuration errors are reported.

server severity: notifications

server facility: Tocal?

server VRF: default

server port: 6514 >>>>>>> The destination port is 6514.
server transport: secure >>>>>>> The transport is secure.
switch#

SRR BB EEHEE

B 7% Cisco Nexus R #i# B & 5T A M 2 E Syslogfa fR 25 5 S HICA,
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FERBH,
EEEMETARErE.

switch# show crypto ca certificates

Trustpoint: SYSLOG-TLS-LAB-CA

CA certificate O:

subject=C = US, ST = California, L = San Jose, O = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Int
issuer=C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Root
serial=4959A9F5A8D174553E0FB4FA01A21DDC2C085F12

notBefore=Jun 30 20:47:09 2026 GMT

notAfter=Jun 29 20:47:09 2031 GMT

SHA1 Fingerprint=24:8A:3A:C0:7C:61:53:3B:BE:A7:BB:51:12:FD:7E:B3:D7:AB:44:4C

purposes: sslserver sslclient

CA certificate 1:

subject=C = US, ST = California, L = San Jose, O = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Roo
issuer=C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Root
serial=3BC9CD3374C4A29A6794AAAEBFA270E3116C3D55

notBefore=Jun 30 20:43:04 2026 GMT

notAfter=Jun 27 20:43:04 2036 GMT

SHA1 Fingerprint=C8:AC:81:89:AA:A5:89:13:CA:01:5C:A9:90:15:3E:78:22:DD:34:A5

purposes: sslserver sslclient

switch#

MREEHCARSRAIEN , AIETLSEFHBEERI S KK,

SER3. AR IPEBE M

EaZ% Cisco NexusR A M Z € R % B H A IREs 2 B E 3B IELR,

EReE:

« I RVERR AR R HIRA B B E (ICMP) AT E M
« IERERVELR RIF(DNS) BT
- ERBBEE.

switch# ping syslog.lab.local



PING syslog.lab.local (192.168.100.10): 56 data bytes

64 bytes from 192.168.100.10: icmp_seq=0 tt1=63 time=0.672 ms
64 bytes from 192.168.100.10: icmp_seq=1 tt1=63 time=0.331 ms
64 bytes from 192.168.100.10: icmp_seq=2 tt1=63 time=0.295 ms
64 bytes from 192.168.100.10: icmp_seq=3 tt1=63 time=0.286 ms
64 bytes from 192.168.100.10: icmp_seq=4 tt1=63 time=0.285 ms

--- syslog.lab.local ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss

round-trip min/avg/max = 0.285/0.373/0.672 ms
switch#

WMRIPERKR , RIEEEUTCPELR,

HRAMBTLSEE M

ER ¥ Cisco Nexus R M % £ Rk B 55 IRES < B IR IR TLSIELR

LS ERBMER SRR AFERNVSERR , 28

TCPE#R
TLSH# ™
fAREEFEER
BN
BERE
RIEEHIHTE

HRELBREEATLSEFN o %4E Rt AERERAGTREMEELEE.

switch# run bash sudo ip netns exec default openssl s_client -connect 192.168.100.10:6514 -CAfile /boot
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6 =5 B
RIRESEE #ARSyslogfA fREFIREMFE,
BEEE BRARFEENVEMHPECAES,
TLShRZA TR TLSHR AR,
BIBEH B HERmEEE *.
HERE EA-cafi1eBIRE | RIFEENZEECARFTE RS,
FELHA A 2l

switch# run bash sudo ip netns exec default openssl s_client -connect 192.168.100.10:6514 -CAfile /boot
CONNECTED(00000003) >>>>> this confirms that the TCP connection has been established.
Can't use SSL_get_servername

depth=2 C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Roo
verify return:1l
depth=1 C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Int

verify return:1l
depth=0 C = US, ST = California, L
verify return:1l

San Jose, O "Cisco Systems, Inc.", OU = DCRS, CN = syslog.lab.lo

Certificate chain >>>>>>>>>>>

0 s:C = US, ST = California, L = San Jose, O = "Cisco Systems, Inc.", OU = DCRS, CN = syslog.lab.local,
i:C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Intermedi
1 s:C=US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Interme
i:C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Root CA,

Server certificate

<snip>
————— END CERTIFICATE-----
subject=C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = syslog.lab.lo

issuer=C = US, ST = California, L = San Jose, 0 = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Inte

Acceptable client certificate CA names

C = US, ST = California, L = San Jose, O = "Cisco Systems, Inc.", OU = DCRS, CN = Cisco Lab Root CA, em
Client Certificate Types: RSA sign, ECDSA sign

Requested Signature Algorithms: RSA+SHA256:RSA-PSS+SHA256:RSA-PSS+SHA256: ECDSA+SHA256:Ed25519:RSA+SHA38
Shared Requested Signature Algorithms: RSA+SHA256:RSA-PSS+SHA256:RSA-PSS+SHA256: ECDSA+SHA256:Ed25519:RS
Peer signing digest: SHA256

Peer signature type: RSA-PSS

Server Temp Key: X25519, 253 bits

SSL handshake has read 4177 bytes and written 392 bytes

Verification: OK >>>>>>>>



New, TLSv1l.2, Cipher is ECDHE-RSA-AES256-GCM-SHA384

Server public key 1is 4096 bit

Secure Renegotiation IS supported

Compression: NONE

Expansion: NONE

No ALPN negotiated

SSL-Session:

Protocol : TLSvl.2. >>>>>>>>>>>> The negotiated protocol

Cipher : ECDHE-RSA-AES256-GCM-SHA384 >>>>>>>>>>>> The negotiated cipher

Session-ID: E67D3C91AB57212C16C2A240668CBC5BA1720BC5DA6AD69C69B209C90E828483

Session-ID-ctx:

Master-Key: 5C45FC4ACE18657DBCDC0946A68A9BE480ECBOCF24313C56C3067EA9D23D68EB5090A4DFE36D4E4CB72BA282D0A
PSK identity: None

PSK identity hint: None

SRP username: None

Start Time: 1782867300

Timeout : 7200 (sec)

Verify return code: 0 (ok). >>>>>>>>>> indicates that the certificate chain was success
Extended master secret: yes

switch#

o R EN B B

openssl s_client# i 7] LAE2 £ A EthanalyzerB S H I HEEMEERE: , UMERBETLSEFNESRAMRKER

o

AOD 40 m @ BRRE R &€= &

N | tcpstream eq 1
No. | Time: Source | Destination Response time | Info

13.964221495 192.168.108.1 192.168.100.18 58503 - 9039 [SYN] Seq=0 Win=16384 Len=8 M55=536 WS=1 TSval=6226 TSecr=0
8 13.964634257 192.168.100.10 192.168.180.1 TCP 74 90839 - 58503 [SYN, ACK] Seq=@ Ack=1 Win=65160 Len=0 M55=1460 TSval=3843475155 TSecr=6226 W5=128
9 13.964994791 192.168.109.1 192.168.100.18 TCP 66 58503 - 9939 [ACK] Seq=1 Ack=1 Win=17376 Len=@ TSval=6226 TSecr=3843475155
18 15.992557083 192.168.108.1 192.168.100.18  TLSv1.2 349 Client Hello
11 15.992942706 192.168.100.10 192.168.100.1 TCP 66 9039 - 58583 [ACK] Seq=1 Ack=2B4 Win=64896 Len=@ TSval=3843477183 TSecr=6246
12 16.882872198 192.168.100.18 192,168.100.1 TLSv1.2 598 Server Hello
13 16.002905389 192.168.100.10 192.168.180.1 TCP so8 9039 - 58503 [ACK] Seq=525 Ack=284 Win=64896 Len=524 TSval=3843477193 TSecr=6246 [TCP PDU reassembled in 18]
14 16.802912287 192.168.100.18 192.168.100.1 TCP 598 9039 - 58503 [ACK] Seq=1849 Ack=284 Win=64896 Len=524 TSval=3843477193 TSecr=6246 [TCP PDU reassembled in 18]
15 16.882917811 152.168.100.18 192.168.100.1 TCP 598 9039 - 58503 [ACK] Seq=1573 Ack=284 Win=64896 Len=524 TSval=3843477193 TSecr=6246 [TCP PDU reassembled in 18]
16 16.882923103 192.168.100.19 192.168.100.1 TP 598 9039 - 58503 [PSH, ACK] Seq=2097 Ack=284 Win=64896 Len=524 TSval=3843477193 TSecr=6246 [TCP PDU reassembled in 18]
17 16.082928732 192.168.100.10 192.168.100.1 TCP 598 9039 - 58503 [ACK] Seq=2621 Ack=284 Win=64896 Len=524 TSval=3843477193 TSecr=6246 [TCP PDU reassembled in 18]
1B 16.002934689 192.168.100.10 192.168.180.1 TLSv1.2 598 Certificate
19 16.002940174 192.168.100.10 192.168.100.1 TLSv1.2 524 Server Key Exchange, Certificate Request, Server Hello Done
20 16.883973206 192.168.100.1 192.168.100.18  TCP 66 58503 - 9039 [ACK] 5eq=284 Ack=4127 Win=16537 Len=0 TSval=6246 TSecr=3843477193
21 16.087919633 192.168.100.1 192.168.100.10  TLSv1.2 171 Certificate, Client Key Exchange, Change Cipher Spec, Encrypted Handshake Message
22 16.80B494916 192.168.100.10 1592.168.100.1 TLSv1.2 117 Change Cipher Spec, Encrypted Handshake Message
23 16.889136586 192.168.100.1 192.168.100.18 TLSv1.2 158 Application Data
24 16.858242643 192.168.100.10 192.168.180.1 Tcp 66 9039 - 58503 [ACK] Seq=4178 Ack=481 Win=64896 Len=0 TSval=3843477241 TSecr=6246
25 16.058734268 192.168.100.1 192.168.100.10 TLSv1.2 314 Application Data, Application Data
26 16.850977652 192.168.100.10 192.168.100.1 TP 66 9939 - 58503 [ACK] Seq=4178 Ack=729 Win=64768 Len=8 TSval=3843477241 TSecr=6246

ZE2RMAFTLSEFHE

TLSEFRE

Cisco Nexus Syslog Server



TCP ACK
Client Hello

< m e Server Hello
oo Certificate
oo (Intermediate CA)
oo Server Key Exchange
< m e Server Hello Done
Client Key Exchange ---------------——-——- >
Change Cipher Spec --------------—————- >
Finished --- - - - - - - - - - - - - - >
Cmmmmmm - Change Cipher Spec
< m e Finished

==== Secure TLS Session Established =====
Encrypted Syslog Messages -----—-—-——------ >

TLSEFHAMMTER , = e MR H

Stk e
SRME,

BEHITIERRE
TRETLSELR !

RS, MREFRM , IBHTSERLZERRA

s5BARREECisco Nexus R ss I M ECLEXR R, T —@EHET , FHAUTS

switch# run bash sudo ip netns exec default openssl s_client -connect 192.168.100.10:6514 -CAfile /boot

B&F , % ZEBCLIZ:EF , M EEthanalyzerfiEABEETLSH# -

switch# ethanalyzer local interface
Capturing on 'ps-inb'
3 2026-07-01 00:55:00.
4 2026-07-01 00:55:00.
2103467794 WS=128

5 2026-07-01 00:55:
6 2026-07-01 00:55:
7 2026-07-01 00:55:
8 2026-07-01 00:55:00.204176209
9 2026-07-01 00:55:00.204200237

10 2026-07-01 00:55:00.204207757
P segment of a reassembled PDU]

11 2026-07-01 00:55:00.204219906
12 2026-07-01 00:55:00.204225215
13 2026-07-01 00:55:00.204234417
14 2026-07-01 00:55:00.206544194
15 2026-07-01 00:55:00.206818190
14 16 2026-07-01 00:55:
17 60 2026-07-01 00:56:
61 2026-07-01 00:56:10.
19 62 2026-07-01 00:56:
19 65 2026-07-01 00:56:
21 66 2026-07-01 00:56:

194836329
195053907

192.
192.

168.
168.

00.
00.
00.

195110969
195361105
195478134

192.
192.
192.
192.168.
192.168.

192.168

168.
168.
168.

192.
192.
192.
192.
192.

168
168
168
168
168

100.
100.

100.
100.
100.
100.
100.
.100

.100
.100
.100
.100
.100
00.249090950 192.168.100.1 » 192.168.100.10 TCP 66 18553 - 6514 [ACK] Seq=393 Ack=417
10.555097655 192.168.100.1 » 192.168.100.10 TCP 66 18553 -» 6514 [ACK] Seq=394 Ack=417
887874467 192.168.100.1 » 192.168.100.10 TLSv1.2 226 Application Data

10.888066832 192.168.100.10 » 192.168.100.1 TCP 66 6514 -» 60177 [ACK] Seq=1 Ack=161 W
13.891148284 192.168.100.1 » 192.168.100.10 TLSv1.2 189 Application Data
13.891341818 192.168.100.10 » 192.168.100.1 TCP 66 6514 » 60177 [ACK] Seq=1 Ack=284 W

1 » 192.168.100.10
10 » 192.168.100.1

1 » 192.168.100.10
1 » 192.168.100.10
10 » 192.168.100.1
10 » 192.168.100.1
1 > 192.168.100.10

inband display-filter "tcp.port==6514" 1imit-captured-frames 0

TCP 74 18553 -» 6514 [SYN] Seq=0 Win=42340 Len=
TCP 74 6514 - 18553 [SYN, ACK] Seq=0 Ack=1 Wir

TCP 66 18553 » 6514 [ACK] Seq=1 Ack=1 Win=430¢
TLSvl 353 Client Hello

TCP 66 6514 - 18553 [ACK] Seq=1 Ack=288 Win=6¢
TLSv1.2 1514 Server Hello

TCP 66 18553 -» 6514 [ACK] Seq=288 Ack=1449 Wir

.10 > 192.168.100.1 TCP 1514 6514 - 18553 [ACK] Seq=1449 Ack=288

.1 > 192.168.100.10 TCP 66 18553 - 6514 [ACK] Seq=288 Ack=2897 Wi
.10 » 192.168.100.1 TLSv1.2 1296 Certificate, Server Key Exchange
.1 > 192.168.100.10 TCP 66 18553 - 6514 [ACK] Seq=288 Ack=4127 Wi
.1 > 192.168.100.10 TLSv1.2 171 Certificate, Client Key Exchange,
.10 » 192.168.100.1 TLSv1l.2 117 Change Cipher Spec, Encrypted Har



ERORBENERRTENTLSIEFEY , SETCPE=RIEF., EFikHello. f[RESHello, &=,
X, THRHEHE , NREBFRITHK , AIMBHNTLSERAERRETEBELZLRIEEFER.

RERZERFARBELER

EAETLSEHEENR , RECKLT SR M BT EEMCisco Nexus 3 2 # p% Th 85 2 Syslog Al FR 25

/

BYNTLSEFHIBCELMFEE ; ER , eTRARRK AR EREEERTEE,

I Z BREIB A pRIEUE R A ER NIRRT BN R 2 R BFETER.

ERAEREBFEER

switch# logit testl-FromN9K
2026 Jul 1 01:04:04 switch %$ VDC-1 %$ %LOCALO-2-SYSTEM_MSG: systest from 0: testl-FromN9K - vsh.bin[15

switch# logit test2-FromN9K
2026 Jul 1 01:12:44 switch %$ VDC-1 %$ %LOCALO-2-SYSTEM_MSG: systest from 0: test2-FromN9K - vsh.bin[15

B THERSIHERKARER  REELRBRRATLSEHEAI EREN TR A FARK
o

BRENMBNTLSEARAER

R Ethanalyzeri8 B EEET ( BT —EifR ) , BRBEERIGEEEREAERNWTLSER
BEXERE,

switch# ethanalyzer local interface inband display-filter "tcp.port==6514" limit-captured-frames 0

25 483 2026-07-01 01:05:33.547471509 192.168.100.1 » 192.168.100.10 TLSv1l.2 199 Application Data

27 484 2026-07-01 01:05:33.547728284 192.168.100.10 » 192.168.100.1 TCP 66 6514 - 60177 [ACK] Seq=1 Ack=707
27 489 2026-07-01 01:05:40.582487840 192.168.100.1 » 192.168.100.10 TLSv1l.2 198 Application Data

29 490 2026-07-01 01:05:40.582705431 192.168.100.10 » 192.168.100.1 TCP 66 6514 - 60177 [ACK] Seq=1 Ack=839

TLS@FHEﬁﬁﬂE’JﬁE%%%# HEHEEEBBEMBNTLSEEEH., AREHE N
, Ethanalyzerf& 2B R K AFEHENAR,



~
MizE : TLSEFHYTRE , AMIERMAFHE B HEEMENTLSEAERRET, H
RNEEENTHEFFTR,

B RE Rt B RS AR 2R LAY H B UK

#ESyslogfifREr L , B EHERBERDIEBAEBZABFEBFTER,

calo@calo-ubuntu22 ~ % sudo tail -20 /var/log/remote.log 8:03:45
Jun 30 20:04:36 192.168.100.1 : 2026 Jul 1 01:05:40 UTC: %LOCALO-2-SYSTEM_MSG: systest from 0: testl-Fr
Jun 30 20:11:41 192.168.100.1 : 2026 Jul 1 01:12:45 UTC: %LOCALO-2-SYSTEM_MSG: systest from 0: test2-Fr

45 ARV R B R SCRY HH 3R AT AR
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