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Nexus9000(config)# feature tacacs+

Nexus9000(config)# tacacs-server host <Your ISE IP> key O Nexus3xample
Nexus9000(config)# tacacs-server key 0 "Nexus3xample"

Nexus9000(config)# aaa group server tacacs+ IsePsnServers
Nexus9000(config-tacacs+)# server <Your ISE IP>

Nexus9000(config)# aaa authentication Togin default group IsePsnServers Tlocal

2. RBEENFERRERTAR,

Nexus9000(config)# role name helpdesk

Nexus9000(config-role)# description Can perform basic Toubleshooting and bounce certain ports
Nexus9000(config-role)# rule 1 permit read

Nexus9000(config-role)# rule 2 permit command enable *



Nexus9000(config-role)# rule 3 permit command ssh *
Nexus9000(config-role)# rule 4 permit command ssh6 *
Nexus9000(config-role)# rule 5 permit command ping *

Nexus9000(config-role)# rule 6 permit command ping6 *

Nexus9000(config-role)# rule 7 permit command telnet *

Nexus9000(config-role)# rule 8 permit command traceroute *
Nexus9000(config-role)# rule 9 permit command traceroute6 *
Nexus9000(config-role)# rule 10 permit command telnet6 *

Nexus9000(config-role)# rule 11 permit command config t ; interface * ; shutdown

oo

Nexus9000(config-role)# rule 12 permit command config t ; interface * ; no shutdown

vlan policy deny
interface policy deny

Nexus9000(config-role-interface)# permit interface Ethernetl/1l
Nexus9000(config-role-interface)# permit interface Ethernetl/2
Nexus9000(config-role-interface)# permit interface Ethernetl/3
Nexus9000(config-role-interface)# permit interface Ethernetl/4
Nexus9000(config-role-interface)# permit interface Ethernetl/5
Nexus9000(config-role-interface)# permit interface Ethernetl/6
Nexus9000(config-role-interface)# permit interface Ethernetl/7
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/8
Nexus9000(config-role-interface)# permit interface Ethernetl/9
Nexus9000(config-role-interface)# permit interface Ethernetl/10
Nexus9000(config-role-interface)# permit interface Ethernetl/11
Nexus9000(config-role-interface)# permit interface Ethernetl/12
Nexus9000(config-role-interface)# permit interface Ethernetl/13
Nexus9000(config-role-interface)# permit interface Ethernetl/14
Nexus9000(config-role-interface)# permit interface Ethernetl/15
Nexus9000(config-role-interface)# permit interface Ethernetl/16
Nexus9000(config-role-interface)# permit interface Ethernetl/17
Nexus9000(config-role-interface)# permit interface Ethernetl/18
Nexus9000(config-role-interface)# permit interface Ethernetl/19
Nexus9000(config-role-interface)# permit interface Ethernetl/20
Nexus9000(config-role-interface)# permit interface Ethernetl/21
Nexus9000(config-role-interface)# permit interface Ethernetl/22
Nexus9000(config-role-interface)# permit interface Ethernetl/25
Nexus9000(config-role-interface)# permit interface Ethernetl/26
Nexus9000(config-role-interface)# permit interface Ethernetl/27
Nexus9000(config-role-interface)# permit interface Ethernetl/28
Nexus9000(config-role-interface)# permit interface Ethernetl/29
Nexus9000(config-role-interface)# permit interface Ethernetl/30

Nexus9000# copy running-config startup-config
[###HARBBHHAHRBHHHRRR R AR R HHHHRE] 100%
Copy complete, now saving to disk (please wait)...

Copy complete.
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No data available
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> New Network Access User

~ Network Access User

* Username iseiscool

Status # Enabled

Account Name Alias

Email
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~ Passwords

Password Type: Internal Users

Passwaord Lifetime:

With Expiration

Password will expire in 60 days

P 1
() MNever Expires
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Enable Password
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TACACS Authentication Settings

Shared Secret Nexus3xample
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Enable Device Admin Service
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Work Centers - Device Administration A Ev:

Overview Identities User Identity Groups Ext Id Sources Network Resources Policy Elements

Conditions » TACACS Profiles

Network Conditions

Results

Name Description

TACACS Profilas ?
Default Shell Profile Default Shell Profile

¢ All Shell Profile Deny All Shell Profile
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If Process fail
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Network Access-Device IP Address
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DEVICE Network Device Profiie
DEVICE Software Varsion
MNatweork Access Device IP Address

Network Access NetworkDevicaNamea

K B& BV Condition studio

B IEENIPE#i<Nexus IPH#iE>5EEE,

Actions




Conditions Studio
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Network Access-Device IP Address
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Equals " <Maxus |P address=

EAP-MSCHAPvZ

EAP-TLS

& — T Useizél,

LRAHEREBENNexusRERE , B2 , RENEARERERMA LGS , AIKEEBHM
R4 o

$R 7% B B Authorization PolicyZB2 Y BB E .

E_-F'I' ( le]‘?‘Jﬁ ) /j__\o

Work Centers - Device Administration A\ Evalustion Mode 27 Days

Overview Identities User Identity Groups Ext |d Sources Network Resources Policy Elements Device Admin Policy Sets Mare

Status  Policy Set Name Description Conditions Allowed Protocols [ Server Sequence  Hits

o Dafault Tacacs Datault policy set

> Authentication Policy (2)
> Authorization Policy - Local Exceptions
» Awuthorization Policy - Global Exceptions
+ Authorization Palicy (1)
Results

Status Rule Name Conditions Command Sets Shell Profiles Hits Actions
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~ Authorization Policy (1)

Results

Status  Rule Name Conditions Command Sets Shell Profiles Hits Actions

ca IP
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shell : roles="helpdesk"

{Author-Reply-Status=PassRepl;

Hesponse
spens AVPair=shell:roles=" helpdesk”; }
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Nexus9000 login: iseiscool
Password: VainillaISE97

Nexus9000# conf t

Enter configuration commands, one per line. End with CNTL/Z.
Nexus9000(config)# interface ethernet 1/23

% Interface permission denied

Nexus9000(config)# ?
interface Configure interfaces

show Show running system information
end Go to exec mode
exit Exit from command interpreter

Nexus9000(config)# role name test
% Permission denied for the role

Nexus9000(config)#

Nexus9000(config)# interface loopback 0
% Interface permission denied

Nexus9000(config)#
Nexus9000# conf t

Nexus9000(config)# interface ethernet 1/5
Notice that only the commands allowed are Tisted.
Nexus9000(config-if)# ?

no Negate a command or set its defaults
show Show running system information
shutdown Enable/disable an interface

end Go to exec mode

exit Exit from command interpreter

Nexus9000(config-if)# cdp
Nexus9000(config-if)# cdp enable
% Permission denied for the role
Nexus9000(config-if)#

%S HEAE

- BRFBRE T HENexusEEFHMISE, Nexus9000# ping <EHIISE IP>

PING <#2#JISE IP>(<#2KIISE IP> 56 $H T4

R E<BHISE IP>HI644 T4 : icmp_seq=0 ttI=59 time=1.22 ms

RE<BHISE IP>H64147 T4 : icmp_seq=1 ttI=59 time=0.739 ms

RE<EHISE IP>H640 T : icmp_seq=2 ttI=59 time=0.686 ms

RE<EHISE IP>H640 7T : icmp_seq=3 ttI=59 time=0.71 ms

RE<EWISE IP>KI64L Tt : icmp_seq=4 ttI=59 time=0.72 ms
- ERFWISENNexus$EE 2 BHIE49R B 2B,

Nexus9000# telnet <S&HIISE IP> 49

EEER<EHISE IP> ...

2EE R <EWISE IP>,

BHF TR,



- ERUTEHERE :

debug tacacs+ all
Nexus9000#w 5%

Nexus9000# 202454 A19H22:50:44.199329 tacacs :
20244 A19H22:50:44.199355 tacacs :
202454 A19H22:50:44.199392 tacacs :
20244 H19H22:50:44.199406 tacacs :
20244 H19H22:50:44.199414 tacacs :

R #ERRE

20244 A19H22:50:44.199424 tacacs :
202454 819H22:50:44.199438 tacacs :

IsePsnServersfymgmtOE f9 ik K&

20244 A19H22:50:44.199451 tacacs :
20244 A19H22:50:44.199466 tacacs :
20244 H19H22:50:44.208027 tacacs :

MR [E{E : SUCCESS

20244 A19H22:50:44.208045 tacacs :
2024%F4 A19H22:50:44.208054 tacacs :
20244 A19H22:50:44.208062 tacacs :
202454 A19H22:50:44.208070 tacacs :
20244 H19H22:50:44.208078 tacacs :
20244 H19H22:50:44.208086 tacacs :
202454 A19H22:50:44.208098 tacacs :

event_loop() : IEEFEMMprocess_rd_fd_set
process_rd_fd_set : calling callback for fd 6

fsrv dntfE F184211R 4E R
process_implicit_cfs_session_start : entering...
process_implicit_cfs_session_start : IEFEIBH ; RPIE

process_aaa_tplus_request : ¥i Aaaa session id 0
process_aaa_tplus_request : B & m) fRe54E

tacacs_global_config(4220) :
tacacs_global_config(4577) :
tacacs_global_config(4701) :

GET_REQ...
EREERHERERE

REQ : num server O
num group 1
num timeout 5

tacacs_global_config(4716) :
tacacs_global_config : REQ :
tacacs_global_config : REQ :
tacacs_global_config : REQ : num deadtime 0
tacacs_global_config : REQ : num encryption_type 7
tacacs_global_config : iR Elretval 0
process_aaa_tplus_request : group_infolE 7 1£

aaa_req™ , E It E A BREF#EIsePsnServers

20244 A19H22:50:44.208108 tacacs :
20244 H19H22:50:44.208117 tacacs :

Protocol server group index : 0 name :

20245F 4 A19H22:50:44.208148 tacacs :

=fE tk Fpss &8

202454 A19H22:50:44.208160 tacacs :
2024%F4H19H22:50:44.208171 tacacs :
IsePsnServers
202454 A19H22:50:44.208184 tacacs :

Protocol server group index : 2 name :

: SUCCESS

20244 A19H22:50:44.208194 tacacs :

0 : IsePsnServers

202454 A19H22:50:44.208210 tacacs :

tacacs_servergroup_config : & A A fR=54E , E&510
tacacs_servergroup_config : GETNEXT_REQ for

tacacs_pss2_moveZ2key : rcode = 40480003 syserr2str

tacacs_pss2_move2key : M lllpss2_getkey
tacacs_servergroup_config : GETNEXT_REQ got

iR [ 16 E 4 R AE RV IR E1E

tacacs_servergroup_config :
tacacs_servergroup_config : IR Bl 17 i {7l IR 83 #H By retval

process_aaa_tplus_request : Group IsePsnServers

found., ¥FEAVITATERRIE , source-intfA0

202454 A19H22:50:44.208224 tacacs :

process_aaa_tplus_request : checking for mgmt0

vrf : management against vrf : default of requested group

202454 819H22:50:44.208256 tacacs :
202454 819H22:50:44.208272 tacacs :

src_intf&0 , vif_name&TE:%{E

20244 A19H22:50:44.208286 tacacs :

session id O

process_aaa_tplus_request :
process_aaa_tplus_request :

mgmt_if 83886080
global_src_intf : 0, Z<ib

create_tplus_req_state_machine(902) : #i Aaaa



202454 819H22:50:44.208295 tacacs

202454 819H22:50:44.208307 tacacs :
20244 A19H22:50:44.208317 tacacs :

NULL, MREEMAE , eRZR

202454 A19H22:50:44.208327 tacacs :

: ARREHEERET O
init_tplus_req_state_machine : #i Aaaa session id 0
init_tplus_req_state_machine(1298) : tplus_ctx4

tacacs_servergroup_config : 1E £ 8 A fal fR 254

IsePsnServers , &£5/0

20244 A19H22:50:44.208339 tacacs : tacacs_servergroup_config : GET_REQ for Protocol
server group index : 0 name : IsePsnServers

202454 A19H22:50:44.208357 tacacs : find_tacacs_servergroup : & A B R [ ARES4E
IsePsnServers

202454 A19H22:50:44.208372 tacacs : tacacs_pss2_move2key : rcode = 0 syserr2str = I
20244 A19H22:50:44.208382 tacacs : find_tacacs_servergroup : IE7EIR i AR5 4H
IsePsnServers index is 2

202454 A19H22:50:44.208401 tacacs : tacacs_servergroup_config : GET_REQ :
find_tacacs_servergroup error O for Protocol server group IsePsnServers

202494 A19H22:50:44.208420 tacacs : tacacs_pss2_move2key : rcode = 0 syserr2str =% I
20244 A19H22:50:44.208433 tacacs : tacacs_servergroup_config : GET_REQ got Protocol
server group index : 2 name : IsePsnServers

2024FA2024F4A19H22 : 52024 4A19H22 : 52024 4A19H22:5

Nexus90004# 5%

- HITERNCOHE (ERR[ENTHEER ,
NexusFISEFARN AR )

A BE R Wireshark TACACS+EIEE |, W F

| Time
66 22:25:88.757481

| Sc| De| Protoco
w = TACACS+

| Length | Info
107 R: Authorization

» Transmission Control Protocol,
~ TACACS+
Major version: TACACS+
Minor version: @
Type: Authorization (2)
Sequence number: 2
> Flags: 8x@@ (Encrypted payload, Multiple Connections)
Session ID: 1136115821
Packet length: 29
Encrypted Reply
v Decrypted Reply
Auth Status: PASS_REPL (@x@2)
Server Msg length: @
Data length: @
Arg count: 1
Argl[e] length: 22
Arg[@] value:| shell:roles="helpdesk"

TACACSE#Ha

Src Port: 49, Dst Port: 58B63, Seq: 1, Ack: 9@, Len: 41

- EaISEFMNexusisI LM RSB, Eth o LAfEWireshark &,



54 22:25:88.701757 - - 121 Q: Authentication

CACS+
Major version: TACACS+
Minor version: 1
Type: Authentication (1)
Sequence number: 1
Flags: @x@@ (Encrypted payload, Multiple Connections)
Session ID: 232251358
Packet length: 43
Encrypted Reguest
Decrypted Reguest
Action: Inbound Login (1)
Privilege Level: 1
Authentication type: PAP (2)
Service: Login (1)
User len: 9
User: iseiscool
Port len: 1
Port: @
Remaddr len: 12
Remote Address:
Password Lenath: 13
Password: VainillaISE97
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