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1. iZ#2Current release(& B AR A)
2. BEBERE,

T
CISCO

Cisco Nexus 9000 and 3000 ISSU Support Matrix

This form prowvides information for In-Service Software Upgrade (ISSU) support for Clsco NX-05
saftware on Nexus 9000 Serles and 3000 Series Switches basad on your curment and tamget
fokihae, Thi upgrade roleased hawe Badn eied and waldated by Ciacd, Cidcd pafthers, of Bath.
Lisa this form a3 a reference for supported softwar.

For beadback on hiE oo, sand il 1o oo
NOTE: IS5U is not supponed for softamng downgrades, lmmmmmﬂmruﬂm‘

follow the disnuptive downgrade procedure described in the Uoom i for
your target release. For NXOS softwane strategy and lifecyche, see the MX-0

Curmanl rdoddl asm

Target reloase  woodinas

Current releasa: 9.3(11)
Target nelease: 10X GEIM
Recommandad path: Dirsct path fram Current Release. [0 0  Patfis)
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Mzt : BEBHNREUUERSERE, SRE—8 , KEEESB2E11, ESIMACisco
Nexus R 1 & A B BENX-OSIRA,

SER2 RIBEHICisco NexusRIMREE+ |, TEHHEBREPRBAMPFTE Cisco NX-OSEER,

1. BARETH

2. ¥ ZDownload and Upgrade— & , A B ElAccess Downloads,

3. BEBIEAI > Cisco |10S and NX-OS Software > NX-OS Software > Switches > Data Center
Switches >IZ1E 2 INexus R 7> BB EHFE > NX-OS System Software>iEEE T EHHINX-
OSHRZR,

4. BHEEBHIER LAUERERFREF , SRMDSREBAEL THNX-OSER.,
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10.3(99x)(F) 01-Sep-2023 1890.07 MB Y
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5. BiBSCP, SFTP, TFTPZRUSBHNX-OSHE RE&H ZIvPCH A M A Cisco Nexus3 i EHY
bootflash, MRIBIE T HI=(EiRE 2 — , BEBEEHEBNVRFRER ESY ARFHT
ping. TEMEHIF | SFTPAEAREIAYIP{LiE5192.168.9.9 , AIiEiB E i FHEE (VRF) EHE
o

N9K-1(config)# ping 192.168.9.9 vrf management

N9K-1(config)# copy sftp: bootflash:

Enter source filename: nxo0s64-cs.10.2.5.M.bin

Enter vrf (If no input, current vrf 'default' is considered): management
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin

The authenticity of host ‘192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABCDEFGHIJK.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added ‘192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9

User Access Verification

Password: cisco

6. TRIERERE K FHADSIEENX-OSEREST LM bootflashH,
7. fE Fshow file bootflash@is 5 #ENX-OSHE REBMDS KR 5,
8. It EERHETHIERNEETLR, MEESELE , RENX-OSERCEZRNEN

o

N9K-1(config)# dir | include nxos

1978203648 Mar 31 01:36:06 2023 nxo0s.9.3.11.b1in
1943380992 Mar 17 09:54:16 2023 nxo0s64-cs.10.2.5.M.bin
Usage for bootflash://

20548902912 bytes used

96040308736 bytes free


https://software.cisco.com/download/home

116589211648 bytes total

N9K-1(config)# show file bootflash:nxos64-cs.10.2.5.M.bin md5sum
2f60a186cb9c2d55c90086302e51f655

SER3.FEESECisco Nexus X IEVPCHIREA R,

1. {8 &% show vpc role,

N9K-1(config)# show vpc role

vPC Role status

vPC role : primary

Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:01
vPC system-priority : 32667

vPC local system-mac : 44:b6:be:11:17:67
vPC local role-priority : 32667

vPC Tocal config role-priority : 32667

VvPC peer system-mac : f8:a7:3a:4e:40:07
VvPC peer role-priority : 32667

vPC peer config role-priority : 32667

N9K-2(config)# show vpc role

vPC Role status

vPC role : secondary

Dual Active Detection Status : 0

vPC system-mac : 00:23:04:ee:be:01
VvPC system-priority : 32667

vPC Tocal system-mac : f8:a7:3a:4e:40:07
vPC Tocal role-priority : 32667

vPC Tocal config role-priority : 32667

VvPC peer system-mac : 44:b6:be:11:17:67
vPC peer role-priority : 32667

vPC peer config role-priority : 32667

S4B FBVPCH R A Cisco Nexus X #i# |+ #Cisco NX-OSTFHEZA,

1. £ A @5 show incompatibility-all nxos bootflash.

N9K-1(config)# show incompatibility-all nxos bootflash:nxos64-cs.10.2.5.M.bin
Checking incompatible configuration(s) for vdc 'N9K-1':

No incompatible configurations

Checking dynamic incompatibilities:



No incompatible configurations

S EB5 B Cisco NX-OS¥ivPCH Y M & Cisco Nexus R IRy L&

1. A #show install all impact nxos bootflash. ERGE TS E , LABRE Cisco NX-OSHR
REANMRYBUTERZE,

N9K-1(config)# show install all impact nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform impact only check. Please wait.

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####### R #####H] 100% -- SUCCESS

Verifying image type.
[####a###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(1D) 10.2(5)
1 bios v05.47(04/28/2022) :v05.43(11/22/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

H6L (TR ), RVPCHHIR A Cisco Nexus3 i [E HIiE 1T Hl B M H 17 -

N9K-1(config)# copy running-config sftp:running-config-backup

Enter vrf (If no input, current vrf 'default' is considered): default
Enter hostname for the sftp server: 192.168.9.9

Enter username: admin



The authenticity of host '192.168.9.9 (192.168.9.9)' can't be established.
RSA key fingerprint is SHA256:ABDCEFGHI.

Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '192.168.9.9' (RSA) to the Tist of known hosts.
Inbound-ReKey for 192.168.9.9:22

User Access Verification

Password:

Connected to 192.168.9.9.

SR7T EEBVPCEEA BRI Nexus I £ ZENX-0S,

1. £ A i Sinstall all nxos bootflash,

N9K-1(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####### R #####HH] 100% -- SUCCESS

Verifying image type.
[####d###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####d###############] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####d###############] 100% -- SUCCESS

Performing module support checks.
[#########R##RH#####4] 100% -- SUCCESS

Notifying services about system upgrade.
[#########R##RH#####4] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(1D) 10.2(5)
1 bios v05.47(04/28/2022) :v05.43(11/22/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi



Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

Mist : HBEFEEKSMEEMEESE, 2% , Cisco NexusK IS EFRE , TR BRETAE
FEELSEE, ST ACisco NexusKH#al F A ge BT A=,

S ER8. %15 Cisco NexusR i Y IRREE AR BIREE,

1. A $ show module.

N9K-1(config)# show module
Mod Ports Module-Type Model Status

1 54  24x10/25G/32G + 6x40/100G Ethernet/FC N9K-C93180YC-FX-24 active *

Mod Sw Hw Slot



1 9.3(1D 1.0 NA

Mod MAC-Address(es) Serial-Num

1 44-b6-aa-aa-aa-aa to 44-b6-be-bb-bb-bb ABCDEFGHIJK

Mod Online Diag Status

* this terminal session

MizE : B80FE , vPCRIFERMN/NH EFHEE T ETEEAUPREE, ERTEHN , EA
vPCH Y Cisco Nexus Rt E BT Z X EHICisco NX-OSHI R [& fR A,

S EB9 . 1EVPCY¥f Z Cisco Nexus X #it %% Cisco NX-0S,



N9K-2(config)# install all nxos bootflash:nxos64-cs.10.2.5.M.bin
Installer will perform compatibility check first. Please wait.
Installer is forced disruptive

Verifying image bootflash:/nxos64-cs.10.2.5.M.bin for boot variable "nxos".
[####### R #####H] 100% -- SUCCESS

Verifying image type.
[####a###############] 100% -- SUCCESS

Preparing "nxos" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Preparing "bios" version info using image bootflash:/nxos64-cs.10.2.5.M.bin.
[####### R #####H] 100% -- SUCCESS

Performing module support checks.
[########HR#HRHHH###H] 100% -- SUCCESS

Notifying services about system upgrade.
[########HR#HRHHH###H] 100% -- SUCCESS

CompatibiTlity check is done:
Module bootable Impact Install-type Reason

1 yes disruptive reset default upgrade is not hitless

Images will be upgraded according to following table:

Module Image Running-Version(pri:alt) New-Version Upg-Required
1 nxos 9.3(11D) 10.2(5)
1 bios v05.47(04/28/2022) :v05.42(06/14/2020) v05.47(04/28/2022) no

Additional info for this installation:

Service "vpc" in vdc 1: Vpc is enabled, Please make sure both Vpc peer switches have same boot mode usi

Switch will be reloaded for disruptive upgrade.
Do you want to continue with the installation (y/n)? [n] vy

HER10.F#FCisco NexusX#i#¥ I AR REE A TR EDIRRE,

1. A $show module,

N9K-2(config)# show module
Mod Ports Module-Type Model Status

1 54  24x10/25G/32G + 6x40/100G Ethernet/FC N9K-C93180YC-FX-24 active *



1 9.3(1D 1.0 NA

Mod MAC-Address(es) Serial-Num

1 f8-a7-3a-nn-nn-nn to f8-a7-3a-nl-nl-nl 98765432109

Mod Online Diag Status

o

this terminal session

S EB11. % Ekeep-alive. peer-linkflvVPCIEEE 2B EAUPHREE,

1. £ A Hshow vpc,

N9K-1(config)# show vpc

Legend:
(*) - local vPC is down, forwarding via vPC peer-1ink
vPC domain id 1
Peer status : peer adjacency formed ok
vPC keep-alive status : peer is alive
Configuration consistency status : success
Per-vlan consistency status . success
Type-2 consistency status . success
vPC role : primary
Number of vPCs configured 12
Peer Gateway : Enabled
Dual-active excluded VLANs To-
Graceful Consistency Check : Enabled
Auto-recovery status : Disabled
Delay-restore status : Timer 1is off.(timeout = 30s)
Delay-restore SVI status : Timer 1is off.(timeout = 10s)
Operational Layer3 Peer-router : Enabled
Virtual-peerlink mode : Disabled
vPC Peer-T1ink status
id Port  Status Active vlans
1 Pol up 1
vPC status
Id Port Status Consistency Reason Active vlans
50 Po50 up success success 1

60 Po60 up success success 1



N9K-2 (config)# show vpc
Legend:

(*) - local vPC is down, forwarding via vPC peer-1ink

vPC domain id
Peer status
vPC keep-alive status

Configuration consistency status

Per-vlan consistency status
Type-2 consistency status
vPC role

Number of vPCs configured
Peer Gateway

Dual-active excluded VLANs
Graceful Consistency Check
Auto-recovery status
Delay-restore status
Delay-restore SVI status

Operational Layer3 Peer-router

Virtual-peerlink mode

vPC Peer-1link status

1

: peer adjacency formed ok
: peer is alive

I success

I success

I success

: secondary

A

Enabled

Enabled

: Disabled
: Timer 1is off.(timeout
: Timer 1is off.(timeout

30s)
10s)

Enabled

: Disabled

id Port  Status Active vlans

1 kol w1

vPC status

W port Status Consistency Reason  Active vians
50 Poso uw  success  success

60 Po60 up success success
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