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IP: 192,0.2.100
MAC: 0223.e957.6a3a

VLAN 130

non-vPC
wvPC

- Po28l

Po20 —vPC PL
IP: 192.0.2.3
IP: 192.0.2.2 % m MAC: 00be.758e.5677
MAC: O00be.755b.dbd? VLAN 150
VLAN 150 2 m

Po21 — non-vPC

B

ZRIUTHENR : THMARINOK-BZ BHARPHIMACHEIE R BZE | 3 H R FHABINIK-BE i T ping.

Host - A# ping 192.0.2.3

PING 192.0.2.3 (192.0.2.3): 56 data bytes

36 bytes from 192.0.2.100: Destination Host Unreachabl e
Request 0O tinmed out
64 bytes from 192.0.
64 bytes from 192.0.
64 bytes from 192.0.
64 bytes from 192.0.

icnp_seq=1 ttl=254 tine=1.011
icnp_seq=2 ttl=254 tine=0.763
icnp_seq=3 ttl=254 tine=0.698

2.3
2.3
2.3
2.3: icnp_seq=4 ttl =254 tinme=0.711

ns
ns
ns
ns

--- 192.0.2.3 ping statistics ---
5 packets transmtted, 4 packets received, 20.00% packet | oss
round-trip mn/avg/ max = 0.698/0.795/1. 011 ns

W EHAZ M ping B E X E MABEHIK-BMARPFE R, ARPEESRMENIK-A EHIP021 ( #£VLANLE
2t ) PEE |, FRHRP20 (BB BN RHEMARKCFSI TR EEH ) PREH, &R, 9K-BL
FIMACH: 3t R4 IEFEIE T | 3 HARPHR B 3l ANOK-BHIARPERF |, KR i5M EHMARMACH 1t
0223.e957.6a3afIPo21 ( JEVvPC L27# ) .

NI9K- B# show ip arp 192.0.2.100

Flags: * - Adjacencies |learnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean
CP - Added via L2RI B, Control plane Adjacencies
PS - Added via L2RI B, Peer Sync
RO - Re-Originated Peer Sync Entry
D - Static Adjacencies attached to down interface

| P ARP Tabl e
Total nunber of entries: 1



Addr ess Age MAC Addr ess Interface Fl ags
192.0.2.100 00: 01: 07 0223.e957.6a3a VI anl50

NOK- B# show mac address-table address | i i 6a3a
* 150 0223. e957. 6a3a dynamic O F F Po21

NOK- B# show ip arp detail | i 3a
192. 0. 2. 100 00: 03: 22 0223.e957.6a3a VI anl50 port-channel2l <<<< Expected port-
channel

ERENIK-BHIMACHh 11t 7% 7 i BR EHMARIMACHEHEBF |, ATAE R RIE, MACHut ATRER B ER
R MBR , GlZOMACHEHEE(L, £ REHESTP)HREFESUEA(TCN), BB+ HiE Tclear
mac address-table dynamicii %,

NO9K- B# show ip arp 192.0.2.100

Fl ags: * - Adjacencies |earnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean
CP - Added via L2RI B, Control plane Adjacencies
PS - Added via L2RI B, Peer Sync
RO - Re-Originated Peer Sync Entry
D - Static Adjacencies attached to down interface

I P ARP Tabl e

Total nunber of entries: 1

Addr ess Age MAC Address Interface Fl ags

192. 0. 2. 100 00: 00: 29 0223. e957. 6a3a VI anl50 <<< ARP remains populated

NOK- B# show mac address-table address 0223.e957.6a3a

Legend:
* - primary entry, G- Gateway MAC, (R) - Routed MAC, O - Overlay MAC
age - seconds since last seen,+ - primary entry using vPC Peer-Link,
(T) - True, (F) - False, C- Control Plane MAC, ~ - vsan
VLAN MAC Addr ess Type age Secure NTFY Ports
--------- T T

NOK- B# ping 192.0.2.100

PI NG 192.0.2.100 (192.0.2.100): 56 data bytes

64 bytes from 192.0.2.100: icnp_seq=0 ttl =253 tinme=1.112
64 bytes from 192.0.2.100: icnp_seq=1 ttl =253 tinme=0.647
64 bytes from 192.0.2.100: icnp_seq=2 ttl =253 time=0.659
64 bytes from 192.0.2.100: icnp_seq=3 ttl =253 tinme=0.634
64 bytes from 192.0.2.100: icnp_seq=4 ttl =253 tinme=0.644

3333 3

--- 192.0.2.100 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet | oss
round-trip mn/avg/ max = 0.634/0.739/1.112 ns

EEEpingNARRKIY ; ER , RPIWARPIRE BRIEEEP020(VPC PL)M A 2Po21 , #&T 2 TEAH
HiBEE , BAVLAN 1502 3EVPC VLAN:

NOK- B# show ip arp detail | i i 6a3a

Flags: * - Adjacencies |learnt on non-active FHRP router
+ - Adj acenci es synced via CFSoE
# - Adjacencies Throttled for d ean



CP - Added via L2RI B, Control plane Adjacencies
PS - Added via L2RI B, Peer Sync
RO - Re-Originated Peer Sync Entry

I P ARP Tabl e for context default

Total nunber of entries: 2

Addr ess Age MAC Addr ess Interface Physical Interface Flags
192.0.2.100 00: 15: 54 0223. e957. 6a3a VI an150 port - channel 20 <<< Not Po2l once
the issue is triggered.

& 0] LA7E R & Nexus 90003 #2285 | {# Fishow ip arp internal event-history event@ © 3GE R G2
BFEB BRI MR (CFS)EITEEL !

NOK- B# show ip arp internal event-history event | i i tunnel

[116] [27772]: Tunnel Packets cane with: vlan: 150, L2-SMAC :0223.e957. 6a3a, L2-DVAC
00be. 758e. 5677

[116] [27772]: Received tunnel ed packet on iod: M anl50, physical iod: port-channel 20

NOK- A# show ip arp internal event-history event | i i tunnel
[116] [28142]: Tunnel Packets sent with: vlan: 150, L2-SMAC :0223.e957. 6a3a, L2-DVAC
00be. 758e. 5677
[116] [28142]: Tunnel it to peer destined to remote SVI's Gateway MAC. Peer Gateway Enabl ed

BB LA1E9K-B L Efidebug ip arpRFIAR BT REFMERILITS

N9K- B# debug logfile TAC_ARP
N9K- B# debug ip arp packet
N9K- B# debug ip arp event
NOK- B# debug ip arp error

N9K- B# show debug logfile TAC_ARP | beg "15:31:23"

2018 Oct 11 15:31:23.954433 arp: arp_send_request_internal: Qur own address 192.0.2.3 on
interface VI anl50, sender _pid =27661

2018 Oct 11 15:31:23.955221 arp: arp_process_receive_packet_msg: Received tunneled packet on
iod: Vl1anl50, physical iod: port-channel20

2018 Oct 11 15:31:23.955253 arp: arp_process_receive_packet_msg: Tunnel Packets came with: vlan:
150, L2-SMAC :0223.e957.6a3a, L2-DMAC: 00be.758e.5677

2018 Oct 11 15:31:23.955275 arp: (context 1) Receiving packet from Vl1anl50, logical interface
V1anl50 physical interface port-channel20, (prty 6) Hrd type 1 Prot type 800 Hrd len 6 Prot len
4 OP 2, Pkt size 46

2018 Oct 11 15:31:23.955293 arp: Src 0223.e957.6a3a/192.0.2.100 Dst 00be.758e.5677/192.0.2.3
2018 COct 11 15:31:23.955443 arp: arp_add_adj: arp_add_adj: Updating MAC on interface VIl anl50
phy-interface port-channel 20, flags: 0x1

2018 COct 11 15:31:23.955478 arp: arp_adj _update_state_get _action_on_add: Different

MAC( 0223. e957. 6a3a) Successful action on add Previous State:0x10, Current State:0x10 Received
event: Data Pl ane Add, entry: 192.0.2.100, 0000.0000. 0000, M anl50, action to be taken
send_to_am TRUE, arp_agi ng: TRUE

2018 Oct 11 15:31:23.955576 arp: arp_add_adj: Entry added for 192.0.2.100, 0223.e957.6a3a, state
2 on interface VI anl50, physical interface port-channel 20, isnct 0. flags:0x10, Rearp (interval
0, count: 0), TTL: 1500 seconds update_shm TRUE

2018 Oct 11 15:31:23.955601 arp: arp_add_adj: Adj info: iod: 77, phy-iod: 91, ip: 192.0.2.100,
mac: 0223.e957.6a3a, type: 0, sync: FALSE, suppress-node: ARP Suppression Disabled flags: 0x10

ARPFEZ R T HAE AOK-A , AERBEEHFTIK-B, FEE , OK-ABARPEI B HIZ T2 4T @ ,
AUEFEMVPCEHIEREHMA, EZEBK-ARKNIK-BEHERE , BIFERIEVPC VLAN,

NOK- A# ethanalyzer local interface inband display-filter arp limit-c 0

Capturing on inband
2018-10-11 15:32:47.378648 00: be: 75:8e:56: 77 -> ff:ff:ff:ff:ff:ff ARP Wio has 192.0.2.100? Tel
192.0. 2. 3 <<<<



2018-10-11 15:32:47.379262 02:23:e9:57: 6a:3a -> 00: be: 75: 8e:56: 77 ARP 192.0.2.100 is at
02: 23: e9: 57: 6a: 3a

1& R LAfE FINX-OSHYEthanalyzer{2 - T & £l 2 fH 1€ T sE R B ROK-BRY 2 HI P H 1A b B T2t
ARPFEE,

N9K- B# ethanalyzer local interface inband display-filter arp limit-c 0

Capturing on inband

2018-10-11 15:33:30.053239 00: be: 75:8e:56: 77 -> ff:ff.ff.:ff:ff:ff ARP Wio has 192.0.2.100? Tel
192.0.2.3

2018-10-11 15:34:16.817309 00: be: 75:8e:56: 77 -> ff:ff.ff.:ff:ff:ff ARP Wio has 192.0.2.100? Tel
192.0.2.3

2018-10-11 15:34:42.222965 00: be: 75:8e:56: 77 -> ff:ff:ff.ff:ff:ff ARP Wio has 192.0.2.44? Tel
192.0.2.43

<sni p>

AR BRESHIEFNRENTE , BB ENIK-BEEHANENTEKX

NOK- B# ping 192.0.2.100
PI NG 192.0.2.100 (192.0.2.100): 56 data bytes
36 bytes from 192.0.2.3: Destination Host Unreachable

Request 0 tined out
Request 1 tined out
Request 2 tined out
Request 3 tined out

Request 4 tined out

--- 192.0.2.100 ping statistics ---
5 packets transmitted, O packets received, 100.00% packet | oss

B AREIEVPC SVILEBESVIEAE EZMNIMACHEIEEF ( BIEFEIE b it A A EIBVPCH H 5%
), BEBEENITA, HITAEBERNRE —KNexus 9000331,

BRERIKTR , FERAXTENSVIBIMACH L,

NOK- A(confi g)# interface Vl1anl50
NOK- A(config-if)# mac-address 0000.aaaa.0030
NOK- A(config-if)# end

NOK-B(confi g)# interface Vl1anl50
NOK-B(config-if)# mac-address 0000.bbbb.0030
NOK-B(config-if)# end

AR ARERRS AR ASEELERE16EMERAEEZNMACHH, EFCHTECisco
Nexus 9000& FINX-OS/HT EE BT,

ERRAZBRT E®R |, E0 LUE ANX-OSH EthanalyzerfZ | [ & £ 2 & Th 8 R ROK-AZ1T
RETHEARP O 78 #Eix ) H 2 6P

NOK- A# ethanalyzer local interface inband display-filter arp limit-c 0

Capturing on inband
2018-10-11 15:36:11. 675108 00: 00: bb: bb: 00: 30 -> ff:ff:ff:ff:ff:ff ARP Who has 192.0.2.100? Tel
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