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N9K-9508#test packet-tracer src_ip <src_ip> dst_ip <dst_ip> <==== provide your src and dst ip
N9K-9508#test packet-tracer start <==== Start packet tracer

N9K-9508#test packet-tracer stop <==== Start packet tracer

N9K-9508#test packet-tracer show <==== Check for packet matches

FRGS R FRBEEEE EFENE@Broadcom Trident |l Asic k#5385 TR ERET
. SEALHEBMHNRLIBELEMRAE K CEERTPNETHES , fMEERBEEANER
(AOEHE —>HEEEE e —--->HOEHE),

TSR T AREBE .

HRER

RPEEREEEI/OEEREE, MAXREMRESENEEREL ERRE., SEKIREREER



M {EBroadcom Trident Il ASIC(T2)4%lE,

I8

PACL(Port Access-list) ARABRRFEERNHEE KRB RMFIBREBHNRE, ER7ENexusFEA L

, BEREFREAPACLEEZMWTCAM, TCAMBZIEEEHMAAEMR, FELEBERT , fEAPacket
TracerC R B EBHI 7B, £08 A LUBKNA MR N T H L EENHE, IJJ:I: Packet
TracerfJ A RAERABEREERI PPN ERZRH X,

Packet tracer{# Fi ASPANEZ N TCAMIE B .

BRI R

NS — Jt EASIC

T2 - Trident Il ASIC
NFE — #Big i3 5|2
ALE - ACIt 5| %

B ENexus 9000 SR BV EEAREFA |

’:iﬂlﬁ

ASH

http://www.cisco.com/c/en/us/products/collateral/switches/nexus-9000-series-switches/white-
paper-c11-729987.html

1. Ingress on module 1
Fabric 2 2. Ingress on fahric modules

3, Ingresson modul & 2 T2ASIC
4.Ingress on module 2

5. Ingress on fahric modules

6. Ingresson module 1 T2 ASIC
(from fabric)

48x 110G SFP or SFP+ 4% 405 Q3FP+ 49x 110G SFP or SFP+ 4% 403G Q3FP+
Serveror Metwaork Facing Serveror Metwork Facing
ICMP SRC IP: 10.1.1.1/24 ICMP DST IP: 10.2.2.1/24

MIEE -

9500178 E SR AR EEE., £ LHE A P RER—EXBRER , UELRE, XK
BRAEARE A se F A AR AR A

EARA: TREAOEELLWRE, RPERFEHEEHWREAOMEOEE EAREAOT2 ASIC


/content/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-729987.html
/content/en/us/products/collateral/switches/nexus-9000-series-switches/white-paper-c11-729987.html

LTREFEEREACEZREBRENERSER

switch#test packet-tracer {<src-ip>|<dst-ip>|<src-l4-port>|<dst-l4-port>} [<protocol>] [detail-
fp|detail-hg]

UTREFENHE :
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switch#test packet-tracer src_ip <====
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N9K-9508# test packet-tracer src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1 <=== Protocol 1 matches
ICMP traffic
N9K-9508# test packet-tracer start

LT R {a A% "test packet tracer show, & :

N9K-9508# test packet-tracer show
Packet-tracer stats

Module 1: <=== Slot #. Same output will be displayed for other Linecards's and Fabric modules.
Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1 <==== Our filter #1

ASIC instance 0: <==== Trident ASIC instance #0

Entry 0: id = 7425, count = 0, active, fp, <==== pakcet match count on front panel port. it

could be any port

Entry 1: id = 7426, count
ASIC on the linecard
ASIC instance 1:

Entry 0: id 7425, count
Entry 1: id = 7426, count = 0, active, hg,

0, active, hg, <==== packet match count from fabric module to T2

0, active, fp,

Filter 2 uninstalled:
Filter 3 uninstalled:
Filter 4 uninstalled:

Filter 5 uninstalled:

EERA

fit (@ Packet Tracer:

N9K-9508# test packet-tracer src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1 <==== Filter to match
echo traffic. Protocol 1 to match icmp traffic

N9K-9508# test packet-tracer src-ip 10.2.2.1 dst-ip 10.1.1.1 protocol 1 <=== Filter to match
echo reply traffic

N9K-9508# test packet-tracer start <==== Start packet tracer

N9K-9508# test packet-tracer show non-zero <==== Command to see packet statistics

Packet-tracer stats

Module 1:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1



5:

installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
uninstalled:

Module
Filter
Filter
Filter
Filter
Filter 5 uninstalled:

RS RAH 1A SRC IPHRAE2MDST IPE1Tping:

Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Module 2:
Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Module 22:
Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Module 23:
Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
Module 24:
Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1
Filter 3 uninstalled:
Filter 4 uninstalled:
Filter 5 uninstalled:
2
1
2
3
4

uninstalled:

Router# ping 10.1.1.1 source 10.2.2.1
PING 10.1.1.1 (10.1.1.1) from 10.2.2.1: 56 data bytes

64 bytes from 10.1.1.1: icmp_seg=0 ttl=253 time=0.77 ms
64 bytes from 10.1.1.1: icmp_seg=1 ttl=253 time=0.43 ms
64 bytes from 10.1.1.1: icmp_seg=2 ttl=253 time=0.408 ms
64 bytes from 10.1.1.1: icmp_seg=3 ttl=253 time=0.398 ms
64 bytes from 10.1.1.1: icmp_seg=4 ttl=253 time=0.383 ms

--- 10.1.1.1 ping statistics ---
5 packets transmitted, 5 packets received, 0.00% packet loss
round-trip min/avg/max = 0.383/0.477/0.77 ms

EASR . #ZPacket TracerfH# :

N9K-9508# test packet-tracer show non-zero <==== Command to see packet statistics

Packet-tracer stats

Module 1:

Filter 1 installed: src-ip 10.1.1.1 dst-ip 10.2.2.1 protocol 1

ASIC instance O0:

Entry 0: id = 7425, count = 5, active, fp, <===== 5 Echo packets ingress on Module 1
Filter 2 installed: src-ip 10.2.2.1 dst-ip 10.1.1.1 protocol 1

Filter 3 uninstalled:

Filter 4 uninstalled:



Filter 5 uninstalled:
Module 2:

Filter 1 installed:
Filter 2 installed:
ASIC instance O0:

id = 7457,
Filter 3 uninstalled:
Filter 4
Filter 5

src-ip 10.1.1.1 dst-ip
src-ip 10.2.2.1 dst-ip

5, fp,

Entry 0: count = active,
uninstalled:

uninstalled:

Module
Filter
Filter
Filter
Filter
Filter

installed:
installed:
uninstalled:

src-ip 10.1.1.1 dst-ip
.1 dst-ip

N
N

src-ip 10.

uninstalled:

u o W N RPWw

uninstalled:

Module
Filter
Filter
Filter
Filter
Filter

installed:
installed:
uninstalled:

src-ip 10.1.1.1 dst-ip
.1 dst-ip

N
N

src-ip 10.

uninstalled:

uaos WP

uninstalled:

Module 22:

Filter 1 installed:
ASIC instance O0:
Entry 0: id = 7425,
Filter 2 installed:
Filter 3 uninstalled:
Filter
Filter

src-ip 10.1.1.1 dst-ip

hg,
src-ip 10.2.2.1 dst-ip

count = 4, active,

4 uninstalled:
5 uninstalled:

Module 23:

Filter 1 installed:
ASIC instance O0:
Entry 0: id = 7425,
Filter 2 installed:
ASIC instance O0:

id = 7425,
Filter 3 uninstalled:

src-ip 10.1.1.1 dst-ip

hg,
src-ip 10.2.2.1 dst-ip

count = 1, active,

Entry O: count = 3, active, hg,
Filter 4 uninstalled:

Filter 5 uninstalled:

Module 24:

Filter 1 installed:
Filter 2 installed:
ASIC instance O0:

id = 7425,
Filter 3 uninstalled:

src-ip 10.1.1.1 dst-ip
src-ip 10.2.2.1 dst-ip
Entry O: count = 2, active, hg,
Filter 4 uninstalled:

Filter 5 uninstalled:

6:

installed: src-ip 10.1.1.1 dst-ip
installed:

uninstalled:

Module
Filter
Filter
Filter
Filter
Filter 5
N9K-9508#

RitbERAMNSS

src-ip 10.2.2.1 dst-ip

s W N RN

uninstalled:
uninstalled:

10.2.2.1
10.1.1.1

protocol 1
protocol 1

Echo reply

10.2.
10.1.

N
=

protocol 1

=
=

protocol 1

10.2.
10.1.

N
=
=

protocol

=
=

protocol 1

10.2.2.1 protocol 1

Fabric module
10.1.1.1 protocol 1

<====

10.2.2.1 protocol 1

Fabric module
10.1.1.1 protocol 1

<====

<==== Fabric module

10.2.2.1 protocol 1
10.1.1.1 protocol 1

<==== Fabric module

10.2.2.1 protocol 1
10.1.1.1 protocol 1

packets ingress on Module 2

22 received 4 echo packets

23 received 1 echo packets

23 received 3 echo reply packets

23 received 2 echo reply packets



test packet tracer remove-all <===% KRB B EHIBEES

BIEXpacket tracer clear <filter #> </EBRFT===188 23 = {5 1B B AV 5 B=5

Bl&dpacket tracer src_ip <.> dst_ip <> l4-dst-port <dst_port> | 14-src-port <src_port> | protocol
<===1R45L4 src_port, L4 dst_portsi#EE 1T TEL.
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