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CVE ID - CVE- 2008-5161 ( BB SSHAARZRCBCE R B iFMBASSHIEMACEE % )
B — SSHARERCBCE AR THRAFIE ( SSHAMRRCBCEXNRITRA )

SSHAMRERE B A X EABRER(CBC)ME ., EXEBRBEEMLE IREATELE,
, LA BMEMESSHAMRRRER , MAIREREFES I REBNEERA,
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BARBHRE7.03)12(1)% , FiGEEBIBSSHEREINexus 90003 W EI LA T #8538

no matchi ng ci pher found: client aesl128-chc, 3des-cbc, aes192-chc, aes256- cbc, rij ndael -
cbc@ysator.liu.se server
aesl28-ctr, aesl92-ctr, aes256-ctr

BRRTTR

FHEEMREE7.03)12(1) M EFMAE |, EEBIBSSHIELEINexus 9000 EE R , HHRBEEEB
CiscoftE8ID CSCuv39937{&ER2 &M,


https://nvd.nist.gov/vuln/detail/CVE-2008-5161
https://bst.cloudapps.cisco.com/bugsearch/bug/CSCuv39937/?reffering_site=dumpcr
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B IFIZ 15 1. ssh cipher-mode weaks 5 (FENXOS 7.0(3)14(6) 3k 5 ® i A~ 12 £it)

- HCisco#i2ID CSCvc717925| A — BE— BT AT Z BRI fEdaes128-cbc, aes192-cbe.
aes256-cbc,

. FIEHE L PHREBRH X E — aes128-cbc, aes192-cbcHlaes256-cbc,

- AT ZE3des-chcF i,

! baseline: only strong Ciphers aesl28-ctr,aesl92-ctr,aes256-ctral | owed
9k# conf t

Enter configuration conmands, one per line. End with CNTL/Z.

9k(confi g)# feature bash

9k(confi g)# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config
#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker G phers and MACs

Ciphers aesl28-ctr,aesl92-ctr,aes256-ctr <<===== only strong ciphers

! enabl e the weak aes-chc ciphers with NXOS conmand
! Note that weak cipher 3des-cbc is still disabled.

9k# conf t

Enter configuration conmands, one per line. End with CNTL/Z.
9k(config)# ssh cipher-mode weak

9k(config)# end

I'l verification:

9k# run bash sudo grep -i cipher /isan/etc/dcos_sshd_config

#secure ci phers and MACs

#CSCun41202 : Di sabl e weaker C phers and MACs

C phers aes128-ctr, aes192-ctr, aes256-ctr, aes128-cbc,aesl92-cbc,aes256-cbc  <<---

! rol I back: use the form of the comrand

9k# conf t

Enter configuration conmands, one per line. End with CNTL/Z.
9k(config)# no ssh cipher-mode weak

9k(config)# end

B BB 152, {# fiBashf$ M sshd_configil R WX EHFTNBEHE

R /isan/etc/sshd_configlE@ RAPFBIE BT , A EFMERERETH(2Eaes128-cbc, 3des-
cbc. aes192-cbclaes256-cbe).

no

n9k#config t

n9k(confi g) #feature bash-shell

n9k(confi g) #Run bash

bash-4.2$ sudo su -

r oot @OK- 1#cd /isan/etc

r oot @N9K- 1#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker Ci phers and MACs

Ci phers aes128-ctr,aes192-ctr, aes256-ctr <<<< only allowed ciphers (elim nate known
vul nerability).

I'l Create a back up of the existing SSHD CONFI G


https://bst.cloudapps.cisco.com/bugsearch/bug/CSCvc71792/?reffering_site=dumpcr
https://cdetsng.cisco.com/summary/#/defect/CSCun41202
https://cdetsng.cisco.com/summary/#/defect/CSCun41202
https://cdetsng.cisco.com/summary/#/defect/CSCun41202

r oot GN9K- 1#mv dcos_sshd_config dcos_sshd_config.backup

'l comment out the cipher line and save to config (effectively removing the restriction)

cat dcos_sshd_config. backup | sed 's@GC pher@ Ci pher@' > dcos_sshd_config

't Verify

r oot @N9K- 1#cat dcos_sshd config | egrep Cipher

#CSCun41202 : Di sabl e weaker Ci phers and MACs

# Ci phers aes128-ctr, aesl92-ctr, aes256-ctr << see inserted comment # before Cipher (to remove
the limitation)

r oot GNOK- 1#exit

| ogout

bash-4.2$ exit

exit

NOK-1(confi g)# no feature bash
NOK-1(config)# exit

IR ENMWHRERRR  SRECABER , AtFER2EAR.
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