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- BREZEENTZEERADHCPREEITERRH,

- BEYHEOHCPERBREENE , AT 2 AREABERAIPHIUNFTZEEETHNEN.
- EFDHCPERBEENERTRETZEEIHNRERE R,

DAIR—EZR£IAE , AMEREFER T AU BT E(ARP)ER ., DAIRFTEBEESRE.
HMEREFEYMACH 1 FIPi i1t BENVARPERIE, LR ARBHEBREZIEL "HEAL ¥
B,

IPSGR—EZE£URE , CEBRBOHCPERBFERENFHRENIPREGBRARE , RIEH



FEHWE2ENEHLNIPRE, MEFTHEHAFEAEBENIPHU | BT LAERIPSGRE IERE
WE,

2 EDHCPEEE I 24
Genuine
DHCP Offer
Core
Switch
ODHCP Serwer
Distribution
Switch
& ACCess ACCBEE ACCBgE
SW=1 SW=2 SW=3 &
Fake DHCE
DHCP Discover
offer
Rogue PC P PC PC PC
DHCP
Server

1. BB F , BB ZEEFinHLRERE &% O TREAYDHCP M AR 2: 1 RIP# it
2. 82 , F—EES/ 2R DHCPRIRRER I EABRIGEM e — , ZAMRR T LUEKDHCPE R



EIXDHCPE M , HEE L ERDHCPRIREZE R,

3. WMEBETNNREENEERWAERE U  FHEZEKRBEZEFHNFERE , RMEEBEANER
s
4. E*&ﬁ% rl:F'FEﬂAJ )
£ ADHCPESEE 1Y 2= 45
Genuing
DHEP Offer
Core
Switch
ODHEP Server
Distribution
Switch
Trust Trust Trust
& Access ACCBES Access I
SW-1 -2 SwW-3 ! &
Fake DHCP Untrust Untrust Untrust DHCP
Offer will Discover
be blocked
Hogue PC P P FC PC
DHCP
SEFVEF

1. BEBEEARBEAPADHCPER , #XMMEERERDHCPRE , Y FILLERAFEE LI
BN EMEEDHCPERE,
2. —BEXMMTMADHCPER A AIENEME BBRATIEMRE,



3. RFERIRKEENENZFME , WASERT/IERDHCPARBHNERBEAZEHE.

4. FZEENTEASELEDHCPRMAES . DHCP offer’d R ReEE ZEEHVE LEMA.

5. BAILIRFRBERESVAIEXIFTREENENDHCPERENINHE, ER—EXEHT
, TREDHCPRIRFREZEFAENEADHCPRR ( ELBHRTRRBRRESD ) WXE,

AR ET B A 1E R A Bl EDHCPESEE
i



18.10.58.2/24

DHCP Server
Access VLAN-GB
Tel/1/2
SVis -
Distribution VLAN 18 : 10.18.12.1/24
Switch VLAN 20 : 10.16.20.1/24
VLAMN 38 : 18.18.38.1/24
VLAN 5@ : 19.18.50.1/24
Tel/1/3
Trusted
Tel/a/f2
Access Switch
Gil/e/1 G11/8/5

DHCP Snooping
enabled on
VLANs 18,20,38

Gil/fe/2| Gil/e/3

Gil/fa/4

R RN S R ——



ip dhcp snooping vlan 10,20,30

SER 2. I WIEiRDHCP A RES IR BV DHCP IR AR MM AT E N E L ELEDHCPEEBEE T
o WWENHHEEBURMANetworki% 5T MIDHCPRIIREFHHNE ., EL N HESELRE ERDHCP{RIRES

o

AR

interface TenG gabitEthernet1/0/2
swi tchport node trunk
i p dhcp snooping trust

SR 3£ REEDHCPERR  XMMINAAEERGADEBATUERE (FBHEMRRIN , W
BIFFR ) o BR , BUNRER R EIREY TEEIFTZEENEADHCPERENTH

ER— Ei‘té%%ﬂ , AIREDHCPAR=REZEF AENEADHCPER ( ELBBR RRRES
/’@. ) EIJ 'R/ﬁ o

interface range G 1/0/1-5
ip dhcp snooping linmt rate 10

BREE

Access_SW#show ip dhcp snooping

Switch DHCP snooping is enabled

Switch DHCP gleaning is disabled

DHCP snooping is configured on following VLANs:
10,20,30

DHCP snooping is operational on following VLANs:
10,20,30

DHCP snooping is configured on the following L3 Interfaces:

Insertion of option 82 is disabled

circuit-id default format: vlan-mod-port



remote-id: 00fc.ba9%e.3980 (MAC)
Option 82 on untrusted port is not allowed
Verification of hwaddr field is enabled
Verification of giaddr field is enabled

DHCP snooping trust/rate is configured on the following Interfaces:

Interface Trusted Allow option Rate 1imit (pps)
GigabitEthernetl/0/1 no no 10
Custom circuit-ids:
GigabitEthernetl/0/2 no no 10
Custom circuit-ids:
GigabitEthernetl/0/3 no no 10
Custom circuit-ids:
GigabitEthernetl/0/4 no no 10
Custom circuit-ids:
GigabitEthernetl/0/5 no no 10
Custom circuit-ids:
TenGigabitEthernetl/0/2 yes yes unTimited

Custom circuit-ids:



AE  MESmALttE Y | AeERERIZEEDHCPAREFHYGi1/0/5%E show ip dhcp snooping
BHPBRATZEE.

H it , DHCPEEEEAS HIE LB HITAI B M E,
Hlan | SEAS BB IR (GIV0/5) LR FTE B ADHCPRRIE# E £,

AT 2DHCPEEERER | BE/RGIVO/1, Gi1/0/2, Gi1/0/3 L3 EFFimkyIPtit, MACHHE RN :

Access_SWitshow ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

00:FC:BA:9E:39:82 10.10.10.2 62488 dhcp-snooping 10 GigabitEthernet1/0/1
00:FC:BA:9E:39:A6 10.10.20.2 62492 dhcp-snooping 20 GigabitEthernet1/0/2
00:FC:BA:9E:39:89 10.10.30.3 62492 dhcp-snooping 30 GigabitEthernet1/0/3
Total number of bindings: 3




HAERB M |, ip dhep snooping trustBit & 2 #E3E A IR Te/0/2 T MBR, FB5AR4RTESwitch @ BRHEF L

Access SWish cdp neigh

Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge
S- Switch, H - Host, | - IGMP, r - Repeater, P - Phone,

D - Remote, C- CVTA, M - Two-port Mac Relay

Device ID Local Intrfce Holdtme Capability Platform Port ID
Dist_SW Ten 1/0/2 175 R S| C9300-48U Ten 1/1/3

Total cdp entries displayed : 1

Access_SWishow runint Tel/0/2
Building configuration...

Current configuration : 64 bytes
!

interface TenGigabitEthernet1/0/2
switchport mode trunk

*Apr 4 01:12:47.149: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:14:07.161: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:29:30.634: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message
*Apr 4 01:30:03.286: %DHCP_SNOOPING-5-DHCP_SNOOPING_UNTRUSTED_PORT: DHCP_SNOOPING drop message on untrusted port, message

o WMEFR  BANBBTIEERTIRELWEADHCPREHEERE , RAECTBZEHE.

o AFFHMACHUBRVLAN 10, 20M13089SVI , RAECMREDHCPARSERELE FinEE ELEEEANEF R,

ARPhE

ARPEIBI Pt it BER BIMACHE 1t RIBFHE2BEIBE LA IPER. ER—BFBENGE  ERZZIBAARPHENHE,
ARPELZE—RERE K HEBEEMERE LEXEBRNARPEZER.

ERERETUEBRSLERE FENRENARPREERERE FRAPHAEIRNRERREEREF2E AR I, IREMN
BEEER

ERAENPEARE,

TR



BEEARPAREI(DAI

BHEARPRAIZ—EZLING , ARREBEBIWARPERE., TERE. RHEUEZEFENPEIMACHEIBENARPE RS, It
e RERE RS H B ARE,

BREARPRAI TR R P EEMWARPERMNER, RBEBITUTES :

o WEBTZEMTELNMEARPERMERE

o HEEFHAHARPRESSERNSERINEEENLE , RESEBRENERNSEETHEEERNIPEIMACH 1 B

. EEEUMARPERSE
BREARPRABIBRHEESETERE ( BIDHCPEERREERE ) FHARMPEIMACHE I BEREARPER TN AR,
MRAEVLANF AT A TDHCPEEEE | Btk BB EMDHCPEEESE, IRESEENNMELKRIARPER A , M ERH

ERam T ETEARE,
EFZEANNTEL , REREEENEFRRIERZERS.



#3 : 552 Bhttps.//www.cisco.com/c/en/us/td/docs/switches/| an/catal yst9300/software/rel ease/17-
9/configuration_guide/sec/b 179 sec 9300 ca/configuring_dynamic_arp_inspection.html


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_dynamic_arp_inspection.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_dynamic_arp_inspection.html

Cat8388 Router
acting as DHCP sarver

18.208.38.1| Ted/af4
Hul/e/7
Hul/e/f1 Hul/@/4
Cat9588 Switch
DHCP Snooping and DAI
enabled
Hul/8/& Hul/@/3
DHCP Static DHCP DHCP
Client Host Client Client
168.26.38.2 16.28.308.5 18.28.38.4 18.208.38.3

LB ER T M A T HACatos00R s , HP = A8 #EDHCPER &R |

B 7 DHCP:th 49 Cat8300 % B B A 25 -

LR R RERDAIIMAAR R H LN EBARPEREREMEREETERE,

HERE:

SR AR L HEEDHCPEEDAI,

F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlian 10

no ip dhcp snooping information option

ip dhcp snooping

F241.24.02-9500-1#sh run | i ip arp

ip arp inspection vlan 10

— A FHEFEIP1E(10.20.30.5), DHCP{AIBRES 2&

S B 2 S EREIDHCPAREBEMN N EHUVOTE EAZE TR, EAFDHCPIRHIE AN EIFE% 2EDHCPE Fifo




F241.24.02-9500- 1#sh run int Hul/0/7
Building configuration...

Current configuration : 85 bytes
|

interface HundredGigEL/0/7
switchport access vlan 10

ip dhcp snooping trust

end

SR 3 A EIREIDHCPE Fin YR ELE A SLFFVLAN 1083 AR,

F241.24.02-9500- 1#sh run int Hu/0/3
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
1

interface HundredGigE1/0/4
switchport access vian 10
end

F241.24.02-9500-1#sh run int Hu1/0/1
Building configuration...

Current configuration : 61 bytes
!

interface HundredGigE1/0/1
switchport access vlan 10

end

F241.24.02-9500- 1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10



end

SR 4. BFTOHCPE Fin 26 B #£Cat95003 #a# h AYDHCP ES BE B8 4 R 12 WK BIDHCP{AI AR 25 AV IP b ik

F241.24.02-9500-1#sh ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

78:72:5D:1B:7F:3F 10.20.30.2 85046  dhcp-snooping 10 HundredGigel/0/1
5C:71:.0D:CD:EE.OC 10.20.30.3 85065  dhcp-snooping 10 HundredGigel/0/4
2C:4F:52:01:AA:CC 10.20.30.4 85085  dhcp-snooping 10 HundredGigE1/0/3

Total number of bindings: 3

$98 W] AU EDHCP R AR 35 1 A B8 45

DHCP_Server#show ip dhcp binding
Bindings from all pools not associated with VRF:
IPaddress  Client-1D/ Lease expiration Type  State Interface
Hardware address/
User name
10.20.30.2 0063.6973.636f.2d37. Apr 08 2024 07:04 AM Automatic Active TenGigabitEthernet0/0/4
3837.322e.3564.3162.
2e37.6633.662d.4875.
312f.302f.31
10.20.30.3  0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4
6337.312e.3064.6364.
2e65.6530.632d.5465.
312f.302f.35
10.20.30.4 0063.6973.636f.2d32. Apr 08 2024 07:05 AM Automatic Active TenGigabitEthernet0/0/4

6334.662e.3532.3031.



2e61.6163.632d.5465.

312f.302f.35

55 1 AGERREIHU1/0/6H) E A IPHbHE#£10.20.30.56F % £10.20.30.2 , AR E S E Mping L ttDHCPE F iR,

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

1ECat95003c 2kt E o LA B B LA FEMRARPHES ¢

F241.24.02-9500-1#

*Apr 7 09:29:24.520:
*Apr 7 09:29:26.520:
*Apr 7 09:29:28.521:
*Apr 7 09:29:30.521:
*Apr 7 09:29:32.521:

F241.24.02-9500-1#

*Apr 7 09:29:47.521.
*Apr 7 09:29:49.521.
*Apr 7 09:29:51.521.
*Apr 7 09:29:53.522:
*Apr 7 09:29:55.523:

%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HuL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956. 7ee4/10.20.30.2/0000.0000.000(
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000(

%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HuL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invalid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invaid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C
%SW_DAI-4-DHCP_SNOOPING_DENY: 1 Invaid ARPs (Reg) on HUL/0/6, vian 10.([7035.0956.7ee4/10.20.30.2/0000.0000.000C

o BMAILEZR , EBi#Static Host ping 10.20.30.3110.20.30.48F | X #AITIHIR/E,
BE Static_Hosti Bl 5w & ADHCPE Fin iy IPHiil , B EERELERM , RAZEHUVUEHERARPE R S E S B R Kk
HITHE , WEDHCPERERE RPN ERETLE,

o HEECat95003 et Ay 1% /8 B SEMERR W Static HostfEi% FIDHCPE F ik IARPIE R EE,

o Ca9s00X MG EBR S EDHCPEERZEERIERERIE—H,

3

o EBARPERHENFEMAC-IPEDHCPEERAE TN EPWET CEWHUL/06E |, KRG EEZEZARPER,

SR 6.8 -



F241.24.02-9500-1#show ip arp inspection
Source Mac Validation  : Disabled
Destination Mac Validation : Disabled

IP Address Validation  : Disabled

Vlan Configuration Operation ACL Match Static ACL

10 Enabled Active DAl No

Vlan ACL Logging DHCPLogging ProbeLogging

10 Deny Deny Off

Vlan  Forwarded Dropped DHCPDrops ACL Drops

10 9 39 39 0

Vlan DHCP Permits ACL Permits Probe Permits Source MAC Failures

10 6 3 0 0

Vlan Dest MAC Failures |IP Validation Failures Invalid Protocol Data

ELbEHF |, BT LS BIDAITECat9500 R I VLAN 10F EEFAFNEREHE.,



B EEEEENSSTRERABTNESEEMAE S E THRE Pt (412010.20.30.5) ?

HATHLZAERKREAAR , CCNASRERRR  IAEMACIPREER TEDHCPEREREERET,

ERRABREEIMUERFEADHCPERIPHEL  RAECEBESEN,

RATUER - ERGE , REEFEIPHUN S EEHMERER,



2EIE 1.

{8 Aip arp inspection trustfit BiEAR B EMM N T

F241.24.02-9500-1#sh run int HundredGigE 1/0/6
Building configuration...

Current configuration : 110 bytes
1

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip arp inspection trust

end

Static_Host#ping 10.20.30.4
*Apr 7 18:44:45.299 JST: %SY S-5-CONFIG_I: Configured from console by admin on vty0 (192.168.1.5)
F241.24.02-9300-STACK#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
11

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
am

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

BIE 2.

£ FIARP Access-List /o FFiRAE £ #4

F241.24.02-9500-1#sh run | s arp access-list
arp access-list DAI
permit ip host 10.20.30.5 mac host 7035.0956.7ee4

F241.24.02-9500-1#shrun |iiparpins
ip arp inspection filter DAI vlan 10



Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
i

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

Static_Host#ping 10.20.30.2

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms

I 3.

EEREIHNBERKE.

F241.24.02-9500-1#sh run | i binding
ip source binding 7035.0956.7EE4 vlan 10 10.20.30.5 interface Hul/0/6

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 80640 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 80659 dhcp-snooping 10 HundredGigEL/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigEL1/0/6
2C:4F:52:01:AA:CC 10.20.30.4 80679 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 4

Static_Host#ping 10.20.30.4

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip min/avg/max = 1/1/1 ms



Static_Host#ping 10.20.30.3
Type escape segquence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:
A

Successrate is 80 percent (4/5), round-trip minfavg/max = 1/1/1 ms

Static_Host#ping 10.20.30.2
Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:
R

Success rate is 80 percent (4/5), round-trip min/avg/max = /1/1 ms

DAIRHE H At E

F241.24.02-9500-1(config)#ip arp inspection validate ?
dst-mac Vadidate destination MAC address

ip Validate |P addresses

src-mac Validate source MAC address

HRscmac , FBRIBARPE XHHEEFMACH IR E Z KBHEFHEMACH I, WRESHARPERNEEHT. AR, &
BEFREMACHUMNEHEE s BAENAERSE

A dst-mac , FERIBARPER M B EMACHURE Z KIBHREFH B EMACH I, HARPEEHTHRE, AN , E68TE
MACHIitHEEE s EAENEERE,

HRAIP, BREARPER N ESFEENMARELNIPIH, #itE3E0.0.0.0. 255.255.255.255 A | PEIE#bHE, EFTEARPE
KMEEFREBES P |, EEARPEE RS B Z P,

BB LB BARPERRS, HREALT , FUENHEHLNARPRERSBIA15 pps

Switch(config)#interface Gigabitethernet<>
Switch(config-if)#ip arp inspection limit rate 10

| PAERBh 8

« IPSGR—EZR£MEE , TEBBBOHCPEREEENENFDREN I PREFBIRTERRHEIIEEBMNE2EMNHEH LI

o WMRIMEHCHAEBENIPHU | BRI LUERIPSGRE LRERE,

o HEARZEENNELERUFADHCPESREE | TTLARAIPSG, ENE LERBAIPSGE , RIEMEISHE LN E HBERNFTEIPRE



, {EDHCPEEEE L P DHCPE B IR,

. RPMWEERGDERRIPERRG P EETE, HRIPAIMACER , #FRBRIPNEMACERNES. AHFBEXRT
BERIPHitHIPHRE , BEBMEEMRE,

« IPRBEERGSHDHCPERESHNERIFDIRENER (BRIPREE ) . KRETNERETSIPULL. HEABK
MACfIi ERH A VLANRSR . RERAIPREER BT SERAIPRBER,

o IRTILAME AR Pib b B R SR I PAIMACH 11k 38 8 2R EL & | PSG.

AR BREEHAIPSG

o BREEIHMIPSGARFIPSGIER EDHCPHER T T, FREZHMIPSGHGEIPE B RMRKE RLHEEACL, RBEIR

BARPRE R EMIPER TR BEMRE , UERIGEENEREMEE,

SEER -

https://www.cisco.com/c/en/us/td/docs/switches/lan/catal yst9300/software/rel ease/17-
9/configuration _guide/sec/b 179 sec 9300 ca/configuring_ip_source guard.html

CatB8388 Router
acting as DHCP server

18.208.368.1| Ted/8/4

Hul/@e/7
Hul/@e,/ 1 Hul/@/4
Cat?508 Switch
DHCP Snooping and IPSG
enabled
Hul/f@/é Hul/f@e/3
DHCP Static DHCP DHCP
Client Host Client Client
16.268.38.2 18.26.38.5 18.28.38.4 18.26.30.3

Cat9500 R M BHRE A T  EF3ETMEDHCPE S , 1AM EEBREIPHit, DHCPRIIRES ZELE T DHCP#Y Cat8300%
53 S,


https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ip_source_guard.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_ip_source_guard.html
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F241.24.02-9500-1#sh run | i dhcp

ip dhcp snooping vlan 10

no ip dhcp snooping information option
ip dhcp snooping

S 2 A5 EHREDHCPRIRESMN N ETeVU7TE B AZE TR, 1EAFFDHCPIRMEME A/ T X FE#% ZiEDHCPE F i

F241.24.02-9500-1#sh run int Hu1/0/7
Building configuration...

Current configuration : 85 bytes
!

interface HundredGigEL/0/7
switchport access vlan 10

ip dhcp snooping trust

end

SR 3G EMREIDHCPE Fin N EEE A A FFVLAN 108932 A8,

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 61 bytes
1

interface HundredGigeE1/0/3
switchport access vlan 10
end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 61 bytes
|

interface HundredGigE1/0/4
switchport access vlan 10
end

F241.24.02-9500- 1#sh run int Hul/0/1
Building configuration...

Current configuration : 61 bytes



!

interface HundredGige1/0/1
switchport access vian 10
end

F241.24.02-9500- 1#sh run int Hul/0/6
Building configuration...

Current configuration : 85 bytes
!

interface HundredGigE1/0/6
switchport access vlan 10

end

SR 4 BB DHCPE Fin 2% S DHCPR BR 25 W Z I Pitb it .

F241.24.02-9500- 1#sh ip dhcp snooping binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 85046 dhcp-snooping 10 HundredGigEL/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 85065 dhcp-snooping 10 HundredGigE1/0/4
2C:4F:52:01:AA:CC 10.20.30.4 85085 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface
78:72:5D:1B:7F:3F 10.20.30.2 64764 dhcp-snooping 10 HundredGigE1/0/1
5C:71:0D:CD:EE:0C 10.20.30.3 64783 dhcp-snooping 10 HundredGigEL/0/4
2C:4F:52:01:AA:CC 10.20.30.4 64803 dhcp-snooping 10 HundredGigE1/0/3
Total number of bindings: 3

DHCP_Server#show ip dhcp binding

Bindings from all pools not associated with VRF:

IPaddress  Client-1D/ Lease expiration Type  State Interface
Hardware address/
User name

10.20.30.2  0063.6973.636f.2d37. Apr 082024 07:04 AM  Automatic Active
3837.322e.3564.3162.
2e37.6633.662d.4875.

312f.302f.31

TenGigabitEthernet0/0/4



10.20.30.3  0063.6973.636f.2d35. Apr 08 2024 07:04 AM  Automatic Active TenGigabitEthernet0/0/4
6337.312e.3064.6364.
2e65.6530.6320d.5465.
312f.302f.35

10.20.30.4 0063.6973.636f.2d32. Apr 08 2024 07:05 AM  Automatic Active TenGigabitEthernet0/0/4
6334.662e.3532.3031.
2e61.6163.632d.5465.

312f.302f.35

SBSEERIAFFERREM ( 3EDHCPEF M1 EEEFREIPH U T ) WA HE TEEIPSG.

F241.24.02-9500-1#sh run int Hu1/0/3
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/3
switchport access vlan 10

ip verify source

end

F241.24.02-9500- 1#sh run int Hul/0/4
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/4
switchport access vlan 10

ip verify source

end

F241.24.02-9500-1#sh run int Hu1/0/1
Building configuration...

Current configuration : 79 bytes
!

interface HundredGigE1/0/1
switchport access vlan 10

ip verify source

end

F241.24.02-9500- 1#sh run int Hu/0/6
Building configuration...

Current configuration : 103 bytes
|

interface HundredGigE1/0/6



switchport access vlan 10
ip verify source
end

R

F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address  Mac-address Vlan

Hul/O/1 ip active  10.20.30.2 10
Hul/0/3 ip active  10.20.30.4 10
Hul/0/4 ip active  10.20.30.3 10
Hul/0/6 ip active  deny-dl 10

®Z@EE s | BT LE FIHUL/0/68YI P Addresstii {7 5% E Bdeny-all , A ADHCPEEE B X FR AR N HYHENMACIPEE,

S8 6. B fEStatic Host ping IPHE1E £10.20.30.2, 10.20.30.3%110.20.30.4KYDHCPE F i,

Static_Host#ping 10.20.30.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 0 percent (0/5)

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:

F241.24.02-9500-1(config)# ip source binding <mac-address-of -static-host> vian 10 10.20.30.5 interface Hu1/0/6



F241.24.02-9500-1#show run int Hul/0/6
*Apr 7 15:13:48.449: %SY S-5-CONFIG_|: Configured from console by console
F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address  Mac-address Vian

Hul/0/1 ip active  10.20.30.2 10
Hul/0/3 ip active  10.20.30.4 10
Hul/0/4 ip active  10.20.30.3 10
Hul/0/6 ip active  10.20.30.5 10

F241.24.02-9500-1#show ip source binding

MacAddress IpAddress Lease(sec) Type VLAN Interface

78:72:5D:1B:7F:3F 10.20.30.2 62482  dhcp-snooping 10 HundredGigel/0/1
5C:71.0D:CD:EE.OC 10.20.30.3 62501  dhcp-snooping 10 HundredGigel/0/4
70:35:09:56:7E:E4 10.20.30.5 infinite static 10 HundredGigel/0/6

2C:4F:52:01:AA:CC 10.20.30.4 62521  dhcp-snooping 10 HundredGigE1/0/3

Total number of bindings: 4

Verification:

Static_Host#ping 10.20.30.2
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.2, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.3
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.3, timeout is 2 seconds:

Successrate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

Static_Host#ping 10.20.30.4
Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.20.30.4, timeout is 2 seconds:



Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

IPSGIR ALK H 1B IR

FERBERT |, IPSGERBIPHIIBRAZETELNEARE.

MR ERBIPHIMACH U EIITIBRE , BATUTHER,

F241.24.02-9500-1#sh run int Hu1/0/1
Building configuration...

Current configuration : 89 bytes
|

interface HundredGigE1/0/1
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500- 1#sh run int Hul/0/3
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigEL1/0/3
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500-1#sh run int Hul/0/4
Building configuration...

Current configuration : 89 bytes
!

interface HundredGigEL1/0/4
switchport access vlan 10

ip verify source mac-check

end

F241.24.02-9500- 1#sh run int Hu/0/6
Building configuration...

Current configuration : 113 bytes
|

interface HundredGigE1/0/6
switchport access vlan 10
switchport mode access

ip verify source mac-check

end

F241.24.02-9500-1#show ip verify source

Interface Filter-type Filter-mode IP-address  Mac-address

Vlan



Hul/O/1 ip-mac active 10.20.30.2 78:72:5D:1B:7F.3F 10
Hul/0/3  ip-mac active 10.20.30.4 2C:4F:52:01:AA:CC 10
Hul/0/4 ip-mac  active  10.20.30.3  5C:71:0D:CD:EE.0C 10

Hul/0/6 ip-mac  active  deny-all deny-all 10

FEhwH T |, &7 E BFilter-typeRip-mac, Fit , RIMBBRE A RIFRIPAIMACH 4HBRIEL M E LN EAERE,
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