1£3ESDA EWC K 2 + Fi B R EHAP(C9800-
SW)

H &%

FX 3 ) APIE 43 7R 51

LRl

AIERNBIEIESDALE ( REFEAFHIClsco DNAFL ) 1, FECatalyst 9000(Catalyst 9K) 3T #2
#7(EWC-Switch) £ tn A MR B A 8 A X AR 2 5 27 F AR (AP) R R AR

AR

=K

IQBIRHAT T TR IR4F

- TR T EEFLANZEFIZEF(WLC)M Catalyst OK3T it 28 Hi5 78 B8,
- BRIRENHECEE K UWELEHEEAEGEENE(WMID,
- BRBAY Catalyst IKRIRMMIGUIFHRE , RAREEBGUIETERE.

N 3 173 XA R EIESDALBE F BEWC-Switche

BRF T
AXFHEARRIFI T RKENERBIRA

« C9300-24Px#1##% . Cisco IOS® XEWMxA<17.3.4
« 1734 ERF3
« C9120-AXE AP



AXHNWEARRBFEERTREANKEFREY., XHEAINMELRETREHER (AR ) NARREE, MRENEBEERE
h, FRAGEBEMESTRERNTZE,

T

A ;&

Rk B =



C9300 Switch
EWC-Switch

Layer 2
Switch

9000900,

AFFEAPERERIIEWC-Switch , BEEFTR—EER, BREEMABZARBEBEAAP , SUELEE
EWCK AR E R S v At (HA) iR I .



TR ABEDBBAPHMENER B/ WENTK. EREHMRN , UEAPREHFMALERE
FEBAAERER/MENEEEFIER. EGUIF , EfiEConfiguration > Wireless > Access
Points , REZEECountryH R, EEFEEANBIR/H [ERBACEAPK E Hli5,

N 5 H17.317017.330RA R | EWCKIRMCUIFI BN EERT | B TRERIMEE
, BRIEIREBCiscossERID CSCvw20478FmiR | BIBCLIFIE T — BB/ ERE. BE T —@
B ERES ST LEBGUIFEE 2 ER/ it ERE.

ess~ > Access Points

All Access Points

5 GHz Radios

2.4 GHz Radios

Dual-Band Radios

% Country

for list of access paint madels and protocaols supported per country and H-!L]Uldl:.'ly domain, -
5 ; Apply

Selected Country MX , US |

Regulatory Domain

802.11a/nfac: [ Indoor: -ABM, Outdoor: -ABN ]
802.11bfg/n: [ Indoor: -A, Qutdoar: -ABN |
Country Cade Mame
g ~
MO Macau
MT Malta
MX Mexico
MY Malaysia
MG MNigeria
ML Metherlands
NO Nomnway

CLIERE (17.3.1%117.3.3) :

<#root>
9300-1#

configure term na

9300-1(config)#

ap dot 11 5ghz shut down

Disabling the 802.11la network may strand mesh APs.
Are you sure you want to continue? (y/n)[y]:


https://tools.cisco.com/bugsearch/bug/CSCvw20478

9300-1(config)#

ap dot11 24ghz shut down

Disabling the 802.11b network may strand mesh APs.
Are you sure you want to continue? (y/n)l[y]:

y

9300-1(config)#

wireless country MX
9300-1(config)#

no ap dot1ll 5ghz shutdown
9300-1(config)#

no ap dot11l 24ghz shut down

S 2 BAEBRIEHIThee Y B BEAPAE B VLAN, EE ZE Configuration > Embedded Wireless
Setup , ##Embedded Wireless Setup%]#& ;s Enabled , #R#& £ Location Configuration ™ , I#&#— T+
Add,

Configuration™ » Embedded Wireless Setup

Embedded
Wireless Setup

Location Configuration

O Administration

Mo locations available
Licensing
* Troubleshooting

Walk Me Through >

BABMAREFRER , EEGOSWHIXTICL, ELCLIFECatalyst IK3TH M - Br FHlisp R #4E
b, Rt EAESFEHERARSHTS,. EEREEAWMIK EFEHEFURWLCEZEHFH
HERUAFEABNEFIHAM,



<#root>
9300-1(config)#

router lisp

9300-1(config-router-1isp)#

| ocator-table default

9300-1(config-router-1isp)#

|l ocator-set rloc_ewc

9300-1(config-router-lisp-locator-set)#

I Pv4-interface LoopbackO

9300-1(config-router-lisp-locator-set)#

aut o-di scover-rl ocs

9300-1(config-router-1lisp-locator-set)#

exit-1locator-set

9300-1(config-router-1isp)#

| ocator-set W.C

9300-1(config-router-1lisp-locator-set)#

9300-1(config-router-1lisp-locator-set)#

exit-1locator-set

9300-1(config-router-1isp)#

service ipvéd

9300-1(config-lisp-srv-ipv4)#

encapsul ation vxl an

9300-1(config-lisp-srv-ipv4)#

itr map-resol ver



9300-1(config-lisp-srv-ipv4)#

etr map-server

key

9300-1(config-lisp-srv-ipv4)#

etr map-server

proxy-reply

9300-1(config-lisp-srv-ipv4)#

etr

9300-1(config-lisp-srv-ipv4)#

sgt

9300-1(config-lisp-srv-ipv4)#

no nap-cache away-ei ds send- map-request

9300-1(config-lisp-srv-ipv4)#

proxy-etr

9300-1(config-Tlisp-srv-ipv4)#

proxy-itr



9300-1(config-Tisp-srv-ipv4)#

map- server

9300-1(config-Tisp-srv-ipva)#

nmap-r esol ver

9300-1(config-Tisp-srv-ipvad)#

exit-service-ipvéd

9300-1(config-router-1lisp)#

servi ce et hernet

9300-1(config-lisp-srv-eth)#

itr map-resol ver

9300-1(config-lisp-srv-eth)#

itr

9300-1(config-lisp-srv-eth)#

etr map-server

key

9300-1(config-lisp-srv-eth)#

etr map-server



proxy-reply

9300-1(config-lisp-srv-eth)#

etr

9300-1(config-lisp-srv-eth)#

map- server

9300-1(config-lisp-srv-eth)#

map-r esol ver

9300-1(config-lisp-srv-eth)#

exit-service-ethernet

9300-1(config-router-1lisp)#

i pv4 source-|ocator LoopbackO

9300-1(config-router-1lisp)#

nmap- server sessi on passive-open W.C

9300-1(config-router-1lisp)#

exit

9300-1(config)#

interface LI SPO

9300-1(config-if)#

exit

9300-1(config)#

router lisp

9300-1(config-router-1lisp)#



site site_uci

9300-1(config-router-lisp-site)#

description map-server configured fromWrel ess LAN Controller

9300-1(config-router-lisp-site)#

aut henti cati on- key

9300-1(config-router-lisp-site)#

exit-site

9300-1(config-router-1lisp)#

exit-router-lisp

9300-1(config)#

ip dhcp relay information option

9300-1(config)#

wireless fabric

9300-1(config)#

wi rel ess nmanagenent interface LoopbackO

9300-1(config-mgmt-interface)#

exit

9300-1(config)#

wi reless fabric control-plane default-control-plane

9300-1(config-wireless-cp)#

i p address

key 0O



9300-1(config-wireless-cp)#

exit

HER 3. EEHERMNW FEER2% | £General E&RH , #i ALocation NameHAP Onboardingz¥#H
B , IVLANF FBER, FERERT , VLANBUTEE R £2045, AFFERATREAVLANID , B
VLAN IDABEN 20458140942/ , WA M BBIREFIRARE (FAHERRNERES HERIL
VLAN ) ., SERRFFMEAE , 3 —TApply

> Embedded Wireless Setup

Location Configuration

—
General
—
ocation Name* EWC-Location AP Onboarding
Description WLAN® 2674
Client Density e 8 : IP Address® 172.16.80.1
Low Typical Hegh

255.255.255.0

DHCP Server® 172.16.80.1

)« APfLE, REEMRFRE AR
TECLIFAR,

IEERAPEIVLAN , BFZAP VLANEISVI ( APHI TR AAE
L2ML3E R BIFR(UNID), EBSBINGER  Ekm
<#root>

9300-1(config)#

interface LI SPO. 4097

9300-1(config-subif)#

router lisp

9300-1(config-router-1lisp)#

|l ocator-set rloc_ew c



9300-1(config-router-1lisp-locator-set)#

exit-1locator-set

9300-1(config-router-lisp)#

i nstance-id 4097

9300-1(config-Tisp-inst)#

renote-rl oc- probe on-route-change

9300-1(config-Tlisp-inst)#

dynani c-ei d APONBOARDI NG 0_2674_4097_8188

9300-1(config-lisp-inst-dyn-eid)#

dat abase- mappi ng 172. 16.80.0/24 | ocator-set rloc_ewc

9300-1(config-lisp-inst-dyn-eid)#

exit-dynam c-eid

9300-1(config-Tisp-inst)#

service ipvéd

9300-1(config-lisp-inst-srv-ipv4)#

eid-table default

9300-1(config-lisp-inst-srv-ipv4)#

map- cache 172. 16. 80. 0/ 24 map- r equest

9300-1(config-lisp-inst-srv-ipv4)#

route-export site-registrations

9300-1(config-lisp-inst-srv-ipv4)#

di stance site-registrations 250

9300-1(config-lisp-inst-srv-ipv4)#

map- cache site-registration

9300-1(config-lisp-inst-srv-ipv4)#

exit-service-ipv4d

9300-1(config-Tlisp-inst)#

exit-instance-id



9300-1(config-router-lisp)#

instance-id 8188

9300-1(config-Tisp-inst)#

renote-rl oc- probe on-route-change

9300-1(config-Tisp-inst)#

servi ce et hernet

9300-1(config-lisp-inst-srv-eth)#

eid-table vlan 2674

9300-1(config-lisp-inst-srv-eth)#

dat abase- mappi ng mac | ocator-set rloc_ew c

9300-1(config-lisp-inst-srv-eth)#

exit-service-ethernet

9300-1(config-Tisp-inst)#

exit-instance-id

9300-1(config-router-1lisp)#

site site_uci

9300-1(config-router-lisp-site)#

eid-record instance-id 4097 172.16.80. 0/ 24 accept-nore-specifics

9300-1(config-router-lisp-site)#

eid-record instance-id 8188 any-nmc

9300-1(config-router-lisp-site)#

exit-site

9300-1(config-router-lisp)#

exit

9300-1(config)#

vl an 2674

9300-1(config-vlan)#



name AP_VLAN2674

9300-1(config-vlan)#

exit

9300-1(config)#

interface VI an2674

9300-1(config-if)#

descri pti on APONBOARDI NG 0_2674_4097_8188

9300-1(config-if)#

mac- addr ess 0000. 0C9F. FAD1

9300-1(config-if)#

ip address 172.16.80.1 255.255.255.0

9300-1(config-if)#

i p hel per-address 172.16.80.1

9300-1(config-if)#

no ip redirects

9300-1(config-if)#

ip route-cache same-interface

9300-1(config-if)#

no lisp nobility liveness test

9300-1(config-if)#

i p directed-broadcast

9300-1(config-if)#

lisp nobility APONBOARDI NG 0 2674 4097 8188

9300-1(config-if)#

exit

9300-1(config)#

wirel ess fabric name APONBOARDI NG 0_2674_4097_8188 | 2-vnid 8188 | 3-vnid 4097 ip 172.16.80.0 255. 255. 255



S EE 4 FilECatalyst 9K 2 #/EBAP VLANMIDHCP{A iR2S , 2 ERIDHCP ., EfiF
Administration > DHCP Pools , A% B2+ Add. REMBBARESIE , BRETERBERES
SVI IPtbit ; B EIAPHEER 2 In A TR 4188,

Create DHCP Pool »®

®) Basic (O Advanced

DHCP Pool Name* | access_points | (1-236 Characters)

Network™

Subnet Mask™

| 172.16.80.0

| 255.255.255.0

Starting ip*

Ending ip*

Reserved Only

Lease™

| 172.16.80.10

| 172.16.80.254

| Never Expires

(0-365 days) (0-23 hours) (0-59 minutes)

E Apply to Device

Create DHCP Pool

Ix

() Basic | (&) Advanced
[a]
Enable DNS Proxy
Default Router(s) E e O S + DNS MO0 XK +
Server(s)
IP Address ~  Remove IP Address ~  Remove
172.16.80.1 bt A Mo items to display ”
W
W
NetBios Name 0000000000 + Damain cisco.com
Server(s)
IP Address ~ Remove
Mo items to display ~
L
DHCP Options List
W

|'_;_'[ Apply to Device




CLIELE :

<{froot>
9300-1#

configure term na

9300-1(config)#

i p dhcp excl uded- address 172.16.80.0 172.16.80.9

9300-1(config)#

ip dhcp poo

9300-1(dhcp-config)#

network 172.16.80.0 255. 255.255.0

9300-1(dhcp-config)#

defaul t-router 172.16.80.1

HEE 5. FEIEARR TE Eswitchporti & H 4 Bl 48 5t 81 E EAIVLAN,

<{froot>
3850-1(config)#

interface

3850-1(config-if)#

swi tchport node access

3850-1(config-if)#

swi tchport access vl an



% E¥ 6.5 % % Configuration > Embedded Wireless Setup , AZIBIZESBITEVHME, E—T
AP ProvisioningE® , A& {Available APEEFREZEZTEREMAP , ARIX—TEBSTTHE =~
HEd AAssociated APTFE, SREBNFIEEZEARPERBENER , #H— TApply.

/N SEEEWC-Switch AR F B T M2 BEHE ; BEF2SENEE , K— X ENERIELEh

Location AssignmentZ BEthy, EWC-Switch EEXZE—EE , Rt BAPLENRE—F
W YoERIE—VE.

- » Embedded Wireless Setup

Location Config
+~— Ba
» Delete Location
AP Provisioning
Add/Select APs APs on this Location
[ B e |
AP MAC AP Name
o
MAC
AP Previsioning
Add/Select APs APg on this Location
mport AR MAC & Select File @ | | ssoc
IAC A AP MAC APMame 00~ State
P MAC AP

Itk 25 BR % )bt B i %7 48 E|EWC-Switch:

<ffroot>



9300-1(config)#

ap |l ocation name EWC- Location

9300-1(config-ap-location)#

ap- et h-mac

9300-1(config-ap-location)#

tag policy EWC Location

9300-1(config-ap-location)#

tag rf EWC Location

H37 18 2 B B B EAPEE H {Tap-eth-mac <AP mac address> @5, EE{E 42 & % A X 50018
AP,

BRRE

FEA LB SERFWMIFIAP OnboardJVLANZE 3L FIAREE,

<ffroot>
9300-1#

show wi rel ess fabric sunmary

Fabric Status : Enabled

Control-plane:
Name IP-address Key Status

default-control -plane 172.16.0.1 ci scoeca Up

Fabric VNID Mapping:
Name L2-VNID L3-VNID IP Address Subnet Control plane name

APONBOARDI NG 0_2674_4097_8188 8188 4097 172.16.80.0 255. 255. 255. 0



FERAU TR SERFEAPEMAREE

<#froot>
9300-1#

show wi rel ess stats ap join sunmary

Number of APs: 1

Base MAC Ethernet MAC AP Name IP Address Status Last Failure Phase Last Disconnect Reason

ac4a.569c.f560 5cel.7629.2b40

AP5CEL. 7629. 2B40 172. 16. 80. 10 Joi ned

Run Tag modified

9300-1#show fabric ap summary
Number of Fabric AP : 1

AP Name Slots AP Model Ethernet MAC Radio MAC Location Country IP Address State

AP5CEL. 7629. 2B40
2 9120AXI 5cel.7629.2b40 ac4a.569c.f560 default location US

172. 16. 80. 10 Regi stered

FERAL S ERFEAPHVXLANBSEARAE,

<#froot>
9300-1#

show access-tunnel sunmary

Access Tunnels General Statistics:
Number of AccessTunnel Data Tunnels = 1

Name RLOC IP(Source) AP IP(Destination) VRF ID Source Port Destination Port

AcO 172.16.0.1 172.16.80.10 O N/A 4789

Name IfId Uptime

AcO 0x00000069 0 days, 00:20:11



ERALBTREAPERDE. APLAERHENERELTR TERVE,

<{froot>
9300-1#

show ap tag summary

Number of APs: 1

AP Name AP Mac Site Tag Name Policy Tag Name RF Tag Name Misconfigured Tag Source

AP5CEL. 7629. 2B40
5cel.7629.2b40 default-site-tag

EWC- Locati on EWC- Locati on

No
Locati on
N s mATHIT | 172.16.0.12Loopback0 1Pl ( EIMEEEIE ) | APISIIAZ b, R

ERMAETNIRER | KA IR T th g M B R R,

¢ 2 D AR
AR EENRRETD BN

R RGRERNBEERTE(RA)RBEAE MAERETHESRR , RARBABEIEEFM ( F6/+H
AAP MACH: it ) EBIMVFr B ERREFHFR LI RK. EERARGNEE , FITUTIR,

HER 1 FERARRAA R E R

<{froot>

9300-1#

clear platformcondition all

FR 2. R/HEERNAP MACH: 31 B A FRE R4

BT , monitor-time 307 8& ( 1800% ) » &R LUBINFRFLLETT R 220859784947

<{froot>

9300-1#



debug wirel ess mac

{rmonitor-tine

9300-1#

debug wirel ess mac

{rmonitor-tine



N s ATHESEAP | BUSEAPHESEN Z ABMACH 1B Tdebug wireless macy
&, A ZABMACHER T SERDTLSER.

ATERERERIRGREL , XA

EI!EII

N B COBERERFNERER TiET. CRER
5 B E A IEELUE AR,

S B 3.%AP CLIEBAPR BB S capwap EEAP LA E TR IR M,

FSRANMREFERIBEENELRRRERBMZEREE , AFLEHE,

<tfroot>

9300-1#

no debug wirel ess nac

9300-1#

no debug wirel ess nac

ERKEBRNFHFLAHERR  EWC-Switch84EK—E&A :



ra_trace_MAC_aaaabbbbcccc_ HHMMSS. XXX _timezone_DayWeek_Month_Day_year.log

HER 5. W& MAC HDEBIRER. B LUEREra trace.logE R B S\ 2R AR 25 LU 1T BEAR 20 47
, RERERIREF LEREH, ARNERRREAFBEBRA , RILERHERS .

BE RA BHHERNEHE.

<#root>
9300-1#

dir flash: | inc

ra_trace

A ERER NI A ARES

<#root>

9300-1#

copy flash:

ra_trace_MAC_<AP_RADIO_MAC>_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.log

tftp://

ra-AP_RADIO_MAC. txt

9300-1#
copy flash:
ra_trace_MAC_<AP_ETHERNET_MAC>_HHMMSS . XXX_timezone_DayWeek_Month_Day_year.Tog

tftp://



ra-AP_ETHERNET_MAC. txt

= ERTHRIREEMR R EMtracelogs:

<#root>
9300-1#
nore flash

ra_trace_MAC_<AP_RADIO_MAC>_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.log
9300-1#

nore flash

ra_trace_MAC_<AP_ETHERNET_MAC>_HHMMSS .XXX_timezone_DayWeek_Month_Day_year.Tog

SROMABERRARAE , FREANIT B , ELHFREFMMVtracelogsig, BEEFEBINA
AP, RAGTRHESKRESERNBRFNHR B,

<tfroot>

9300-1#

show | ogging profile wireless internal filter

to-file flash:

ra-internal-<AP_RADIO_MAC>. txt

9300-1#

show | ogging profile wireless internal filter



to-file flash:

ra-internal-<AP_RADIO_MAC>.txt

N E kS SHEREFEARNIE BREERIINERY  MAEEA, BFREMZERDL

TN

(TAC)Bit#& , LAB B A71E L ER M

<#root>

9300-1#

copy flash:
ra-internal-<AP_RADIO_MAC>.txt

tftp://

ra-internal-<AP_RADIO_MAC>.txt

9300-1#
copy flash:
ra-internal-<AP_RADIO_MAC>.txt

tftp://



ra-internal-<AP_RADIO_MAC>.txt

= ERTHRIREEMR R EMtracelogs:

<#root>
9300-1#
nore flash

ra-internal-<AP_RADIO_MAC>.txt

9300-1#
nore flash

ra-internal-<AP_ETHERNET_MAC>. txt

HER 7 BERAERMT,

NonE - EFBHES % BRRARNBEREE.

B Zh Y APE#R R I
RERARMIWVAERE , ERAHERERNE L. £/ B ROIBRREAPEBERBRRER,

CAPWAPZ IH S5 SR FIEFE -

<#root>
2021/09/30 17:49:13.823492 {wncmgrd_R0O-0}{1}: [capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f560

Di scovery Request received

2021/09/30 17:49:13.823519 {wncmgrd_R0O-0}{1}: [capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f560
2021/09/30 17:49:13.823793 {wncmgrd_RO-0}{1}: [ewlc-infra-evq] [7353]: (debug): instance :0 port:12289M
2021/09/30 17:49:13.824314 {wncmgrd_R0O-0}{1}: [capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f560
2021/09/30 17:49:13.824414 {wncmgrd_RO-0}{1}: [capwapac-discovery] [7353]: (note): MAC: ac4a.569c.f560

Di scovery Response sent



FEARUBRENDTLSEF

<#froot>

2021/09/30 17:49:23.259157 {wncd_x_R0O-0}{1}:

DTLS session create call back received

2021/09/30 17:49:23.259393 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.259406 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.259406 {wncd_x_R0O-0}{1}:

DTLS client hello

2021/09/30 17:49:23.260931 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.260931 {wncd_x_R0O-0}{1}:

DTLS client hello

2021/09/30 17:49:23.267234 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.267332 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.267891 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.270741 {wncd_x_R0O-0}{1}:

[capwapac-smgr-srvr] [7770]: (note): MAC: ac4a.569c.f560

[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (info):

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (info):

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-dtTs-sessmgr] [7770]: (info): Remote Host: 172.16.

Conpl eted cert verification, status: CERT_VALI DATE_SUCCESS

2021/09/30 17:49:23.608757 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.608990 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.609255 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.609348 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.609361 {wncd_x_R0O-0}{1}:

DTLS sessi on has been established for AP

2021/09/30 17:49:23.650838 {wncd_x_R0O-0}{1}:

CAPWAPHNI AR MEFE

<tfroot>

2021/09/30 17:49:23.650970 {wncd_x_RO-0}{1}:
2021/09/30 17:49:23.650972 {wncd_x_RO-0}{1}:

Recei ved CAPWAP j oi n request

2021/09/30 17:49:23.652901 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.653789 {wncd_x_RO-0}{1}:
2021/09/30 17:49:23.653959 {wncd_x_RO-0}{1}:
2021/09/30 17:49:23.653967 {wncd_x_RO-0}{1}:
2021/09/30 17:49:23.654039 {wncd_x_RO-0}{1}:

Successful ly processed Joi n request

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 22,
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 20,
[ewlc-dtls-sess] [7770]: (info): Remote Host: 172.16.80.
[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.
[capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.

[ewlc-infra-evq] [7770]: (debug): DTLS record type: 23,

[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.
[capwapac-smgr-sess] [7770]: (note): MAC: ac4a.569c.f560

[rrm-cTlient] [7770]: (ERR): ac4a.569c.f560 Failed to ove
[rrm-cTlient] [7770]: (ERR): ac4a.569c.f560 Failed to ove
[apmgr-capwap-join] [7770]: (info): ac4a.569c.f560 Retri
[apmgr-db] [7770]: (info): ac4a.569c.f560 Operation stat
[apmgr-capwap-join] [7770]: (note): MAC: ac4a.569c.f560

80
ha

ha
ha
ha
80

ha
ch

80
80

ap

80

rr
rr
ev
e



. AP name: AP5CE1.7629.2B40, Model: C9120AXI-B, radio slots: 2, rlan slots: 0, site tag name: default-s

policy tag nane: EWC- Location,

2021/09/30 17:49:23.654112 {wncmgrd_RO-0}{1}:
2021/09/30 17:49:23.654233 {wncd_x_R0O-0}{1}:
2021/09/30 17:49:23.654311 {wncd_x_RO-0}{1}:

Joi n processing conplete. AP in joined state

CAPWAPELE :

<tfroot>

2021/09/30 17:
2021/09/30 17:

Config status

2021/09/30
2021/09/30
2021/09/30
2021/09/30
2021/09/30
2021/09/30
2021/09/30

Capwap nessage received

2021/09/30
2021/09/30
2021/09/30
2021/09/30
2021/09/30
[...]

2021/09/30

17:
17:

17

17:
17:

17

17:

17:
17:

17

17:
17:

17:

Config status

2021/09/30
2021/09/30
2021/09/30
[...]

2021/09/30
2021/09/30

17
17
17

17
17

request was processed and Config status response was sent.

request was processed and Config status response was sent.

49:
49:
:49:
49:
49:
:49:
49:

49:
49:
:49:
49:
49:

49:

23.
23.
23.
23.
24,
24,
24,

24,
24,
24,
24,
24,

24,

948157
948344
949993
950130
889682
889807
889992

890020
890045
890048
890134
890135

890818

:49:24.892967
:49:24.892993
:49:24.964085

149:24.964384
149:24.964474

Successfully created AP

ac4a.569c.f560
2021/09/30 17:49:24.964479
2021/09/30 17:49:24.964479
2021/09/30 17:49:24.964483

Successfully updated AP a

c4a.569c.f560

...]

2021/09/30 17:49:25.000954

t ype:

49:23.947851 {wncd_x_R0O-03}{1}:
49:23.948023 {wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncmgrd_RO-0}{1}:
{wncmgrd_RO-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:

{wncmgrd_RO-0}{1}:
{wncmgrd_RO-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:
{wncd_x_R0-0}{1}:

{wncd_x_R0-0}{1}:

config_status_

rf tag name: EWC-Location

[ewlc-infra-evq] [7353]: (note): Msg type :mesg->msgtype
[capwapac-smgr-srvr] [7770]: (info): MAC: ac4a.569c.f560 J
[capwapac-smgr-srvr] [7770]: (note): MAC: ac4a.569c.f560

[apmgr-ap-global] [7770]: (info): ac4a.569c.f560 Lispagent
[capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.80

AP in Configuration state

[Tisp-agent-db] [7770]: (ERR): Invalid source IP address t
[ewlc-infra-evq] [7770]: (note): Map request msg sent succ
[h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
[h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 23, ap
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 23, ap
[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.80

request

[capwapac-smgr-sess-fsm] [7770]: (info): Session-IP: 172.1
[capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.80
[capwapac-smgr-sess] [7770]: (info): Session-IP: 172.16.80
[apmgr-msgelem] [7770]: (info): ac4a.569c.f560 AP domain n
[apmgr-msgelem] [7770]: (info): ac4a.569c.f560 AP IPv6 nam

[capwapac-smgr-srvr] [7770]: (info): Session-IP: 172.16.80

AP in Configuration state

[h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
[h1-core] [7353]: (debug): Radio change on AP ac4a.569c.f
[ewlc-infra-evq] [7770]: (debug): DTLS record type: 23, ap

[bTe-d] [7770]: (debug): BLE LTX DB:
[bTe-d] [7770]: (debug): BLE LTX DB:

Creating AP ac4a.569c

BLE LTX DB:
BLE LTX DB:
BLE LTX DB:

[bTe-d] [7770]: (debug):
[bTe-d] [7770]: (debug):
[bTe-d] [7770]: (debug):

Setting capability
Updating AP ac4a.569c

[apmgr-capwap-config] [7770]: (info): ac4a.569c.f560



AP is in config ready state. Initial configuration will be pushed

2021/09/30 17:49:25.000972 {wncd_x_R0-0}{1}: [apmgr-capwap-config] [7770]: (info): ac4a.569c.f560 Sendi
2021/09/30 17:49:25.000975 {wncd_x_R0-0}{1}: [apmgr-capwap-config] [7770]: (info): Preparing FIPS confi
2021/09/30 17:49:25.000978 {wncd_x_R0-0}{1}: [apmgr-capwap-config] [7770]: (info): Preparing WLANCC con
2021/09/30 17:49:25.001064 {wncd_x_R0-0}{1}: [apmgr-ap-global] [7770]: (info): ac4a.569c.f560 AP 1is 1in
2021/09/30 17:49:25.001064 {wncd_x_R0-0}{1}: [apmgr-ap-global] [7770]: (info): ac4a.569c.f560

Mode update on AP join : AP already in Local node which matches site configuration

2021/09/30 17:49:25.001081 {wncd_x_R0-0}{1}: [apmgr-db] [7770]: (info): ac4a.569c.f560 Tag process ap w

MRAPKEAARMES S EFRBUERAERXER, EWC-SwitchiZH/{8 t B RELUULT
B E :

<tfroot>

*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE-4-WLC_CONFIG_CHECKER_WARNING: Switch 1 R0O/0: wncd: config ch
*Sep 29 20:54:07.769: %APMGR_TRACE_MESSAGE-3-WLC_EXEC_MSG: Switch 1 R0O/0: wncd: % Error: AP: AP5CE1.762

will go for a reboot due to Mbde change from Fl exconnect to Loca
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