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<ffroot>

Swi t ch#ping 8.8.8.8

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 8.8.8.8, timeout is 2 seconds:

Success rate is 60 percent (3/5),
round-trip min/avg/max = 12/

15



<===== 2 dropped out of 5 packets, Average RTT 15 ns

Traceroute

Traceroute B R IERFER B MM ABETNAEREY , UAESEBRENORTTE R, 4l
, traceroute AT LA EE R IEBETE R PN BENE ( MEREHHNHEREE ) ZESHH. T—E
traceroute H R EER T LLFE R B,

<tfroot>

Swi tch#traceroute 8.8.8.8

Type escape sequence to abort.
Tracing the route to 8.8.8.8

12ms 2 ms 2 ms [10.10.10.10]
22ms 1ms 1ms [20.20.20.20]

3 7 nms 45 s 40 ns [ 30. 30. 30. 30]

<===== High latency at this hop

47 ms 3 ms 1 ms [40.40.40.40]

Note: The IP addresses shown for each hop are provided for demonstration purposes only.
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Swi t ch#show i nterface gi 1/0/1

GigabitEthernetl/0/1 is up, line protocol 1is up
Hardware is Gigabit Ethernet, address is 70b3.171d.c101
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,

Ful | - dupl ex, 1000Md/ s,

media type is 10/100/1000BaseTX

5 minute input rate 2000 bits/sec, 5 packets/sec

5 minute output rate 3000 bits/sec, 8 packets/sec
250000 packets input, 22000000 bytes, 0 no buffer
Received 300 broadcasts (200 multicasts)
0 runts, 0 giants, 0 throttles

85 input errors, 85 CRC

0 frame, 0 overrun, O ignored

<===== | nput errors and CRC

0 watchdog, 0 multicast, O pause input

260000 packets output, 23000000 bytes, 0 underruns
5 output errors, 0 collisions, 0 interface resets
0 unknown protocol drops

0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier, 0 pause output

Swi tch# show interfaces counters errors

Port Align-Err FCS-Err Xmit-Err Rcv-Err UnderSize OutDiscards
G1l/0/1 0 0 0 0 0 0
Gil/0/2 0 0 0 0 0 0

W ER
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<tfroot>

Swi t ch#show interface gi 1/0/1

GigabitEthernetl/0/1 is up, Tine protocol is up



Hardware is Gigabit Ethernet, address is 70b3.171d.c101
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
Full-duplex, 1000Mb/s, media type is 10/100/1000BaseTX

Last input never, output never, output hang never
Last clearing of "show interface" counters 2d00h
Input queue: 0/2000/0/0 (size/max/drops/flushes)

; Total output drops: 4216760900

Queueing strategy: fifo

Output queue: 0/40 (size/max)

5 minute input rate 389946000 bits/sec, 84175 packets/sec

5 minute output rate 694899000 bits/sec, 106507 packets/sec
7885666654 packets input, 4677291827948 bytes, 0 no buffer
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<tfroot>

Swi t ch#show spanni ng-tree detail | include ieee|fromoccur|is exec

VLANO705 1is executing the ieee compatible Spanning Tree protocol

Nurmber of topol ogy changes 6233

last change occurred 00:00:03 ago



<===== Topol ogy Changes

from G gabi t Et hernet 1/ 0/ 25 <===== From G 1/ 0/ 25

MACIEE)/ 2B IR

MACIRE)/SE2ERIRBBE T EE EERAMARNREMACRHEERMMACHIER , BRIERIEENE
HEER, EEFENSLCITEREESR SHRPHNEREER, F2BRREBESL K RAT
BHEFENTEMKNEMER  EMBEXESHMACHE , WiE-SREMBNEE. BESTPFR
BHEBHEHRNRGEEBEETNRERELAEZHBEE,

ERBEMACEBHEH , FEsEMEEER T FEAMSmac address-table notification mac-move,

<#froot>

Mac Fl appi ng | ogs:

%MAC_MOVE-SW1-4-NOTIF: Host 8c45.0021.0b17 in vlan 152 is flapping between port Po2 and port Po
%MAC_MOVE-SW1-4-NOTIF: Host 8c45.0021.0b17 in vlan 152 1is flapping between port Po2 and port Po
%MAC_MOVE-SW1-4-NOTIF: Host 8c45.0021.0b17 in vlan 152 1is flapping between port Pol and port Po
%MAC_MOVE-SW1-4-NOTIF: Host bOfl.ec27.69ea in vlan 154 is flapping between port Po9 and port Po
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<tfroot>

Swi t ch#show i nterfaces gigabitEthernet 1/0/1

GigabitEthernetl/0/1 is up, line protocol is up (connected)
O

input flowcontrol is on

output flow-control 1is unsupported

<===== | nput Flow Control is ON

Input queue: 0/2000/0/0 (size/max/drops/flushes); Total output drops: 6530
5 minute input rate 8000 bits/sec, 8 packets/secO



5 minute output rate 0 bits/sec, 0 packets/s
0 watchdog, 5014620 multicast,

1989 pause i nput
<===== Pause | nput

0 unknown protocol dropsd0 babbles, 0 late collision,
0 deferreddO lost carrier, 0 no carrier, 0 pause output

Swi t ch#show control l ers ethernet-controller gigabitEthernet 1/0/1

Transmit GigabitEthernetl/0/1 Receive
0 MacUnderrun frames 0 MacOverrun frames
0 Pause frames

1878 Pause franes <===== Pause franes in RX

CPURI =

CPUEAXESEIERTEMETEM. ECPUARRER  RINKELIENEELHTERE
. BEHEHNNEERE, EVRSEENIEX , EXARPHEERRE HKFBABERE , WE
BHERERE , AEHRENTFECPUN ANRE.

<#root>

Swi t ch#show processes cpu sorted
CPU utilization for five seconds:
95% 8%

one minute: 92%; five minutes: 90%

<===== CPU utilization 93%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

439 3560284 554004 6426 54.81%55.37% 48.39% 0 SISF Main Thread
438 2325444 675817 3440 22.67%28.17% 27.15% O

SI SF Switcher Th

104 548861 84846 6468 10.76% 8.17% 7.51% O Crimson flush tr
119 104155 671081 155 1.21% 1.27% 1.26% O IOSXE-RP Punt Se
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B, At , SERBNAEEREIRBEERENYE , KMNRZEEBRUEE,

<ffroot>

Swi t ch#show pl at f orm resources

Resource Usage Max Warning Critical
Control Processor 25.006 o0 oo% os%
DRAM
3656MB(94%
866MB 90% 95% W

Hi gh nenory | ogs:

%PLATFORM-4-ELEMENT_WARNING:Switch 2 RO/0: smand: 1/RP/0: Used Memory value 94% exceeds warnin
%PLATFORM-4-ELEMENT_WARNING:Switch 2 RO/0: smand: 1/RP/0: Used Memory value 94% exceeds warnin
%PLATFORM-4-ELEMENT_WARNING:Switch 2 RO/0: smand: 1/RP/0: Used Memory value 94% exceeds warnin
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<ffroot>

Swi t ch#show ip traffic | in unreachable

Rcvd: 194943 format errors, 369707 checksum errors,

3130 redirects,



734412 unreachabl e

Sent: 29265 redirects, 14015958 unreachable, 196823 echo, 786959149 echo reply

Swi t ch#show pl atform hardware fed acti ve qos queue stats internal cpu policer

CPU Queue Statistics

(default) (set) Queue Queue
QId PlcIdx Queue Name Enabled Rate Rate Drop(Bytes) Drop(Frames)
0 11 DOT1X Auth Yes 1000 1000 0 0
1 1 L2 Control Yes 2000 2000 0 0
2 14 Forus traffic Yes 4000 4000 3296567 2336
3 0 ICMP GEN Yes 750 750 0 0
4 2 Routing Control Yes 5500 5500 1085196 12919
5 14 Forus Address resolution Yes 4000 4000 51723336 760639
6 0 | CMP Redi rect Yes 750 750 8444220485535 6978564145

RERR

BEHNERE, SHEIIERERTZTHLAN , ERMBERBERZ I BERK T HEREER
: ,Jiﬁ’;‘é%iumiﬂa%o

R ENEREFEZRYENE ENVERE, ABRNEERE  IRHEREENREETER. B
REBRELRFN , XRFETRIHSHKNRE  BLERRL, ERXTURBIBEEIR
3 7 48 % Y AR E M RSB

<tfroot>

Swi t ch#show i nt erfaces counters

Port InOctets InUcastPkts InMcastPkts InBcastPkts
G1/0/1 125487955 550123004 250123555 105234788
Gil/0/2 500123 100123 5123 1024
Gil/0/3 250123 50123 1024 512

Swi t ch#show pl at form hardware fed switch active gos queue stats internal cpu policer



CPU Queue Statistics

(default) (set) Queue Queue
QId PTcIdx Queue Name EnabTed Rate Rate Drop(Bytes) Drop(Frames)
11 13 L2 LVX Data Pack Yes 1000 1000 0 0
12 0 BROADCAST Yes 750 750 32529067 186363
13 10 Openflow Yes 250 250 0 0
14 13 Sw f orwar di ng Yes 1000 1000 48317658492 245507344
15 8 Topology Control Yes 13000 16000 0 0
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<{froot>

Swi t ch#show mac address-tabl e aging-ti ne

Global Aging Time:

300 <===== MAC agi ng

Vlan Aging Time

Swi t ch#show ip arp

Protocol Address Age (min) Hardware Addr Type Interface
Internet 192.168.95.1

124



Incomplete ARPA

<===== Arp age

Swi t ch#show i nterface vl anl

Vlanl is up, 1line protocol is up , Autostate Enabled
Hardware is Ethernet SVI, address is 10b3.d6f0.1347 (bia 10b3.d6f0.1347)
MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive not supported
ARP type: ARPA,

ARP Ti meout 04:00: 00

Last input never, output never, output hang never

Configuring MAC Agi ng and ARP Ti meout:

Switch#confure terminal
Enter configuration commands, one per line. End with CNTL/Z.

Swi t ch(confi g) #mac- addr ess-tabl e aging-tine ?

<0-0> Enter 0 to disable aging
<10-1000000> Aging time in seconds

Swi t ch(confi g) #mac- addr ess-t abl e agi ng-ti ne 14400 ?

routed-mac Set RM Aging interval
vlan VLAN Keyword

Switch(config)#interface vian 1

Switch(config-if)#arp timeout 300



Switch(config-if)#do show interface vlan 1

Vlanl is up, line protocol is up , Autostate Enabled

Hardware is Ethernet SVI, address is 10b3.d6f0.1347 (bia 10b3.d6f0.1347)

MTU 1500 bytes, BW 1000000 Kbit/sec, DLY 10 usec,
reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set

Keepalive not supported

ARP type: ARPA,

ARP Ti meout 00: 05: 00

Last input never, output never, output hang never

ERERMER

HEEBZERRN B K i EARIRAY IR BT - 3EE A P BRI (SPAN) R BE R I |, ATRE S B BERE

HEENHIEE.

<tfroot>

Exanpl e:

Session 1

Type : Local Session

Source Ports

Bot h : Pol01, Pol105, Po109, Pol125, Pol61, Pol170

Destinati on Ports . Te9/ 8

Egress SPAN Replication State:

Operational mode : Centralized
Configured mode : Centralized (default)
Session 2

Type : Local Session

Source Ports

Mul ti pl e source ports



Bot h . Pol61, Pol170

Destination Ports  Te9/1

Egress SPAN Replication State:

Operational mode : Centralized
Configured mode : Centralized (default)
SPANKEEA R

SPAN ( RELERE DR ) R—EEBREBI MR , IRRERRERENRERRE B 89 HER
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<ttroot>

Swi t ch#show pl atform software fed switch active ifm mappings

Interface IF_ID Inst Asic Core Port SubPort Mac Cntx LPN GPN Type Active
GigabitEthernet2/0/12 0x13
1 0 1
11 0 20 17 12 108 NIF Y
<===== ASIC Instance 1 (Asic 0/Core 1)

HBIASICHIRR | BT T — At 5 UMRKASICHERASICEREE,



<tfroot>

Swi t ch#show pl atform hardware fed switch active fwd-asic drops exceptions asic

Example output snippet for ASIC instance 1:

#%%*EXCEPTION STATS ASIC INSTANCE 1 (asic/core 0/1)%#%=**

Asic/core | NAME | prev | current | delta
0 1 NO_EXCEPTION 2027072618 2028843223 1770605

0 1 ROUTED_AND_IP_OPTIONS_EXCEPTION 735 735 0

0 1 PKT_DROP_COUNT 14556203 14556203 0

0 1 BLOCK_FORWARD 14556171 14556171 0

0 1 TIGR_EXCEPTION_L5_ERROR 1 1 0
BLEREE R
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<{froot>

Swi t ch#show i nterfaces G gabitEthernet 1/0/5

GigabitEthernetl/0/5 is up, line protocol is up (connected)
O

input flowcontrol is on,

output flow-control 1is unsupported

<===== Input Flowcontrol is ON

Input queue: 0/2000/0/0 (size/max/drops/flushes);

Total output drops: 78444

5 minute input rate 8000 bits/sec, 8 packets/secO

5 mnute output rate 0 bits/sec, 0 packets/s <===== Qutput rate



0 watchdog, 5014620 multicast,

1989 pause i nput

0 unknown protocol dropsd0 babbles, 0 late collision,

Swi t ch#show control |l ers ethernet-controller G gabitEthernet 1/0/5

Transmit GigabitEthernetl/0/5. Receive
0 MacUnderrun frames 0 MacOverrun frames
0 Pause frames

1878 Pause franes

<===== Pause Franmes In RX

Swi t ch#di agnostic start switch 1 test D agGol dPkt Test port 5

Swi t ch#show di agnostic result switch 1 test D agCol dPkt Test det ai

OTest results: (. = Pass, F = Fail, U = Untested)

1) DiagGoldPktTest:
Port 1234567 89 10 11 12 13 14 15 16 17 18 19 20 21 22 23 240
uuuu

F

vuvuuvuuvuvuvuuvuuvuvuvuuuvuuvuuvuuuuu.

<===== Di agCol dPkt Test Failed For Port 5

Port 25 26 27 280---------------- ouuuu

Switch#show flowcontrol interface GigabitEthernet 1/0/

Port Send FlowControl Receive FlowControl RxPause TxPause
admin  oper admin Oper
Gi1l/0/5 Unsupp. Unsupp. on on.
13256
0

<===== Pause Franmes In RX



Swi t ch#show pl atform hardware fed switch active gos queue stats interface G gabitEthernet 1/0/5

Asic:0 Core:0 DATA Port:8 Hardware Drop Countersnd

Q Drop-THO Drop-TH1 Drop-TH2 SBufDrop QebDrop
0 (Bytes) (Bytes) (Bytes) (Bytes) (Bytes)O
0 0 0
18106020
0 0
BENREARRE

BARREESHRHABORBEENEEETBZHN802.xEEEMEREFEHETE, 2ABY
FEERKBEEEILERL  UAKFBREBREEDRE, B2  EEEEXEFAERATER
HERER
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- BIlaNeS Hn L EZRMRERR.

- EERBRBAT , BEEAHEE , IETFEERRE  SEXtETIFIRE.

- FEEMRARBESEREENEFTFEMRE.

4T BREEKTECiscoffiBRCSCwm 146127 |, iR R IR IB Z W HFFAE MAE M HiF R R EE
FE , EMEFBHERE.

R

EEANATHTESENIBRENE LEARARES

<tfroot>

Switch#configure terminal
Switch(config)#interface GigabitEthernet 1/0/5
Switch(config-if)#

flowcontrol receive off
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BEIIEHES RN, ZEAXMENE LAV ARIZESI T LLBS S EaMIHEE , MR T L
o

et


https://tools.cisco.com/bugsearch/bug/CSCwm14612

MHEAE A

- Catalyst 900033388 F v HH 2 SE SR S PEAR
o SEEHERR Catalyst 3388 Y STP fHRE
o SR Cisco CatalystxX#i88 F FIMACE Eh/[E B



https://www.cisco.com/c/zh_tw/support/docs/switches/catalyst-9300-switch/216236-troubleshoot-output-drops-on-catalyst-90.html
https://www.cisco.com/c/zh_tw/support/docs/switches/catalyst-9300-switch/216236-troubleshoot-output-drops-on-catalyst-90.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol/28943-170.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol/28943-170.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol/28943-170.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol/28943-170.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol/28943-170.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol-stp-8021d/221722-troubleshoot-mac-flaps-loop-on-cisco-cat.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol-stp-8021d/221722-troubleshoot-mac-flaps-loop-on-cisco-cat.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol-stp-8021d/221722-troubleshoot-mac-flaps-loop-on-cisco-cat.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol-stp-8021d/221722-troubleshoot-mac-flaps-loop-on-cisco-cat.html
https://www.cisco.com/c/zh_tw/support/docs/lan-switching/spanning-tree-protocol-stp-8021d/221722-troubleshoot-mac-flaps-loop-on-cisco-cat.html
https://www.cisco.com/c/zh_tw/support/index.html?referring_site=bodynav

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



