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<#root>
device(config)#

crypto key generate rsa general -keys | abel csr-key exportable
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<#root>
The name for the keys will be:
csr-key

Choose the size of the key modulus in the range of 512 to 4096 for your General Purpose Keys. Choosing
How many bits in the modulus [1024]:

4096

% Generating 4096 bit RSA keys, keys will be exportable...
[OK] (elapsed time was 4 seconds)
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<#root>

device(config)#

crypto pki trustpoint webadm n-TP
device(ca-trustpoint)#

enrol I ment termnal pem
device(ca-trustpoint)#
revocati on- check none
device(ca-trustpoint)#

subj ect-nane C=SJ, ST=CA, L=CA, O=TAC, OU=LANSW CN=myc9300. | ocal - donai n
device(ca-trustpoint)#

rsakeypair csr-key
device(ca-trustpoint)#

subj ect-al t- name mywebadni n. com

device(ca-trustpoint)#exit
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device(config)#crypto pki enroll webadmin-TP
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<tfroot>

% Start certificate enrollment ..
% The subject name in the certificate will include:

C=SJ, ST=CA, L=CA, O=TAC, OU=LANSW CN=myc9300. 1| ocal -donai n

% The subject name in the certificate will include: C9300.cisco.com
% Include the router serial number in the subject name? [yes/no]: yes
% Include an IP address in the subject name? [no]: yes

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:

————— END CERTIFICATE REQUEST-----
---End - This Tine not part of the certificate request---
Redisplay enrollment request? [yes/no]:

no
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<#root>
device(config)#

crypto pki authenticate webadm n-TP
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<ttroot>

Enter the base 64 encoded CA certificate.
End with a blank 1ine or the word "quit" on a 1line by itself

Certificate has attributes:
Fingerprint MD5: C7224F3A A9B0426A FDCC50E6 8A04583E
Fingerprint SHA1l: 9B31C319 A515AC41 0114EA43 33716E8B 472A4EF5
% Do you accept this certificate? [yes/no]: yes
Trustpoint CA certificate accepted.
%

Certificate successfully inmported
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<#root>

device(config)#

crypto pki trustpoint webadm n-TP
device(ca-trustpoint)#

chai n-val i dation stop
device(ca-trustpoint)#

crypto pki authenticate webadni n-TP
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<tfroot>

Enter the base 64 encoded CA certificate.
End with a blank T1ine or the word "quit" on a line by itself

Certificate has the following attributes:

Fingerprint MD5: DD05391A 05B62573 A38C18DD CDA2337C

Fingerprint SHAl: 596DD2DC 4BF26768 CFB14546 BC992C3F F1408809
Certificate validated - Signed by existing trustpoint CA certificate.

Trustpoint CA certificate accepted.

% Certificate successfully inported
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<#root>
device(config)#

crypto pki import webadmin-TP certificate
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<tfroot>

Enter the base 64 encoded certificate.
End with a blank 1ine or the word "quit" on a line by itself

% Router Certificate successfully inported
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<#root>
device(config)#

ip http secure-trustpoint webadm n-TP

<#root>
device(config)#

no ip http secure-server

<#root>
device(config)#

ip http secure-server
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<#root>
device#

show crypto pki certificate webadm n-TP
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<#root>
Certificate Status:

Avai | abl e

Certificate Serial Number (hex): 4700000129584BB4BAFA13EABB0O00000000129
Certificate Usage: General Purpose
Issuer:

cn=m t ch- DC02- CA dc=mitch dc=l oca

Subject: Name:

C9300. ci sco. com

Serial Number: XXXXXXXXXX
cn=

nyc9300. | ocal - dorai n

ou=LANSW
o=TAC
1=CA
st=CA
c=SJ]

host name=C9300. ci sco. com

Validity Date:
start date: 05:09:42 UTC Jun 12 2025
end date: 07:25:06 UTC Dec 16 2026
Associated Trustpoints:

webadni n- TP

CA Certificate Status: Available

Certificate Serial Number (hex): 101552448B9C2EBB488C40034C129F4A
Certificate Usage: Signature

Issuer: cn=mitch-DCO2-CA dc=mitch dc=Tocal

Subject: cn=mitch-DC02-CA dc=mitch dc=Tocal



Validity Date:
start date: 07:15:06 UTC Dec 16 2021

end date: 07:25:06 UTC Dec 16 2026

Associated Trustpoints: webadmin-TP RootCA
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<#root>
device#

show i p http server secure status
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<#root>
HTTP secure server status: Enabl ed

HTTP secure server port: 443

HTTP secure server ciphersuite: rsa-aes-cbc-sha2 rsa-aes-gcm-sha?2
dhe-aes-cbc-sha2 dhe-aes-gcm-sha?2
ecdhe-rsa-aes-cbc-sha2
ecdhe-rsa-aes-gcm-sha2 ecdhe-ecdsa-aes-gcm-sha?

HTTP secure server TLS version: TLSv1.2 TLSvl.1l

HTTP secure server client authentication: Disabled

HTTP secure server PIV authentication: Disabled

HTTP secure server PIV authorization only: Disabled

HTTP secure server trustpoint: webadnin-TP

HTTP secure server peer validation trustpoint:
HTTP secure server ECDHE curve: secp256rl
HTTP secure server active session modules: ALL
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<#root>
device#

debug crypto pki transactions
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<#froot>

*Jun 12 05:16:03.531: %CRYPTO_ENGINE-5-KEY_ADDITION: A key named C9300.cisco.com has been generated or
*Jun 12 05:16:03.534:

YUCRYPTO 6- AUTOGEN: Generated new 2048 bit key pair

*Jun 12 05:16:03.556: CRYPTO_PKI: unlocked trustpoint RootCA, refcount is 0

*Jun 12 05:16:03.556: CRYPTO_PKI: using private key (C9300.cisco.com for enrollment

*Jun 12 05:16:04.489: CRYPTO_PKI: Adding myc9300.7local-domain to subject-alt-name field
*Jun 12 05:16:17.463: CRYPTO_PKI: using private key csr-key for enrollment

*Jun 12 05:18:32.378: CRYPTO_PKI: Tocked trustpoint webadmin-TP, refcount is 1

*Jun 12 05:19:15.464: CRYPTO_PKI: unlocked trustpoint webadmin-TP, refcount is 0

*Jun 12 05:19:15.470: CRYPTO_PKI: trustpoint webadmin-TP authentication status = 0

*Jun 12 05:19:15.472: CRYPTO_PKI: (AO18E) Session started - identity not specified

*Jun 12 05:19:15.473: CRYPTO_PKI: crypto_pki_get_cert_record_by_subject()

*Jun 12 05:19:15.473: CRYPTO_PKI: Found a subject match

*Jun 12 05:19:15.473: CRYPTO_PKI: (AO18E) Check for identical certs

*Jun 12 05:19:15.473: CRYPTO_PKI: Found a issuer match

*Jun 12 05:19:15.473: CRYPTO_PKI: (AO18E) Suitable trustpoints are: RootCA,

*Jun 12 05:19:15.473: CRYPTO_PKI: (AO18E) Attempting to validate certificate using RootCA policy
*Jun 12 05:19:15.473: CRYPTO_PKI: (AO18E)

Usi ng RootCA to validate certificate

*Jun 12 05:19:15.474: CRYPTO_PKI(make trusted certs chain)

*Jun 12 05:19:15.474: CRYPTO_PKI:

Added 1 certs to trusted chain

*Jun 12 05:20:05.555: CRYPTO_PKI: locked trustpoint webadmin-TP,
*Jun 12 05:20:25.734: CRYPTO_PKI: unlocked trustpoint webadmin-TP,

refcount is 1
refcount is 0

*Jun 12 05:20:25.735: CRYPTO_PKI(Cert Lookup)

i ssuer="cn=m t ch- DCO2- CA, dc=ni t ch, dc=l ocal "

serial number= 10 15 52 44 8B 9C 2E BB 48 8C 40 03 4C 12 9F 4A
*Jun 12 05:20:25.735: CRYPTO_PKI: crypto_pki_get_cert_record_by_cert()
*Jun 12 05:20:25.735: CRYPTO_PKI:

Found a cert match

*Jun 12 05:20:25.735: CRYPTO_PKI: crypto_pki_authenticate_tp_cert()

*Jun 12 05:20:25.735: CRYPTO_PKI: trustpoint webadmin-TP authentication status = 0

*Jun 12 05:20:32.094: PKI: Cert key-usage: Digital-Signature , Certificate-Signing , CRL-Signing
*Jun 12 05:20:32.096: CRYPTO_PKI:

Noti fy subsystem about new certificate

*Jun 12 05:20:32.097: CRYPTO_PKI: unlocked trustpoint webadmin-TP, refcount is 0

*Jun 12 05:21:50.789: CRYPTO_PKI:
using private key csr-key for enroll nment
*Jun 12 05:22:12.947: CRYPTO_PKI:

make trustedCerts list for webadm n-TP
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https://tools.cisco.com/bugsearch/bug/CSCvp64208
https://tools.cisco.com/bugsearch/bug/CSCvz41428
https://www.cisco.com/c/zh_tw/support/index.html
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