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AR ANEEERARKS HEMSISFERLK EREEAYCisco 10S XEMA,

HRAR
B

SISFRR#H T —EEX#HBER  YAF - EHRFFREAXRTNEN, EBWEDHCP, ARP,
NDMRAFRM T ED W HHBRERRNERNS , A KREERIRP. NRL2BHPHEEAS
E#, IR ERRREMRE AR B B EISISFRF,

SISFEARMERREERRMK LNREACMAMRE, TENESRVLANGR B L FE 5 @Kk
o MREVLANLIER TXREE K MAENELERT ARNER , AIBEEANEERR,

SISFEATARBRARTFNEHHUE , BIPVATIPV6ITACBEEER, MRERESISFIRHHEE
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o RHEASISFERMWIPV6EMAR AFFEAMR , W B A OESISFRIBMFIKE

16,9 xME MR AFASIASISFEF iR B EIEF . ©EEMRRRIZHHSISFRVER , R
MERESEFIREECARESR  AISEAREESERIEFNENEN. LEGFAANE "R
FEmachIPv4/IPveibitFt Rl 3RE , EAREELEIEFHNRBRERBTHN.

FEMARERBN —LRAITh e

+ LISP/EVPN
* Dot1x

« WebB 455
-« CTS

« DHCPHE#

N s BEREEAREEERRE.

RCLIZMMWRMEARSELIEF(128) , HIt RFTER & B A RENRET R F A REERET
RURBERE. AIAFHERNEERKBE THAA AIRERE.

T —5RE 2 SISF R B HY R5I A R 4N {a] LR SR B

# SISF Policy |

Policy device-tracking policy DT_Trusted_policy
parameters device-role switch « .
trusted-port , { Set device role

{ Set trust state J

interface GigabitEthernetl/e/1
device-tracking attach-policy DT_Trusted_policy (
@

Activate the
| policy on target
(interface or

vlan 1 o VLAN
\ device-tracking attach-policy DT_Trusted policy )

Target

or

P
\\-“_ _'_/

ERBEAER , EprotocolBBRF T , BRI LLEERGANIERSISFERENERTREA

<#root>
switch(config-device-tracking)#

?

device-tracking policy configuration mode:
data-glean binding recovery by data traffic source address



gleaning

default Set a command to its defaults
destination-glean binding recovery by data traffic destination address
gleaning
device-role Sets the role of the device attached to the port
distribution-switch Distribution switch to sync with
exit Exit from device-tracking policy configuration mode
Timit Specifies a Timit
medium-type-wireless Force medium type to wireless
no Negate a command or set its defaults
prefix-glean Glean prefixes in RA and DHCP-PD traffic
pr ot ocol Sets the protocol to glean (default all) <--
security-level setup security level
tracking Override default tracking behavior
trusted-port setup trusted port
vpc setup vpc port

switch(config-device-tracking)#
protocol ?

arp Glean addresses in ARP packets
dhcp4 Glean addresses in DHCPv4 packets
dhcp6 Glean addresses in DHCPv6 packets
ndp Glean addresses in NDP packets
udp Gleaning from UDP packets

SISFiE X EAfE A & um Zh AE

TRAPM A A ERUASISFRAE NG T AMASISF , FERSISFRE Fif

SISFI2XERATIIRE SISFE FimZhae

VLAN_EHILISP Dot1x
VLAN_EHEVPN Web & 17 B2 &
DHCPE R CTS

MREAREERMASISFIEENKE LA TSISFEFiRYEE , X AEERIITHNTELRES
TE& R,

£ FSISFEF B IPv4Th&E
+ CTS

+ |EEE 802.1x
+ LISP



- EVPN
- DHCPESEE ( ERKAISISF , BFRfER )
o« IPHIRPHE

£ FSISFEFMIPVEIhAE

- IPv6RE B S (RA)ME

« IPv6 DHCPP; & , Z82/EDHCPH #&
. IPv6E#E {5 8(DAD) K IE

« 2RI

« IPV6IRIRBLE

- IPv6 B HYithBhHEE

- RAETRES

- IPveETGRLE

RKEEH

RERMNFIEEASRRBBIREHHNTE, VENBH, SISFEEXBEELNRE , 7
IMEERH (MACHIPHEE ) , I EMREFEBERT. FFZIWEE ( WIEEE 802.1X, Web& 14
ERE. Cisco TrustSecHILISPE ) kBRI EFANEEM T ERIEEET, ERSISFIWEERM S
EIPV4FIIPV6, FEFRUEBUTHESIENGEE2EIP

- DHCPv4
- DHCPv6
. ARP
- NDP
- BERIKE

1838 _F W SISF

XEIBEE ( Siether-channel ) ENERERK, BERELARANBERE K MAREEBBEKE
. RBEAERER (HEH ) NE—TEHIERE,

FRRER ERE
Al

- EIPDTH , B — A S EBGVIARFEANIEE T 100 REB R REE UL RERE : Tip device
tracking probe delay. »
- ZESISFH , ERAET FHTER  EEEFE —BARASFRZE GGt KR, EFATEE
, IFRAMENREE,. AR SAURSISFRIES , R FBEREELkWwR

BERE
ESISFH | A LB B — EIRIBERIEHIGEE EEREFHNRBIFR -

<ffroot>



tracking enable reachable-Tifetime <second/infinite>

<-- howlong an entry is kept reachable (or keep permanently reachabl e)

tracking disable stale-Tifetime <seconds/infinite>

<-- how long and entry is kept inactive before deletion (or keep permanently inactive)

|PZE BB it
TR EE N EDB

- SISFH#tEE{EMackIIPv4/IPv6EiE , —BIPEREMRIY , BEGERATHREME

- SISFEBEREHENSRIIBE iR

- MRSHPEAREREFFHNEHERS , BEKERAVERIFYAREINL X HREEF iR
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- STALE{RBE WA ERA24/0 6 , W H A LR E

- BENEBEE24/ER (REENERE ) MBR

BHEER
EiRA S FAEL R -

- IPFEE& ( MHEIP, FEMAC, TE/HERE )
« MAC% % ( #HEIMAC, TEIP, TE# )
« MAC IPE3% ( #8Emac. #REip. FTEE)

IPZ£IhEE
LU RSISFHEEIRY —LEThEE -

- NDP®RZ : #ZIPv6 NDPHEE

« NDPi#it & : EAEBEENDPHREWRENEAERBRER

- HERK  ERRREETD  SEEBEETERS

« EBE - INEENDP, ARPHIDHCPE Syt FAIERIBEMNEH

« DHCPv4/## : AADHCPEENER P EICE B EBIER it

- NDPHARP#HIEINF : FRERAEERNR B EMLERRMNFHEENDPHEE,
- DADRE : EER U RAIFA R B EEFHEENA

« DHCPWEXR : ©@fl&% Fin{EiEBDHCPEEIP

SISFE&
BRI —LESISFHEBNRE RITASHE !
- AEIBRAEAIIEE ( IdhcpBEEE ) RRASISF

* SISFRYFRRFRRAIT AR E R Fik|Pibit 2 &
- BAASISF#& , LITHRE T HERAT  EEYHRKRERTE,



5 HE AR
hE

HEEART —ESISFAR, 9300RBRMERF2E , EEFHRVian 10 KREESVI,

N osrE . AEBRTBERE T SISF

Tel/1 TelAN

Gi1/0/1 Gi1/0/2

VLAN 10 (10.10.10.0/24)

Client 1 Client 2
10.10.10.100/24 10.10.10.101/24

2at5
iaRE

FARRSISFELE R M A AR M A9300X ik FRRER , MAERRBAUBRANPEER | LIERA
MR SISF# i,

T HH9300-1 :

<#root>
9300-1#

show runni ng-config interface G gabitEthernet 1/0/1

Building configuration...

Current configuration : 111 bytes
!



interface GigabitEthernetl/0/1
switchport access vlan 10
switchport mode access

devi ce-tracking <-- enable default SISF policy

end
9300-1#

9300-1#

show runni ng-config | section trunk-policy

devi ce-tracking policy trunk-policy <-- custom policy

trust ed- port <-- custom policy paraneters
device-role switch

<-- custom policy paraneters

no protocol udp
9300-1#

9300-1#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- enable custom SISF policy

end

R H#EH9300-2 :

<#root>
9300-2#
show runni ng-config interface G gabitEthernet 1/0/2

Building configuration...

Current configuration : 105 bytes
|

interface GigabitEthernetl/0/2
switchport access vlan 10



switchport mode access
device-tracking

<-- enable default SISF policy

end

9300-2#

show runni ng-config | section trunk-policy

devi ce-tracking policy trunk-policy <-- custom policy

trust ed- port <-- custom policy paraneters
device-role switch

<-- custom policy paraneters

no protocol udp

9300-2+#
show runni ng-config interface tenG gabitEthernet 1/1/1

Building configuration...

Current configuration : 109 bytes
|

interface TenGigabitEthernetl/1/1
switchport mode trunk

devi ce-tracking attach-policy trunk-policy <-- custompolicy applied to interface

end

L

AT BASE A BA TS a5 5 BR 7 MR P A9 SR

show device-tracking policy <policy name>
show device-tracking policies
show device-tracking database

R H#H9300-1 :

<{froot>



9300-1#

show devi ce-tracking policy default

Device-tracking policy default configuration:
security-Tlevel guard

devi ce-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
Policy default is applied on the following targets:

Tar get
Type
Pol i cy
Feature
Target range
G1/0/1
PORT
def aul t

Devi ce-tracking

vlian all

9300-1#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-Tlevel guard

device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure



Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking

vlian all
9300-1#

9300-1#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/1 PORT default Device-tracking vlan all
9300-1#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prilvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan prlvl age
ARP 10. 10. 10. 100 98a2. c07e. 7902 G1l/0/1 10 0005 8s
9300-1#

R H#EH9300-2 :

<#root>
9300-2#
show devi ce-tracking policy default

Device-tracking policy default configuration:
security-level guard

devi ce-rol e node <--

gleaning from Neighbor Discovery
gleaning from DHCP

gleaning from ARP

gleaning from DHCP4

NOT gleaning from protocol unkn

state

REACHABLE



Policy default is applied on the following targets:

Tar get
Type
Pol i cy
Feature
Target range
G 1/0/2
PORT
def aul t

Devi ce-tracking

vlian all

9300-2#
show devi ce-tracking policy trunk-policy
Device-tracking policy trunk-policy configuration:
trust ed- port <--
security-Tlevel guard

device-role switch <--

gleaning from Neighbor Discovery
gleaning from DHCP
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
PoTlicy trunk-policy is applied on the following targets:

Tar get

Type

Pol i cy

Feat ure

Target range

Tel/ 1/1

PORT

trunk-policy

Devi ce-tracking

vlan all
9300-2#



9300-2#

show devi ce-tracking policies

Target Type Policy Feature Target range
Tel/1l/1 PORT trunk-policy Device-tracking vlan all
Gil/0/2 PORT default Device-tracking vlan all
9300-2#

show devi ce-tracki ng dat abase

Binding Table has 1 entries, 1 dynamic (Timit 200000)
Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH
Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan prlvl age state
ARP 10. 10.10.101 98a2. c07e. 9902 G 1/0/2 10 0005 41s REACHABLE
9300-2#
ALy
7 RE6

FHKE FRIPv4 it BE SRR

Ll

RPEIER "keepalives FARL2ME., Filt , BN AERE | FARPH FERN P
WAEE : IR ARKREEIPHEUEIEE | FLL0.0.0.0MIPRIETHEE, EEHKIIWESR
, EEEBXERNERIHE—ATANIPH (BIE S HIPHh ) EX B RIPHA, EA6E

SEHREENPHIER  HADNENIHEECHIPHIEEREASERSNIENBF.

EBESISFR I E A Y Hkeepalive R BIE R B BT

N R omER-SET EeEaEEEUNEENAY

3

y

R E
ERTFEASVINFERRARERNRAERS

<#root>
Ethernet II,
Src: c0:64:e4:cc:66:02 (c0: 64:e4:cc: 66:02)

, Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)


https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html
https://www.cisco.com/c/en/us/support/docs/ios-nx-os-software/8021x/116529-problemsolution-product-00.html

<-- Probe source MAC is the BIA of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:c6)
Address: Cisco_76:63:c6 (00:41:d2:76:63:c6)
..0. .... .... .... .... = LG bit: Globally unique address (factory default)
.0 ..., ..., ... ... = IG bit: Individual address (unicast)

Source: c0:64:e4d:cc:66:02 (c0:64:e4:cc: 66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
..0. ... LG bit: Globally unique address (factory default)
.0 ..., IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 0.0.0.0 <-- Sender IPis 0.0.0.0 (default)

Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target |P address: 10.10.10.101 <-- Target IPis client IP

fRIRF R
HERBIEL B AR EMPCUAN MU ETERE, EMEBUTHEER
"Keep-Alives HFBIH B R

7 Tkeep-alives BRIZIEEELE —EBEIR , LU 1#80.0.0.0 AEIRIP :

device-tracking tracking auto-source fallback <IP> <MASK> [override]

FEFauto-sourcem T EFHYBE THENT

<#root>
device-tracking tracking auto-source fallback 0.0.0.253 255.255.255.0 [override]

<-- Optional paraneter

1. BFRRERBVLAN SVI (HIRE ) .
2. EIPERKRTESRE— TRAF/MACEH, HFRARBKREENTEMACHIE Y E - EAE 718



B Ath AP,
3. FARMNEMUMBIRITE B FRIPHIRIP, RADERZEBEBREFiRIPYEREERRMMN
B TEFRTPEYFBIZIEEE AT,

N e mESSE<overide>—RER |, RA—ESRESE,

E1E AV ERA

#&auto-source fallback configi& £ & FHE P W IPKIES SRR, R FRFPRESVINEME PR
, EEEE IR E 2 EE B E R IP/ETR,

<ffroot>

swi t ch(confi g)#devi ce-tracki ng tracki ng auto-source fallback 0.0.0.253 255.255.255.0 <-- it uses .253 fc

UTREBHRVEAHS

<#root>
Ethernet II, Src: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02), Dst: Cisco_76:63:c6 (00:41:d2:76:63:c6)
<-- Probe source MAC is the Bl A of physical interface connected to client

Destination: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Address: Cisco_76:63:c6 (00:41:d2:76:63:¢c6)
Y P LG bit: Globally unique address (factory default)
N ) IG bit: Individual address (unicast)

Source: ¢0:64:e4:cc:66:02 (c0:64:e4d:cc:66:02)

Address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)
R O D LG bit: Globally unique address (factory default)
N ) IG bit: Individual address (unicast)

Type: ARP (0x0806)

Padding: 000000000000000000000000000000000000
Address Resolution Protocol (request)
Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: request (1)
Sender MAC address: c0:64:e4:cc:66:02 (c0:64:e4:cc:66:02)

Sender | P address: 10.10.10.253 <-- Note the new sender IP is now using t

Target MAC address: Cisco_76:63:c6 (00:41:d2:76:63:c6)

Target | P address: 10.10.10.101

AR ANESHAET



B{E

( AT EERERBARPEAIR
SEIPFIMACHE 31 )

215 R B It R Bt B B R

- WREE , HREER
VLAN SVI,

- EHEERMKRPEHIRE
B — FHERIPFIMACE &

o

- f£/0.0.0.0

EMESEAMEPEELNE
I BR LU SEMACH B

KERHRRKRHESHRES

- MRTFE , SRFER
VLAN SVI

- f§/0.0.0.0

FEZBRIESVIEMEA,

KB RKLIRHE B BREIR<IP>
<MASK>

- WREE  BRRER
VLAN SVl,

- EHEERMKRPEHRE
B — FHERIPFIMACE &

o

o FRREMN BB
HEREEFIRIPHIR
IP, JRMACHE}HEY B E &
EEImH R IREIE R
MAC b3t

RMEREAMATRE LNE
B ER Bt LUR SEMACH B

TEETEMIPvA i 5 B 1F
AR PR EREE,

2t & IR Mt ER Mt B B R EE <IP>
<MASK>EB =

- WREE , HREER
VLAN SVI,

- FERREMEN BB
FTERBEEFIKIPHIR
IP, JEMACHbHHEY B & [
B mRRBREIEN
MAC i it ,

R B ER P4ttt 5 BAR1E
AEFiRSEEEE.

device-tracking tracking auto-source fallback <IP> <MASK> [override]& S HIFRER :

BIEEMEip , EERGIPvattil,




<reserved IPv4 address> = (<host-ip> & <MASK> ) | <IP>

gafl.
MEEMEADS

device-tracking tracking auto-source fallback 0.0.0.1 255.255.255.0 override

FHEIP = 10.152.140.25

IP =0.0.0.1
EE=24

Rk /N W T

1. 10.152.140.25%1255.255.255.01% 1F :

10.152.140.25 = 00001010.10011000.10001100.00011001
AND

111131311.112313711.11111111.00000000
RESULT

00001010.10011000.10001100.00000000

255.255.255.0

10.152.140.0

2.10.152.140.050.0.0.1#: 1k :

10.152.140.0 = 00001010.10011000.10001100.00000000
OR

0.0.0.1 = 00000000.00000000.00000000.00000001
RESULT

10.152.140.1 = 00001010.10011000.10001100.00000001

RERIP = 10.152.140.1

REHIP = (10.152.140.25H1255.255.255.0 ) | (0.0.0.1) = 10.152.140.1

N o BETEHDHCPRE R B ASEESIPRM L,



E&IPvotthit 555

Gk
BB PR IPV6IEEVLAN B B RIRER T E (SVI) iF 3R ERIPvetb ik $535,

EEBEIPve DADEREH |, IPv6oIREEH AYSource AddresstB i 5% E A AR 15 E BV it 1k
(0:0 : 0:0 : 0:0 : 0:0)s FELLAIPVAIER

FESISFERAIFEEF UM IEFA

. SVIKA NS (MNBEEERE )
« f£/0:0:0:0:0:0:0:0

R R

BAEBREQSVIEEEMA T o5, EM/ESVIRESH BB EIMAthEEK it ; Btk AESISFERRIR
RIPHEsE , R FL L EHEAYIPHh I B RE,

interface vlan <vilan>
ipv6 enable

ARREMCPUN ARIES

il

EURARG A RAMAR , RBBEEN "keepalives WABRMAERERE, B—-L2HPHER
NP ELERERIETH SRR ERTREMIERERBENE, FHANEH
REESEMEE LWEREER , MEMNEREHENBESEMEENCPUNAE,

BREBEERIIRMAN LTER FREBRBRBRERARGTRBNEER , UEKEERAZE
EHEREI B,

N srm ErE | SISFARRSTIAE ( MIDHCPESEE ) (FSISFAESIE %5847 IS TALR S| Rt S
R R

FELETHER (P ) LIEERBRUAFLFEANSZIEREHAIBE LNRRFH(ETEEH
SISFRUERB A 1th T HER)

<#root>
device-tracking policy DT_trunk_poTicy

trust ed- port



device-role switch

interface <interface>
device-tracking policy

DT_trunk_policy

KERHALEREARE

8

HARMEIPDTEB R ERNSISFR R ERMANBE A KRERFTEBB 16 xMEMMmAE , ARE5IA
SETERRAHY ALERF

R B
BREBRENATATREDN AR THBRE

no device-tracking binding reachable-time <seconds>

RO E R B IMeraki T E ( CPUE INFNERIET )

EXMBEREIMeraki B TER , BT ESHIEEERKERRERRE,

device-tracking policy MERAKI_POLICY
security-level glean

no protocol udp

tracking enable

ZEREARFMIENERRIETMNER , tRER , EFSEIEOEMBREE ( Hlinscim,
PrAMER S ) M2 BEMPEIE, XBRETTLIERE TMERAKI_POLICYRY FEIE 3 3 %1
SISF{E , RitHE 5|2 LE B /Y Rl LA KR CPULE A =8,

<tfroot>
switch#

show i nterfaces port-channel 5

Port-channel5 1is up, line protocol is up (connected)
<omitted output>



Input queue: 0/2000/0/
112327

(size/max/drops/
fl ushes
); Total output drops: 0

<-- we have many fl ushes

<omitted output>
switch#
show process cpu sorted

CPU utilization for five seconds: 26%/2%; one minute: 22%; five minutes: 22%

PID Runtime(ms) Invoked uSecs 5Sec IMin 5Min TTY Process

572 1508564 424873 3550 11.35% 8.73% 8.95% 0 SISF Main Thread
105 348502 284345 1225 2.39% 2.03% 2.09% 0 Crimson flush tr
BRR TR

HEFRAIER BT H LERET — R

configure terminal
device-tracking policy NOTRACK
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

no protocol udp

exit

interface <interface>

device-tracking policy NOTRACK
end

B EHRBEMACHE IP# 4t REESISFFR A

Ll

ERERRHA (BTAY ) BEXFEETEIPHIELAHBEMACHIHNEE, EHAHEBE
# ( MBS ZEIPHb it F A EFMACHEHE ) HVMIREBE R AT BRI IER. ERAREERXNE
ERSISFRIEEME | BRI EFEESISFRPRERENFEIP, RIESISFINEE , &@
MAC ik 1t R & —{EIP,

N orE . WEESER77ARGERASH



gl

« MACHt3iEA10b3.d5a9.bdOfHIIP 10.0.0.1#ESISFZk &1 /2 FFERMBK 2 E10.0.0.3 8.
« B2 , £ AMACH3E10b3.d659.7858K9 & —{@IP 10.0.0.2F1E#EIP 10.0.0.100K ESISF &R
BRET, YETAFEREKEA,

Server A Server B
A,
I

= =

Gi1>_ 4!0!2

IP 10.0.0.1
VIP 10.0.0.100
MAC 10b3.d5a9.bd9f

IP 10.0.0.2
MAC 10b3.d5a9.bd9f

Cat9K switch
Gi1/0/3

A

EI IP10.0.0.3

[

Server C

SISFH &
<ttroot>
switch#

show run | sec | PDT_PQOLICY

device-tracking policy IPDT_POLICY
no protocol udp
tracking enable

switch#

show devi ce-tracking policy |PDT_POLI CY



Device-tracking policy IPDT_POLICY configuration:

security-level guard <-- default node

device-role node
gleaning from Neighbor Discovery
gleaning from DHCP6
gleaning from ARP
gleaning from DHCP4
NOT gleaning from protocol unkn
tracking enable
PoTlicy IPDT_POLICY 1is applied on the following targets:

Target Type Policy Feature Target range
G1l/0/1 PORT | PDT_PQLICY Devi ce-tracking vl an al

G 1/0/2 PORT | PDT_PQLICY Devi ce-tracking vl an al
SISFEH E

<#root>

switch#

show devi ce-tracki ng database

Binding Table has 2 entries, 2 dynamic (Timit 200000)

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access
0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned
0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned

Network Layer Address Link Layer Address Interface vlan privl
ARP 10.0.0.3 10b3. d659. 7858 G 1/0/3 10 0005
ARP 10.0.0.1 10b3. d5a9. bdof G1l/0/1 10 0005
AT E MR R AR EEA
<#root>
ServerA#

ping 10.0.0.3 source 10.0.0.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.1

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

ServerA#

ping 10.0.0.3 source 10.0.0.100 <-- entry for 10.0.0.100 is not on SISF table



Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:
Packet sent with a source address of 10.0.0.100

A @ MR A BRERB .

<#root>
ServerB#

ping 10.0.0.3 <-- entry for 10.0.0.2 is not on SISF table

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.0.3, timeout is 2 seconds:

Success rate is 0 percent (0/5)

IEERMERIRM FNER,

<#root>
switch(config)#

devi ce-tracki ng | oggi ng

e

<tfroot>
switch#

show | oggi ng

<omitted output>
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bd9f

I1/F=G 1/0/1



P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-PAK_DROP: Message dropped

| P=10. 0. 0. 100 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/1

P=ARP Reason=Packet accepted but not forwarded
<omitted output>
%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft |P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New I/F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New |/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f IF=G 1/0/1 New I/ F=G 1/0/ 2



%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/ F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New I/ F=G 1/0/ 2

%SISF-4-PAK_DROP: Message dropped

I P=10. 0. 0. 2 VLAN=10 MAC=10b3. d5a9. bdof

I/ F=G 1/0/ 2

P=ARP Reason=Packet accepted but not forwarded
%SISF-4-MAC_THEFT:

MAC Theft 1P=10.0.0.2 VLAN=10 MAC=10b3. d5a9. bd9f I F=G 1/0/1 New I/ F=G 1/0/ 2

PSS
BT (EEMERIPDTERE , AFFARPERIMIHENRKEDER

<tfroot>

switch(config)#interface gigabitEthernet 1/0/1
switch(config-if)#

no device-tracking attach-policy |PDT_PQOLICY
switch(config-if)#interface gigabitEthernet 1/0/2

switch(config-if)#

no device-tracking attach-policy |PDT_PQOLICY

BIR2 - (EEE IR ML RS P M BRi% EARPULER

<{froot>

switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

no protocol arp



iZEIE3 : #ZIPDT_POLICYM Z£RBIE R ABUE,

<{froot>

switch(config)#device-tracking policy IPDT_POLICY
switch(config-device-tracking)#

security-level glean
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https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/configuring_sisf_based_device_tracking.html#task_zzh_5x4_1fb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/configuring_sisf_based_device_tracking.html#task_zzh_5x4_1fb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/configuring_sisf_based_device_tracking.html#task_zzh_5x4_1fb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-6/configuration_guide/sec/b_176_sec_9300_cg/configuring_sisf_based_device_tracking.html#task_zzh_5x4_1fb
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/td/docs/switches/lan/catalyst9300/software/release/17-9/configuration_guide/sec/b_179_sec_9300_cg/configuring_sisf_based_device_tracking.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/white-paper-c11-743346.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/white-paper-c11-743346.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/white-paper-c11-743346.html
https://www.cisco.com/c/en/us/products/collateral/switches/catalyst-9000/white-paper-c11-743346.html
https://tools.cisco.com/bugsearch/bug/CSCvx75602
https://tools.cisco.com/bugsearch/bug/CSCwf33293
https://tools.cisco.com/bugsearch/bug/CSCvq22011
https://tools.cisco.com/bugsearch/bug/CSCwc20488
https://tools.cisco.com/bugsearch/bug/CSCwh52315
https://tools.cisco.com/bugsearch/bug/CSCvd51480
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