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IMETEZEHNBHBERRAFSENRAYREE, AUETERTRSIRENERER,

BHEO1 ( EAREVPNEE )

<tfroot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static
f |l oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl
12vpn evpn

i nstance 201
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vlan-based
encapsulation vxlan
replication-type ingress <-- Sets segment to use Unicast replication of BUMtraff

multicast advertise enable

<#root>
LeafO1#
show run | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

protected <-- protected keyword added

CGW ( EAEE )

<ttroot>

CCw#

show runni ng-config | beg | 2vpn evpn instance 201

12vpn evpn instance 201 vlan-based
encapsulation vxlan
replication-type ingress

def aul t - gat eway advertise enable <-- adds the BGP attribute EVPN DEF GN0: 0 to the MAC/ I P prefix

multicast advertise enable

<tfroot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 201
member evpn-instance 201 vni 20101

<#root>
CGw#
show run int nve 1

Building configuration...

Current configuration : 313 bytes
!



interface nvel

no ip address

source-interface Loopbackl
host-reachability protocol bgp

menber vni 20101 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)

<#root>
CGw#
show run interface vlan 201

Building configuration...

Current configuration : 231 bytes
!

interface Vlan201

mac- addr ess 0000. beef . cafe <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwarding red <-- SVI isin VRF red

ip address 10.1.201.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests
ip pim sparse-mode
i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However

ip igmp version 3
no autostate



EE  ECGWAKIERBGPEEE, AFCCGWENRMEEMEZEREEI(RT2, RT5/RT3),

R (xTelEEE)

EVIFFHER
<#root>
LeafOl1#

sh | 2vpn evpn evi 201 det ai

EVPN instance: 201 (VLAN Based)
RD: 172.16.254.3:201 (auto)
Import-RTs: 65001:201
Export-RTs: 65001:201
Per-EVI Label: none
State: Established

Replication Type: Ingress



Encapsulation: vxTlan

IP Local Learn: Enabled (global)
Adv. Def. Gateway: Disabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled

AR Flood Suppress: Disabled (global)

VI an: 201
Pr ot ect ed: True (local access p2p blocked) <-- VMlan 201 is in protected node

<...snip...>

RERT2ER ( At FHEIRT2 )
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SISF
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- SISF#EIOS-MATM learningEEIMACHR B , A& @ LEXEZEEVPN Mgr ( X AFEAERR "
evpn-sisf-policy 1 #{TMACHI AR ) -
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AR EREBEES  THE—EFEIP, RUSISFEAARPRINEFMEFHEN. £ "
Modly Isolateds ( KEB2FmEE ) &85 & RDHCPFIDHCPESEE,

<#froot>

Leaf 01#

show devi ce-tracki ng database vl anid 201

vlanDB has 1 entries for vlan 201, 1 dynamc

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resol ution Protocol,

Preflevel flags (prlvl):
0001: MAC and LLA match
0008: Orig trusted trunk
0040: Cga aut henti cat ed

Net wor k Layer Address
ARP

10. 1. 201. 10

0002: Orig trunk

0004: Ori g access

0010: Orig trusted access 0020: DHCP assi gned

0080: Cert authenti cated 0100: Statical ly assigned

Li nk Layer Address

Interface

vl an

DH4 -

prlvl

| Pv4 DHC

age



0006. f 601. cd43

G1/0/1
201 0005 3m REACHABLE 86 s

<-- G eaned fromlocal host ARP Request

EVPNEES

EVPN Mgrigfif it MACIE Z 2 FL2RIBH, EVPN Mgriz fEL2RIBEEURIRMAC , BIRBERARE
EMACBEME

HESPEVPNE IR EFASISFIRE B

<#root>
LeafQl1l#
show | 2vpn evpn mac evi 201

MAC Address EVI VLAN ESI Ether Tag Next Hop(s)

0006. f 601. cd43 201 201

0000.0000.0000.0000.0000 O
G 1/0/1: 201 <-- MAC in VLan 201 local interface G 1/0/1:service instance 201

<...snip...>

L2RIB

« L2RIB#REVPNE 25 8 F 7N it MAC I 3% ZIBGPAIL2FIB,

« L2RIBIE & EXBGPE T RIHEMACU EHEVPNE RS FL2FIB,

« L2RIBEZE A, M "Rim, , Hitb xS sEEEEH,

« L2RIBTH AR FZHMACEE 2B , EREURREEEFNN O/l

B REVPNE E 2R E A A #thMACE#T T L2RIB

<#root>

LeafQl1l#

show | 2rout e evpn mac topol ogy 201 <-- View the overall topology for this segnent
EVI ETag

Pr od



Mac Address Next Hop(s) Seq Number
BGP
0000.beef.cafe V:20101 172.16.254.6 0
<-- produced by BGP who updated L2RIB (renote |earn)
201 0
L2VPN
0006.f601.cd43 Gil/0/1:201 0

<-- produced by EVPN Mgr who updated L2RIB (local |earn)

Leaf0l1#

show | 2rout e evpn mac nmac- address 0006. f 601. cd43 detai l

EVPN | nst ance: 201

Ethernet Tag: 0

Pr oducer Nane: L2VPN <-- Produced by | oca
MAC Address: 0006. f 601. cd43 <-- Host MAC Address

Num of MAC IP Route(s): 1

Sequence Number: 0

ESI: 0000.0000.0000.0000.0000

Flags: BO

Next Hop(s): G 1/0/1:201 (E-LEAF) <-- Port:Instance and i nfo about the Role (Leaf)
BGP

EEBCGPR A CHL2RIBEH

<#root>
LeafOl#
show bgp | 2vpn evpn route-type 2 0 0006.f601.cd43 *

BGP routing table entry for [2][172.16.254.3:201][0][48][0006F601CD43][0][*]1/20, version 268232
Paths: (1 available, best #1,

table evi_201
)
<-- In the totally isolated evi context

Advertised to update-groups:
2

Refresh Epoch 1

Local



0.0.0.0 (via default) from0.0.0.0

(172.16.255.3)

<-- fromO0.0.0.0 indicates | oca

Origin incomplete, Tocalpref 100, weight 32768, valid, sourced,
| ocal
, best

<-- also indicates |loca

EVPN ESI: 00000000000000000000, Labell 20101
Extended Community: RT:65001:201 ENCAP:8

EVPN E-Tree:flag: 1
, 1abel:0

<-- EVPN e-Tree attribute with Leaf flag = 1 (added to indicate this is a host address)

Local 1irb vxlan vtep:
vrf:not found, 13-vni:0
Tocal router mac:0000.0000.0000
core-irb interface: (not found)

vtep-ip:172.16.254.3 <-- Local VTEP Loopback

rx pathid: 0, tx pathid: 0x0
Updated on Sep 14 2023 20:16:17 UTC

RImRT2EE ( HERWEEIRT2 )
BGP

EEBGPEEHICGW RT2FE

<#root>
LeafO1#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.201.1

BGP routing table entry for [2][172.16.254.3:201][0][48][0000BEEFCAFE][32][10.1.201.1]/24, version 1141
Paths: (1 available, best #1,

tabl e evi_ 201

)

<-- EVI context is 201

Flag: 0x100

Not advertised to any peer

Refresh Epoch 2

Local, 1imported path from [2][172.16.254.6:201]1[0][48][0000BEEFCAFE][32]1[10.1.201.1]1/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)



Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20101 <-- Correct segnent identifier
Extended Community: RT:65001:201 ENCAP:8

EVPN DEF GN 0: 0 <-- Default gateway attribute is added via the 'default gateway advertise CLI
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 1 2023 15:27:45 UTC

L2RIB
EEBGPERAL2RIB

« L2RIBR.EVPNEEHRZE X ittMACE X FIBGPHIL2FIB, L2RIBEE EHNBGPEE EiR
MACLAEFEVPNEE S ML2FIB,

« L2RIBEE "AFih, M NiEiR, , Hib S R EHER.

* L2RIBRH U AA M MIRWMACEE 2 H , EREURNFEEEHMAY T @M T,

<#root>
Leaf 01#
show | 2rout e evpn defaul t-gateway host-ip 10.1.201.1

EVI ETag Prod Mac Address Host I P

201

BGP

0000. beef . cafe

10.1.201.1

V: 20101 172.16. 254.6

<-- L2RIB has the MAC-IP of the Gateway progranmed

L2FIB
FEL2FIBH R

- BEKMACHFEDEH AER I PR T4



« L2FIBREZEIFED-MATMA YZIHMACH B T2 EIEFIOS-MATM, ( IOS-MATMERE T~
#MAC , TIFED-MATME B # R A #t FIR#HMAC ) o
- L2FIB# B ERETRIRMAC ( EREEH R HMACHETRERERE ) -

<ffroot>
Leaf 01#

show | 2fib bridge-domain 201 address uni cast 0000. beef. cafe

MAC Addr ess

0000. beef . cafe <-- CGW MAC

Ref er ence Count 1

Epoch 0

Pr oducer . BGP <-- Learned fr¢
Fl ags : Static

Adj acency :

VXLAN_UC

PL: 2973(1) T: VXLAN UC [ MAC] 20101:

172.16.254.6 <-- CGW Loopback IP

PD Adj acency : VXLAN _UC PL:2973(1) T:VXLAN UC [ MAC|] 20101:172. 16.254.6
Packet s T 6979

Byt es 00

FED

FEFED MATMHA B 38

« FEEHRE T protectedEB#F MR EMNERET , BEZRAFECCWTERMBEAMACH A i+
BMAC,
s RIPEMIRDEF GWEBMEMRT2F B UEEHERIKEMACES T,

<#root>

Leaf 01#

show platform software fed switch active matm macTabl e vl an 201
VLAN MAC

Type

Seq# EC Bi Flags nachandle si Handl e ri Handl e di Handl e

201 0000. beef. cafe



0x5000001

0 0 64 0x7a199d182498 0x7a199d183578
0x71e059173e08
0x0 0 82

VTEP 172.16. 254. 6

adj id 9

No
<- -

Only rembte MAC installed in Fed is the Default Gateway (0x5000001 type) Conn

201 0006. f 601. cd01

Ox1

2458 0 0 0x7al199d1a2248 0x7a199d19eef 8 0x0

201 0006. f 601. cd43 Ox1 8131 0 0 0x7a199d195a98 0x7a199d

<- -

Two | ocal MAC addresses (0x1 type) Conn = Yes (directly connected)

Total Mac nunber
Summary:

Tot al nunber
Tot al nunber

of addresses:: 5

secure addresses:: O

drop addresses:: 0

Total nunber of lisp |local addresses:: 0

Total nunber of lisp renpte addresses:: 3
*a_time=aging_tinme(secs) *e_tine=total _elapsed_tinme(secs)
Type:

of
of

MAT_DYNAM C_ADDR ox1

MAT_STATI C_ADDR 0x2 NMAT_CPU_ADDR 0x4 NAT_DI SCARD_ADDR

MAT_ALL_VLANS 0x10 MAT_NO FORWARD 0x20 MAT_| PMULT_ADDR
MAT_DO NOT_AGE 0x100 MAT SECURE ADDR 0x200 NMAT_NO_PORT
MAT_DUP_ADDR 0x1000 NMAT NULL_DESTINATION  0x2000 MAT_DOT1X_ADDR
MAT W RELESS_ADDR 0x10000 MAT SECURE CFG ADDR  0x20000 NMAT OPQ DATA PRESENT
MAT_DLR_ADDR 0x100000 MAT_NMRP_ADDR 0x200000 MAT_NMSRP_ADDR
MAT LI SP_REMOTE_ADDR 0x1000000

MAT_VPLS ADDR 0x2000000

MAT LI SP_GW ADDR 0x4000000
<- -
MAT LI SP_REMOTE_ADDR 0x1000000

MAT_LI SP_GW ADDR 0x4000000
MAT_DYNAM C_ADDR 0x1

B R P E A

the addition of these val ues

= 0x5000001

EFEDRBERMHRR—EAIRERMERRSI(RI)

No (meani ng

0x7a199c6f 7c

19eef 8

0x8
0x40
0x400
0x4000
0x40000
0x400000

not dire

ds

0x0

MAT RES'
MAT _DROF
MAT_ROU
MAT W RE
MAT LI SF



<tfroot>
Leaf 01#

sh platformhardware fed switch active fwd-asic abstraction print-resource-handl e 0x71e059173e08 0
<-- 0x71e059173e08 is taken from previ ous FED comand ri Handl e for the CGW MAC

Handl e: 0x71e059173e08 Res- Type: ASI C_ RSC Rl Res-Swi t ch- Num 255 Asic- Num 255 Feature-1D: AL_FID L2 W RELESS
priv_ri/priv_si Handle: 0x71e05917b8d8Hardware | ndi ces/ Handl es: index0:0x38 ntu_index/|3u_ri_i ndex0: Ox(
Features sharing this resource:58 (1)]

Brief Resource Information (ASIC_| NSTANCE# 0)

ASIC#: 0 RI:56 Rewite_ type: AL_RRM REWRI TE_LVX | PV4_L2 PAYLOAD ENCAP _EPG(116) Mapped rii:LVX L3 _ENCAP L2

Src I P 172. 16. 254. 3 <-- source tunnel IP
Dst | P: 172. 16. 254. 6 <-- dest tunnel IP
i VxI an dst Mac: 0x9db: 0x00: 0x00

i VxI an srcMac: 0x00: 0x00: 0x00

| Pv4 TTL: 0

iid present: 0

lisp iid: 20101 <-- Segnment 20101
lisp flags: 0

dst Port: 4789 <-- WXLAN

update only 13if: 0

is Sgt: 0

is TTL Prop: 0

L3if LE: 53 (0)

Port LE: 281 (0)

VI an LE: 8 (0)



AEE B ALER Tshow platform software fed switch active matm macTable vian 201

detaily , ZHSERAFEDG TGS ERED —EF RS

BoiE ( &0 PRk )
mmE=



X

Non-Fabric
L2 Inspection
Vlan Translate 202 <> 1202 DHCP, DNS, etc.

NORTH
UNTRUSTED
[ Services ]

Vian 1202

Vian 2021

Tw1/0/2
Vian 2021 /
10.1.202.1

Vian 202

Tw1/0/1

SOUTH
TRUSTED
Fabric
VRF pink
VNI 20201
Vian 202

L01:172.16.254.3
Leaf-01

T

Tel1/0/3

Gi1/0/1

Gi1/0/1 Gi1/0/1

[ Vi 202: 10.1.202.12 ]

[ V1 202: 10.1.202.11 ]

V1 202: 10.1.202.10 ]




| —

Vlan Translate 202 <> 1202

Tw1/0/1

Vian 202
0000.beef.cafe

Tw1/0/2

Vian 2021
0000.beef.cafe

Vian 2021

10.1.202.1
0000.beef.cafe

S =P




AR Ao ENBETERREERNER.

« Routing-policy , DEF GWEB 4 ZHGCWHEEIMAC IP
- EEEERHERBREE LR EMACH B
- GW MAC IPHYERRESE B IR Mt B8 4

BHEO1 ( EFREVPNEE )

<#froot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static
fl oodi ng- suppr essi on address-resol ution disable <-- Disables ARP caching so ARP is always sent up to t

router-id Loopbackl



12vpn evpn

i nstance 202

vlan-based
encapsulation vxlan
replication-type ingress

multicast advertise enable

<#root>
LeafO1#
show run | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

protected <-- protected keyword added

CGW ( EAXBE )
Enve TRREEHER

<tfroot>

CCw#

show run int nve 1

Building configuration...

Current configuration : 313 bytes
|
interface nvel
no ip address
source-interface Loopbackl
host-reachability protocol bgp

menber vni 20201 ingress-replication local-routing <-- 'ingress-replication' (Unicast all BUMtraffic)
end

BLESNEDREEESVI

<#root>

CCw#

show run interface vlan 2021



Building configuration...

Current configuration : 231 bytes
|

interface Vl1an2021

mac- addr ess 0000. beef . cafe <-- MACis static in this exanple for viewing sinmplicity. This is nc
vrf forwardi ng pink <-- SVI is in VRF pink

ip address 10.1.202.1 255.255.255.0
no ip redirects

i p local-proxy-arp <-- Sets CGNto Proxy reply even for |ocal subnet ARP requests

ip pim sparse-mode

i p route-cache sane-interface <-- This is auto added when | ocal -proxy-arp is configured. However
ip igmp version 3

no autostate
end

B 15 RS ThRERY KBS

<#root>
device-tracking policy dt-no-glean
<-- Configure device tracking policy to prevent MAC-IP fl appi ng

security-level glean
no protocol ndp

no protocol dhcp6

no protocol arp

no protocol dhcp4

E 4% Blexternalgatewayevi/vlan

<{froot>
CGW#

show runni ng-config | sec vlan config

vlan configuration 202
member evpn-instance 202 vni 20201

devi ce-tracking attach-policy dt-no-glean <-- apply the new device tracking policy to the vlan configur

# #B RE{% B 18 0 Elexternalgateway mac-iphY £ & BR it & &

<{froot>



device-tracking binding vlan 202 10.1.202.1 interface TwentyFiveGigE1l/0/1 0000.beef.cafe

<-- Al static entries in device tracking table should be for external gateway mac-ip’s.
If there is any other static entry in device tracking table, match ip/ipv6 configurations in route map

3 BGPE HE MR EAEERT2 MAC-IPF & 3 5% & 78 5% #8 Bdextendedcommunity
<#root>

route-map CCGW_DEF_GW permit 10

mat ch evpn route-type 2-mac-ip <-- match RT2 type MAC-IP

set extcomunity default-gw <-- Set Default-gateway (DEF GW 0:0) extended community

route-map CGW_DEF_GW permit 20

7 % R ¥4 AR FE R EIBGPR& B [ 51 25 4B /=

<{froot>
CGW#

sh run | s r bgp

address-family 12vpn evpn
neighbor 172.16.255.1 activate
neighbor 172.16.255.1 send-community both
neighbor 172.16.255.1

route-nmap CGWV DEF GWout <-- Sets the DEF GW Conmmunity when it advertises MAGIP type RT2 to the RR

neighbor 172.16.255.2 activate
neighbor 172.16.255.2 send-community both
neighbor 172.16.255.2

route-nmap CGWV DEF GWout <-- Sets the DEF GW Conmunity when it advertises MAGIP type RT2 to the RR

B (HofmE)
EVIFFiE R



<tfroot>
LeafO01#

show | 2vpn evpn evi 202 detai

EVPN instance: 202 (VLAN Based)
RD: 172.16.254.3:202 (auto)
Import-RTs: 65001:202
Export-RTs: 65001:202
Per-EVI Label: none
State: EstabTlished
Replication Type: 1Ingress
Encapsulation: vxlan
IP Local Learn: EnabTed (global)

Adv. Def. Gateway: Enabled (global)
Re-originate RT5: Disabled

Adv. Multicast: Enabled
VI an: 202
Pr ot ect ed: True (local access p2p blocked) <-- Vlan 202 is in protected node

<...snip...>

R#RT2ER ( At EHEIRT2 )
WEE N — AR MR RS
RIRRT2EE ( FERMEART2)
EEE TReEEH, WFEZE
COWHERMBHTE (HE)

BREFERAEREENEYN  UWETUREKIFERF



AR EYHRDHCP L2HENERETEREER

<#root>
LeafO1#
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

BGP routing table entry for [2][172.16.254.3:202][0][48][0000BEEFCAFE][32][10.1.202.1]/24, version 1846
Paths: (1 available, best #1,

tabl e evi _202

)

<-- the EVI context of 202 which matches the VIlan/EVI we are concerned about

Not advertised to any peer
Refresh Epoch 2
Local, 1imported path from [2][172.16.254.6:202]1[0][48][0000BEEFCAFE][32][10.1.202.1]/24 (global)
172.16.254.6 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best



EVPN ESI: 00000000000000000000,

Label 1 20201 <-- Correct Segnent ID
Extended Community: RT:65001:202 ENCAP:8

EVPN DEF G 0: 0 <-- prefix has the Default GWattribute added
Originator: 172.16.255.6, Cluster Tist: 172.16.255.1

rx pathid: 0, tx pathid: 0x0
Updated on Sep 7 2023 19:56:43 UTC

FED MATM ( %% )

<#froot>
F241.03.23-9300-Leaf01#

show platform software fed active matm nacTabl e vl an 202 mac 0000. beef. cafe

VLAN  MAC Type Seq# EC_Bi Flags machandle siHandle

202 0000. beef. caf e
0x5000001 0 0 64 0x71e058da7858 0x71e05916c0d8 0x71e059171678

VTEP 172. 16. 254. 6
adj_id 651

No
<-- MAC of Default GWNis installed in FED

SISF (CGW)

<#root>
CGW#
sh devi ce-tracki ng database vl anid 202

vlanDB has 1 entries for vlan 202, 0 dynamic

0x0

Codes: L - Local, S - Static, ND - Neighbor Discovery, ARP - Address Resolution Protocol, DH4 - IPv4 DH

Preflevel flags (prlvl):

0001:MAC and LLA match 0002:0rig trunk 0004:0rig access

0008:0rig trusted trunk 0010:0rig trusted access 0020:DHCP assigned

0040:Cga authenticated 0080:Cert authenticated 0100:Statically assigned
Network Layer Address Link Layer Address Interface vlan

S 10.1.202.1 0000.beef.cafe Twel/0/1 202

ag
13



I0S MATM (CGW)

<#root>
CCw#
show mac address-tabl e address 0000. beef. cafe

Mac Address Table

Vlan Mac Address Type Ports
201 0000.beef.cafe STATIC V1201
2021 0000. beef. cafe STATIC VI 2021 <-- The VMl an 2021 SVI MAC advertised out Twl/O0/1
202 0000. beef . caf e DYNAM C Twel/0/1 <-- The VIan 2021 SVI MAC | earned dynamically after pass

5t S HE AR
{31t #E T (ARP)

fREEARPRIERN — RS ER

- BEIMETEECME

o ECGW LITHE B URBREERENARPIEK

. WMRBZEARPEE T8 5
. BERENCGWLENIMETRRERS CMiE.

oﬁﬁﬁtﬁﬁﬁ%tﬁﬁ TESRARP B 38t 3 1%

- BERR A BR R B PE

- WMRARPEEEZFIMETRREHE , (EREVRF ARPERHERERET.
- BERRCPU/CoPPEi % R B FE LA SR 1% EICPURYARP
- FEFRIPHiL/E Fin & A IERE,
- FAHEVRFAMARPLURR AT e EARPHEEN R &

Eﬁf’éE%J:E’JCGW MACRABZEAT —Bk/HEmac

- BECGWEEERIHEMACH MEARPEE

- BEMHABRERSAFLERE



EE . RAREEBFEH LD !

N2

BREEERZHIDH

<tfroot>
Leaf-01#

show run | sec | 2vpn
| 2vpn evpn

replication-type static

fl oodi ng- suppressi on address-resol ution disable <-- This CLI prevents a VIEP fromtrying to unicast ot}

ERE-02LNEREMRE-01 LN EHRNARPE | ARPERFTEEEEREIRE-01
- #x , ARPEE LEEELeaf-02 LN ERFTHIHE —BUMBRIE LB @ CGW



- CGWAEH I EEEE | Leaf-01 , MEHEA B HMACETES
- EEEHFMAEAL LEERICCW , RAREHIIFTH B
- CGWERHERE , BIETMHMRE—2 it 7 H

[ OVERLAY ] Centralized GW

/ Lo1:172.16.254.6

Hub & Spoke W
IMET Tunnels

[|s at: oooo.beef.cafe] [Who has: 10.2.202.10}
\4 Lo1:172.16.254.3 \ Lo1:172.16.254.4 / /
Leaf-01 Leaf-02

VI201:10.1.201.10 VI201: 10.1.201.11
VI202: 10.1.202.10 VI202: 10.1.202.11

It EABRESRERAIE S P MENARPEITIBERE.
ARPERETRAEE

o IWARPEESR AR EATE4#£10.1.202.10 off Leaf-018IMAC b it
- AR KEHECGWERLE | I B KRFELeaf-01

ARPEZRERAIRE

. EBSEAMRVIan 20289CGW SVIBIMAC
o IR, BERECGW , MAERRE ST 4



EE  AIEXKRBALBATS XELeaf-01 XA E Bk,

BEEAMHEIH ENARPHKE

<#root>
Leaf02-HOST#
sh ip arp 10.1.202.10

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.10 1

0000. beef . cafe
ARPA V1an202

<-- MAC address for Leaf0Ol host is CGW MAC

Leaf01-HOST#



sh ip arp 10.1.202.11

Protocol Address Age (min) Hardware Addr Type Interface
Internet 10.1.202.11 7

0000. beef . cafe
ARPA  Vl1an202

<-- MAC address for Leaf02 host is CGWN MAC

BHEECCGWLMMERRT2FEH, ERCCGWEHEREZFMMSEN

<#root>
CCw#
sh bgp | 2vpn evpn route-type 2 0 0006.f617. eecq4 * <-- Leaf02 actual MAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F617EEC4][0][*]1/20, version 235458
Paths: (1 available, best #1,

tabl e evi _202

)
Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.4:202]1[0][48][0006F617EEC4][0]1[*]1/20 (global)
172.16.254.4 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,

Label 1 20201 <-- correct segnent identifier
Extended Community: RT:65001:202 ENCAP:8

EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.4, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:11:22 UTC

CGWw#
sh bgp | 2vpn evpn route-type 2 0 0006.f601. cd44 * <-- Leaf Ol actual NMAC

BGP routing table entry for [2][172.16.254.6:202][0][48][0006F601CD44]1[0][*]/20, version 235521
Paths: (1 available, best #1,

tabl e evi _202)

Not advertised to any peer
Refresh Epoch 2
Local, imported path from [2][172.16.254.3:202]1[0][48][0006F601CD44]1[0]1[*]1/20 (global)
172.16.254.3 (metric 3) (via default) from 172.16.255.1 (172.16.255.1)
Origin incomplete, metric 0, localpref 100, valid, internal, best
EVPN ESI: 00000000000000000000,



Label 1 20201 <-- correct segnent identifier

Extended Community: RT:65001:202 ENCAP:8
EVPN E-Tree:flag: 1

, 1abel:0

<-- prefix contains the Leaf flag indicating this is a normal host

Originator: 172.16.255.3, Cluster Tist: 172.16.255.1
rx pathid: 0, tx pathid: 0x0
Updated on Apr 9 2025 17:17:06 UTC

e LT8R FMWARPAR I LIRS @A

« BRI DAER AR EATHERE EEABMAXER SHEEPC)
- S RBRLeaf01 L1THEX FMEPC, MAXE | HECCW LERILHEEBRE

BLiEEPC

<{froot>
LeafQl1#

nonitor capture 1 interface range te 1/1/2 , te 1/1/4 both match any buffer size 100

<-- both Uplinks toward fabric included

PR HTE

<#root>
Leaf0l1#

moni tor capture 1 start

B EIping A BB ARPSESR ( FEABIH | ping2#tLeaf0l1 X #10.1.201.10%]Leaf02E#10.1.201.11 )

<#froot>
Leaf01-HOST#

ping vrf red 10.1.201.11

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.1.201.11, timeout is 2 seconds:



Success rate is 40 percent (2/5), round-trip min/avg/max = 1/1/1 ms

FIEHEEY R EARPE
<{froot>
Leaf0l1#

nmon cap 1 stop

F241.03.23-9300-Leaf01#

show mon cap 1 buff br | i ARP

11

8.153510 00:06:f6:01:cd:42 -> ff:ff:ff:ff:ff:ff ARP 110

Who has 10.1.201.11? Tell 10.1.201.10 <-- .10 requests .11 MAC (this is Frane 11)

12 8.154030 00:00:be:ef:ca:fe -> 00:06:f6:01:cd:42 ARP 110 10.1.201.11

is at 00:00:be:ef:ca:fe <-- CGWreplies with its MAC

BREHEERONFRER. IRERBEARERNINESENR , FHEAEPCHdetailiE IR
- AR ATEHRER , BBHEANITRNMVE

<tfroot>

Leaf01#

show non cap 1 buffer detailed | beg Frane 11 <-- begin detail result fromFrame 11 (ARP Request)

Frame 11: 110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_t

Et hernet 11, Src: 00:00:00: 00: 00: 00 (00: 00: 00: 00: 00: 00), Dst: 00: 00: 00: 00: 00: 00 (00: 00: 00: 00: 00: 00)

Destination: 00:00:00:00:00:00 (00:00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
.0, ... ... .... .... = LG bit: Globally unique address (factory default)
- .0 . «... = IGC bit: Individual address (unicast)
Source: 00 00: 00 00 00 00 (00 00:00:00:00:00)
Address: 00:00:00:00:00:00 (00:00:00:00:00:00)
N O D LG bit: Globally unique address (factory default)
e 0 IG bit: Individual address (unicast)
Type: IPv4 (0x0800)

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.6 <--- CQuter tunnel |P header



Source: 172.16.254.3
Destination: 172.16.254.6
User Datagram Protocol, Src Port: 65483,

Dst Port: 4789 <-- VXLAN Dest port

Virtual eXtensible Local Area Network
VXLAN Network Identifier

(VNI): 20101 <-- Verify the VNI for the segnent you are investigating
Reserved: 0

Ethernet |1, Src: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42), Dst: ff:ff:ff:ff: ff:ff (ff:ff.ff.Ff. Ff.ff) <--

Type: ARP (0x0806)

Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

request

)

<-- is an ARP request

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6

Protocol size: 4

Opcode: request (1)

Sender MAC address: 00:06:f6:01:cd: 42 (00:06:f6:01:cd: 42) <-- Sendi ng host
Sender | P address: 10.1.201.10
Target MAC address: 00:00: 00: 00: 00: 00 (00:00: 00: 00: 00: 00) <-- Trying to resolve MAC for host
Target | P address: 10.1.201.11

Frane 12

110 bytes on wire (880 bits), 110 bytes captured (880 bits) on interface /tmp/epc_ws/wif_to_ts_pipe, i

<-- ARP reply

Ethernet 1T,

Src: dc: 77: 4c: 8a: 6d: 7f
(dc:77:4c:8a:6d:7f),
Dst: 68:2c: 7b:f8:87:48
(68:2c:7b:8:87:48)

<-- Underl ay MACs

Internet Protocol Version 4, Src: 172.16.254.6, Dst: 172.16.254.3

User Datagram Protocol, Src Port: 65410, Dst Port: 4789
Virtual eXtensible Local Area Network



VXLAN Network Identifier (VNI): 20101
Reserved: 0
Ethernet 1T,

Src: 00:00: be:ef:ca:fe
(00:00:be:ef:ca:fe),
Dst: 00:06:f6:01:cd: 42
(00:06:f6:01:cd:42)

<-- Start of payl oad

Type: ARP

(0x0806)
Trailer: 000000000000000000000000000000000000
Address Resolution Protocol (

reply
)

<-- is an ARP reply

Hardware type: Ethernet (1)
Protocol type: IPv4 (0x0800)
Hardware size: 6
Protocol size: 4
Opcode: reply (2)
Sender MAC address: 00: 00: be: ef:ca:fe (00:00: be: ef:ca:fe) <-- Reply is that of the CGW MAC due to | oc

Sender IP address: 10.1.201.11
Target MAC address: 00:06:f6:01:cd:42 (00:06:f6:01:cd:42)
Target IP address: 10.1.201.10

CGW RT2{BRA=H
HAOEETYE
M EER S BB PP | EEERRIEMVIanhEREMAC

- MRLZFBBMACELFTRBRARERTME , AR LEE,
- MRROCCWIBRFE , BFEHEBFEMAC

<#root>
COWt
show bgp | 2vpn evpn route-type 2 0 0000. beef.cafe 10.1.202.1

% Network not in table <-- RT2 not generated on CGW



CGOM

show mac address-tabl e address 0000. beef. cafe

Mac Address Tabl e

VI an Mac Address Type Ports
201 0000. beef . cafe STATIC VI 201
2021 0000. beef . cafe STATIC VI 2021

<-- MAC is not learned in Fabric VIan 202

Total Mac Addresses for this criterion: 2

REF B RAER

ERZHEERRD  BHHURFE-LRE. B2, MRECEIUHEE  JUEANTERZ
—RAEIE ML FERE -

- EINFBREMACHRE , Al "mac address-table static 0000.beef.cafe vlan 202 interface
TwentyFiveGigE1/0/1 4

« £/ "mac address-table aging-time <seconds>. 8HIIMACE{LETHFES, (FBacfE , E=E
IFTEMACHE I E(VEERE |, Rt ERFEMACEE )

R DEF GWE %
R0 REERER , A —LHEINEE T EH.
R DEF GWEBHEIE

LA TFHMEER

s BETHRITA2AHESRA

- BLEHIFESISF (E£BBRM ) CLI

- Bi& T route-map match & setfn T , WAGER HE R FE A FIBGPHE
- BORIFBGPES (M EERBGPFREFEAHFBUHENESFTH

|8

BEBETREHBCPENBNEAE  EXBHETCHEMACEEERT2EN 201 , EEMNSE
By 0 5] PR Y 08

- BEXMETEXRBEB ENMEAPZEBER K HEREEEHER.
- BIENTERRERZ180W5X

<tfroot>
LeafO01#

sh run | sec |2vpn



12vpn evpn
replication-type static
flooding-suppression address-resolution disable

ip duplication limt 10 tinme 180 <--- You can adjust this default in the global |2vpn sectior
mac duplication limt 10 tine 180

LeafOl#
sh | 2vpn evpn sunmary

L2VPN EVPN
EVPN Instances (excluding point-to-point): 4
VLAN Based: 4
Vlans: 4
BGP: ASN 65001, address-family 12vpn evpn configured
Router ID: 172.16.254.3
Global Replication Type: Static
ARP/ND Flooding Suppression: Disabled
Connectivity to Core: UP

MAC Duplication: seconds 180 limt 10

MAC Addresses: 13
Local: 6
Remote: 7

Duplicate: O
I P Duplication: seconds 180 limt 10

IP Addresses: 7
Local: 4
Remote: 3

Duplicate: O

<...snip...>

EATACKRENT T

MRKIEEREFHRECHEE , FREETHBTRE | WEHHM MBI TACRKFE RS,
BERENZDER

(EEFBANERBFREERNEEARR) .

« Show tech evpn
» Show tech
» Show tech sisf

BERENFAER
(MREREREETENER , AlIEREE)



+ show tech

» show tech evpn

» show tech platform evpn_vxlan switch <number>
+ show tech platform

+ show tech resource

+ show tech sisf

* show tech isis

» show tech bgp

» show monitor event-trace evpn event all

* show monitor event-trace evpn error all

. BRT A RBEUR
MEEA

- fECatalyst 9000% %) 32 #2 85 F EEBGP EVPNER H R Al
- DHCPS2E#& ( BNASHEE )



https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
https://www.cisco.com/c/en/us/support/docs/switches/catalyst-9300-series-switches/220803-implement-bgp-evpn-routing-policy-on-cat.html
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