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DHCP client DHCP server
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DHCP Ack
-

EEAREF RN MARSFMRE—FRNERL , EEERALFFML, EAZEHERT , DHCP
RBREEFHRAER —EFES , KLEBBEIERHREMAIRE2ERE. EEEBAT , FE
DHCPHi#EThaE. DHCPH#E ( XM MR ) A ERERAS UM BENUdpHERERE , YEH
B EIDHCPAMRRR. EMSERAMBEHEZERANEE,

DHCPHIEVPN/VXLAN 32 #2465 fes [ R A9 PR B

jt

BE , DHCP{El fR 25 EBLIME M EMRFIEVPNREEE, &
2EDHCPEREXNCBIRAEIFERTBRBER,

fEFIDHCPH#ThaERT , T Fum, N[ MRS < EHDHCPI IR TEA XU TEM

RE A EADHCPHR TR 58

il

0



DHCP client DHCP relay DHCP server

Relay address WIERE T
_|:_ - L2 10.1.1.1 192.168.1.1 @ ?
mac= M1 mac= M2 —\
1A DHCP Discover (Broadcast) - 1B DHCP Discover (Unicast) >
ETH (DA=IET.IFAf, SA=M1) ETH (as per next eth segment)
IP (SIP=0.0.0.0, DIP=255.255.255.255) IP (SIP=10.1.1.1, DIP=172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, client Mac = M1) DHCP (Relay Agent IP addr = 10.1.1.1, client Mac = M1)
B DHCP Offer (Unicast or Broadcast) A DHCP Offer (Unicast)
ETH (DA=m1 or ff:ff:ffff:ff:ff, SA=M2) ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP =10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
3A DHCP Request (Broadcast) _| 3B DHCP Request (Unicast) =
ETH (DA=f:ff:ff:ff.Af:1f, SA=M1) i ETH (as per eth segment) :
IP (SIP=0.0.0.0, DIP= 255.255.255.255) IP (SIP=10.1.1.1, DIP= 172.16.1.1)
DHCP (Relay Agent IP addr = 0.0.0.0, DHCP (Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)
4B DHCP ACK (Unicast or Broadcast)  4A DHCP ACK (Unicast)
'ETH (DA=m1 or fi:ff:(F:MM:H, SA=M2) " ETH (as per next eth segment)
IP (SIP=10.1.1.1, DIP=10.1.1.2 or 255.255.255.255) IP (SIP=172.16.1.1, DIP=10.1.1.1)
DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1, | DHCP (Your IP = 10.1.1.2, Relay Agent IP addr = 10.1.1.1,
client Mac = M1, DHCP Server Ident [54] = 172.16.1.1) client Mac = M1, DHCP Server Ident [54] = 172.16.1.1)

ik  ERANRIPESREIP, BR , EE€EVXLANEVPNSZGEARE  KEARAREAT S
B EEGW((DAG) , BENRIPTRME—M, HRFEVTEP SVIRIPEMER , Rt ESE IR
EDHCPAREFHNEZER BER I FIENRE,

L1

Vian101:
10.1.1.1/24

R1 DHCP Server

—&—=

SIP after relay for L1/L2/L3 is 10.1.1.1
Whom to send packet back?

Vian101:

10.1.1.1/24
Vian101:
10.1.1.1/24

BT HREK —REE , SXERAESARENFEDHCPER SFEAM — P, 5 —{@H
FEEAGIADDRE#:ERI, EDHCPIRES L , B4 ERIZFEABRSEIPHI, it ihhTRK
, Mkt S S AR IPHb i (giaddr), ¥REVPNRHRIER K ©AEARSVINIPHLL  BEFREEC R
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WMATEFDHCPRIARER , &4 AR WL ?
ATHEREMBE , £ATEES2, TEFUTHEEENFEE

-1 — REBEID., EVXLANEVPNWERT |, - FREBSEHVNI ID
-5 — (150X TRERER ). DHCPER IR EMER FMHRILInk selectionFi1EIH
<11 (152 ( BREEF ) . EHFDHCP{E AR5 1k kY Server Identifier Override 1218
- 151 - VRF&#/VPN ID, It 7i&1EEHBVRFEZ#E/VPN ID
EEEDHCI}EF'MEUDHCPﬁHE%%H’\Jﬁﬁlﬁl@fﬁﬁﬂlﬂ , WAL LB ZIDHCPER B EHENEL R REIRE
, INE R

I L] ™ dhep.pcap

4m . ® R Qe ZFILIE Qaaal

| W bootp

No delta ip.id Tima Source Destination Protocol Length Info

8.000008 @x15a2 (5538) 2@:30:04.097953 18.1.251.1 192.168.20.12 DHCP 396 DHCP Discover = Transaction ID @x19a3

|

7 B8.812357 Bx15a4 (5548) 28:39:94.111765 10.1.251.1 192,168, 20,12 DHCP 414 DHCP Request - Transaction ID 8x19a3

18 108.7583. @x15a6 (5542) 28:39:14. 870566 18.1.252.1 192,168.29.12 DHCP 306 DHCP Discover - Transaction ID 8x217c

12 0.020232 Bx15a8 (5544) 20:39:14, 891269 108.1,252.1 192,168, 20,12 DHCP 414 DHCP Request - Transaction 10 @x217c

Ethernet II, Src: a@:b4:39:21:92:3F (a0:b4:39:21:02:3f), Dst: Vmware_aB:0a:ed (00:50:56:a8:0a:e4)
Internet Protocol Version 4, Src: 18.1.251.1, Dst: 192.168.20.12
User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (0:01)
Hardware address length: &
Hops: 1
Transaction ID: @x@9881%a3
Seconds elapsed: @
» Bootp flags: OxB000, Broadcast flag (Broadcast)
Client IP address: 9.0.9.90 _
Your (client) IP address: 9.0.0.0 ____—» Relay Agent/Giaddr

FREE R

R

r
elay agent IP address: 18.1.251.1 |—
Client MAC address: Cisco_43:34:¢1 (fd:cfie2:43:34:c1)
Client hardware address padding: @08000000000000000800
Server host name not given
Boot file name not given
Magic cookie: DHCP
» Option: (53) DHCP Message Type (Discowver)
» Option: (57) Maximum DHCP Message Size
» Option: (61) Client identifier
» Option: (12) Host Name
» Option: (55) Parameter Request List
» Option: (6@) Vendor class identifier
v Option: (82) Agent Information Option
Length: 44 5
v Option 82 Suboption: (1) Agent Circuit ID __ﬂ_____._-.- Agen[ Circuit ID (VNl enooded)

Length: 12 P
l_q_ R
Agent Circuit ID: 0102000880902775010a0000 I»—'_’

+ Option 82 Suboption: (2] Agent Remote ID
» Option 82 Suboption: {151) VRF name/VEN ID
v Option 82 Suboption: (158) Link selection (Cisco proprietary)

Length: 4 R
|Llr|k selection (Cisco proprietary): 10.1.101.8 f___

¥ Option 82 Suboption: (152) Server ID Override (Cisco proprietary)
ength: 4

__y Link Selection (pool from which ip address should be assigned)

_—

_—» Server ID override (used for redirecting DHCP renew over relay)

I
—

RIPHEE

BIRG2E/EZF EMAIDHCP W A B K S M RRIE QB ENREFFENAELEER,
- EEEDHCPARBFAUEREEHQ2EARAN , BELIFMAARSFZHTEIEE (HlW
win2012r2 ) ,

ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82

ip dhcp relay information option <<< enables option 82
1

i p dhcp snooping vlan 101-102, 201- 202
i p dhcp snooping

!

vl an configuration 101

menber evpn-instance 101 vni 10101

!

interface Loopback101



vrf forwarding green

i p address 10.1.251.1 255. 255. 255. 255
!

interface VMl an101

vrf forwarding green

ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source is unique Loopback
i p address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
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Display Statistics...

' | New Scope...
b New Multicast Scope...

b o IP

Configure Failover...

Replicate Failover Scopes...

Define User Classes...
Define Vendor Classes...

Reconcile All Scopes...
Set Predefined Options...

View y

Refresh

Properties

Help
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New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Bacl || Next >

Cancel

ER—EEEEN2BNHER , AREET—F , WTEMAT.




Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: VIian101 Loopbacks [VNI10101]

Description: Vian101 Loopbacks [VNI10101]

ERPEORNIPHIER, FUHEHIP  BIKEZEH24 , BUNEFR , EARKRRIEPIR (REH
KAOTE ) o



IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: 0.1 .251. 1

End IP address: | 10 . 1 .251.254

—Configuration settings that propagate to DHCP Client

Length: 24 _l;'

Subnet mask: 20 .25.25. 0

PR EE, ERER , FRIFLIRI RS EIPH 4L,



Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:

||. S l

Excluded address range:

10.1.251.1t0 10.1.251.254 Remove

Subnet delay in milli second:
=T
| =

<Bad<|ﬂe)¢>

REMRAEMN (ARBSEK ) , MTEF



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.
Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| &5 [ o5 | o

BT AELEDHCPIEIE S| 8 , MDNS/WINS ( L RAIH BB ) .



Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
& No, | will corfigure these options [ater

RAERSE , M TEFR.



Activate Scope
Clients can obtain address leases only if a scope is activated. l

Do you want to activate this scope now?

¢ ¥es, | want to activate this scope now:

" No, | will activate this scope later

STAREE , T EFR.



New Scope Wizard

Completing the New Scope
Wizard

You have successfully completed the New Scope wizard.

To provide high availability for this scope. configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

< Back l Finish ‘l Cancel

..................................

BEEVEBRERE., B TARL2EFRRGERS N TEFF.
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New Superscope Wizard

Welcome to the New Superscope
Wizard

This wizard helps you create a superscope, which expands
the number of IP network addresses that you canusein a
network.

A superscope allows several distinct scopes to be logically
grouped under a single name.

To continue, click Next.

Next> || [ Cancel

ABRERATRRE-EEERNER  WTEMTR.



Superscope Name
You have to provide an identifying superscope name. |

Name: IVIan101 [VNI10101] superscope]

BERN BRSO ERSE,



Select Scopes
You create a superscope by building a collection of scopes.

Select one or more scopes from the list to add to the superscope.

Available scopes:
[10.1.251.0] Vian101 Loopbacks [VNI10101]

AN PR R TERRRRE o



New Superscope Wizard

The following superscope will be created:

- I-t..!-l-l-

Scopes included in this superscope:

Completing the New Superscope
Wizard

You have successfully completed the New Superscope

[10.1.251.0] Vlan101 Loopbacks [VNI10101]

To close this wizard, click Finish.

i#Z#ZENext , T BT R

< Back ' Finish || Cancel
./ N — —
BT 5 EIPH AL AIDHCPM, E—TARIWRENBEE. ... W TEMR.
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New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

Bacl Next > Cancel

EEREENBBNELR , WTEMR.



Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Wan101 DHCP scope [VNI10101]

Description: Vian101 DHCP scope [VNI10101]|

MBI | IEEEMIPHE A2 EARF F imAY A R ER MBS



IP Address Range
You define the scope address range by identifying a set of consecutive |P addresses. [

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start IP address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length: 24+

255.295.295. 0

et P B RR TR AR BB R IPb 3 ( EAHIHR10.1.101.1) |, MTEIFTR.



Add Exclusions and Delay
Exclusions are addresses or a range of addresses that are not distributed by the
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start IP address only.

Start |P address: End IP address:

(r- . . N

Excluded address range:

Address 10.1.101.1 Remove

EEMAFESR , M TEAR.



Lease Duration
The lease duration specifies how long a client can use an |P address from this scope. |

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:

| B | o | o

HE , B LAFEEDNS/WINS ( L RAIFBEB ) -



Configure DHCP Options
You have to configure the most common DHCP options before clients can use the f
scope.

When clients obtain an address, they are given DHCP options such as the IP
addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovenide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now
& No, | will corfigure these options [ater

TREE , T EFR.



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

..................................

< Back " Finish ‘l Cancel

..................................

BYME , MARMEIKK,

- EREEHP TR AREERRID [1]
- MREBEZEVLAN/VNI , BIAERE I BB EIPHbUFth F = EVLAN/VNIZ B K BB IPE E
(Y R AR St
. b &I fE FAVNIs 101017110102
REPHEE

ip dhcp relay information option vpn <<< add the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82
!
i p dhcp snooping vlan 101-102, 201- 202
i p dhcp snooping
!
vl an configuration 101
nenber evpn-instance 101 vni 10101
|
interface Loopbackl01l
vrf forwardi ng green
i p address 10.1.251.1 255. 255. 255. 255
!
interface Loopbackl02
vrf forwardi ng green
i p address 10. 1.251.2 255. 255. 255. 255



1

interface Vlanl01

vrf forwarding green

ip dhcp relay source-interface Loopbackl0l <<< DHCP relay source is unique Loopbackl01l
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

1

interface Vl1anl02

vrf forwarding green

ip dhcp relay source-interface Loopbackl02 <<< DHCP relay source is unique Loopbackl02
i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

File Action View Help
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Policy based IP Address and Option Assignment

This feature allows you to distribute configurable settings (IP address, DHCP options) to
clients based on certain condttions (g.g. vendor class, user class, MAC address, etc ).

This wizard will guide you setting up a new policy. Provide a name (e.g. VoIP Phone
Configuration Policy) and description (e.g. NTP Server option for VoIP Phones) for your
policy.

Policy Name: I\dan‘lm [VNI10101] Option 82

Description: IVIan1D1 [VNI10101] Option 82|

MEHRGE , WTEAR.



Configure Conditions for the policy

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

oApoIicywith conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or IP address ranges.

Conditions | Operator | Value

Remove

B A TRNESDFES M MEATR)E) , MTEF T



DHCP Policy Configuration Wizard

Specify a condition for the policy being configured. Select a criteria, operator
and values for the condition.

Relay Agent Information

Operator: |Equals

— Value (in hex)

" Relay Agent Information: I

(¢ Agent Circuit ID:  |010a

(" Agent Remote ID:

(" Subscriber ID:

[~ Prefix wildcard(")
v Append wildcard(®)

BERAMTEERLBFHHRA

FEWireshark® , A A& FIXE &% IDZ/4010a000800002775010a000 , Z{E RS EHY
00002775+ AL HI= 10101 HEAZFIFR ASVLAN 101E ERIVNI 10101),



v Option: (82) Agent Information Option
Length: 44

v Option 82 Suboption: (1) Agent Circuit ID
Length: 12

[Agent Circuit ID: 010a000800002775010a0000)|

» Option 82 Suboption: (2) Agent Remote ID
» Option 82 Suboption: (151) VRF name/VPN ID
v Option 82 Suboption: (150) Link selection (Cisco proprietary)

Length: 4
Link selection (Cisco proprietary): 10.1.101.0

v Option 82 Suboption: (152) Server ID Override (Cisco proprietary)
Length: 4

Server ID Override (Cisco proprietary): 10.1.101.1

VXLAN VNHY B ERRID FBIHZE U TR -

FRERNE RE BXIDRR EE VNI mod EiEE
1fzc4 1{zc# 1{zc# 1{uocil 4 fZocé 2z ocil 24 ok
01 0a 00 08 00002775 * *



Configure Conditions for the policy

A policy consists of one or more conditions and a set of configuration settings (options, IP
Address) that are distributed to the client. The DHCP server delivers these specffic
settings to clients that match these conditions.

oApoIicywiH'l conditions based on fully qualified domain name can have
configuration settings for DNS but not for options or |P address ranges.

Condttions Operator Value
Relay Agent Information - A... Equals 010A000800002775°

BB T S EIPHI ) IPHE, WREEELRE  8EEs Ry wE.



Configure settings for the policy

applied.

If the conditions specified in the policy match a client request, the settings will be @

A scope can be subdivided into multiple IP address ranges. Clients that match the conditions
defined in a policy will be issued an |IP Address from the specified range.

Configure the start and end |IP address for the range. The start and end |P addresses for the

range must be within the start and end |P addresses of the scope.

The cument scope |P address range is 10.1.101.1-10.1.101.254

If an IP address range is not configured for the policy, policy clients will be issued an IP

address from the scope range.
Do you want to configure an IP address range for the policy:

Start IPaddress: | 10. 1 .101. 1
End IP address: | 10 . 1 .101.254|

Percentage of IP address range: 100.0

% Yes

" No

88 v ATE I B BUE E R ¥EDHCPIETE |, M TN EFT R




Configure settings for the policy
If the conditions specified in the policy match a client request, the settings will be

applied.

Vendor class: DHCP Standard Options

Available Options " Description
[J 002 Time Offset UTC offset in seconds

[J 003 Router Amray of router addresses order

[J 004 Time Server  of time server addresses,
>

<

v

—Data entry
Long:
[0

EEER  WTERR.



A new policy will be created with the following properties. To configure DNS settings.,
view properties of the policy and click the DNS tab.

Name: Vian101 [VNI10101] Option 82
Description: Vian101 [VNI10101] Option 82

Condttions: OR of
Conditions Operator
Relay Agent Infformation - A... Equals

VARHMEEHNTEOUNEE , M TEMR.



& DHCP
4 5 WIN-BS529NARH1V.EVPNDHCPTEST.com
4 T IPv4
4 || Superscope VXLAN Fabric

b | Scope[10.1.101.0] VIan101 DHCP scope [VNI10101]
p || Scope[10.1.102.0] Vlan102 DHCP Scope [VNI10102]
b g >cope[10.1.251.0] Relay IP Loopbacks|
p | Scope[10.2.201.0] VIan201 DHCP scope [VNI10201]
b | | Scope[10.2.202.0] VIan202 DHCP scope [VNI10202]
-3 Server Options
| Policies

b % Filters

b i IPvE

ERRGIF , SEVTEPREHSVINEEFE A —EM —MIPHit | MAEHZEVNISVIEE
VTEPfE A — B —HIRE,

RPHEEE -
ip dhcp relay information option vpn <<< adds the VRF name/VPN ID to the option 82
ip dhcp relay information option <<< enables option 82

|
i p dhcp snooping vlan 101-102, 201- 202
i p dhcp snooping
|
vl an configuration 101
menber evpn-instance 101 vni 10101
!
interface Loopbackl01l
vrf forwarding green
i p address 10.1.251.1 255. 255. 255. 255
!
interface Vlanl01l
vrf forwarding green
ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source
i p address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server
!
interface Vlanl02
vrf forwarding green
ip dhcp relay source-interface Loopbackl01l <<< DHCP relay source
i p address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.12 <<< 192.168.20.12 - DHCP server

Windows Server 2016%: B

. Windows Server 20163 8121882 Fi®185 ( CiscoEH150 ) "HKEE, K EEREBLTDE
FAME— B PR IPb it HEIT IR IE, MEMEM Link selectiony FiRE , *MBEEELEE.
- BRIFEMARE —EhIPHuh  FRDHCPER SEEMERABTIE  T2HTEE,
WRBIERT TEEEEE BEMNAE,

RRE) P AE Pt Y P ISt |, 20N B P Ro



< DHCP
File Action View Help

e | 2@ E | A E

% DHCP
v 3 WIN-IC90QQIUTES.EVPNDHCPTEST2016.com

~ Display Statistics...

< | NewsScope..

New Multicast Scope...

Configure Failover...

Replicate Failover Scopes...

Define User Classes...

Define Vendor Classes...
Reconcile All Scopes...
Set Predefined Options...
View

Refresh

Properties

Help




iZ#ENext , M T EFF o

New Scope Wizard

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

To continue, click Next.

oo

L

Next >

REEZEFRENBBNRA , MTEMR.

Cancel




New Scope Wizard

Scope Name
You have to provide an identifying scope name. You also have the option of providing
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Relay ip pool

Description: Relay ip pool|

< Back Net> || = Cancel

BMARARIPHEN PR , T BT R



New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

—Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.

Start |P address: 0.1 . .25. 1

End IP address: 10 . 1 .251.254

—Configuration settings that propagate to DHCP Client

Length: [ 24+

Subnet mask: 255.255.255. 0

<Back | Met> ]| | Cance

WERSR R EE | LI EER TSR | O TEFR R




New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the @
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the |P address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

Start IP address: End IP address:
| | . . . | . . _ Add
Excluded address range:
10.1.251.1to 10.1.251.254 Remove
Subnet delay in milli second:
i |
| 0
<Back | Net> || Cancel

WA BUREEZEDNS/WINSE 5| B ( UL E IR BB ) |, t TER.



New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the @
scope.

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

The settings you select here are for this scope and ovemide settings configured in the
Server Options folder for this server.

Do you want to configure the DHCP options for this scope now?

" Yes, | want to configure these options now

(¢ No. | will configure these options later:

<Back [ Net> ||| Cancel

BIESER , M TEF T



New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specffic options (optional).
2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and
clicking on configure failover.

To close this wizard, click Finish.

< Back [ Finish Cancel

this pY S E IR O b i,

CETR, BUEFinft P EEPHuEH
. B—T AN 1EENew Scope , I T BEIFf T



¥ DHCP
File Action View Help

s H Bz HE Q@

g

<}

3 WIN-ICI0QQIUTES.EVPNDHCPTEST2016.com

Configure Failover...

Replicate Failover Scopes...

U Define User Classes...

Define Vendor Classes...

Reconcile All Scopes...

Set Predefined Options...

View >

Refresh
Export List...

Properties

Help

iZENext , I T EFR

* DHCP Contents of DHCP Server
@ Scope [10.1.251.0] Relay ip pool

v g lr S i
- Display Statistics... L Server Qptions
2| Policies
New Scope... (¥ Filters
: Mew Superscope...
_75 IF Mew Multicast Scope...

Status Description

** Active ™ Relay ip pool

Failov

New Scope Wizard

To continue, click Next.

Welcome to the New Scope
Wizard

This wizard helps you set up a scope for distributing IP
addresses to computers on your network.

Next Cancel

LT

BESSRVUBABNERA , WTEFRR.




New Scope Wizard

Scope Name

You have to provide an identifying scope name. You also have the option of providing @
a description.

Type a name and description for this scope. This information helps you quickly identify
how the scope is to be used on your network.

Name: Vian101 [VNI10101] pool

Description: Vian101 [VNI10101] pool|

< Back Net> |  Cancel

BMAERVIan101 R o EMIPH U 2R |, T BT R




New Scope Wizard

IP Address Range
You define the scope address range by identifying a set of consecutive IP addresses.

— Configuration settings for DHCP Server
Enter the range of addresses that the scope distributes.
Start |P address: 0.1 .101. 1

End IP address: 10 . 1 .101.254

— Configuration settings that propagate to DHCP Client

Length: 241

Subnet mask: 255.255.255. 0

<Back [ Net> ||| Cancel

REAER B HERRTERRMERAIP |, 2N T EFRo



New Scope Wizard

Add Exclusions and Delay

Exclusions are addresses or a range of addresses that are not distributed by the @
server. A delay is the time duration by which the server will delay the transmission of a

DHCPOFFER message.

Type the IP address range that you want to exclude. If you want to exclude a single
address, type an address in Start |P address only.

_Start IP address: _End IP address:

| | . .. | S Add
Excluded address range:

Address 10.1.101.1 Remove

Subnet delay in milli second:

| 0+

<Back | Next> Cancel

REMEARE , WTEAR.



New Scope Wizard

Lease Duration
The lease duration specifies how long a client can use an IP address from this scope.

Lease durations should typically be equal to the average time the computer is
connected to the same physical network. For mobile networks that consist mainly of
portable computers or dial-up clients, shorter lease durations can be useful.

Likewise, for a stable network that consists mainly of desktop computers at fixed
locations, longer lease durations are more appropriate.

Set the duration for scope leases when distributed by this server.
Limited to:

Days: Hours: Minutes:
| B | o [ o

< Back Net> || Cancel

WMEFR , WA LAEREDNS/WINSEFEE/N 5| B ( EAEF P BB ) .



New Scope Wizard

Configure DHCP Options

You have to configure the most common DHCP options before clients can use the
scope.

N

When clients obtain an address, they are given DHCP options such as the IP

addresses of routers (default gateways), DNS servers, and WINS settings for that
scope.

Server Options folder for this server.
Do you want to configure the DHCP options for this scope now?
" Yes, | want to configure these options now

(* iNo. | will configure these options later

The settings you select here are for this scope and ovemide settings configured in the

< Back Next >

Cancel

BIEFinishLASTEHERE , BT EATRo




New Scope Wizard

Completing the New Scope
Wizard
You have successfully completed the New Scope wizard.

Before clients can receive addresses you need to do the
following:

1. Add any scope specific options (optional).

2. Activate the scope.

To provide high availability for this scope, configure failover for
the newly added scope by right clicking on the scope and

clicking on configure failover.

To close this wizard, click Finish.

..................................

< Back . Finish Cancel

REESEFEIPHAL A , B R+ ANEMH T, HiRZFER F#EELink selection,

AL R, BEEMGEE , MBI

¥ DHCP

File Action View Help

e nmE R 2| HEER B
| DHCP

v F WIN-ICS0QQIUTES.EVPNDHCPTEST2016.com

| Scope [10.1.101.0] Vian101 [VNI10101] pool

v 3 IPv4
| Scope [10.1.102.0] Vian102 [VNI10102] pool
o Scope [10.1.251.0] Relay ip pool

3 Server Options
i Policies
T Filters

B IPv6

Linux DHCP{RIBR 8

Contents of DHCP Server Status Description

[7] Scope [10.1,102.0] VIan102 [VNIT0102] po... ** Active ** Vian102 [VNI10102] poel
] Scope [10.1.101.0] Vian101 [VNI10101] pool ™ Active ™ Vian101 [VNIT0101] pool
[ @5cope [10.1.251.0] Relay ip pool ** Active ** Relay ip pool

|3 Server Options

1] Policies

7| Filters

B®ELinux Lisc-dhcp-server B &,

- EXEPRIEES2, HER

REENEAREKERFRE, SNATURERERULANR



BERIDEAM T /E HBIS/ITEH ( MEEWIn2012FT N HBE ) . REFA/ERE , £H
82[5|tt B FEAAgentERIDEAER S B S,
- REEREREFERENRERETFREERT TRN,
FEARRBIH | ISCHEAREE A M Ubuntu Linux,

L HEDHCPAIR=S :

apt-get install isc-dhcp-server

EfEDHCPIR:S , #mEE/etc/dhcp/dhepd.conf, ( RHIFER T VimiRE:S )

vi m /et c/ dhcp/ dhcpd. conf

BERR (EHREREE) :

subnet 10.1.101.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.101.0; <<< suboption 82[5] definition

option routers 10.1.101. 1;
opti on subnet-mask 255.255. 255. 0;

range 10.1.101.16 10.1.101. 254,
}

subnet 10.1.102.0 netmask 255.255.255.0 {
option agent.link-selection 10.1.102.0; <<< suboption 82[5] definition

option routers 10.1.102.1;
opti on subnet-mask 255.255. 255. 0;

range 10.1.102.16 10.1.102. 254,
}

subnet 10.2.201.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.201.0; <<< suboption 82[5] definition

option routers 10.2.201. 1;
opti on subnet-mask 255.255. 255. 0;

range 10.2.201.16 10. 2. 201. 254;
}

subnet 10.2.202.0 netmask 255.255.255.0 {
option agent.link-selection 10.2.202.0; <<< suboption 82[5] definition

option routers 10.2.202.1;
opti on subnet-mask 255.255. 255. 0;

range 10.2.202.16 10. 2. 202. 254,

}
RPN
L EARIR —RTENF R,



1. DHCPE Fim{u R FVRFH , DHCPAIARZF M FE 3B AR VRFH

2. DHCPE Fimfu M FVRFH |, MDHCPRAREF LR E — @ F VRFH

3. DHCPE Finfu M FVRFH , MDHCPRARER LR T ERIEFVRFH

4. DHCPE Fim{u M FVRFH |, MDHCPRAIAR &R A IEFEEZIEVXLAN VRFH

ERBPEEL  XPERBEEREDHCPH M,
& i B R 1E i 5% 2/ DHCPEL B

ip dhcp relay information option <<< Enables insertion of option 82 into the packet
ip dhcp relay infornation option vpn <<< Enables insertion of vpn name/id to the packet - option

82[151]

FERERT , i#IE82Fi#ELink SelectionF1Server ID Override2 ERIEEM ( £ Bl A150%

152)

v Option: (82) Agent Information Option
Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID

vy yYyjvvyy

Option 82 Suboption: (150) Link selection (Cisco proprietary)

Option 82 Suboption: (152) Server ID Override (Cisco proprietary)

MRDHCPARES HAE AR AT EMECiscolB81E , £ LUSHERARERE,

ip dhcp compatibility suboption link-selection standard <<<

"Link Sel ection" suboption

ip dhcp compatibility suboption server-override standard <<< "Server |D Override" suboption

v Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID

vyvv|y]Z€vyy

Option 82 Suboption: (5) Link selection
Option 82 Suboption: (11) Server ID Override

VARV ENVLANBFADHCPESEE,

i p dhcp snooping vlan 101-102, 201-202
i p dhcp snoopi ng

& 7] LA F DHCP-relay source-interface 2 i3t fil & .

ip dhcp-relay source-interface Loopbackl01

gE  LUNZENEETEE (NEREXEESEMERE

) o



interface Vl anl01

vrf forwarding green

ip dhcp relay source-interface Loopbackl0l <<< DHCP source-interface
ip address 10.1.101.1 255.255.255.0

i p hel per-address 192. 168. 20. 20

BEME S O REEFEEIPESEb/WHEIPH i MIDHCP[EIRES.

Leaf-01#ping vrf green 192.168.20.20 source lol0l

Type escape sequence to abort.

Sending 5, 100-byte |ICWP Echos to 192.168.20.20, tinmeout is 2 seconds:
Packet sent with a source address of 10.1.251.1

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

ENHEEET , BEDHCPRIREAM MU, v UEIEIRE, FFimMARESMRE—E
VRFH :

interface Vl anl01
vrf forwarding green
ip dhcp relay source-interface Loopbackl01
ip address 10.1.101.1 255.255.255.0
ip helper-address 192.168.20.20 <<< DHCP server ip address

EFRMARSFJAVRFTRNVRFR (EAXRHF , FRFHETRA/EZE  ARFERA/ILE )

interface Vl anl01

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl01

ip address 10.1.101.1 255.255.255.0

ip helper-address vrf red 192.168.20.20 <<< DHCP server is reachable over vrf RED
end

VRFH Y& F i M £ 8 1% 5 B R (GRT) PR A AR 2R :

interface VI an101

vrf forwardi ng green

ip dhcp relay source-interface Loopbackl01

ip address 10.1.101.1 255.255.255.0

i p hel per-address global 192.168. 20. 20 <<< DHCP server is reachable over global routing table
end

B, ESRIEFTEIRIE R MR
DHCPEFik{ R FVRFH , DHCPA RN E3MFAERVRFFH

FIEEERT , GRTHFHLoORH IR, DHCPHESH RN EET 7T £ E MR E+

570 | VLAN10185% TIP DHCP relay source-interface Loopback0y E% , BEFRASHMEE.

ip dhcp-relay source-interface Loopback0 <<< DHCP relay source interface is Lo0
ip dhcp relay information option vpn <<< adds the vpn suboption to option 82
ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]
ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]
ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans
ip dhcp snooping <<< enables dhcp snooping globally



interface Loopback0

i p address 172.16. 255. 3 255. 255. 255. 255

ip ospf 1 area O

1

interface Vlanlo01l

vrf forwarding green

i p address 10.1.101.1 255.255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT
1

interface Vlanlo02

vrf forwarding green

i p dhcp relay source-interface LoopbackO

i p address 10.1.102.1 255.255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT
1

interface Vlan201
vrf forwarding red

ip dhcp relay source-interface LoopbackO

i p address 10.2.201.1 255.255.255.0

i p hel per-address global 192. 168. 20. 20 <<< DHCP is reachable over GRT

Rt , EAMERERSRC IP/DST IPE£RATEHN FEHEBBCGRTEEDHCPHEE RS,

¥R vlan101:



[ NON ] 7 dheg
A4 = ® RC Qe EF S5 QA QA E
[ibootp

Mo. delta ip.id Time Source Destination

' 16.255.3

4 v vYVYY

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)

10

0.0 (€

000000 BxBbb7 (35767)

2 A ATIAED AvOkkO 2ET7800 MAsMOEMA ETEATD

23:09:50.565098 172.
. ) 192.168

172 1& IEE 2

168.20

f el .

192. .20

1072 182 24 A

Ethernet II, Src: a@:b4:39:21:92:3f (a®:b4:39:21:92:3f), Dst: Vmware_aB:b8:b4 (00:50:56:a8:b8:b4)

|Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.28.28]

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

Message type: Boot Request (1)

Hardware type: Ethernet (@x@l)

Hardware address length: 6

Hops: 1

Transaction ID: @x@80007f3

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0

Your (client) IP address: 0.0.0.0

Next server IP address: 0.0.0.0

Relay agent IP address: 172.16.255.3

Client MAC address: Cisco_43:34:c1 (fd:cf:e2:43:34:¢1)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

v Option: (53) DHCP Message Type (Discover)
Length: 1
DHCP: Discover (1)
» Option: (57) Maximum DHCP Message Size
» Option: (61) Client identifier
» Option: (12) Host Name
» Option: (55) Parameter Request List
» Option: (60) Vendor class identifier
v Option: (82) Agent Information Option
Length: 44
» Option 82 Suboption: (1) Agent Circuit ID
» Option 82 Suboption: (2) Agent Remote ID
» Option 82 Suboption: (151) VRF name/VPN ID
v Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

. #RAVIan102:



» Frame 8: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
|p Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.2@|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000007f4
Seconds elapsed: @
» Bootp flags: @x8008, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:¢3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Uption 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vVvYvYYY

dvwyyw

HMVIan201 ( BAvrfile , TARZVLAN 1018 102894% & )



» Frame 19: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
[» Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Reguest (1)
Hardware type: Ethernet (0x01)
Hardware address length: 6
Hops: 1
Transaction ID: @x00008cch
Seconds elapsed: 0
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: ©.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 9.0.0.0
Relay agent IP address: 172.16.255.3
Client MAC address: Cisco_43:34:c4 (fd:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 Yy VVYVYYY

4y v v

#£Spine-01 L HEMN ER BN HER B RE-01:

Spine-01#sh mon cap TAC buff br | i DHCP

5401 4.402431 172.16.255.3 b F*R 192. 168. 20. 20 DHCP 396 DHCP Discover - Transaction |ID Ox1feb
5403 4.403134 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP Offer - Transaction |ID Ox1feb
5416 4.418117 172.16. 255.3 b~ F*R 192. 168. 20. 20 DHCP 414 DHCP Request - Transaction |ID Oxlfeb
5418 4.418608 192.168. 20. 20 b"F*R 172. 16. 255. 3 DHCP 362 DHCP ACK - Transaction |ID Ox1lfeb

O EBHRHDHCPER E 2R BEFMVXLANE ZRIP:

Spine-01l#sh mon cap TAC buff det | b Frame 5401:

Franme 5401: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits) on interface 0O
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.255.3, Dst: 192.168.20.20

<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<...skip...>

Dynamic Host Configuration Protocol (Discover)

<...skip...>



WHEN—ABEZRETUR/TENEFVRFEAARNPREIPHELY  MAESEFTRNVRFM 2
M BBRERBRR.

DHCPZ# F i MIDHCP A fR 2] R @ — @S VRFH

HEEERBAT , AFVRFFERFHEIPHUREER,

—

RPHEELE

ip dhcp relay information option vpn <<< adds the vpn suboption to option 82
ip dhcp relay information option <<< enables DHCP option 82

ip dhcp compatibility suboption link-selection standard <<< switch to standard option 82[5]
ip dhcp compatibility suboption server-override standard <<< switch to standard option 82[11]
ip dhcp snooping vlan 101-102,201-202 <<< enables dhcp snooping for vlans
ip dhcp snooping <<< enables dhcp snooping globally
1

interface Loopbackl01l
vrf forwarding green

ip address 10.1.251.1 255. 255. 255. 255

1

interface Vl1anl01l

vrf forwarding green

i p dhcp relay source-interface Loopbackl01

i p address 10.1.101.1 255.255.255.0

ip helper-address 192.168.20.20 <<< DHCP is reachable over vrf green

1

interface Vl1anl02

vrf forwarding green

i p dhcp relay source-interface Loopbackl01

i p address 10.1.102.1 255.255.255.0

ip helper-address 192.168.20.20 <<< DHCP is reachable over vrf green

¥R vlan101:



4 vV Vv VI

Frame 1: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)

Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)

lInternet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|

User Datagram Protocol, Src Port: 67, Dst Port: 67
Bootstrap Protocol (Discover)

4 vy vyyYy vy vy

>

Message type: Boot Request (1)

Hardware type: Ethernet (0x01)

Hardware address length: 6

Hops: 1

Transaction ID: 0x@000016¢cc

Seconds elapsed: @

Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 9.0.0.0

Your (client) IP address: 0.0.0.9

Next server IP address: 0.0.0.0

Relay agent IP address: 10.1.251.1

Client MAC address: Cisco_43:34:cl (f4:cf:e2:43:34:c1)
Client hardware address padding: 00000000000000000000
Server host name not given

Boot file name not given

Magic cookie: DHCP

Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size

Option: (61) Client identifier

Option: (12) Host Name

Option: (55) Parameter Request List

Option: (6@8) Vendor class identifier

Option: (82) Agent Information Option

Length: 44

Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID

4qv v ¥

Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.101.0

» Option 82 Suboption: (11) Server ID Override
Option: (255) End

¥R vlan102:



» Frame 5: 396 bytes on wire (3168 bits), 396 bytes captured (3168 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x@1)
Hardware address length: 6
Hops: 1
Transaction ID: @x000016cd
Seconds elapsed: @
» Bootp flags: 8x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: ©.0.0.0
Next server IP address: 0.0.0.9
Relay agent IP address: 10.1.251.1
Client MAC address: Cisco_43:34:c3 (fd:cf:e2:43:34:c3)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (60) Vendor class identifier
Length: 8
Vendor class identifier: ciscopnp
v Option: (82) Agent Information Option
Length: 44
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.1.102.0
» Option 82 Suboption: (11) Server ID Override
v Option: (255) End
Option End: 255

4 vy vyvYyYVvYYy

4q|vy v Vv

REB-VFKE-0INHENERTHE

Spine-01#sh monitor capture TAC buffer brief | i DHCP

2 4.287466 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 446 DHCP Di scover - Transaction | D 0x1894
3 4.288258 192.168.20.20 b F*R 10.1.251.1 DHCP 412 DHCP Ofer - Transaction | D 0x1894

4 4.307550 10.1.251.1 b "F*R 192. 168. 20. 20 DHCP 464 DHCP Request - Transaction |D 0x1894
5 4.308385 192.168. 20. 20 b F*R 10.1.251.1 DHCP 412 DHCP ACK - Transaction | D 0x1894

B RIDHCPER B ERVXLANS £ ¢

Frame 2: 446 bytes on wire (3568 bits), 446 bytes captured (3568 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:0d4:92:b2:e4
(7c:21:0d4:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>



Vi rtual
Fl ags:
0...

. 000 . 000 0.00 .000

1...

eXtensi bl e Local Area Network

0x0800, VXLAN Network 1D (VN)

GBP Extension: Not defined
Don't Learn: False

VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

.0..

0

Goup Policy ID: 0
VXLAN Network Identifier (VNI): 50901 <<<<<<<<<<<< L3VNI for VRF green
Reserved: 0

<--- Inner header started --->

Ethernet II, Src: 10:b3:d45:6a:00:00 (10:b3:45:6a:00:00),
(7c:21:0d4:bd:27:48)

<...skip...>

Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20
<...skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67
<...skip...>

Dynamic Host Configuration Protocol (Discover)
<...skip...>

—{E#1 5 P HDHCP% FikVRF M 5 — @ S VRFH 8y DHCP A R 2%

EARRGD  BEBAVTLE | ARSAVTERE,
EWMEREE -

Dst: 7c:21:0d:bd:27:48

- RIFF PRy Ay PR IPIG AL B RS AR IR | 1T 8 e R
- FERIARES VIR R B P IP ( ELUARIEE — ISR THGRTATMAVIRE )

HRXEAEEFIRVRFETEERHRR , ALREFE _ELEEHE,

REHEE

ip dhcp relay information option vpn

ip dhcp relay information option

ip dhcp compatibility suboption link-selection standard
ip dhcp compatibility suboption server-override standard
ip dhcp snooping vlan 101-102,201-202

ip dhcp snooping

interface Loopbackl01l
vrf forwardi ng green
ip address 10.1.251.1 255. 255. 255. 255

interface Vlan201

vrf forwarding red

ip dhcp relay source-interface Loopbackl101
ip address 10.2.201.1 255.255.255.0

i p hel per-address vrf green 192.168. 20. 20

¥ vlan201:

<<< adds the vpn suboption to option 82
<<< enables DHCP option 82

<<< switch to standard option 82[5]

<<< switch to standard option 82[11]
<<< enables dhcp snooping for vlans

<<< enables dhcp snooping globally

<<< DHCP is reachable over vrf green



» Frame 7: 394 bytes on wire (3152 bits), 394 bytes captured (3152 bits)
» Ethernet II, Src: a@:b4:39:21:92:3f (a@:b4:39:21:92:3f), Dst: Vmware_a8:b8:b4 (00:50:56:a8:b8:b4)
» |Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20|
» User Datagram Protocol, Src Port: 67, Dst Port: 67
v Bootstrap Protocol (Discover)
Message type: Boot Request (1)
Hardware type: Ethernet (@x01)
Hardware address length: 6
Hops: 1
Transaction ID: 0x000016ce
Seconds elapsed: ©
» Bootp flags: @x8000, Broadcast flag (Broadcast)
Client IP address: 0.0.0.0
Your (client) IP address: 0.0.0.0
Next server IP address: 0.0.0.0
Relay agent IP address: 18.1.251.1
Client MAC address: Cisco_43:34:c4 (f4:cf:e2:43:34:c4)
Client hardware address padding: 00000000000000000000
Server host name not given
Boot file name not given
Magic cookie: DHCP
Option: (53) DHCP Message Type (Discover)
Option: (57) Maximum DHCP Message Size
Option: (61) Client identifier
Option: (12) Host Name
Option: (55) Parameter Request List
Option: (6@) Vendor class identifier
Option: (82) Agent Information Option
Length: 42
Option 82 Suboption: (1) Agent Circuit ID
Option 82 Suboption: (2) Agent Remote ID
Option 82 Suboption: (151) VRF name/VPN ID
Option 82 Suboption: (5) Link selection
Length: 4
Link selection: 10.2.201.0
» Option 82 Suboption: (11) Server ID Override
» Option: (255) End

4 vy Y VYVYVYY

4dq|v v ¥

Spine-01F|Leaf-01 M E LW E R THE :

Spine-01#sh mon cap TAC buff br | i DHCP

2 0.168829 10.1.251.1 b F"R 192.168. 20. 20 DHCP 444 DHCP Di scover - Transaction | D 0x10db
3 0.169450 192.168.20.20 b"F*R 10.1.251.1 DHCP 410 DHCP Ofer - Transaction |ID 0x10db

4 0.933121 10.1.251.1 b"F*R 192. 168. 20. 20 DHCP 462 DHCP Request - Transaction | D 0x10db
5 0.933970 192.168.20.20 b"F R 10.1.251.1 DHCP 410 DHCP ACK - Transaction | D 0x10db

EAXREHIF | OPHEHTERAVIXLANEZ,

Frame 2: 446 bytes on wire (3552 bits), 444 bytes captured (3552 bits) on interface 0
<...skip...>

[Protocols in frame: eth:ethertype:ip:udp:vxlan:eth:ethertype:ip:udp:dhcpl]

Ethernet II, Src: 10:b3:d5:6a:8f:e4 (10:b3:d5:6a:8f:e4), Dst: 7c:21:04:92:b2:e4
(7c¢:21:04:92:b2:e4)

<...skip...>

Internet Protocol Version 4, Src: 172.16.254.3, Dst: 172.16.254.5 <<< VTEP IP addresses
<...skip...>

User Datagram Protocol, Src Port: 65283, Dst Port: 4789

<...skip...>

Virtual eXtensible Local Area Network

Fl ags: 0x0800, VXLAN Network 1D (VNI)

0... .... .... .... = GBP Extension: Not defined



. 000 . 000 0.00 .000

Don't Learn: False

VXLAN Network ID (VNI): True
Policy Applied: False
Reserved(R): 0x0000

©
I

1...

0

Goup Policy ID: 0

VXLAN Network Identifier (VNI): 50901

Reserved: 0

<--- Inner header started --->

Ethernet II, Src: 10:b3:d45:6a:00:00 (10:b3:45:6a:00:00),
(7c:21:0d4:bd:27:48)

<..

.skip...>

<<< L3VNI for VRF green

Dst: 7c:21:0d:bd:27:48

Internet Protocol Version 4, Src: 10.1.251.1, Dst: 192.168.20.20

<..

.skip...>

User Datagram Protocol, Src Port: 67, Dst Port: 67

<..

.skip...>

Dynamic Host Configuration Protocol (Discover)

<..

.skip...>

— &85 I DHCPE FisVRFH % —E3EVXLAN VRFH I DHCP{A AR &S

EERF LE—EEEBELC, FEERER , HEREVXLANEE — fIPHEM ( MPLS/GRE/&

)

,BREEAERRMEEN,

EARES  BEBAVLE | FARSAVHRE,
EMEEE

- FRIPVAE Fimvrfh WE BB HRRIE , (M8 nE
- Relay IPTERIAR=RVITR ( EERE —EER THGRTHMITRIRE )

HRXEXREBEFRVRFETEERBARRE , ALREF_BH EEHE,

RIPHEE

ip dhcp relay information option vpn

ip dhcp relay information option

ip dhcp compatibility suboption link-selection standard
ip dhcp compatibility suboption server-override standard

ip
ip
!

dhcp snooping vlan 101-102,201-202
dhcp snooping

interface Loopbackl01l
vrf forwardi ng green

ip
!

address 10.1.251.1 255. 255. 255. 255

interface Vlan201
vrf forwarding red

ip
ip
ip

dhcp relay source-interface Loopbackl101
address 10.2.201.1 255.255.255.0
hel per-address vrf green 192. 168. 20. 20

R

. RFC 3046
. RFC 3527
. https://docs.microsoft.com

- BifirZ BB ¢ - Cisco Systems

<<< adds the vpn suboption to option 82
<<< enables DHCP option 82

<<< switch to standard option 82[5]

<<< switch to standard option 82[11]
<<< enable dhcp snooping for vlans

<<< enable dhcp snooping globally

<<< DHCP is reachable over vrf green


https://datatracker.ietf.org/doc/html/rfc3046
https://datatracker.ietf.org/doc/html/rfc3527
https://docs.microsoft.com/en-us/windows-server/networking/technologies/dhcp/dhcp-subnet-options
https://www.cisco.com/c/zh_tw/support/index.html
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