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+ Catalyst 9200
+ Catalyst 9300
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N opiE - prEERNESRTERRERERANSS  WEERMENTA LRAELILE,

ANHFHEFRRBEREEREREANKEREY. XPEAINMBEREETREHER (AR
) AAREREE) . MRIEHEEEFT , FEARECERAEMES TRERNIZE,



BEREM
FERLEERT , Catalyst 90000 #EEE SArommonBiE) , B XL A TEM Cisco IOS®H
MG RELFHPIEHEERBEINUAHTERERSRER , BREASRRETEEATA,

1R Rswitch: fFF TR RE B E R rommon/bootloadertix, I EHABRRNEBH—IBERNREREEEE
o EMBUAIRENTE |, BER REEH M witch: B

switch: ?

alias Set and display aliases command

boot Load and boot an executable image

cat Concatenate (type) file(s)

copy Copy a file

date Show or Set system date

delete delete file(s)

dir List files in directories

dns-Tookup Send DNS standard query packets
emergency-install Initiate Disaster Recovery

help Present Tist of available commands
history Monitor command history

md5 Compute MD5 checksum of a file

mkdir Create directory(ies)

meminfo Main memory information

net-show Display current network configuration
ping Send ICMP ECHO_REQUEST packets to a network host
rename Rename a file/directory

reset Reset the system

rmdir delete directory(ies)

set Set or display environment variables
unalias Unset an alias

unset Unset one or more environment variables
version Display boot loader version

HEFAEE H A SRR ED SR 2R YR IR
STA = EEE -

1. RREGERBERR TP IERRE,
2. 118 TGTP 5 USB E#HH#.
3. RRRE (HRFERBRMIATEREERRR )

BE 1 {EFERNRAGCRERERRENEREH
FERAERBER ( ERBERBEAZR/rommon B ) HREEERERRRTIEFEHETE

M FRMERE , ARRNSR, IRIBB[RIEABRFER  AENRETREELERNR
&, FBEMAERE28GRIRS , MARUEER,



S AT dir flash: B o
TR EEMBEEREENED — KRBT, WEEENT -
- BHAMCatalyst 90000 R FI MBS T BB nin — M BRIGHE ( UERBREERT ) . LERT

BRA cat9k_iosxe_

.SPA .bin

N WE : Catalyst 9200 % 55 B8 4 4 F B2 E 19300, 9400, 9500F19600FK 5358
FRMERBG, Catalyst 92007 55T = (M B 1R = 2 BB BB

cat9k_lite iosxe...SPA.bin

« TRBRE(oER , EELRMEBEFESERTRINEN. ERBIERER , &
ELARFRALEERTHEExERT()ER,

N i AEEAEREWES E (BRAEHEASEANZEER ) cANEREZR, £X
weRitl e | FAMEXSALHERNE, MAEMAFE , StackWise Virtual BECH %A%
KEAHIT. ERTFEshow verson{T 8 Texec AR TE FJ R ERX M B BRI REEER .

AR iR RFAREEHESRAAEREH

<#root>
switch:

dir flash:

<snip>

cat 9k_i osxe. 16.12. 04. SPA. bin

REEREF R oW ERN RO, (T—TRAVNMRITELHBEUREIER, )

<#root>
switch:
dir flash:

<snip>

14464008 -rw cat9k-cc_srdriver. 16.12. 04. SPA. pkg
89134084 -rw cat9k-espbase. 16. 12. 04. SPA. pkg
1684484 -rw cat 9k-guestshel | . 16. 12. 04. SPA. pkg
531063808 -rw cat 9k-rpbase. 16. 12. 04. SPA. pkg
41799673 -rw cat 9k-rpboot. 16. 12. 04. SPA. pkg



31478788 -rw cat 9k-si pbase. 16. 12. 04. SPA. pkg

60392448 -rw cat 9k-si pspa. 16. 12. 04. SPA. pkg

23217156 -rw cat9k-srdriver.16.12. 04. SPA. pkg

7560 -rw packages. conf <-- .conf file calls a group of packages
12907520 -rw cat 9k-webui . 16. 12. 04. SPA. pkg

9216 -rw cat9k-w c. 16. 12. 04. SPA. pkg

S0 20 MBLRBUBRE | oL AERBTRB S E EROBBHBE, JHRIWHB LY
THRRRBDRAR R TR o KB W RET ER,

ERBLARTEERRANCER P IENRBEIMEERENER , FRHAENR T E EE S ca flan:
.conf

B OABEEES, HEEBERT | SIEUE T pkegestte
N HE . AR EEEN DS B o R T e con SOBRE TAA R BT RN ES.

Y X A Bipackagescont | IR ER P ERREPFTERLE (RBEE ) BRI REENRBEERS

<#froot>
switch:

cat flash: packages. conf

#! /usr/binos/bin/packages_conf.sh

shalsum: fb7ea5ea75a0cbfl4ce8lcecfll0e5a6d526df86

# shalsum above - used to verify that this file is not corrupted.

#

# package.conf: provisioned software file for build 2020-07-09_21.53
#

# NOTE: Editing this file by hand is not recommended.

<snip>
# This is for CAT9k

boot rp 0 O rp_boot cat9k-rpboot.16.12. 04. SPA pkg <-- package files are for version 16.12.4
iso rp 0 O rp_base cat 9k-rpbase. 16. 12. 04. SPA. pkg
iso rp 0 O rp_daenons cat 9k-r pbase. 16. 12. 04. SPA. pkg

isorp 0 O rp_iosd cat9k-rpbase. 16. 12. 04. SPA. pkg



isorp 0 O rp_security cat9k-rpbase. 16. 12. 04. SPA. pkg

isorp 0O rp wc cat9k-w c. 16. 12. 04. SPA. pkg

isorp 0 O rp_webui cat9k-webui.16. 12. 04. SPA. pkg

isorp O O srdriver cat9k-srdriver. 16.12. 04. SPA pkg

iso rp 0 0 guestshell cat9k-guestshell. 16.12.04. SPA. pkg

<snip>

S EB3. 3 o5 S boot flash:

.bin
ﬁEﬁIEfE<bootflash:

.conf

filename>MI S o

<ttroot>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf
HRBHHRHBRHHRHARRRHRAARBRRHRRRBRRRRR BRI BRRARRRER R AR R R RHHE . . <Snip>

EIE 2:1¢ USB/TFTP & 3254

AEFFREAEA USB BES TR TFTP fRBREF MM E A 88/rommon 12 RELE) Catalyst 9000 R 5l X #2
ENER, EHARF , RE[ETHBHEAZHER, RRBFTFEHERBPNERERIIRER
BRERRRK , BREETELEH, RNBRBR , RRBEEE L ARHEEREREMREARE
B, IRECFEFAHARERER K BFERVIRBEAEHENRERIEES | FEHEE 3 PRHA
H S ER,

HER 1. #& cisco.com T & Catalyst 9000 R H#ZZEE ( E8H : caok ioxe16.124bin ) o 7O FHEALRY
SHEMESMDS)MEE |, HUEFER,



SER2 A T HMN R EE@EUSBIREIFCIB B EE B B TFTP A AR SR

B 3a. (PR USB ) #§ USB FE BB IE AR IRET. BT Ddir usbflasho: SRR B W R EFEAIAE

E 38

<#froot>
switch:

di r usbfl ashO:

Size Attributes Name

SR 3b. (ERTFTP ) EFATFTP , BABRTEEE |, LEXRE T LI ERETFTPHEAREFH A
P8R L8R,

£ fset?k E b ot

switch: set IP_ADDRESS 192.168.1.2

55 etz E F B

switch: set IP_SUBNET_MASK 255.255.255.0

fiE FsetzR ETARRAE

switch: set DEFAULT_GATEWAY 192.168.1.1

£ A ping RIS TFTP A AR 2R AV EAR

switch: ping 192.168.1.10
Pinging 192.168.1.10, 4 time(s), with packet-size 16
service type : 0



total length : 9216 bytes
identification : 56580
fragmentation : 0

time to live : 254
protocol : 1

source : 192.168.1.2
destination : 192.168.1.10
<snip>

S ERA F FbootfE TF TP R Eh AR 15 TR usbfiasho:

<#root>
switch:

boot tftp://192.168. 1.10/ cat 9k_i osxe. 16. 12. 04. SPA. bi n

boot: attempting to boot from [tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin]
h/w (environment):

mac : aa:bb:cc:dd:ee:ff
n/w (environment):
ip : 192.168.1.2
mask : 255.255.255.0
gateway : 192.168.1.1
h/w:
interface : ethO (Ethernet)
mac : aa:bb:cc:dd:ee:ff
n/w (ip v4):
ip : 192.168.1.2
mask : 255.255.255.0
route(s) : 0.0.0.0 -> 192.168.1.0/255.255.255.0
n/w (ip v6):
ip(s) : FE80::1234:5678:9123:4567/64
1 2001:111:2222:333:4444:5555:6666:7777/64
route(s) : :: -> 2001:111:2222:333::/64
1 -> FE80::/64
: FE80::999:8888:7777:6666 -> ::/
tftp v4:
server : 192.168.1.10
file : cat9k_iosxe.16.12.04.SPA.bin

blocksize : 1460
rrrrrrrerrrrrrrrrrrrrnd

<snip>

218 3.8 emergency-install & E
emergency-installBRE AT B ERERE XN TREIREE , LFFMENEBRIRTESERMEREE

REBH  HEETFELEARIEXATRE  RRER[/ZEER, ERARIRETE , X
BES—XCIBRBBSER ERNKEBIER, KESREERNSI S,

AN 5% S ESBEEsERREDEERR. CAXNNAERETHEEESETER,



N W Catalyst 9200 RFIRMBTR X ER AR,

FRAEELHRG(bin)ERABBTFTPRUSBA . MEFMER , FSEER2NTR1E
JHEARIEEHUSB/TFTPEERE .

SR RN TRIRATERMRES ZE LEEHETHIREERdr <o,
REEREREcisco.comTHNKBERGESER , UBTERNBERBE.

<tfroot>
switch:

dir sda9:

Size Attributes Name

21656489 -rw-

cat 9k-recovery. SSA. bin <-- Recovery |nage

SR FRETHBBRAEZ Eenergency-ingall
BEX, kTR CRAEERERRRE , UKERERITHIH, BEEFTK.

<#root>
switch:

emergency-install tftp://192.168.1.10/cat9k_i osxe. 16. 12. 04. SPA. bi n

WARNING: The system partition (bootflash:) can be erased during the system recovery install process.
Are you sure you want to proceed? [y] y/n [n]: vy

Starting system recovery (tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin)

boot: attempting to boot from [sda9:cat9k-recovery.SSA.bin]

boot: reading file cat9k-recovery.SSA.bin

HHHHHRRHHAHHHRRRAA AR

<snip>
Downloading bundle tftp://192.168.1.10/cat9k_iosxe.16.12.04.SPA.bin...
curl_vrf=2

% Total % Received % Xferd Average Speed Time Time Time Current

Dload Upload Total Spent Left Speed
100 768M 100 768M O 0 5522k 0 0:02:22 0:02:22 --:--:-- 7646k
<snip>

Preparing flash....

Flash filesystem unmounted successfully /dev/sda3
Syncing device....

Emergency Install successful... Rebooting



can reboot now

55%4.5'51’52253.[1«}{55@Faﬁ%ﬁ)\%ﬁ/rommonﬁ(wtchz)ﬁﬁo %;l?j_-j:lé‘%o boot flash: packages.conf

<#root>
switch:

boot fl ash: packages. conf

boot: attempting to boot from [flash:packages.conf]
boot: reading file packages.conf

#

HARHHHRHHRHBHRHRHHH AR AR AR HRHH

1R 2 B W5 AR B HY SR

EMEZHRBRBEOIEY , TUZBRBBEE, E5IERABRXNRERAPRABEHUEBsatup-
config@?%ﬂéﬁ%ﬁgg"ﬂo



Mz : == AR Catalyst 9400 ik ( MEEESIZ ) L | ITEBIRER , LAE
BECZHMBREEIEESIZ, B8, T EBISupervisorBIA R BEE, BEBEEE
BB ZE% , B LUE A EBISupervisor , '© AI LA ESupervisori2 BN E B il B o

T B A B8 (switch) R R B | AT A5 SWITCH_IGNORE_STARTUP_CFG=1%0

<#froot>

swi tch: SW TCH_ | GNORE_STARTUP_CFG=1

{# Fibooti&Eif Options to Boot a Switch Out of the Bootloader— &I fh iR Y 554 5| B3 i,

RiRFAME | B MERRRENRIRSE | BB REIREIE R R B R E copy: startup-config
ﬁ"\ﬂ%o ﬁ%%gﬁﬂﬁﬁ?ﬁ%fﬁ ) EﬁﬁﬁTﬁﬂjﬁﬁﬂﬁnowqem ignor e startupconfig switch allwrite
memory s , BAJEFF 3T HABETE A5 2R B B By A R D L (B execo



,& xE ﬂﬂ%l@)ﬁﬁﬁﬂj*ﬂ no system ignore startupconfig switch dlEUﬁwritemmoryﬁ%ﬁ%Eﬂ%%E%ﬁﬁ
ARRBBERAEEE,

BB S 1R IR S E M
ELERATHRBEF L FRAMBARE  JRETESERHERAR.
ZHERACLABBRE.

S

<{froot>
The

passwor d-recovery nmechani sm has been triggered, but

is currently disabled

. Access to the boot Toader prompt

through the password-recovery mechanism is disallowed at
this point. However, if you agree to let the system be
reset back to the default system configuration, access
to the boot loader prompt can still be allowed.

Would you Tike to reset the system back to the default configuration (y/n)?
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