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HREEDMZ

ERMAEES , BRMERT —EDMZBE , EPMAKHAREEAS B[RS : server_dmz1#
server_dmz2, S [ AREFEXBABFNAIE FiReARE , S BFFEHTTPERERNREIR A AP
RADIUSal Bk 85 (CiscoSecure ACS for UNIX)#E1T S 1 5aE. RIMABEBRIRELAERTIB
BB AfE. TERBTRARTES , SEEANRILA R,

¥ 3: E@EDMZEA R
promiscuous ports
A\
=i 1721665193\ \\« 1721665201 L0, e 6 10
; } 5 _ 3.1"’*'." - .:Eué‘jEE iand ; 256 10
.-"I rterma router 3'[4 I" 310 external router
| ,g'y ::\"x
maemndaw ports
SAL Sereer Q
172161719
Server_dmzi Server_dmz_2

1721665199 1721665202

DT BEEBENEPVLANNEKE 258, Catalyst 6500 HEDMZH HIL23Z #2858 .
. Server_dmz_1E#EF#£3/9
. Server_dmz_ 2iEiRF#E3/10
- AP HESELRFIE3/34

- S\EBEE B RS E AR T HE3/35
FFHEE T BUTVLAN:

- MREEVLAN
- 422 FREEVLAN

EAVLANE B

LT BB R EMEEIE EAYPVLAN,

ecomm 6500-2 (enabl e) set vlan 41 pvlan primary



VTP advertisenments transmitting tenporarily stopped
and will resune after the conmand finishes.
VI an 41 configuration successfu

ecomm 6500-2 (enabl e) sh pvlan

Primary Secondary Secondary- Type Ports

41 - -

ecomm 6500-2 (enabl e) set vlan 42 pvlan isolated

VTP advertisenments transmitting tenporarily stopped

and will resune after the conmand finishes.

VI an 42 configuration successfu

ecomm 6500-2 (enabl e) set pvlan 41 42 3/9-10

Successfully set the following ports to Private VIan 41,42
3/9-10

ecomm 6500-2 (enabl e) set pvlan mapping 41 42 3/35
Successful ly set nmappi ng between 41 and 42 on 3/35
ecomm 6500-2 (enabl e) set pvlan mapping 41 42 3/34
Successful ly set nmappi ng between 41 and 42 on 3/ 34

Port Name St at us VI an Dupl ex Speed Type

3/9 server_dnzl connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 10 server_dne2 connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 34 to_6500_1 connect ed 41 auto auto 10/100BaseTX
3/ 35 external _router_dm connected 41 a-half a-10 10/ 100BaseTX
FEVLANEHVACLES &

AEHRIESDMZHNEZEHZEBEE, MVACLAPVLANK B HRE G| —&rmd , BEN6EARESER ™
ETRENEHEIVLANS B AR —ERE#VLAN , HEBENAUYUERAEES L REEBEEBHA. R
AR[EAEEEA , ARPVLANHERE , eMEEEL2ETERA. NRARFZIIHNE 6 RiE
WAREUMHEFRNAREEAIRARFINASIEE , IARESEERERBER —F/ , MK

EPVLANK iR,

Hit , EEFEAUTREEEEVLAN (EERBRBAIFZHRENVLAN ) EBEVACL:

SEFFIRIP A BR H2RIPRYR &
- EBIRIPH B FIPHEDMZ F RN RE
- REFFBESRE

econm 6500-2 (enable) sh sec acl info protect_pvlan
set security acl ip protect_pvlan

1. permit ip host 172.16.65.193 any

2. permit ip host 172.16.65.201 any

3. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15
4. permt ip any any

econm 6500-2 (enable) sh sec acl
ACL Type VLANS

protect_pvl an 1P 41

WACLT ¥ EMMRREKNRE ; BRI FF LR B[Rz

B=
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M REE A LTI R A A REREIEER |, flficmpEE @ HicmpHEEFH .

HBIVLAN EVACLECE
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LU E BRSNS MARREVACLLIB B AR LKA RE, BBEBEIVACL , RIFEER
LTER&:

- AT 1EfA AR 2% ping( /2 FFecho)
- B lkechoFE & Bt B (7] AR BF
- RFFRBEAZBHHTTPER
. #ZFRADIUSERS ( UDP121645 ) FISCHE ( UDP#1646 ) il
. R DNS# & ( UDP#53 )
IR F948 00 1L HERMI R IE

RoBmME  BABRKRERARSFRRLAUTER

- ARFBIAEERBARE
°{QHE§§_IE&”& J E&uwsa

i I Catalyst 650089 Supervisor 1HIPFCHYIEBRERFT , RIFATRIERicmpH R, RERRERREA
ICMPHERFIEIFERIZEMR , EERBERT , BRYRTARRALE B, Hit , MR EHIECERE
BB R ARES | 1§Mﬁﬂﬁﬁﬁﬁﬁﬁdeny icmp any fragment{T# 75X E-

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out deny icmp any any fragment

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit icmp host 172.16.65.199 any echo
ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit icmp host 172.16.65.202 any echo
ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit tcp host 172.16.65.199 eq 80 any
established

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit tcp host 172.16.65.202 eq 80 any
established

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.199

eq 1645 host 172.16.171.9 eq 1645

ecomm 6500-2 (enabl e) Sset sec acl ip dmz_servers_out permit udp host 172.16.65.202

eq 1645 host 172.16.171.9 eq 1645

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.199

eq 1646 host 172.16.171.9 eq 1646

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.202

eq 1646 host 172.16.171.9 eq 1646

ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.199 any eq 53
ecomm 6500-2 (enabl e) set sec acl ip dmz_servers_out permit udp host 172.16.65.202 any eq 53

ecomm 6500-2 (enable) Commit sec acl all
ecomm 6500-2 (enabl e) Set sec acl map dmz_servers_out 42

ecomm 6500-2 (enabl e) sh sec acl

ACL Type VLANS
protect_pvl an 1P 41
dnz_servers_out IP 42

ecomm 6500-2 (enable) sh sec acl info dmz_servers_out

set security acl ip dnz_servers_out

deny icnp any any fragnment

permt icnp host 172.16.65.199 any echo

permt icnp host 172.16.65.202 any echo

permt tcp host 172.16.65.199 eq 80 any established

permt tcp host 172.16.65.202 eq 80 any established

perm t udp host 172.16.65.199 eq 1645 host 172.16.171.9 eq 1645
perm t udp host 172.16.65.202 eq 1645 host 172.16.171.9 eq 1645
perm t udp host 172.16.65.199 eq 1646 host 172.16.171.9 eq 1646

N AWODE



9. permit udp host 172.16.65.202 eq 1646 host 172.16.171.9 eq 1646
10. permt udp host 172.16.65.199 any eq 53
11. permt udp host 172.16.65.202 any eq 53

RAIBE

ECEEEAREAVACLHPVLANE: | BB T, HORGERERE R &8 1IN 058 H 2=ping
EP B F 25 A fa] AR 27

external _router#ping 172.16.65.193
Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.65.193, tinmeout is 2 seconds:
(NN

external _router#ping 172.16.65.202

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.65.202, tinmeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns
external _router#ping 172.16.65.199

Type escape sequence to abort.

Sending 5, 100-byte |ICMP Echos to 172.16.65.199, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/4 ns
LT sEfE R , B LA ABRBFping /A EF#8EG . THERFIE , (BT ae BN E —E# BIVLANKY A AR
BR#1TPingo

server _dnel#ping 203.5.6.10

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 203.5.6.10, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.65.193, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max 4/ 4/ 4 s

server _dnezl#ping 172.16.65.202
Type escape sequence to abort.
Sendi ng 5, 100-byte |ICVWP Echos to 172.16.65.202, tinmeout is 2 seconds:

Success rate is 0 percent (0/5)

HIRVACLE , 2R B H\EREE B 2R Ypingi§ N B AT -

external _router#ping 172.16.65.199
Type escape sequence to abort.
Sending 5, 100-byte |ICMP Echos to 172.16.65.199, tineout is 2 seconds:

Success rate is 0 percent (0/5)

LU RO RIE R R ER R IMHTTP GETRERAY A ARES -

server _dnzl#debug ip http url
HTTP URL debugging is on
server_dnzl#debug ip hhtp tran



HTTP transacti ons debugging is on
server _dnzl#debug ip http auth
HTTP Aut henti cation debugging is on
server _dnel#

*Mar 7 09:24:03.092 PST: HITP: parsed uri '/'

*Mar 7 09:24:03.092 PST: HTTP: client version 1.0

*Mar 7 09:24:03.092 PST: HTITP: parsed extension Connection

*Mar 7 09:24:03.092 PST: HITP: parsed line Keep-Alive

*Mar 7 09:24:03.092 PST: HITP: parsed extension User-Agent

*Mar 7 09:24:03.092 PST: HITP: parsed line Mdzilla/4.7 [en] (X11; |; SunGCS 5.5.1 sun4u)
*Mar 7 09:24:03.092 PST: HITP: parsed extension Host

*Mar 7 09:24:03.092 PST: HITP: parsed line 172.16.65.199

*Mar 7 09:24:03.092 PST: HTTP: parsed extension Accept

*Mar 7 09:24:03.092 PST: HITP: parsed line image/qgif, image/x-xbitmap, imagel/jpeg, image/
*Mar 7 09:24:03.092 PST: HITP: parsed extension Accept-Encodi ng

*Mar 7 09:24:03.092 PST: HITP: parsed line gzip

*Mar 7 09:24:03.096 PST: HITP: parsed extension Accept-Language

*Mar 7 09:24:03.096 PST: HTTP: parsed line en

*Mar 7 09:24:03.096 PST: HTTP: parsed extension Accept-Charset

*Mar 7 09:24:03.096 PST: HTTP: parsed line is0-8859-1,*, utf-8

*Mar 7 09:24:03.096 PST: HTTP: Authentication for url /' "/' level 15 privliess '/

*Mar 7 09:24:03.096 PST: HTTP: authentication required, no authentication information was
provi ded
*Mar 7 09:24:03.096 PST: HTTP: authorization rejected

*Mar 7 09:24:22.528 PST: HITP: parsed uri '/'

*Mar 7 09:24:22.532 PST: HTTP: client version 1.0

*Mar 7 09:24:22.532 PST: HITP: parsed extension Connection

*Mar 7 09:24:22.532 PST: HITP: parsed line Keep-Alive

*Mar 7 09:24:22.532 PST: HITP: parsed extension User-Agent

*Mar 7 09:24:22.532 PST: HITP: parsed line Mdzilla/4.7 [en] (X11; |; SunCS 5.5.1 sun4u)
*Mar 7 09:24:22.532 PST: HITP: parsed extension Host

*Mar 7 09:24:22.532 PST: HITP: parsed line 172.16.65.199

*Mar 7 09:24:22.532 PST: HTITP: parsed extension Accept

*Mar 7 09:24:22.532 PST: HITP: parsed line inmage/qgif, image/x-xbitmap, imagel/jpeg, image/
*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Encodi ng

*Mar 7 09:24:22.532 PST: HITP: parsed line gzip

*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Language

*Mar 7 09:24:22.532 PST: HITP: parsed line en

*Mar 7 09:24:22.532 PST: HITP: parsed extension Accept-Charset

*Mar 7 09:24:22.532 PST: HITP: parsed line is0-8859-1,*, utf-8

*Mar 7 09:24:22.532 PST: HTTP: parsed extension Authorization

*Mar 7 09:24:22.532 PST: HITP: parsed authorization type Basic

*Mar 7 09:24:22.532 PST: HITP: Authentication for url /" "/' level 15 privliess '/

*Mar 7 09:24:22.532 PST: HITP: Authentication username = 'martin' priv-level = 15 auth-type =
aaa

*Mar 7 09:24:22.904 PST: HITP: received GET '
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17216 65.201 ISCUOUS ports

198561

intermal router external rouber

secondary pors

AAA Server

1721617189

Server_dmz Ser\re-r_ﬂz_z
19956.199 19956202

RSP BN ELREERTEEBNRESE  RACELENNERMRPFARET
PVLANFIVACLAERE,

PIXEE

nanei f ethernet0 outside security0

nanei f ethernetl inside securityl00

nanei f ethernet2 dnz security50

i p address outside 198.5.6.10 255.255.255.0

i p address inside 172.16.65. 201 255. 255. 255. 240

i p address dnz 199.5.6.10 255. 255.255.0

gl obal (outside) 1 198.5.6.11

gl obal (dnz) 1 199.5.6.11

nat (inside) 1 0.0.0.0 0.0.0.000

static (dne,outside) 199.5.6.199 199.5.6.199 net mask 255.255.255.255 0 0
static (dne,outside) 199.5.6.202 199.5.6.202 net mask 255.255.255.255 0 0
static (inside,dng) 172.16.171.9 172.16.171.9 net mask 255. 255.255.255 0 0
static (inside,dng) 171.68.10.70 171.68.10.70 net mask 255. 255.255.255 0 0
static (inside,dng) 171.69.0.0 171.69.0.0 netmask 255.255.0.0 0 O
conduit permt tcp host 199.5.6.199 eq ww any

conduit permt tcp host 199.5.6.202 eq ww any

conduit permt udp any eq domai n any

conduit permt icnp any any echo-reply

conduit permt icnp any any unreachabl e

conduit permt udp host 172.16.171.9 eq 1645 host 199.5.6.199

conduit permt udp host 172.16.171.9 eq 1646 host 199.5.6.199

conduit permt udp host 172.16.171.9 eq 1646 host 199.5.6. 202

conduit permt udp host 172.16.171.9 eq 1645 host 199.5. 6. 202

conduit permt icnp any host 199.5.6.199 echo

conduit permt icnp any host 199.5.6.202 echo

route outside 0.0.0.0 0.0.0.0 198.5.6.1 1

route inside 171.69.0.0 255.255.0.0 172.16.65.193 1

route inside 171.68.0.0 255.255.0.0 172.16.65.193 1



route inside 172.16.0.0 255.255.0.0 172.16.65.193 1
RADIUS#E K8

NASEL &

aaa new node

aaa authentication login default radius |oca
aaa aut hentication |ogin consol eauth none
aaa aut hori zation exec default radius |oca
aaa aut hori zati on exec consol eaut ho none

aaa accounting exec default start-stop radius
aaa accounting exec consol eacct none

radi us-server host 172.16.171.9 auth-port 1645 acct-port 1646
radi us-server key ciscol23

|

line con O

exec-tinmeout 0 O

password ww

aut hori zati on exec consol eaut ho

accounti ng exec consol eacct

| ogi n aut henticati on consol eauth

transport input none

line aux O

line vty 0 4

password ww

|

end

RADIUSaAR#8CSUX

User Profile Information
user = martin{
profile_id = 151
profile_cycle = 5
radi us=Ci sco {
check_itens= {

2=ci sco

}

reply_attributes= {
6=6

}

}

}

User Profile Information

user = NAS. 172. 16. 65. 199{
profile_id = 83
profile_cycle = 2
NASNane="172. 16. 65. 199"

Shar edSecr et =" ci sco123"

Radi usVendor =" Ci sco"

Di cti onary="DI CTI ONARY. G sco"

}
Catalysti A8

EZEENR , EEEY , TF ET:EEVLANJ:EELVACL HEPIXTEEREEERHTERE
B E— T Ho EVLANJ:E’JVACLEE% EiR FTIR A VACLAS B TTERIY .




set security acl ip dmz_servers_out

deny icnp any any fragnment

pernmit icnmp host 199.5.6.199 any echo

pernmit icnmp host 199.5.6.202 any echo

permit tcp host 199. 199 eq 80 any established

permit tcp host 199. 202 eq 80 any established

permt udp host 199. 199 eq 1645 host 172.16.171.9 eq 1645
permt udp host 199. 202 eq 1645 host 172.16.171.9 eq 1645
permt udp host 199. 199 eq 1646 host 172.16.171.9 eq 1646
permt udp host 199. 202 eq 1646 host 172.16.171.9 eq 1646
10 pernmit udp host 199. 5 6. 199 any eq 53

11. permt udp host 199.5.6.202 any eq 53

ecomm 6500-2 (enabl e) sh pvlan

Primary Secondary Secondary- Type Ports

©ONOUAWONE

oo o o
© 0029090

41 42 i sol ated 3/9-10

ecomm 6500-2 (enabl e) sh pvlan mapping
Port Primary Secondary

3/14 41 42

3/ 34 41 42

3/ 35 41 42

ecomm 6500-2 (enabl e) sh port

Port Name St at us VI an Dupl ex Speed Type

3/9 server_dnrl connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 10 server_dne2 connected 41, 42 a-half a-10 10/ 100BaseTX
3/ 14 to_pix_port_2 connected 41 full 100 10/ 100BaseTX
3/ 35 external _router_dm notconnect 41 auto auto 10/100BaseTX

SRBH X 6 T VPN R 3F

EEREAERERMEE(VPN)E  YTRABRREREES A2 — (WTEMT) . %F‘ﬁ%%&
EEENGAE HATCERAER  HREERERBLTRENVE MAEREEEETMHETER
HEAES,

HIITHAF , VPNERRER I ABMEERMABER. AABEVPNEREETRERL K EFEB
Brkig. BEVPNEFIREERHRNEMIAERGFEFUE  ERKESBETIETRRES—
HERERME MRS (RARSEE ) o —EEENIHAERSVPNRREENERERARRE  Slm, T4
ATVPNE F i B8 23 7] By A s 55 A8 B A B

[16:52B5 K A FTRYVPNIR 3%



outside

Firewall

4 Internet .

\{PH tun:'r;el

|
.y
1 ¥
B !
i i

........ ) bbbl LT T LT,

YPHN Concentrator

Sernvers

3647 PSR X il o B9 VPN SE o 8]

EARGIF , HFIERAVPN 50005888 , ZETFREPIXPBARBAITRE. BEASWebMARFNME
BRERZREANDEREANDRMREREE. EAFVPNEFinssBARFE I BEZSEBRER
MEEVPNRE(PSec)l@Ri,. TEETTHESE

73647 By KRR 7 & LRYVPNEE 2R

10.1.1.% isolated

172.16.65.203 188.5.6.203
22— = "

e 45

COMmimu nity

17216651 198.5.6.1

_ 314

ktenalmnter

206116
promiscuous
172.16.65.201 198.9.6.10

isolated g
Ser-ue:r_1 Sier.ue:r_z

Comprter

206.1.1.10

1721665199 172.16.65.202
EHRED  BMAEEEEWELSE :

- REBL23T #a
- SAERL23T#AER
REL2RR B RERIRIU TR UES !

- VPNEFn#EAYH —AREE A MMKRS ( ARSREH ) WTEHBEFIE
- BAFFREE FinshE A RREH



- REBE P i A] LA Z PR #tb 55 B Internet
- REVPNE 23 A 7 B 4 1 E2PIXBA X it Frs Bt
ABLIRBBNRERERDT :

- REBHBNRELREHTIEZEVPNERIFHPIX

- REPIXHY R 84 HEVPNIY T E R B
A EEERRFEMLREAMERNREBEVPNER  EWUBEBEEVLANLEER
VACLREHR ( VACLEBRRAIMBHBEHRFANRE K HURETEZIIZE ).

PVLAN

ERAFREFHNEEBRRAREPIXHAEER B FARBFMVPNET RN RERE , HtKMAS
PIXEL B 7E T F R BL & il IR 25 VPN H 2R PVLANBIPVLAN £

RE AR E L HE S BRI AR VPNERRMPIX, FHit , ERD IR AR
B AR

ARBRMVPNERRZBRE —EEHEVLAN , RA T AR I ER.

HRIMEBL2R B4 | SeFTRhRInternet(B F B AR IR T IR AR (ISP)) BV B% A BRE AR ZB 2

, MVPNEHBRMPIXBRERNERANBERHRVLAN (B EMTERBEMARE ) . E& , RER
BIRUEARE TR AEEVPNER SRR EREEPIXHERE, PIXFMVPNEHRSREIEEE , Rit
RIEHFNRE,

A EBL2 X PVLANEL E

sh pvlan
Primary Secondary Secondary- Type Ports

41 42 comunity 3/7,3/9-10
41 43 i sol at ed 3/12

ecomm 6500-2 (enabl e) sh pvlan map
Port Primary Secondary

ecomm 6500-2 (enable) sh port 3/7
Port Nane St at us VI an Dupl ex Speed Type

3/7 to_vpn_conc connected 41,42 a-half a-10 10/ 100BaseTX

ecomm 6500-2 (enable) sh port 3/9
Port Nane St at us VI an Dupl ex Speed Type

3/9 server_1 connected 41, 42 a-half a-10 10/ 100BaseTX

ecomm 6500-2 (enable) sh port 3/10
Port Nane St at us VI an Dupl ex Speed Type

3/ 10 server_2 connected 41,42 a-half a-10 10/ 100BaseTX

ecomm 6500-2 (enable) sh port 3/12



Port Name St at us VI an Dupl ex Speed Type

3/12 to_pix_intfl connected 41,43 a-full a-100 10/ 100BaseTX

ecomm 6500-2 (enabl e) sh pvlan map
Port Primary Secondary

3/34 41 42-43

ecomm 6500-2 (enabl e) sh port 3/34

Port Name St at us VI an Dupl ex Speed Type

3/34 to_int_router connected 41 a-full a-100 10/ 100BaseTX
S ERL23R MR PVLANKE

sh pvlan

Primary Secondary Secondary- Type Ports

41 45 i sol at ed 3/ 7,3/ 33

ecomm 6500-1 (enabl e) sh pvlan mapping
Port Primary Secondary

3/43 41 45

ecomm 6500-1 (enable) sh port 3/7
Port Name St at us VI an Dupl ex Speed Type

3/7 fromvpn connected 41, 45 a-half a-10 10/ 100BaseTX

ecomm 6500-1 (enable) sh port 3/33
Port Name St at us VI an Dupl ex Speed Type

3/33 to_pix_intfO connected 41,45 a-full a-100 10/100BaseTX

ecomm 6500-1 (enabl e) sh pvlan map
Port Primary Secondary

3/43 41 45

ecomm 6500-1 (enabl e) sh port 3/43

Port Name St at us VI an Dupl ex Speed Type

3/43 to_external _router connected 41 a-half a-10 10/100BaseTX
ASEE

It BB R R A ERER FA 2R AT BUEIB B K S EESNEDER RS ( T EA198.5.6. 14V SN ERFL K AERR AR ) o

ping 198.5.6.1
Type escape sequence to abort
Sendi ng 5, 100-byte |ICMP Echos to 198.5.6.1, tinmeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/1/1 ns

AERBETRTUTAR (£BREMRERT)
. A BRES 1 AT LAping i@ A SPEE BT



server_l#ping 172.16.65.193

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICMP Echos to 172.16.65.193, tinmeout is 2 seconds

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ns

. a1 BR 8817 LAping VPN:

server _l#ping 172.16.65.203

Type escape sequence to abort.

Sendi ng 5, 100-byte ICMP Echos to 172.16.65.203, tineout is 2 seconds

Success rate is 100 percent (5/5), round-trip mn/avg/max = 1/2/4 ns

. AR S 14E £ ping BPIX A EBS N E :

server _l#ping 172.16.65.201

Type escape sequence to abort.

Sendi ng 5, 100-byte |ICWP Echos to 172.16.65.201, tineout is 2 seconds:

Success rate is 0 percent (0/5)

- A BRES1 & Eping BN ERER A BT

server _l#ping 198.5.6.1

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICMP Echos to 198.5.6.1, tinmeout is 2 seconds

Success rate is O percent (0/5)

UTERER , WAL S ARSEHFBHTTPERE,

server _2#

iwld: HTTP: parsed uri '/'

1wld: HTTP: processing URL '/' from host 171.68.173.3
iwld: HTTP: client version 1.0

1wld: HTTP: parsed extension Connection

Iwld: HTTP: parsed |line Keep-Alive

1wld: HTTP: parsed extension User- Agent

iwld: HTTP: parsed line Mozilla/4.7 [en] (X11; |; SunGCS 5.5.1 sun4du)
1wld: HTTP: parsed extension Host

Iwld: HTTP: parsed line 172.16.65.202

1wld: HTTP: parsed extension Accept

ilwld: HTTP: parsed line inmage/gif, inmage/x-xbitmap, inage/jpeg, inmage/

1wld: HTTP: parsed extension Accept-Encodi ng

iwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

1wld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

iwld: HTTP: parsed line is0-8859-1,* utf-8

ilwld: HTTP: Authentication for url /" '/' level 15 privliess '/

iwld: HTTP: authentication required, no authentication informati on was provided

lwld: HTTP: authorization rejected

iwld: HTTP: parsed uri '/'

1wld: HTTP: processing URL '/' from host 171.68.173.3
iwld: HTTP: client version 1.0

1wld: HTTP: parsed extension Connection

Iwld: HTTP: parsed line Keep-Alive

1wld: HTTP: parsed extension User- Agent

lwld: HTTP: parsed line Mzilla/4.7 [en] (X11; |; SunCS 5.5.1 sun4u)
1wld: HTTP: parsed extension Host

iwld: HTTP: parsed line 172.16.65.202

1wld: HTTP: parsed extension Accept

iwld: HTTP: parsed line inmage/gif, inmage/x-xbitmap, inage/jpeg, inmage/



lwld: HTTP: parsed extension Accept-Encodi ng

lwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

lwld: HTTP: parsed line en

lwld: HTTP: parsed extension Accept-Charset

lwld: HTTP: parsed line is0-8859-1,* utf-8

lwld: HTTP: parsed extension Authorization

lwld: HTTP: parsed authorization type Basic

lwld: HTTP: Authentication for url /" '/' level 15 privliess '/
iwld: HTTP: Authentication username = 'maurizio' priv-level = 15 auth-type = aaa
iwld: HTTP: received GET '

L}Lf%ﬁﬁéry‘\ , REVPNEEWHTTPRE R AZEMRSZE (JEEHu10.1.1.1) 6

iwld: HTTP: parsed uri '/'

iwld: HTTP: processing URL '/' fromhost 10.1.1.1

iwld: HTTP: client version 1.0

1wld: HTTP: parsed extension Connection

Iwld: HTTP: parsed line Keep-Alive

1wld: HTTP: parsed extension User- Agent

iwld: HTTP: parsed line Mzilla/4.76 [en] (Wndows NT 5.0; U

lwld: HTTP: parsed extension Host

iwld: HTTP: parsed line 172.16.65.202

lwld: HTTP: parsed extension Accept\

iwld: HTTP: parsed line inmage/gif, inmage/x-xbitmap, inage/jpeg, inmage/
lwld: HTTP: parsed extension Accept-Encodi ng

iwld: HTTP: parsed line gzip

lwld: HTTP: parsed extension Accept-Language

Iwld: HTTP: parsed line en

1wld: HTTP: parsed extension Accept- Charset

iwld: HTTP: parsed line is0-8859-1,* utf-8

ilwld: HTTP: Authentication for url /" '/' level 15 privliess '/

lwld: HTTP: authentication required, no authentication informati on was provided

T RVPNERZHTRE -

[ P Ethernet 0:0 ]
i pbroadcast = 172.16. 65. 255
nmode = rout edSubnet Mask = 255. 255. 255. 240

| PAddr ess = 172.16. 65. 203

[ General ]

| PsecGateway = 198.5.6.1

Devi ceNane = "VPN5008"

Enabl ePasswor d = "ww'

Passwor d = "ww'

Et her net Addr ess = 00: 30: 85: 14: 5c: 40

Devi ceType = VPN 5002/ 8

Concent r at or Conf i gur edOn = Ti meserver not configured
Conf i gur edFrom = Command Line, from171.68.173.3

[ IP Static ]

206.1.1.0 255.255.255.0
198.5.6.1 10.0.0.0
0.0.0.0 172.16.65.193 1

[ P Ethernet 1:0 ]

i pbroadcast = 172.16. 65. 255

nmode = rout edSubnet Mask = 255.255.255.0
| PAddr ess = 198.5.6. 203

[ IKE Policy ]



Protecction = MD5_DES Gl

[ VPN Goup "RenpteUsers" ]

maxconnections = 10l PNet = 172.16. 65. 0/ 24
Local | PNet = 10.1.1.0/ 24

Transform = esp(des, nd5)

[ VPN Users ]

martin Confi g="Renot eUsers"
Shar edKey="rmysecr et key"

mauri zi o Confi g="Renot eUsers"
Shar edKey="rmysecr et key"

LT e mRRERNERERE !

sh VPN user

Por t User G oup Cient Local Connect Nunber
Addr ess Addr ess Ti me
VPN 0: 1 martin Renot eUser s 206.1.1.10 10.1. 1.1 00: 00: 11: 40

BEE, ﬂﬂﬁ%ﬁtﬂ’]ﬁnxﬁﬁLEW"‘B%Hﬂ%ﬁWZ 16.65.193 , HEg & H —EicmpEFHEME

172.16. 65 203, LEFSEBECERERER , lﬂﬁiﬁﬁﬂﬁlﬁéﬂﬁ% B IEERIEHZE , XE
KR EHFEG RS K SKEENAEXIEEAREELRENEE, HE , SHEAIUERARSASE
EMETENER , J«)\E%’lOXXXi&iJJ:?EIr_JVPN AHBRERM172.16.65.193, MR FREL
ABRETHRREE , IEERREBHSEN E;E.'u Fip redirect, o

BHEIESEEIEIN —EEBHRUT — %, MREEHLRARSEHVPNEAIBAUL (Filzn
198.5.6.1 ) #i1Tping , BIFEMEREIELicmpEHE[E172.16.65.201,

Sending 5, 100-byte |ICMP Echos to 198.5.6.1, tinmeout is 2 seconds:

iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.
iwld: I CWP: redirect rcvd from 172.16.65.193 -- for 198.5.6.1 use gw 172.16. 65. 201.

Success rate is 0 percent (0/5)

LB | ABRES S VPNASEIX $172.16.65.201 #Y b 1t fR AT 13 B (ARP)EER |, b B R #2001 BB
2K FATCMNRE —E#HBIVLANL ; ERMREPVLANARFIREMH B ThEE. BERLE  B—EGEN
FEALEBT , B SERREEIIMAC 193 , BMIPA172.16.65.201,

B2, 1938 RERBER —ENE , EERBHSNTEZ —BEME , RILREARE,
201 , ERRMAF LML, ltl:Fﬁ;rEET:EVACL*ﬂPVLANE’JE?ﬂlﬁ%] ﬁ”qﬂi’iﬁﬂo

VACL

REHNESARBHNRZEUEREERE., MEANNVACLAMPVLANRS|—&iFTR , BME [ AR2FH
PIXBRAMEFENEEIVLAN , MARALUMER —ERERRBCMHEEET. NRGMAERERREA
, AIFRPVLANT EEETEH ., MRMAARIFZERE 5’?‘1&7&)\11%L)\$Hﬂ¥¥ﬁﬁ’]um; el )iz
MENHREE  SABERSHRRMEE 78  KTHEEPVLANG fi

Hit , FEEFEAUTREEEZVLAN (BEREERHFNRENVLAN ) EEEVACL:

- RFFRRIPR S HERIPHIRE
- EEFIPH B RIPHARAMRBREH F RN ERR



ecomm 6500-2 (enabl e) sh sec acl info protect_pvlan
set security acl ip protect_pvlan

1. pernmit ip host 172.16.65.193 any
2. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0. 15
3. pernmit ip any any

ecomm 6500-2 (enabl e) sh sec acl
ACL Type VLANS

protect _pvl an IP 41
HACLA SR E MR MPIXERRRE ; BRGS0 LI H SR A A ARRAY R E A D E — (@
VLAN, #Im{&7E 7 fo 7T E8 fH 2R m A IR 2R EikicmpEE M Ricmp LT EFH S

'

BMBEETEEETMHAFLZBBVACLELN S —ERE , MELLRERRAIBHEEEEIVPNER,
Al ATLUSVACLEBREIEVLAN41) , SEERT —{EVLANAES :

show sec acl info all

set security acl ip protect_pvlan

1. deny ip any 10.1.1.0 0.0.0. 255

2. pernmit ip host 172.16.65.193 any

3. deny ip 172.16.65.192 0.0.0.15 172.16.65.192 0.0.0.15
4. permt ip any any

AR

B1E , RMEREBEZ. 193(zundapp)¥10.1.1.1EEH1TpingiR1E. HARVACLZHI , pingiR¥ER
R IhEY o

Type escape sequence to abort.
Sending 5, 100-byte |ICWMP Echos to 10.1.1.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/max = 4/4/4 ns

FEVLAN 41 - $8BVACL# , B —ping R &

Type escape sequence to abort.
Sendi ng 5, 100-byte |ICWP Echos to 10.1.1.1, tinmeout is 2 seconds:

Success rate is 0 percent (0/5)

B2 EP T Lping /A 2RI 2T

Type escape sequence to abort.
Sending 5, 100-byte |ICWP Echos to 198.5.6.1, tineout is 2 seconds:

Success rate is 100 percent (5/5), round-trip mn/avg/ max = 100/171/192 ns

HHEEA
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