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#authentication display new-style

FERAULTHSEZEIBNS 2.089switchport:

access-session host-mode {single-host | multi-domain | multi-auth}
access-session port-control auto

dotlx pae authenticator

{mab}

service-policy type control subscriber TEST

BEEBSEN EJ:E&FHdon%TﬁEﬁaé ( TIiE ) MIMACE P ERE = %(MAB)O ERMELER , 8&H
Placcess-sessionBiEEM G T, EEMTHAZREFHERE NG S (USMREEEFHE ) W
Fi&rERE. FEMservice-policy A8 TE 0] AR I H B SR RE ¥ BR

RN R MRER S NRIHEAIEE (ZORES ) W1TR. fll, EANEESHRERK

RERENEL. SREESH , EUURBEE TEENEHRP RN S4B E ZERE

o fltn | BB P REYEE (policy-map TEST4), MNRELREIFE M L KRG A M E AYdotIximBE K B, Al

é$5MTDOT'IX FAILED'*')E%E’H £, MREAMAB_FAILEDFIDOTIX_FAILEDE I EMHEREIH
1748 , BIN LA TEEREE — class-map always.,

policy-map type control subscriber TEST4
...
event authentication-failure match-first
10 class DOT1X_FAILED do-until-failure
10 terminate dotlx
...
40 class always do-until-failure
10 terminate mab
20 terminate dotlx
30 authentication-restart 60

...

FITAIBNS 2.00Y R ¥ IR A H IR K B R R B HIER &
BRBBEUAT AR R T HEHREE



Switch(config-event-control-policymap)#event ?

aaa-available aaa-available event
absolute-timeout absolute timeout event
agent-found agent found event
authentication-failure authentication failure event
authentication-success authentication success event
authorization-failure authorization failure event
inactivity-timeout inactivity timeout event
session-started session started event

tag-added tag to apply event

tag-removed tag to remove event
template-activated template activated event
template-activation-failed template activation failed event
template-deactivated template deactivated event
template-deactivation-failed template deactivation failed event
timer-expiry timer-expiry event

violation session violation event

EEHRES , BUERNAFTEE

Switch(config-event-control-policymap)#event authentication-failure ?
match-all Evaluate all the classes
match-first Evaluate the first class

BRLAEHRESEUNEER |, BRLEREENAERCENER TATRE

Switch(config-class-control-policymap)#10 class always ?
do-all Execute all the actions
do-until-failure Execute actions until one of them fails
do-until-success Execute actions until one of them is successful

FMENdotIx B BN RER D (TE ) REHR, ©TEAMUBARGERE K ARCERZETH
FhE. REFHRERGTENER, BUEESACEMBFRE , RELBCEEMARSE , R
B EEEARAS

Switch(config)#class-map type control subscriber ?
match-all TRUE if everything matches in the class-map
match-any TRUE if anything matches in the class-map
match-none TRUE if nothing matches in the class-map

AT R AR B dot1x & 1088 78 K B gy B R R 41



class-map type control subscriber match-all DOT1X_FAILED
match method dotlx

match result-type method dotlx authoritative

HRELRR (RZSBERT , EEABRKERE ) K LEEAREER(CoANEEE

aaa server radius dynamic-author
client 10.48.17.232 server-key cisco

BEFfAExR
B E &

il & L

Workstation 3750X

1R

A0S 15.2(4)E1#9Catalyst 3750X LRI E E# 5 RATFENEAR802.1XEL B, FAWindows
Native Supplicant® F i #Cisco AnyConnectBIEHI 5 R,

aaa new-model
|
aaa group server radius tests

server name RAD-1
|
aaa authentication dotlx default group tests
aaa authorization network default group tests
|
dotlx system-auth-control
|
policy-map type control subscriber TEST
event session-started match-all

10 class always do-until-failure

10 authenticate using dotlx priority 10

|
interface GigabitEthernetl/0/21

switchport access vlan 613

switchport mode access

access-session host-mode single-host
access-session port-control auto

dotlx pae authenticator

service-policy type control subscriber TEST



!
radius server RAD-1

address ipv4 10.48.17.232 auth-port 1812 acct-port 1813

key cisco

ZHEITR

Bk E =

Workstation IP Phone

I5E

2195 RIEFKA10S 03.02.03.SEfYCatalyst 3850 E# 1T T AIE , RERIPERE ( Cisco IPES

9971 ) KYPOE ( Z AMEHE ) ER,

aaa new-model

1
aaa group server radius tests

server name RAD-1

1
aaa authentication dotlx default group tests
aaa authorization network default group tests
1
aaa server radius dynamic-author

client 10.48.17.232 server-key cisco

1
dotlx system-auth-control

1

class-map type control subscriber match-all DOT1X

match method dotlx
|

class-map type control subscriber match-all DOT1X_FAILED

match method dotlx

match result-type method dotlx authoritative
|

class-map type control subscriber match-all DOT1X_NO_RESP

match method dotlx

match result-type method dotlx agent-not-found
!

class-map type control subscriber match-all MAB

match method mab
|

class-map type control subscriber match-all MAB_FAILED

match method mab

match result-type method mab authoritative
|

policy-map type control subscriber TEST4



event session-started match-all
10 class always do-until-failure
10 authenticate using dotlx priority 10
20 authenticate using mab priority 20
event authentication-failure match-first
10 class DOT1X_FAILED do-until-failure
10 terminate dotlx
20 class MAB_FAILED do-until-failure
10 terminate mab
20 authenticate using dotlx priority 10
30 class DOT1X_NO_RESP do-until-failure
10 terminate dotlx
20 authentication-restart 60
40 class always do-until-failure
10 terminate mab
20 terminate dotlx
30 authentication-restart 60
event agent-found match-all
10 class always do-until-failure
10 terminate mab
20 authenticate using dotlx priority 10
event authentication-success match-all
10 class always do-until-failure
10 activate service-template DEFAULT_LINKSEC_POLICY_SHOULD_SECURE
|
interface GigabitEthernetl/0/1
switchport access vlan 613
switchport mode access
switchport voice vlan 612
access-session host-mode multi-domain
access-session port-control auto
mab
dotlx pae authenticator
spanning-tree portfast
service-policy type control subscriber TEST4
|
radius-server attribute 6 on-for-login-auth
radius-server attribute 8 include-in-access-req
radius-server attribute 25 access-request include
radius-server vsa send cisco-nas-port
|
radius server RAD-1
address ipv4 10.48.17.232 auth-port 1812 acct-port 1813
key cisco
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show access-session



ZURT LB AR RS RIS MR E N REA -
show access-session interface [Gi 1/0/1] {detail}
%R HE AR

RERENEF TR R A EE TSR,
B EAEHAES02. 1 XAHEAME , TR REX802.1XFE EMEBE Y7 N A EE :

debug mab all
debug dotlx all
debug pre all*

*# R debug pre ( AR ) |, BLREEERAB4A/ZR G HIRAABIBNS 2.04HEE .
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