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1. 52 8MEEERXT , BB ABARP _PackettIis BMACIEREEE ., 8 Amac access-list
extended ACL nametr+ 3 #718 ZFE 1E A EHEMACH 3L,

Swi t ch(confi g) #mac access-list extended ARP_Packet
Swi t ch( confi g- ext - nacl ) #permit host 0000.861f.3745 host 0006.5bd8.8c2f 0x806 0x0
Swi t ch(confi g- ext - nacl ) #end
Swi tch(config)#
2. B Avlan access-map map namets <5 Hlaction drop@i s , EREHTHIIRIE. vlan access-

map map_ name 5 {E R AIMACEH RIBE MRPE L3R B T HAARPHR £,

Swi t ch(confi g)#vlan access-map block arp 10

Swi tch (config-access-map)#action drop
Swi tch (config-access-map) #match mac address ARP_Packet

3. B —1THEEIR —VLANG B A E R HEARE,
Swi t ch(confi g)#vlan access-map block_arp 20
Switch (config-access-nmap) #action forward

4. FIFEVLANG BRI AS H FE A RVLANT T E. % AVLAN filter vian_access_map_name vlan-

list vian_number 885 o
Swi tch(confi g)#vlan filter block_arp vlan-list 2

I R

L RGIEEE Y = EMACH B EM = EVLANR B H IR, ALK E=EVLANFIRREER 2
VLANSTE2,

35503z i8R

mac access-list extended ARP_Packet

permt host 0000.861f. 3745 host 0006. 5bd8. 8c2f 0x806 0xO0

!--- This blocks communication between hosts with this MAC. ! nmmc access-list extended ARP_ONE QU pern
0000. 8600. 0000 0000.00ff.ffff any 0x806 Ox0 !--- This blocks any ARP packet that originates from this v
our. ! mac access-list extended ARP_TWO QU permt 0000.8600. 0000 0000.00ff.ffff any Ox806 OxO pernit
0006. 5b00. 0000 0000.Q0ff.ffff any Ox806 Ox0 !--- This blocks any ARP packet that originates from these
vendor OUIs. ! vlan access-nmap block_arp 10 action drop match nmac address ARP_Packet vl an access-nap

bl ock_arp 20 action forward vl an access-map bl ock_one_oui 10 action drop match mac address ARP_ONE_QUI
access-map bl ock_one_oui 20 action forward vlan access-map bl ock_two_oui 10 action drop match mac addre
ARP_TWO QUI vl an access-nmap bl ock_two_oui 20 action forward ! vlian filter block_two_oui vlan-list 2 !/--
applies the MAC ACL name “block_two_oui” to VLAN 2.
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FEEAMAC ACLZH , BRI URBRIAEES 2B AMACH It SKARP{RE . % Ashow mac-
address-table@s 5 , AT RHIFT R

Cisco CLI Analyzer (ZHEFMESFER ) TEE LY show #EH. FHCLI Analyzeriiishow g
SHEHN D,

swi t ch#show mac-address-table dynamic vlan 2
Mac Address Tabl e

VI an Mac Address Type Ports

2 0000. 861f. 3745 DYNAM C Fa0/ 21
2 0006. 5bd8. 8c2f DYNAM C Fa0/ 22
Total Mac Addresses for this criterion: 2

SWi t ch#show ip arp
Protocol Address Age (m n) Hardware Addr Type Interface

Internet 10.1.1.2 26 0000.861f.3745 ARPA VI an2
Internet 10.1.1.3 21 0006.5bd8. 8c2f ARPA VIan2
Internet 10.1.1.1 - 000d. 65b6. 9700 ARPA VI an2
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