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ANHHEARBBBEERETREANEEMEL. XPEAZNAMBERERREREKR (HK
) BAEREREE) . MRIEHPEEREFT |, FRARECEAEAESTRERNTE,

& R L IR

BEMEEGENBREEMEBRTNEREE  EAREFATRAY | BUHHETEIRRESR
o EEMEBESHERK AR FHBRERHER , BBATERKRSE., £HEEMAEPC , BRI QHESE
BA e MEN RIS  AEEETHE2REEENEREEX.

&M B R 1 E Bk 22 Y 1 B B M@ R R helloZikeepaliveiB M 5| 289 ( BRIFIERARMNYER]
B NMEHRAERRTAERNEE ), it ERRAERPHNEEMRENAR,

MR BERR 75 7%

BMERHGBERBBRLESENEEEZENSER  THEARER K MARKERTEENEW T helo&
#lasikeepalive BRI, ILRBHMA ZSRERRETE LFEHEEBNEPC , EXRETD , It
REEMERAMABNRKERFHBR AP TET  HP—EaSEFLLEPC. AREGEEER
AFEPCREMENERC A FAREEERFENRENENE  ETRABESHERTESIZHAL
ERMEL, AR, TS EREENRENBNSEBMABE  UREESH i min 25X
MW T LENDHE

IEERE R RNEIR T EENE ( WEREREREREHAREISP] ) FAMEBRNEE , EREAKRNA
EREAMEMERMERRHERDER , BEREBNARASHNM, MRBEREHF=1EE
, WHEESE , A BTHARRE, EERBERT A XEP R ELRG LR RARE
AHEN—EXKE K URACERBZAEREEENBERTIENERS, BERLERE , 8T
BTRRERBEN—7  UEEFERE-TES —mETERMHE,

R REAL R

AHREE—ARBER , TARRELEDERHE. RESESRIPHL, NERBHNES.,
ACLFEL BE1E R

EAZEERT , REBEBPEMBENEIPEULNE —REERMREIREAY, Eit  AFRE
3P 3t 31 0 3 1P st ik BT B 9 3 9 R B ACLE % B MRS B i B AR BFD ER, &

FERHENNEERMS , MELATUEEERHABEA G EXBFDRENAEBE NP, EEEERN
TERACLEIH :

config t

ip access-list extended



permit ip host

any permit ip host

any end

EPCE| &

EPCEI#REREexecEAMFHERATRIUMN, FHLBRERENRFENEEER
EPCREBEMARS. BAAFMEHELSIR , USHEREBRIERENACLIEEIE

« monitor capture <EPC name> interface <interface> both
« monitor capture <EPC name> access-list <ACL name>
« monitor capture <EPC name>#&E & [E K/N5EIR

, AREEH



HIEE : ERERBIRAT | A EROFRENEMREPCHTAR, HELHERT , AL
TR 2| BBECPU L AR B

» monitor capture <EPC name> control-plane both
* monitor capture <EPC name> access-list <ACL name>
« monitor capture <EPC name>#E& [E K/N5ER

EE® , MEEPC:

* monitor capture <EPC name>E{ &)
EEMBREAE BB R ERFLHE,
EERAMESQFHERNT , FREFOEFTE

show monitor capture



buffer brief

MZE : CatalystiX#FE A ( HlINCatOkFCat3k ) ERAFILHEE , FEERREFE, EHER
FEEE T4 , 5 Amonitor capture stop@ BELLIEE K RAEEEGE K AZRBAREE
BUREE R,

EEMEL & &1k

EEMHNETERARZRFILENTHE  IRHERRAFRGE-LERF. EVUSEHMH SRR
EHMEAE , HIZICPU, NEERJFERBENERIARNERFER. EREEX TR



EEM/PMER :

config t
event manager applet

authorization bypass event syslog pattern

maxrun 120 ratelimit 100000 action 000 cli command "enable" action 005 cli command "show clock

.txt" action 010 cli command "show logging | append bootflash:

.txt" action 015 c1i command "show process cpu sorted | append bootflash:

.txt" action 020 c1i command "show process cpu history | append bootflash:

.txt" action 025 c1i command "show interfaces | append bootflash:

.txt" action 030 c1i command "monitor capture

stop" action 035 cli command "monitor capture

export bootflash:



.pcap" action 040 syslog msg "Saved logs to bootflash:

.txt and saved packet capture to bootflash:

.pcap" action 045 c1i command "end" end



MiEE - ECataIystB‘E?“" = 1§|JZZDCat9k$l]Cat3k ) £, EHBENGSHRETE. HREL
L&, BB UURESHFERAMCLIGS

action 035 cli command "monitor capture

export location bootflash:

.pcap"



EEMARERRRFEUW REN , ERLAEBS REESEBIEITEEM, EARFH , BHRE
#100000% ( 27.8/Mif ) , MEMBREESAEANKERECSTK , YEBRETZHRES
PEHEER, MREEMELZERRHIBEBTEGET , AITEREEAFTNERSHEER B
REPCHAEAF BB, ER , Hishowdn & HK M B X AERF,

BRI BEEBREEMMUKREF AR ENENEEREF L EEEN T RAMENEMIIEE,

B BR & B F 7 E R BV HUR
R4l — EIGRP

HWRGIP |, FTBERTFERIORERTARE (5% hello. 15WREFEE ) o

Tuni0 Tuni0 _e
192.168.10.1 192.168.10.2 u
R1 R2

R1EWBHRAEEEBMNVEIGRPIES , ©HILMEREEUNE -
R1#show logging | i EIGRP
*Jul 16 20:45:08.019: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (Tunnell0) 1is down: Interf
*Jul 16 20:45:12.919: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) is up: new adja
*Jul 17 10:25:42.970: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (Tunnell0) is down: holdin
*Jul 17 10:25:59.488: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) is up: new adja
*Jul 17 14:39:02.970: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (Tunnell0) is down: holdin
*Jul 17 14:39:16.488: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (TunnellO) is up: new adja

=

HeBEXRTRZLEERELD ; AEFEHCEBHRTERERERSEKEAKRIINEEREHEFE
Bhello, NEHZREWIIR RYSREKIEBERG , RATREAERESBHAKIIREE

hello.
HERE

1.ERABENHIPAUEREACL , AAELLM i Zhellofy FRIPHALLL

Rl#conf t



R1(config)#ip access-1ist extended FLAP_CAPTURE
R1(config-ext-nacl)#permit ip host 192.168.10.1 any
R1(config-ext-nacl)#permit ip host 192.168.10.2 any
R1(config-ext-nacl)#end

ffat : MAWEERBR, ER2EAMBEMNEMEEMN EBHERHTHRRE. MRF
EEANEAY | FSEIGRPAEE I %224.0.0.10WACLELE A B ZIP# 1t LUEEhello &

2. ZVEPCI A HEN EMACLAEEEE :

R1#monitor capture CAP interface Tunnell0 both
R1#monitor capture CAP access-Tist FLAP_CAPTURE
R1#monitor capture CAP buffer size 5 circular



3.HBEPCYAMIBEMMBEL B LHHETERNS

R1#monitor capture CAP start
R1#show monitor capture CAP buffer brief

# size  timestamp source destination dscp protocol
0 74 0.000000 192.168.10.1 -> 224.0.0.10 48 CS6 EIGRP
1 74 0.228000 192.168.10.2 -> 224.0.0.10 48 CS6 EIGRP
2 74 4.480978 192.168.10.2 -> 224.0.0.10 48 CS6 EIGRP
3 74 4.706024  192.168.10.1 -> 224.0.0.10 48 CS6 EIGRP
4.BLEEEM:
Rl#conf t

R1(config)#event manager applet RI1I_EIGRP_FLAP authorization bypass

R1(config-applet)#event syslog pattern "%DUAL-5-NBRCHANGE" maxrun 120 ratelimit 100000
R1(config-applet)#action 000 c1i command "enable"

R1(config-applet)#action 005 cli command "show clock | append bootflash:R1_EIGRP_FLAP.txt"
R1(config-applet)#action 010 cli command "show logging | append bootflash:R1_EIGRP_FLAP.txt"
R1(config-applet)#action 015 cli command "show process cpu sorted | append bootflash:RI1I_EIGRP_FLAP.txt"
R1(config-applet)#action 020 cli command "show process cpu history | append bootflash:R1_EIGRP_FLAP.txt
R1(config-applet)#action 025 cli command "show interfaces | append bootflash:R1_EIGRP_FLAP.txt"
R1(config-applet)#action 030 cli command "monitor capture CAP stop"

R1(config-applet)#action 035 cli command "monitor capture CAP export bootflash:R1_EIGRP_CAP.pcap"
R1(config-applet)#action 040 syslog msg "Saved Togs to bootflash:R1_EIGRP_FLAP.txt and saved packet cap
R1(config-applet)#action 045 cli command "end"

R1(config-applet)#end

5.ER/T—EHDRE  RREMALEZNER S A EbootlashBERERET D4

R1l#show logging

*Jul 17 16:51:47.154: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.2 (Tunnell0O) is down:

- BHR LW BAFREEERTRLE TEIGRPEE , Y BEEREHREEMRE.

Pl



i, B ERETETRINHBNSEERENENSHEMEREN  URERENBE L WiER
BEEMEZER T heloBE RS, EEJWERU:E FEENNTESEELL  SERFR2ZVERABEX
Khello , Rt RIFFE B , EREAFBERTEINER

*Jul 17 16:51:47.156: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.1 (Tunnell0) is down: holdin
*Jul 17 16:51:51.870: %DUAL-5-NBRCHANGE: EIGRP-IPv4 1: Neighbor 192.168.10.1 (Tunnell0) 1is up: new adja

HAR2EAFIRIERECBE , FEFRIEHETHENTIERI LWEZTIN1SHAREEIX
T hello:

No. ~ Time Source Destination Protocol Length Info Peer Termination
— 503 2024-07-17 16:51:32.150713 192.168.10.1 224.0.0.10 EIGRP 98 Hello

504 2024-07-17 16:51:34.293604 192.168.10.2 224.0.0.10 EIGRP 98 Hello
—P= 505 2024-087-17 16:51:36.802191 192.168.10.1 224.0.0.10 EIGRP 98 Hello

507 2024-07-17 16:51:38.571024 192.168.10.2 224,0.0.10 EIGRP 98 Hello
—P 508 2024-07-17 16:51:41.456619 192.168.10.1 224.0.0.190 EIGRP 98 Hello

510 2024-07-17 16:51:43.004216 192.168.10.2 224.0.0.10 EIGRP 98 Hello
—pp 511 2024-07-17 16:51:46.457320 192.168.10.1 224.0.0.10 EIGRP 98 Hello

2024-07-17 :51:47.154111 o (/]

. M R192.168.10.1(R1)F1192.168.10.2(R2)FER27E16:51:47 ( EHH1513 ) X HPEER-
TERMINATION hello¥ #1492 #1#915% Ahello £,
- BRRER , ERE503, 505, 508F1511 ( HAABEHET ) BEHRIELEBREEN

hello,
4

TS REFR2REBERIEENATE FIEHER2IEN , At X ARERR2NENHE
MNo. Time Source Destination Protocol Length Info Peer Termination
—P 498 2024-07-17 16:51:32.154320 192.168.10.1 224.0.0.10 EIGRP 98 Hello

499 2024-07-17 16:51:34.296179 192.168.10.2 224.90.0.10 EIGRP 98 Hello

500 2024-07-17 16:51:38.573467 192.168.10.2 224.90.90.10 EIGRP 98 Hello

501 2024-07-17 16:51:43.006794 192.168.10.2 224.9.0.10 EIGRP 98 Hello

2024-07-17 16:51:47.156716 192.168.18.2 0.0
Internet Protocol Version 4, Src: 192.168.10.2, Dst: 224.0.0.10

Cisco EIGRP
Version: 2
Opcode: Hello (5)
Checksum: @xdfdl [correct]
[Checksum Status: Good]
Flags: 0x00000000
Sequence: @
Acknowledge: @
Virtual Router ID: @ (Address-Family)
Autonomous System: 1
Parameters: Peer Termination

- FERER192.168.10.1(R1) KB HE —EhelloBFE216:51:32 ( LUREEERR ) . Lb#&
#%Tiﬁa'ﬂsﬂ‘ﬂﬁamRz{sLE’Jheuoﬁﬂ@ (MAIEERT). RERIVWEEFHNERS
505 5085 11FAEHRER2VEEF ., EEEHR2BARGFHECEY , 4=
16:51:47{EXPEER-TERMINATION helloﬁﬂ’a ( ERE502)

RELERTLUEHER  ERESERNVARIMR2CENELBHHERKR . BEEBRT , EXRUR
R1IZIR2ZEW A E. ATE-STHE K FTERELHSEAREREREFEERS.



OSPF

£ AR R A @38 7] LABEBR B A OSPF BBV MR, A NMEELRARRE

\P3th 31t 38 B 25 1 B 5505 5 75 H 2 B R E At g B i E .

FARRATIFRR 210 helloM40F dead 5T iF 2R, ¥ KNG 2RIB AR ETHEHRE |

FERDHERR R IEFE L ARV RT RGBS

« HeloBERZFRENMEIPHit, MEEEZENWACLISEY |

224.0.0.5,
- KEFMWAR

ELER

RE

RUGRBNREGEUCHABBRER  RAREEENheloNBEEHERNIXMER
ID , EREHHFEBEBIINITIRE, ';!‘ﬁwl‘ﬁ A Zlhellofs , MIZBAFREER K EEES

FULLARRE, ZRI2RER
R EI KK ETHF 2R B

R1l#show logging | i OSPF

*Jul 30 15:29:14.027: %0SPF-5-ADJCHG:
*Jul 30 15:32:30.278: %0SPF-5-ADJCHG:
*Jul 30 16:33:19.841: %0SPF-5-ADJCHG:
*Jul 30 16:48:10.504: %0SPF-5-ADJCHG:

Process 1,
Process 1,
Process 1,
Process 1,

Nbr 192.168.30.

Nbr 192.168.3

Nbr 192.168.30.
Nbr 192.168.30.

0.2
0.2
0.2
0.2

on
on
on
on

ER , R2EEOSPFERIFULLEBE RBFER, EMREFTHRAINITE

R2#show logging | i OSPF

*Jul 30 16:32:30.279: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on
*Jul 30 16:48:10.506: %0SPF-5-ADJCHG: Process 1, Nbr 192.168.30.1 on

EEMARE LBREEM
WIREIEIT , WEEE LWEEMB S,

B, TEEERBERBRBRA. BRIMESD
BGP

FEIERAYEE ] AR B B A BGPEEIETHEH R, AENEELRARERR

. IPHEubiB R B 5EH B A H E B R B A E.

AT 2R 60 Hikeepalive M 180 W RIFIFR, EHEBRRE KEEIMNERBER |

REERDHERE T IEE ARV ET RS 2R

- Keepalive BRI 'TEMEIPb it v BEBEIXEITCPEEE179, MREFEEZHMACLIFHKRE ,
ETCPE17IMTCPRE,

AFFRRIPH R B

Tunnel20 from
Tunnel20 from
Tunnel20 from
Tunnel20 from

Tunnel20 from
Tunnel20 from

BER

FULL to
LOADING
FULL to
LOADING

, FERREFRER

LOADING
LOADING

FTEFRS.

AR
BIOSPF hello#y#0 1% B Ay b1t 2

DHEMETRE, BEEIGRPHK , OSPFREREFRIEENH . MR , BAlE

DOWN, Neighb
to FULL, Loa
DOWN, Neighb
to FULL, Loa

Loa
Loa

to FULL,
to FULL,

, i "%OSPF-5-ADJCHG, EARFAFER, EHERIERER
E%E’Jrater|imit1a‘1'ﬁ'ﬁ1%*‘§§u%1mﬁjtt%ﬁﬁ B
IR E R S E S R EEMERhelloE B,

RIS

- MAKE LWBCGPHERFTRRMEEL , EMARSKEBBHNKER RN T QMEFE

®H,mB—

ABRENRTERITENER. 8RR

3
S

EC3
aB



R ZREZREECIBE | ig@EANEEEIR2:

R1l#show logging | i BGP

*Jul 30 17:49:23.730: %BGP-3-NOTIFICATION: sent to neighbor 192.168.30.2 4/0 (hold time expired) O byte
*Jul 30 17:49:23.731: %BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BGP Notification sent)

*Jul 30 17:49:23.732: %BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BGP Notification sent

*Jul 30 17:49:23.732: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove

R2ZWEIRBERINEA , RARISAIBREZR[ B

R2#show logging | i BGP

*Jul 30 17:49:23.741: %BGP-3-NOTIFICATION: received from neighbor 192.168.30.1 4/0 (hold time expired)
*Jul 30 17:49:23.741: %BGP-5-NBR_RESET: Neighbor 192.168.30.1 reset (BGP Notification received)

*Jul 30 17:49:23.749: %BGP-5-ADJCHANGE: neighbor 192.168.30.1 Down BGP Notification received

*Jul 30 17:49:23.749: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.1 IPv4 Unicast topology base remove

EFEBGPEBMEEM , A "%BGP_SESSION-5-ADJCHANGE . #EARFKEAFEN. £H
BRERHNIEMEM "%BGP1 Rt B HEE A ARBEREEM,

HREBEBFDEEETHE SRR

EERNAEEATARE EEIMBFDEEHITHIELR , EELMMNEETRARD . RBENBE—
L HARMWBFDINAE , WEBHIZREA A E HEEMAMEPCE T EHERR, MEF S MMNBFDRE HHERE
B, 552 ¥Cisco 10S XEFHY & o) B i R E TSR BEHERE

EARTHIF , BFDFHREREREAR300mMs , ‘Y A3 , EXRKREFF/I300msFE—REK , WHEE 1T
AR E3ME B E R DR ( FR00msRIFRERR ) 4808 B EDR SR,

HhE

e_ Tun30 Tun30 _e
~ 192.168.30.1 192.168.30.2 u

R1 R2

=45l — BFD Echo Mode

#ABFDE RN ( HRER ) T, BFDEEHTSEBAHTHIPEARIFEME A REX, Ef
AMAMEEENTEPREEN Y SEERRFEE. SEBFDEEEBFDEEE S HE P
ID—2fEIE, ELSIBATARNEESHEEINBFDOEERIREHERE , RAMREMTHREEN
BFDEEEXNERERMERD , ARLAHRMX, ARENEIPHi 2 HEREERREZES
BFDERFEMRERBFDIEHE RS,


https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/220364-troubleshoot-bidirectional-forwarding-de.html
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/220364-troubleshoot-bidirectional-forwarding-de.html
https://www.cisco.com/c/en/us/support/docs/ip/ip-routing/220364-troubleshoot-bidirectional-forwarding-de.html

RERTHH

WwRABFDMAMBEHEMZ AT  EERELEELERPE , RUSBARR2ER

FREHCHEZEERES,

R1#show

*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul
*Jul

18
18
18
18
18
18
18
18
18
18
18
18
18
18
18
18

Togging | i BFD

13:
13:
13:
13:
13:
13:
13:
13:
15:
15:
15:
15:
15:
15:
15:
15:

41:
41:
41:
41:
41:
41:
41:
41:
44
44
44
44
44
44
44
44

09.
09.
09.
09.
09.
13.
18.
19.
08.
08.
08.
08.
08.
14.
14.
18.

007:
009:
010:
010:
010:
335:
576:
351:
360:
362:
363:
363:
363:
416:
418:
315:

%BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
%BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BFD adjacency down)
%BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BFD adjacency down
%BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 1is going UP
%BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 192.168.30.2 proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 1is going UP
%BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going Down R
%BGP-5-NBR_RESET: Neighbor 192.168.30.2 reset (BFD adjacency down)
%BGP-5-ADJCHANGE: neighbor 192.168.30.2 Down BFD adjacency down
%BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.2 IPv4 Unicast topology base remove
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFDFSM-6-BFD_SESS_UP: BFD-SYSLOG: BFD session 1d:4097 handle:1 1is going UP
%BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4097 neigh proc
%BFD-6-BFD_SESS_CREATED: BFD-SYSLOG: bfd_session_created, neigh 192.168.30.2 proc

1. ERABENHIPAUREACL , RAEL i RBFDEER IR HIH DK FRIPALLL

R1l#conf t
R1(config)#ip access-1ist extended FLAP_CAPTURE

R1(config-ext-nacl)#permit ip host 192.168.30.1 any
R1(config-ext-nacl)#permit ip host 192.168.30.2 any



WS ERMEEBERERY, ER2EAHEENENEEMN CEUESHTHERE, NRE
THASHKM | 50 ERE3785 ( EELE ) 113784 (2454 ) BUDPRE
ACL,

2.EVEPCI A HEN HMACLAEEE

R1#monitor capture CAP interface Tunnel30 both
R1#monitor capture CAP access-1list FLAP_CAPTURE
R1#monitor capture CAP buffer size 5 circular

3. MEEPC REFEHEME S 0] L HHE T BRI !

R1#monitor capture CAP start
R1#show monitor capture CAP buff brief



# size  timestamp source destination dscp protocol

0 54 0.000000 192.168.30.2 -> 192.168.30.2 48 CS6 UDP
1 54 0.000000 192.168.30.2 -> 192.168.30.2 48 CS6 UDP
2 54 0.005005 192.168.30.1 -> 192.168.30.1 48 CS6 UDP
3 54 0.005997 192.168.30.1 -> 192.168.30.1 48 CS6 UDP
4. BLEEEM:
Rl#conf t

R1(config)#event manager applet R1I_BFD_FLAP authorization bypass

R1(config-applet)#event syslog pattern "%BFDFSM-6-BFD_SESS_DOWN" maxrun 120 ratelimit 100000
R1(config-applet)#action 000 c1i command "enable"

R1(config-applet)#action 005 cli command "show clock | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 010 cli command "show logging | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 015 cli command "show process cpu sorted | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 020 cli command "show process cpu history | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 025 cli command "show interfaces | append bootflash:R1_BFD_FLAP.txt"
R1(config-applet)#action 030 cli command "monitor capture CAP stop"

R1(config-applet)#action 035 cli command "monitor capture CAP export bootflash:R1_BFD_CAP.pcap"
R1(config-applet)#action 040 syslog msg "Saved logs to bootflash:R1_BFD_FLAP.txt and saved packet captu
R1(config-applet)#action 045 cli command "end"

R1(config-applet)#end

5EFT—EHDRE  RREALERNEE S EitbootflashiERERET O -

R1#show logging

*Jul 18 19:09:47.482: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4097 handle:1,is going

- BFREREERE19:09:47 HIRBFDEE , ¥ HEREHEEMRETF.
Pl
L, B ERETETRINBENSERERENEN S HEMEER , UERE LR EERWRR

EEIEFZEWBFDEK ., HAR1ENIBEEHFEEAECHO FAILURE |, EEKE TS MR2EXIEHE
BEUKIEBFDEFE , ERMERRANERIN BFERY , ZERE RBFDEIRHFEERX DOWN:



*Jul 18 19:09:47.468: %BFDFSM-6-BFD_SESS_DOWN: BFD-SYSLOG: BFD session 1d:4098 handle:2,is going Down R
*Jul 18 19:09:47.470: %BGP-5-NBR_RESET: Neighbor 192.168.30.1 reset (BFD adjacency down)

*Jul 18 19:09:47.471: %BGP-5-ADJCHANGE: neighbor 192.168.30.1 Down BFD adjacency down

*Jul 18 19:09:47.471: %BGP_SESSION-5-ADJCHANGE: neighbor 192.168.30.1 IPv4 Unicast topology base remove
*Jul 18 19:09:47.471: %BFD-6-BFD_SESS_DESTROYED: BFD-SYSLOG: bfd_session_destroyed, 1d:4098 neigh proc

HARBAZIDERE  HEFRER1 LRENERRHE  STREEDEZIIN00EVAE
EHMEWBFDEIE,

No. Tima Source Destination Protocol Length | Echo Info

135 2024-97-18 19:09:46.484246 192.168.308.2 192.168.30.2 BEFD Echo 78 00000000000010020000041T Originator specific content

136 2024-87-18 19:09:46.484581 192.168.30.2 192.168.38.2 BFD Echo 78 ©@00e0RREORRD100200000841f Originator specific content
=P 137 2024-07-18 19:09:46.707712 192.168.30.1 192.168.30.1 BEFD Echo 78 |0ee00000000010010000041d |Originator specific content
—p 138 2024-87-18 19:09:46.970921 192.168.30.1 192.168.308.1 BFD Echo 78 |00BB0000ABAR10A10000041e |Originator specific content

139 2024-07-18 19:09:47.177716 192.168.30.1 192.168.30.2 BFD Control el Diag: No Diagnostic, State: Up, Flags: (
— 140 2024-87-18 19:09:47.203433 192.168.30.1 192.168.30.1 BFD Echo 78 |000800000BR010010000041T |Originator specific content

141 2024-07-18 19:09:47.468348 192.168.30.1 192.168.30.2 BFD Control Diag: Echo Function Failed, State: Down

- HEER  RI—EBEXHEABFDEEERT , BEREBHRAL , BER2ZRREELERS
, AEER1EIEZEFIERE , £19:09:47.468#8 ILEFE,
. L BEUTEETRHETR . ERE137, 138140 ( BZBEHEIETR ) THEPELE —
X, ERLABIBBFDEIFEID ( EALEHESR ) BE. MRDEREEE , BIEEHEBFDEE
D EEERSHBEE DRI, IPFREFHIP Identification ( IPER ) WALt o] AREREE

. WREEER  EENE1362 58 #RIKEBFDEE | ERERERINAEH LENEE
St 5 — EHE R,

T—HRERR1EENFAEBFDERENEREMEHERIHR2IRE , Rt B ERERR2KER
HE

N, Time Source Destination Protocol Length Echo Info

—p 107 2024-07-18 19:09:46.708032 192.168.30.1 192.168.38.1 BFD Echo 78 000PEREENARR10010000041d Originator specific content
—p 108 2024-07-18 19:09:46.708430 192.168.30.1 192.168.30.1 BFD Echo 78 000BR00 10010000041d Originator specific content
110 2024-07-18 19:09:46.774829 192.168.30.2 192.168.38.2 BFD Echo 78 |0000000 109200009420| Originator specific content
— 111 2024-87-18 19:09:46.97124@ 192.168.30.1 192.168.30.1 BFD Echo 78 eegeese 1e010800841e Originator specific content
=112 2024-07-18 19:09:46.971542 192.168.30.1 192.168.30.1 BFD Echo 78 00000000000010910000041e Originator specific content
113 2024-07-18 19:09:47.015058 192.168.30.2 192,168.38.2 BFD Echo ?'E |BBGBBGBBWWIBUZWBM421|Orlginator specific content
114 2024-07-18 19:089:47.178235 192.168.30.1 192.168.30.2 BFD Control Diag: No Diagnostic, State: Up, Flags: |
115 2024-07-18 19:09:47.199458 192.168.30.2 192.168.38.1 BFD Control 90 Diag: No Diagnostic, State: Up, Flags:
—p 116 2024-07-18 19:09:47.203674 192.168.30.1 192.168.30.1 BFD Echo 78 00002000000010010000041f Originator specific content
—p 117 2024-07-18 19:09:47.204021 192.168.30.1 192.168.308.1 BFD Echo 78 000BRRDRADRR10R10000041f Originator specific content
118 2024-07-18 19:09:47.286688 192.168.30.2 192,168.30.2 BFD Echo ?s [eeeoesvenoep1e02000R422] Originator specific content
128 2024-87-18 19:89:47.468723 9.1 192.168.38.2 BFD Control Diag: Echo Function Failed, State: Down

- LHERERRIEXRNFIEBFDEBMARFWIRE ( AKEERET ) ; ERaE107H
108 24HFMBFDEIE , BRI 21111122 HFEMNBFDEE , EXta116M117 2R
BFDEIF,

- WHBRETR2EBEEATHERINAEREFETINEEENS (MMBHERT) , E—F
FARREIRIN T B LEEZBNERETEX.

RERDHTA , ZERERIER2 BN EKEHET , WEMANREHRE , EERER2E
R1ZE. /RTE-IRAHRE , FERIRSERHBE , REZER,

BFDERIZER

EFFABFDIRSER (EEBIREHER ) B, IUEAMENEZ , It B AT RIFEEMAMEPCHES
EME, FEFEANWERER , £EKEEBFDIRFIE R T Akeepalive ( FELUA B2 Y B8 B 1
EMIEER ) HEEE, EXRTREIETUDPEREI7TS4HET, EHRFIH , REBFDHBEFE
WERAKRBEKRE , BFDRMERIFETRE, NRIERLEEERER , MFERRADETECT



TIMER EXPIRED , AZEHBNHEEEHLAEHENTUBAEEE.

ESMRARIMENKE LNHE  FEREIERD N REARESRERRNEREBFDES
Bo Bl , MREARIFBETXERFREA300ms , FBEMNRIERE 2 BIAI00msH IR B U E
BFDERE , IERFNEENENEER. EBBEEMRBERENHEF , EP AR KER
B IRENCREXFEREEN , ARFEREZANEELEREX.
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