EESFEANLEEMAC, IPVANIPv6RIRTIZR4
)}

B

HBEFFEACHRE—EARBRERRFFENMERESE  ANRESReM, BHIEX
REBNEAELATRENCERAESBEEER, ACLEESAFNIERBFEEBEENEH
o ACLATBLAAUTMER RNz —EE : BiBIPv4ih it SIPvEE 1t

A B I HE AR A BE(WAP) | BTN E STACLIEER B R RIPv4. IPVEHI S SH R 24
(MAC)MIACLIUE B BB Z 2 1,

HA&E

. WAP100% %l
. WAP300% %l
. WAP500% %l

R AR

- 1.0.6.2 - WAP121, WAP321

- 1.2.0.2 - WAP371, WAP551, WAPS561
- 1.0.1.4 - WAP131, WAP351

- 1.0.0.16 - WAP150, WAP361

EVACL

MEE . ARALLE B BRMRE BWAP150,

FRIBAZBEARERWebNERER | REEEACL > ACL Rule.

]
D

ACL Association
ACL Status

MiE : WAWAP121, WAP321, WAP371, WAP551FIWAP561: & A Bl A BEAWebN AR , A% BIEClient QoS>
ACL.



Global Settings

Class Map

Policy Map

Client QoS Association
Client QoS Status

S22 BRKACL ConfigurationEE# , FEACL Namelfi{i i AACLB &,

ACL Rule
ACL Configuration
ACL Name: actt||®
ACL Type: ' MAC : )
Add ACL

SER3.HEACL Type TR IBEEHIEIZEACL Type,

ACL Rule

ACL Configuration

ACL Name:

ACL Type:

Add ACL

o IPv4 - 3241 ( 44u7T#E ) btk



« IPv6 — IPVARY £ MEEE RS | 11281 ( 8Tl ) #batAA Ao
« MAC - MACH it 2 7 B 44 B B% T T A ME — stttk o

HR4. R —TAdd ACLIZ#,

ACL Rule

ACL Configuration

ACL Name: ACL1

ACL Type: ' MAC )
| AddACL |

IRIREMAC , BHMEEEERMACHIACL,
MRIBEEIPvS , BB EREERIPVARIACL,
IRIRIEZIPVG , B EEEERIPVGIIACL,

BRERZKCERIIET TACL,

i EERMACHACL

SEB1.#ACL Name - ACL Type ThLZE EEFEZHIEHR AIMWACL,

Mgt : THEI®TACL1 MACHEERRHI.

ACL Rule Configuration

Rule: ' New Rule =

SRR MRMUARFHEACLEBHRA , FitRule T AIREHEENew Rule. BRI, FRuleTHEEFRIFE—EERRA

o

EE . BV AEMACLEIM10ERAl



ACL Rule Configuration

ACL Name - ACL Type: " ACL1-MAC s |

hy

Rule: ‘ v New Rule

HER3 fAction ™ PR E IR FRRACLA AV RHE,

AR . E RIS, BT —MEDenyE 4,

Action: ¥ Deny

Permit

Match Every Packet:

- B8 — HIEHERUBRENMEREEARIBRHWAP, HREEACLAERHE —ER S deny-allR R , Rt T SRR
HRESEIEE,
- A — ARFERUBEENFAEREEASERHWAP, THEHRHNREMSIEESR.

MEE : SRABIMRTIRN. CRARPNERGS. BUKEHETHZI0 MM A R4S E R RIS R 25 3 Ay BREUS B

HBR4 jEF Match Every Packet®REU S A LR SEMRERSHRR  EREARF, BUHEFIETREFME TR
fRtFo

#£7R : MR Bi'FMatch Every Packet , B E L B12.

4k

Action: # Deny ]

y

Match Every Packet:

S EB5 T EtherType BT |, RIZEER IR |, ASCEMNEARLE Z KiBEREH N EETLLE, BULLREUTEE —5EE
7=

- RRFEPEEHE — RTHBERBRERE. EEEBLUTIRE : appletalk, arp. IPv4, IPv6, ipx. netbios. pppoe.
- BEETE — HRBERBEBBIRE , 5F8H A K06002IFFFFHYE BB 5.



Protocol: Any
© Select From List: [ icmp
Match to Value: 0 (Rang

L1
N

HER6.7Class Of Service B F , BIFERZM AW A802. 1pEAEFEXIRFILEZ K@RETLER, TUEREERER
EERNEXIEF. TEUser Defineck i ¥ AREOZEI7H B KB

Class Of Service: Any
© User Defined 6

S BB7.7ESource MACEIFH |, BEE RIS TREMACHE I ER 2 KIBIEHEITLLE, BRI LR IBAnySH User Defined , SREEIR
B B A RMACHE 31t

Source MAC: Any
© User Defined

Source MAC Address: 04:FE:36:A5:670B

Source MAC Mask:

S B88.7E Source MAC Maski i i AJEMACHEHEFERS |, 5 EJRMACH #9 BRLE 1 B2 2 KM 1T LE 8L
MEE - MEMACHERESEAON , REEZEthut ; MREFEA 14 , R bt

Source MAC: Any
© User Defined
Source MAC Address: 04:FE:36:A5:670B

Source MAC Mask: 00:00:00:00:00:00 -

# B89 7 Destination MACEIZH | ;BIBE ;B $IE B HIMACHE IR Z AR ETH B, BTLLBRBEEAny)RBRERE
E & (User Defined) , SREBIERALAIM AL A B ZMACHE,

Destination MAC: Any
© User Defined

Destination MAC Address) FZ:CA:46:11:EA09

Destination MAC Mask:

$B810.7E Destination MAC Maski@ 4 & A B BMACHE 1 TS | 18 E B 2MACH B FRLE {3y B2 Z AR A be i 4T EL B

BEE : MRMACERMEAON , RIESZ b ; MREA 1M , RIZBMEZbL,



Destination MAC: Any
O User Defined
Destination MAC Address: F2:CA:46:11:EA:09

Destination MAC Mask: J00:00:00:00:00:00

SE11.7EVLAN IDEEF | RIZBERZMASVLAN IDE Z KBEHETLE ., ERENBMCPE ASEER0RI409569VLAN
Do

VLAN ID: Any
© User Defined IEE I;Hange: 0 - 4095)

SEB12.#—T TSave. o

VLAN ID: Any
© User Defined

Delete ACL:

$B13, (i) EEMBREEBMACL , FFiEFDelete ACLERENS R , A%IZ— T Save.

BREEZCEEWAP LR A E TMAC ACL,

EEERIPV4RIACL

1.ACL Rule Configuration
ACL — ACLACL

IPv4_ACL-IPv4



ACL Rule Configuration

ACL Name - ACL Type: l v IPv4_ACL - IPv4d

Rule:

2.ACLRuleNew RuleRule

ACL10

ACL Rule Configuration

ACL Name - ACL Type: | IPv4_ACL-IPv4 &

Rule: New Rule -

3.ActionACL

Permit

« — WAPACLdeny-all

. —WAP
Action: v Permit ’
49

4 .Match Every Packet

Match Every Packet:

Match Every Packet11
5.ProtocolAny

— IP - Internet
— ICMP — Internet



— IGMP — IPv4
— TCP —
— UDP — Internet

« — 0255IANAID

Protocol:

6.Source IPIPIP

« IP(Source IP Address) — IP
+ —P255.255.255.2550.0.0.0IP

0.0.0.024(192.168.10.0/24)0.0.0.255

Source |P:

Any

© Select From List:

Match to Value:

[ icmp

¢ Any
© User Defined

Source |IP Address:

\ Wild Card Mask:

~

v,

7.Source PortAnyto match to any source port

— (FTP)— FTP(TCP)

— FTP —20

— (HTTP)— HTTP

— (SMTP)— SMTPInternet

— (SNMP)— SNMPIPInternet

— Telnet — Internet

— (TFTP)— TFTPInternetFTP

— (WWW)— WWWHTTP
. — 065535

— 01023 —
— 102449151 —

—4915265535 — /
- — (0 - OXFFFF)01

Source Port:

8.Destination IPIPIP

- IP—IP

Any

© Select From List:
Match to Port:
Mask:

2
(Rang
192.168.1.100 (x00¢
0.0.0.255 (200

(Range: 0 - 65535)
(Range: 0 ~ Oxffff, Os



« —P255.255.255.2550.0.0.0IP

0.0.0.024(192.168.10.0/24)0.0.0.255

Destination |P: Any
© User Defined
Destination IP Address:] 192.168.1.110 (0 0 300K MK )
Wild Card Mask: 0.0.0.255 (000 0 30K MK -

9.Destination PortAny

— FTP — TCPInternet
—FTP —20

— HTTP —

— SMTP — Internet

— SNMP — IPInternet

— Telnet — Internet
-TFTP — FTP

— WWW — HTTPInternet

+ — 065535

— 01023 —
— 102449151 —
—4915265535 — |/

- — (0-0xFFFF)01

Destination Port: Any
© Select From List: [ wWww $ ]
Match to Port: (Range: 0 - 65!
Mask: (Range: 0 ~ Ox

10.Service Type
+ IP DSCP Select From List — (DSCP)(AS)(CS)(EF)
- IP DSCP Match to Value — DSCP063
+ IP—IPO7IP
+ IP TOS Bits — IPTOS
+ IP TOSIPIP TOS Bits00ff3IP6IP DSCP
+ IPTOS — IP TOSIP TOSIP TOS
+ IP TOS MaskOOFFIP TOSIP TOSIP TOS7517IP TOSIP TOSO0IP TOS00

Service Type ( Any ﬁ\
© IP DSCP Select From List =
IP DSCP Match to Value: (Range: 0 - 63)
IP Precedence: (Range: 0 - 7)
IP TOS Bits: (Range: 00 - FF)

k IP TOS Mask: j (Range: 00 - FF)




11.

VLAN ID: Any
© User Defined

Delete ACL:

EEERIPVv6HIACL

1.ACL Rule Configuration

ACL Name - ACL Type — ACL

IPv6_ACL - Pv6
ACL Rule Configuration
ACL Name - ACL Type: | IPV6_ACL-IPV6 4 |
Rule: L New Rule o ]
2. ACLRuleNew RuleRule
ACL10
ACL Rule Configuration
ACL Name - ACL Type: | IPV6_ACL-IPV6 %
Rule: [[ New Rule o ]]
3.ActionACL

+ — WAPACLdeny-all
+ —WAP

Action: ¥ Deny

Match Every Packet:

411



4.Match Every Packet
Match Every Packet:

Match Every Packet12

5.Protocol
— IP - Internet
— ICMP — Internet
— IGMP — IPv4
— TCP —
— UDP — Internet
« — 0255IANAID
Protocol: Any
© Select From List:
Match to Value: 0 (Ran

6.Source IPv6IPAnyUser DefinedIPv6IPv6

+ IPv6 — IPv6
« IPv6 — IPv6
Source IPVE: Any
[ ] User Defined
Source |PvE Address: fd2d:43a5: 25fe. Ofef:fft
Source |PvE Prefix Length: 64 (Range:
Source Port: Ay
7.Source PortAny
— FTP — TCPInternet
—FTP —20
—HTTP —
— SMTP — Internet
— SNMP — IPInternet
— Telnet — Internet
-TFTP — FTP
— WWW — HTTPInternet
« — 065535
— 01023 —
— 102449151 —
—4915265535 — /
« — a(0OxFFFF)01
Source Port: Any
©  Select From List:
Match to Port:
Mask:

8.Destination IPv6IPAnyUser DefinedIPv6IPv6
« IPv6 — IPv6



+ IPv6 — IPv6

Destination |PvE:

Any
D User Defined
Destination IPvE Address: fd2d:43a5:25fa:1234:0

Destination IPv6 Prefix Length: 64 (Ran

9.Destination PortAny

« — FTPFTPHTTPSNMPSMTPTFTPTelnetWWwW
« — 065535

— 01023 —

— 102449151 —
—4915265535 — /

- — (0-0xFFFF)01

Destination Port: ¥
© Select From List: | www %
Match to Port: (Rai
Mask: (Ral
10.IPv6 Flow LabellPv6IPv6AnyUser DefinedIPv6200-0xffff
IPv6 Flow Label: O Any
User Defined: (
11.IPv6é DSCPIP DSCP
+ — DSCP(AF)(CS)(EF)
+ — 063DSCP
IPvG DSCP: o Any
Select From List: |:|
Match to Value: (Range:0-63)
Delete ACL:
Save

12.Save



13.ACLACL Name-ACL TypeACLDelete ACL

IPV6ACL
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