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RADIUS
RADIUS Accounting for Management Access can only be enabled when TACACS+ Accounting is disabled. TACACS+ Accounting is currently disabled.
RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)

Management Access

Both Port Based Access Control and Management Access
@ None

Use Default Parameters

Retries: 3
Timeout for Reply: 3
Dead Time: 0

Key String: @ Encrypted I
Plaintext I

Source IPv4 Interface: | Auto i
Source IPvE Interface: | Auto :

}—ﬁppbf—” Cancel ]
RADIUS Table
Server | Priority = Key Timeout | Authentication = Accounting = Retries | Dead = Usage
String (Encrypted) = for Reply Port Port Time  Type

0 results found.

T

S ER2 T RADIUS AccountingffL |, BIEEZEZMLUEERADIUSHIRER SRR EIRERA
BAl, ATARADIUSHIBRESIRMEIREF , ARERMEAENSFHE. FRAEEANER
MEMAR., HEZENBERSZE802.1XHIMEE,

RADIUS Accounting: Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access
Mone

Use Default Parameters

Retries: |3

Timeout for Reply: |3

Dead Time: |E}

Key String: @ Encrypted |
Plaintext I

Source IPv4 Interface: | Auto

Source IPvE Interface: IAuto i
}—App#y—“ Cancel ]
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BB EBEFINE R — R BEAEWER B CIRE FEEFRADIUS I ARER.
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S BR3.1E Use Default ParametersBi8iH |, BLEASTERREAMERE , BRIEFTIEAIRADIUSH AR
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RADIUS Accounting: () Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access
MNone

Use Default Parameters

( Retries: |3 A
Timeout for Reply: |3
Dead Time: III}
Key String: Encrypted I
Q@ Plaintext Iradius
Source IPv4 Interface: m
L Source IPvE Interface: m )
}—Appiy—“ Cancel I
BB TRE :
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RADIUS Accounting: () Port Based Access Control (802.1X, MAC Based, Web Authentication)
Management Access
@ Both Port Based Access Control and Management Access

MNone
Use Default Parameters
Retries: |3
Timeout for Reply: |3
Dead Time: III}
Key String: Encrypted I

@ Plaintext Iradius

Source |Pv4 Interface: | Auto

Source IPvE Interface: IAuto i
|

E

{ Cancel

:

HERS5. RADIUSZE R A X285 | B BIE EMWRADIUSAIBRERE R . ERMEHIKE |
Wil RE, EERRATERADIUSHRZFRE .

s
i
1

RADIUS Table

Server | Priority = Key Timeout = Authentication = Accounting = Retries Dead Usage
String (Encrypted) = for Reply Port Port Time Type

0 results found.

An * indicates that the parameter is using the default global value.

I Display Sensitive Data as Plaintext ‘
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Server Definition:

@ ByIP address () By name

2 Timeout for Reply:

“ Authentication Port:

“ Accounting Port:

 Retries:

“ Dead Time:

Usage Type:

IP Version: (7) Version6 @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface W
“ Server IP Address/Name: |
& Priority: | (Range: 0 - 65535)
Key String: @ Use Default

(") User Defined (Encrypted) |
() User Defined (Plaintext) |

(0/128 characters used)

@ Use Default
() User Defined IDefault

sec (Range: 1 - 30, Default: 3)

|1812 (Range: 0 - 65535, Default: 1812)
|1813 (Range: 0 - 65535, Default: 1813)
Use Default

) User Defined |Defau|t (Range: 1 - 10, Default: 3)

Use Default
) User Defined |Defau|t

min (Range: 0 - 2000, Default: 0)

) Login
1 B802.1x
1 All

oAy

S ER7 1E " Server IP Address/Name. #{L 7 |, 8 ARADIUSABREFHVIPAz it = E BB,



Server Definition:
IP Version:
IPvE Address Type

Link Local Interface

= Priority:

Key String:

% Timeout for Reply:

“ Accounting Port:

“ Retries:

“ Dead Time:

Usage Type:

@ ByIP address () By name
() Version6 @ Version 4

@ Link Local Global

“ Server IP Address/Name: U;192_168_1 109

“ Authentication Port:

L

| (Range: 0 - 65535)

@ Use Default
(7} User Defined (Encrypted) I

(7) User Defined (Plaintext) | 0/128 characters used)
@ Use Default

() User Defined IZi-efault sec (Range: 1 - 30, Default: 3)
|1812 {Range: 0 - 65535, Default: 1812)

|1813 (Range: 0 - 65535, Default: 1813)

@ Use Default
() User Defined |Z:-efau|t Range: 1 - 10, Default: 3)

@ Use Default
() User Defined |Zi-efau|t min (Range: 0 - 2000, Default: 0)

() Login
() 802.1x
@ Al

[Apply-| | Close

SRR EELIEFRNUT  MALEERIGULARBNELIET ; RBEEERBREERRS
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Server Definition: @ ByIP address (7) By name
IP Version: '. Version 6 -.fl_-.- Version 4
PvB Address Type Link a Globa
“ Server IP Address/Name: |192_168_1_109
% Priority: m (Range: 0 - ]
Key String: @ Use Default
(0) User Defined (Encrypted) |
() User Defined (Plaintext) | (/128 characters used
£ Timeout for Reply: @ Use Default
() User Defined IZ-efault sec (Range: 1 - 30, Default: 2
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
() User Defined |Z-5fault Range: 1 - 10, Default: 3
% Dead Time: @ Use Default
() User Defined [Defaut min (Range: 0 - 2000, Defa
Usage Type: () Login
() 802.1x
@ Al

[hpplyf | Close |

$ER9.12#2Key String, Timeout for Reply, RetriesflDead Timet# K Use DefaultE &%
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Server Definition: @ By P address () Byname
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-JLAN 1|~
& Server IP Address/Name: |192_168_1_109
“ Priority: |1 (Range: 0 - 65535)
( Key String: @ Use Default )
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefauIt sec (Range: 1 - 30, Default: 3)
“ Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: |1813 {(Range: 0 - 65535, Default: 1813)
% Retries: @ Use Default
© User Defined [Default (Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpply- | Ciose |
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Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPv6 Address Type @ Link Local Global
Link Local Interface I‘-«'LAI‘-—I 1|~
“ Server IP Address/Name: |192_168_1_109
= Priority: |1 (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IDefault sec (Range: 1 - 30, Default: 3)
% Authentication Port: "1812 '{Range: 0 - 85535, Default: 1812)
“ Accounting Port: |1813 (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Defau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Defau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpply- | Ciose |

$EB11.7E Accounting Portl{ |, 8 E A5 FREERADIUS A fRESHE/TRT B BIAMERIE, &
EIRBEREETERIE1813 L,




Server Definition: @ ByIP address (7) By name
IP Versian: () Version & @ Version 4
IPvE Address Type @ Link Local Global
Link Local Interface
“ Server IP Address/Name: |192_168_1_109
= Priority: |1 (Range: 0 - 65535)
Key String: @ Use Default
() User Defined (Encrypted) |
() User Defined (Plaintext) | (0/128 characters used)
£ Timeout for Reply: @ Use Default
() User Defined IZ:-efauIt sec (Range: 1 - 30, Default: 3)
% Authentication Port: |1812 (Range: 0 - 65535, Default: 1812)
“ Accounting Port: ||1813 ' (Range: 0 - 65535, Default: 1813)
“ Retries: @ Use Default
(0) User Defined |Zi-efau|t {Range: 1 - 10, Default: 3)
% Dead Time: @ Use Default
() User Defined |Z:-efau|t min (Range: 0 - 2000, Default: 0)
Usage Type: () Login
() 802.1x
@ Al

[hpplyf [ Close |

$EB12.7E Usage TypelBfim , iBIERADIUSHIRESHEFE AN AR, BES02.1XMH | iB1E
802.1xZRAIIE B 1% #1 LA {E FARADIUS R IR 22 1T802. 1 X B 0 By 3% .




Server Definition:

IP Versian:

IPv6 Address Type

Link Local Interface
“ Server IP Address/Name:
= Priority:

Key String:

£ Timeout for Reply:

“ Authentication Port:

“ Accounting Port:

I Retries:

“ Dead Time:

Usage Type:

@ ByIP address (7) By name
() Version & @ Version 4

@ Link Local Global

I"«'LAI"—I 1|~

|192.168.1.109

I (Range: 0 - 65535)

@ Use Default

() User Defined (Encrypted) |

() User Defined (Plaintext) |

@ Use Default

(7) User Defined IDefault

1812 (Range: 0 - 65535

1813 (Range: 0 - 65535

@ Use Default
©) User Defined [Default

@ Use Default
) User Defined |Defau|t

(0/128 characters used)

sec (Range: 1 - 30, Default: 3)

, Default: 1812)

, Default: 1813)

(Range: 1 - 10, Default: 3)

min (Range: 0 - 2000, Default: 0)

HER13.%5 — T Apply. fRIRZRASFEEIRADIUSE. ERAERENG02.1XFB5ME |
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Server Definition:

IP Versian:

IPv6 Address Type

Link Local Interface
“ Server IP Address/Name:
= Priority:

Key String:

£ Timeout for Reply:

“ Authentication Port:

“ Accounting Port:

I Retries:

“ Dead Time:

Usage Type:

@ ByIP address (7) By name
() Version & @ Version 4

@ Link Local Global

I"«'LAI"—I 1|~

|192.168.1.109

I (Range: 0 - 65535)

@ Use Default

() User Defined (Encrypted) |

() User Defined (Plaintext) |

@ Use Default

(0/128 characters used)

(7) User Defined IDefault

sec (Range: 1 - 30, Default: 3)

|1812 (Range: 0 - 65535, Default: 1812)
|1813 (Range: 0 - 65535, Default: 1813)
) Use Default

O @

) User Defined |Defau|t

Use Default

(Range: 1 - 10, Default: 3)

@RC)

I User Defined |Defau|t

Login
) 802 1x
All

@O

min (Range: 0 - 2000, Default: 0)

(nopty— )|  Close

]
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Properties

Port-Based Authentication: ["] Enable
Authentication Method: _ RADIUS, None
@ RADIUS
(") MNone
Guest VLAN: [] Enable
Guest VLAN ID 1|~
% Guest VLAN Timeout: @ Immediate
(") User Defined sec (Range: 30 - 180)

Trap Settings

802 1x Authentication Failure Traps: Enable

802 1x Authentication Success Traps: Enable

MAC Authentication Failure Traps: Enable

Web Authentication Failure Traps: Enable

Web Authentication Success Traps: Enable

I
(]
O
MAC Authentication Success Traps: [ | Enable
]
O
[] Enable

Web Authentication Quiet Traps:

| ppply| |  Cancel

VLAN Authentication Table
VLANID | VLAN Name = Authentication

0 results found.

Edit

B2 1£ Port-Based Authenticationf@ L , Ai#EnableZEN S R AR EREN B DB %,
FERER TR,



Port-Based Authentication:

Authentication Method: RADIUS, None
@ RADIUS
None

Guest VLAN: Enable

w

Guest VLAN Timeout: @ Immediate
User Defined

Trap Settings

802_1x Authentication Failure Traps: Enable
802 1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable
| Apply | | Cancel |

S BR3.1E Authentication Method®B L7 | BIZERIZM LAY ENEFER BRI TEH X,

Port-Based Authentication: /| Enable
Authentication Method: RADIUS, None
@ RADIUS
None
Guest VLAN: Enable
Guest VLAN Timeout: @ |Immediate

User Defined
Trap Settings

802_1x Authentication Failure Traps: Enable
802 1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

| Apply | | Cancel

BIESIE
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‘RADIUS — X8 BB E RADIUSEE L ERHRADIUSAIARER. MR RBWRIRE M
RERHERE  SFEKEIERE. YRNBELTEMN802.1XEI , BEEAIER,

B — THITHORE. AFTEEE. WBEBETFTEEHES02.1X,
S BR4 1% — T Applyo

Port-Based Authentication: /| Enable
Authentication Method: RADIUS, None
@ RADIUS
None
Guest VLAN: Enable
-
Guest VLAN Timeout: @ Immediate
User Defined

Trap Settings

802_1x Authentication Failure Traps: Enable
802 1x Authentication Success Traps: Enable
MAC Authentication Failure Traps: Enable
MAC Authentication Success Traps: Enable
Web Authentication Failure Traps: Enable
Web Authentication Success Traps: Enable
Web Authentication Quiet Traps: Enable

S BR5..8 8 Z Security > 802.1X/MAC/Web Authentication > Port Authentication, Port
AuthenticationE. [ Fi& B B Bl

Port Authentication

Port Authentication Table

Entry No. | Port = Current Administrative RADIUS Guest Open Access | 802.1x Based MAC Based
Port Control | Port Control VLAN Assignment VLAN Authentication = Authentication
1 FE1 Authorized Force Authorized  Disabled Disabled Disabled Enabled Disabled
2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
5 FE5 NA Force Authorized Disabled Disabled Disabled Enabled Disabled
6 FEG6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
8 FEB NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled
10 GEZ2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled

5 BR6.1E Port Authentication Table 22 EE BHIE | AR EZEdit...1k8]., Edit Port
Authenticationt? & B4



Port Authentication

Port Authentication Table

Entry No. | Port  Current Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based
Port Control ~ Port Control VLAN Assignment VLAN Authentication = Authentication | Authentication
@ 2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
5 FE5 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
6 FE6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
7 FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
8 FE8 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
10 GE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
[ Copy Seftings... ] ( Edit... )

S BR7 1E Administrative Port ControfB{LF | iBIEE 1B iR UAME B IERIB IR EEEEE,
Current Port Controf@ {3 B8 /R FTEE AR R B 5T IREARE,

Interface: FE1
Current Part Control: (Authorized )
Administrative Port Control: Force Unauthorized
@ Auto
Force Authorized

RADIUS VLAN Assignment: @ Disable

Reject

Static
Guest VLAN: Enable
Open Access: Enable

802 1x Based Authentication: v| Enable

MAC Based Authentication: Enable

Web Based Authentication: Enable

Periodic Reauthentication: Enable
¢ Reauthentication Period: 3600

Reauthenticate Now:

Authenticator State: Force Authorized

[T+] Edit
BRI
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Interface: FE1

Current Port Control: Authorized
Administrative Port Control: (") Force Unauthorized
@ Auto

(") Force Authorized

RADIUS VLAN Assignment: @ Disable

) Reject
() Static
Guest VLAN: [] Enable
Open Access: [] Enable

802.1x Based Authentication: Enable

MAC Based Authentication: [] Enable
Web Based Authentication: [] Enable
Periodic Reauthentication: [] Enable
“ Reauthentication Period: ISBE}[} sec (Range: 300 - 4294967295, Defa
Reauthenticate Now: [
Authenticator State: Force Authorized

[T+] Edit

SER9.E—TApply, BEREEZLHEAENRS2AXEN G MER , WH S EHFHFHRRE
HERFZEBENEME PR, A InterfaceMALZEBERENTRIERE , MA2EZ Port
AuthenticationE.H .



802.1x Based Authentication: Enable
MAC Based Authentication: [] Enable
Web Based Authentication: [] Enable

Periodic Reauthentication: [] Enable
“ Reauthentication Period: IBB[}[} sec (Range: 300 - 4294967295, Default: 3600)
Reauthenticate Now: ]
Authenticator State: Force Authorized
Time Range Name | Edit

# Maximum WBA Login Attempts: @) Infinite

(©) User Defined I (Range: 3 - 10)

# Maximum WBA Silence Period: @ Infinite

© User Defined | sec (Range: 60 - 6
% Max Hosts: @ Infinite
() User Defined I sec (Range: 1 - 4294967295)
% Quiet Period: Ie[} sec (Range: 10 - 65535, Default: 60)
% Resending EAP: IB[} sec (Range: 30 - 65535, Default: 30)
% Max EAP Requests: |2 (Range: 1- 10, Default: 2)
“ Supplicant Timeout: IB[} sec (Range: 1 - 65535, Default: 30)
% Server Timeout: |3[} sec (Range: 1 - 65535, Default: 30)

(- mppy )| Ciose |

TR0 MREMERENREREFERE S —BAERESERBEE  BFE " ERERFX
J PE-TEERNERBNERIZTE , REIZ—T "Copy Settings..., &ift. Copy
SettingstR & B R

Port Authentication
Port Authentication Table
Entry No. | Port  Current Administrative RADIUS Guest Open Access  802.1x Based MAC Based Web Based
Port Control = Port Control VLAN Assignment VLAN Authentication | Authentication = Authentication
© 2 FE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
3 FE3 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
4 FE4 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
5 FE5 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
6 FE6 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
7T FET NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
8 FE8 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
9 GE1 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
p 10 GE2 NA Force Authorized  Disabled Disabled Disabled Enabled Disabled Disabled
( Copy Settings... )| Edt. |

SR EXARBUF K GAEBERBENE (AERESR) . BEUNIEEEREEE, RE
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Copy configuration from entry 1 (FE1)

to: 'IS, 5, 8-10 ' {Example: 1,3,5-10 or: FE1 FE3-FE5)

o) Goe |
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