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RADIUS

Use Default Parameters

IP Yersion: Version 6 Version 4

Retries: 3

Timeout for Reply: |3

Dead Time: 0
key String:
[—W—H Cancel
RADIUS Table
Server | Priority = Key Timeout  Authentication Retries Dead LUsage
String | for Reply Fort Time  Type

0 results found.
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Server Definition: @ By IP address By name

IP Wersion: @

£ Server IP Address/Mame:

£ Priority:
key String: @ Lse Default
ser Defined
£ Timeout for Reply: @ Lse Default
Lser Defined
£ Authentication Port: 1812
& Retries: @ Lse Default
Lser Defined
£ Dead Time: @ Lse Default
Lser Defined
Usage Type: Login
02 1x
@ Al

fhpply| | Close |
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5 Network Policy Server

File  Action ‘View Help

& | HE

. olicies
_ RADIUS Clients and Servers

J Folicies

B, Network Access Protection Connection Request Policies
B Accounting

Connection request policies allow you to designate whether connection reque

forwarded to remate RADIUS servers. For MAP VPN or 8021, you must cor
connection request palicy.

H Corfigure Connection Request Policies u Leam mare

Metwork Policies
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©5 Network Policy Server

File  Action View Help
e | 2m HE

@‘u MPS (Local)
= ' “ Metwork policies allow you to designate whao is authorized to
| RADIUS Clients and Servers connect to the networs and the circumstances under which

= EJ' F‘glin:ies ~"  can or cannot connect.
_| Connection Reguest Policies
= W Policy Name |
I Health Policies| W J4eW ,-_ﬁl:nnnedinns to Microsoft Routing and Remote Access server
B, Network Access | ExportList g connections to other access servers
B, Accounting - .
Refresh
a |
Help
1 |

S ER 3.7 Policy NameMfLF , By AFTREEMI B, & "Nexts (T—F ),

New Network Policy

Specify Network Policy Name and Connection Type
* You can specify a name for your network policy and the type of connections to which the policy

Policy name

|SG200/300 Series|

— Metwork connection method

Select the type of network access server that sends the connection request to MP5. You can select either the network
bype ar Vendor specific.

{* Type of network access server:

| Unspecified |

™ Vendor specific:
10 =
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Mew Network Policy

Specify Conditions
0
;‘-ﬁ Specify the conditions that determine whether this netwaork policy is evaluated for a connection

of one condition is required.

Conditions:
| Condition | Walue

Condition description:

Previous | f et Firzh

HEBR5#E "H) TEZ{EREE : "Windows#, . "ERMEL M TEAEEL . RIFEREY
REREE  ARE-THE, SRBEENERBM—EHRE , E—TAdd Groups,

Select condition

Select a condttion, and then click Add.
Groups

,I—ag Windows Groups

The Windows Groups condition specifies that the connecting user or computer must belong to one of the s

! Machine Groups
The Machine Groups condition specifies that the connecting computer must belang to one of the selected |

o User Groups
£5%™, The User Groups condition specifies that the connecting user must belong to one of the selected groups.

HCAP

Location Groups
' The HCAP Location Groups condition specifies the Host Credential Authorization Protocol (HCAF) locatio
' reguired to match this policy. The HCAP protocol is used for communication between NP5 and some third
network access servers (MASs). See your NAS documentation before using this condition.

_ﬂ; HCAFP User Groups

() s
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Select this object type:
(Group Object Types...

From this location:
Radius test Locations...

Erter the object name to select (examples):
est Group j Check Mames

Advanced... | Cancel
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Select condition

Select a condition, and then click Add.
RADIUS Client

§ Calling Station 1D
e The Calling Station [D condition specifies the network access server telephone number dialed by the a

. Client Fnendly Name
L The Client Friendly Name condition specifies the name of the BRADIUS client that forwarded the connec

Client IPvd Address

The Client IP Address condition specifies the IP address of the RADIUS client that forwarded the conne
to NPS.

Client IPv6 Address
The Client |IPvE Address condition specifies the IPvE address of the RADIUS client that forwarded the ¢

request to NP5

Client Vendor
The Client Vendor Condition specifies the name of the vendor of the RADIUS client that sends connecti
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Mew Network Policy

Specify Access Permission
* Configure whether you want to grant network access or deny network access if th

policy.

* Access granted

Grant access if client connection attempts match the conditions of this policy.

™ Access denied
Dery access i client connection attempts match the conditions of this policy.

[~ Accessis determined by User Dialin properties {which overide NPS palicy)
(Grant or deny access according to user dialin properties i client connection attempts match the conc

————————————
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Mew Network Policy

Configure Authentication Methods

*‘ Configure one or more authentication methods required forthe connection reques
. authentication, you must configure an EAP type. If you deploy NAP with 802.1X or

Protected EAP in connection request policy, which overrides network policy authen

EAP types are negotiated between NP5 and the client in the order in which they are listed.
EAP Types:

fawve Up

Miave Dowr

Add... | Edit.. E—

Less secure authentication methods:
¥ Microsoft Encrypted Authentication version 2 (MS-CHAP«2)

W User can change password after it has expired
W Microsoft Encrypted Authertication (MS-CHAP)

¥ User can change password after it has expired
I~ Encrypted authertication ([CHAF)
™ Unencrypted authentication (PAF, SPAF)
[~ Allow clients to connect without negatiating an authentication method.

™ Perfform machine health check only

FRNE "BRENR, BED , FHERE. & "Nexty (T—%).
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— NAdd.
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Mew Network Policy

Configure Settings

* MPS applies settings to the connection requestif all of the netwark policy conditio
J are matched.

RADIUS Attnbuies

@. Standard

Vendor Specific

Metwork Access
Protecton

5 MAP Enforcement
:'IE, Extendad State

Routing and Remole
Access

3 Multilink and

Bandwidth Allocation
Protocol (BAF)

% IP Filters
iy Encryption
IP Settings

To send additional attributes to RADILS clients, select a Vend
then click Edit.  you do not configure an attribute, it is not ser
your RADIUS client documentation for required attributes.

Aftributes:

Mame Yendar Wal

Edit.. | Hemowve |
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Add Vendor Specific Attribute

To add an attrbute to the settings, select the attribute, and then click Add.

To add a Vendor Specific attribute that is not listed, select Custom, and then click Add.

Attributes:

Mame | Wendar

Cisco-AV-Pair Cisco

Description:

Specifies the Cisco AV Pair WV5A.

Attribute name:
Cisco-AV-Pair

Attribute number:
5000

Attribute fomat :
String

Attibute values:

£ TEBMERA BB , E—TAdd , A&E ABEshell:priv-Iv: 15, E—T TOK, (HEE ),

Attribute Information

Vendor | Value

Cisco shell privdvl: 15

............................................................

X

Edit...

Hemove

Move Up

Wowve Down

Cancel
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Mew Network Policy

Completing New Network Policy
*-a

You have successfully created the following networ policy:
5G200/300 Series

Policy conditions:

Condition | YValue

‘Windows Groups RADIUS Test Group
Client |Pvd Address  152.168.1.10

Policy =ettings:

Condition | Value

Authentication Method MS-CHAP w1 OR MS-CHAP w1 (User can change password after it has expired) OF
Access Pemizsion (Grant Access

Update Moncompliant Clients  True

MAP Enforcement Allow full network access

Framed-Pratocol FPF

Service-Type Framed

To close this wizard, click Finish.
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BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



