ERXBE FREERIPVeRIF B4 EEACL)H
s 2% B (ACE)

B

SEEFFEEACLR—RBRERRERRESFENMBRIESEE K ARREEZREM, ©HEILES
AHEAEFEBEER. ACLAEAHRIEESEFREEN T,

IPv6e Ry ERRUACL IS BEERIPVA R IIACLEE N, ACLIEEEH LM RE R BE XM/ 8 2
BRLETRE, ACLAFFBRIBRMUA B Mtbit, AMMEBBIEBIENEETERE, SEACLIEE
EB#H#E—EREMdenyiEa. ACLKERITESHREZHIE B (ACE)HE &,

BEZERERERREHSEAEENERLZ2RA. IRLIFEMREELREFHBTEFE
, AIAFFEBX M HRNARER SR ERRHN AT .

AR A B AT SRS LB R IPVBIACLAIACER R,
B KE

. Sx350% %l

. SG350X% %
. Sx500% %l

. Sx550X% 5l

AR

- 1.4.5.02 - Sx500F% 5l
. 2.2.5.68 - Sx350% %I, SG350XHR %I, Sx550XZR 5l

B EERIPV6ACLAIACE

AR ERIPVERIACL
BB ADERWebBARK , R EIRRARH>IPV6BACL,



IPv6-Based ACL

HER2 B —TAdd#& .
IPv6-Based ACL

SER3.FEACL NametB (L i AFTACLH BT,

& ACL Mame: ||PyE ACU 8/32 characters used)

BYRE : UL RBIH , SEAIPV6 ACL.
S B4 — T Apply , A% — T Close,

f Success. To permanently save the configuration, go to the
Copy/Save Configuration page or click the Save icon.

& ACL Mame: (0/32 characters used)

toptye[_Cloze )

HER5. ( A& ) #— T Save , B EMFIIRBEREED,




 SEVE cizCo
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IPv6e-Based ACL

IPvG-Based ACL Table
| ACL Hame
[ | IFvia ACL

| IPv6-Based ACE Table |

BT SCEZEXBEERE T —EERIPV6RIACL,

ERERIPV6HIACE

EERIERNTR  KEHBIBE —EACLEREKR., MRERIICEE —EACLHACERIER
, Al F1TACERF, NRERTRE-ACEBRRBATE , AIEET —EACL, MREF
BEMEBACLR KR TR EREJACEMRFRIACE , RIFERERER .

HEFRP , SBIACELEBRIFERRAEERARIPVEIL UL EIXZMEM B R it R E
BEE : ATEIBR Y AFFATE RENKE KIEFACERE & L FARRIRIE,

SB1EERWebHWERAER L , EZHEES>ERIPV6ACE,

EEER : REHESx350. SG350X, Sx550X ikt | FEBREMEA LAKDisplay
Mode T 12 8 A& ZAdvanced Rt #: E|Advanced E =R .

Display Mode: WGIFET TSRS  Logout  About  Help
"!h Q

Advanced

S ER2 XACL Name FHLEEHIREACL , REE—TGoo



M . RPEEREAACLEEMACE,
HER3 3 — TAddIL RS 37 3R Bl #T 8 FIACL.

MIEE : ACL Namel@{ L BERACLIVZ 18,

L BR4 T Priority My P AACERN B RIEFE. EXREBLIEFERSHNACE, HI1RRS
BEIERF. SEA15/2147483647,



ACL Mame: IPviE ACL

Priority: 34 Range: 1 - 2147483647

Action: = Permit

Deny

Shutdown
Legging: Enable
Time Range: Enable

Edit

Protocol: w ANy (IPvG)

Zelect from list

Protocol 1D to match

BIRE : ELL RO | EAHS,
S5 BB EFT EACEEERFIEHTHIREH BN EIRRE,
BHEE : EURBIF | EEFEPermit,

- RFF — RPMEBR T ESACEFTRRENER S,
R — BB ERTEACELFTRENER S,

Shutdown — R ERTRHESACELZFRENER T , WEAZKWERTNE, AIAEPort
SettingsEH L EFRMAZANIE,

S ER6. ( °:# ) iEEHEnable LoggingZxEX 5 # LARK F EEACL R B LB By B sERC 8KACLTR o

Legging: ¥ Enable

Time Range: Enable
Edit
Protocol: = Any (IP)
Select from list
Protocel ID to match Range: 0 - 255

HER7. ( 7iE ) EHEnable Time RangeEEUS ¥ , AFFAACEREREHE., KESZEAR
[REIACERN BREFE, MRMBEENZERME , RIACERIFER T/E.

Logging: +| Enable
Time Range Mame: Time Range 1 v | Edit
Protocol: = Any (IPvE)

Select from list

Protocol ID to match

$HE88. ( WiZ ) #Time Range Name THIEE F | ;B2 EEFANACENEREEE,



Time Range Mame: Time Range 1 r dit

& Protocol: = Any (IPvG)
Select from list

Protocaol 1D to match

PRt : AR —THREBE "RESEE, ELERYRIREREE.

& Time Range Mame: Time Range 1 12132 characters used

Absolute Starting Time: = Immediate
Date

Absolute Ending Time: = Infinite
Date

[hpply| [ cClose |

SEROE THhE. BEREHERR, BREBBEBHERHEIDREIACE,

i Protocol Ly [ [Pyl

o Select from list | ICMP »

Frotocol IL o matc

BRI

. Any(IP) — LLETEISACER B AES I EIPHE.

- Select from list — LIBE A ZEAR T HREPRE—EBEAHE. WREESEURIE | F5k
EZFB10,

- BEREHBEID — BB AT SR ABEID. MREFEEURE  FRESTR11,

BIEE : EUL RO |, 3B Select from listo

HER10. (E ) MREHESROPEETRBEPRE | BFRTAEEFEZRHE,

Protocol: Amy [ IPvG)

% Select from list
Protocol 1D to njlA% S

LDP
ICMP

B

. TCP — E®HEFHIHE(TCP)EM A T MEEABANRRER R, TCPAUREBER K& | I
REBEER DR EEEFEIEFEW,

. UDP — A EEHEEABEUDP)EEHHE , BEXTREBFEEHS,

. ICMP — # S B AR A% 12 HIFA S @A E (ICMP) B ¥

BiRE : ASHIPEHBRTCP,

FB11, (R ) NREESBIOTRIEZTELEMNIFEID , BE "ELEMNIHFEID, HLH
B A% EDo



Protocol: Any (1P)

BEE - UL RAIR , A1,

5 B%12.1ESource |IP Address[Eig 12— TN EEACEN Fr EZ X B B R IZH,

Source |P Address:;
= Lser Defined

BIEEE

- Any — FRERIPv6 it it #fiE A AACE,
- FREEE — ERPHUENRIPFEREMN T AZEEARACENIPHutMIPERFTE
o

BEE : 7EUL RIS | BB T User Defined, MREZIZEAny , BHELSE15,
S B813.7E Source IP Address Valuet@ i 2 & A JE Pt .

il

Source I[P Address: Any
= User Defined

& Source |P Address Value; fesl:..d0ba: 7021377 d&ad

MiRE : EARHIF | £/ T1e80::d0ba:7021:37f7:d68d.

% B¥14.7E Source IP Prefix LengthfB I F 8 ARIPEZERE,

Source I[P Address: Any
= LUser Defined

Source IP Address Value: fedl: d0ba; 7021377 .d68d

& Source |P Prefix Length: 128 Range: 0 - 128

BYEE : L RBIG | EF128,
2 B815.1E DestinationIP Address[E15 1% — T EEACERY T R 4 ¥ FERY BB 1% 80



Source P Address: Any
= Lser Defined

Source |P Address Value: fedl: d0ba; 7021377 d68d
Source IP Prefix Length: 128

Destination IP Address: ANy
User Defined

BIEEE

- Any — 8 B fEIPv6 it 11t #R18 FA FAACE,
. fEF & & — 7£ Destination IP Address ValueH Destination IPrefix Length##{ i A\ EfE
RACERIPH# 1t FIPE A = TS,

BRE : LRI | BET Any, BREFLIERESRE ZE M MNACER LFFIEREEIPv6it it F4E
B BHACERE,

$E16, ( TIE ) #&— T Source PortEH Y EiRiRER, FEREBANY,
£ Source Port: & Any

Single from list

Single by number

Fange

£ Destination Port: o Any
Single from list
Single by number
Fange

- Any — BT IRIE AL,

- Single from/58 — AILLEEHER SRV EMTCP/UDPIRE, R B "Select from List.
THHEEFEZES00/6-TCPE800/17-UDPRF | L+ ZEEAER B AREE,

- Single by number — AILURIZEER T LE W EFTCP/UDPIRE, RETH "Select from List.
THIEE FEIFES00/6-TCPE800/17-UDPRF | thiB{ F SR AER HAREE,

- EiE — WLIREREERNITEMNTCP/UDPRESE, WEE/ EFRMNELHE ( EREM
BERECEHEA )., TCPRIUDPHBESE/\EEEE,

HEB17, ( WIE ) & — T Destination PortEig Y EE iR 8, FEREAANY,

- Any — EEFREIREITE

- Single from/58 — AILLUEEHRERN TRV EMBMTCP/UDPIREE, RETE "Select from List.
T PR E FFZIZE800/6-TCPE800/17-UDPR | il =+ &R AER FAREE,

- Single by number — AILUEIZEER I LE WY EETCP/UDPIRE, RETH "Select from List,
TR EE IEIE800/6-TCPE800/17-UDPR | bl F &R M ER P ARAE,

- EiE — AR EREERNTTEMNTCP/UDPREEE, WiRE/ \EFRMNELHE ( £REM
BEWECEHEA ), TCPRMIUDPHBESE/\BEEE,



HER18, (ALE ) ETCPEREREEH  EFANBRER SN —EHZETCPER. BB
ERORWERHER, BBTCPERBRERCERERTES , EtMRSAREEMS.

. Set — MNRZE T |, RICHE,
- Unset — IR KR E&EAZEFE , AICHE,
- AN E — ZEETCPIES.

Ling: Aok P Rst: Syn: F
Sz S S= = Sz Se
Lins e Linse: Lins et Linse Linse: Lins st
Do = Do = D = # Do = D = D =
TCPIE = :

- Urg — EIREF AR EAERHREFE R Urgent.

- Ack — HRFE AR TERR & BRI B Th i,

. Psh— WIEFARBEREAEETFTEEIER (ERTELIER ) , YEGSARIIZRIHETRE
H,

- Rst — ETARETERNBREER | FRALER.

. Syn — WIEFHEARTCPERA,

- Fin — E@ A& BHEH 5 5 R A LR

HER19, (WHE ) ft THRBEE L EEE-TIPERSNRBEE,

Type of Service: = Any
DECP to match

IF Precedence to match

BIEETE

- Any — TT AR MR BIH IRFE RIEE REREE,

- ELEHDSCP — Z5RBEABRE—EARSBENEERERENET . 607(0-63)ARNEE
BEREESESY EEENEHTA.

- EBERENIPEXIEF — IPEXIEFR—EREEB(TOS)ER | B FERAREREEIRHIAME
AR mE (QoS) &, WERXEAIPEEFREHEINV TEN=FESES BRI , MRFC 791H
RFC 13497 Ffid, EEIPEREENEREFZNT :

-0—8H
-1 — RRBRIERF
-2— 1A}

-3 — ARREIEEEE
-4 — ARG REEE

-5 — BB
- 6 — HERR RS

-7 — AR



BEE : UL RHIHR |, BIET Any,

HER20, (T&)ﬂD%ACLE’JIPTﬁEEICMP FR-TARBREMICMPEERR|, &HEBEE
HEHE R B = A K S B Bl iweR

ICMP: Any
® Select from list | Destination Unreachable (1)
ICMP Type to match

ICMP Code: Ay
Llzer Defined

[hpplyf | Close |

. Any—?% FREEEEE,
- RBEREBRE — S NRAEREEEER,
. EIT_':EEE’JICMP&EJ — RARIBRE WA EREBIHE,

MigE : EUL RIS |, 3B Select from listo

HER21, (ALE ) MRESER20PRET "RBERERE, K BRTHUREHDHNAERIRF
BEZBRHNEFES

Packet Too Big (2)
Time Exceeded (3]
Farameter Problem (4)

Echo Request (128)
Echo Reply (129)
MLD Cuery (130)

Type of Service: 5 Any MLD Report (131)
MLDOwvZ Report (143)

DSCPto matgh |y b Done (132)
IF Precedenck { Router Solicitation (133)
Fouter Advertisement (134)
MD MZ(135)
[P Any lND MA [136)
®  Select from i Cestination Unreachable (1) =
ICMP Type to matc

- BNEEERN) — IR EREEL LGS , LBAFEAERARELRRMEEER®
W BRI M LB AR EEER),

- HaBX(2) — ERERKDEBEEMTU,

- BHEFEQG) — BBEER , AREBENEREFEBRMLERTMEZNERSHRIF,

- 5| BEE14) — ¥ 5 —EICMPE ERABEENE MR FERZSIH.

. Echo Request(128) — iR —fBlping , HHIE L EE B h KB HE R,

- BIEEEE(129) — HREERIEFERMERN,

- MLDZE#(130) — AR B bt R FEFEES. AT ENHFENEA
130,

. MLD#R4& (131) — 254 B 852 75 B0 IPVGHEIE th 1t B 2 B L 3R 2%

- MLD v2$#5(143) — BEARRA2MIMLDIR S M R

- MLD5ER(132) — E X #BBRAER , TR P HNEERASEXEBEERETAES,



- BRFAZREER(133) — ERKHARBEIELE, TRAZHEERBLTRHMERREEMIRHIN 1
i, #RIEMTEER(EA224.0.0.2 , B HIA255.255.255.255,

- BRHEREE(134) — AR EHESEEAS N HERRHRES , YRS EIPHE L.

- ND NS(135) — HEHEIREE , ANERSE —EHMOEKRE b , th AR EE LRI
MWETEMRAEFIhEE.

- ND NA(136) — EIXHBUBENSHE, MREEHHENEMERBE L , © W UEERER
RNARBE S # bt

HBR22. (A& ) ICMPEE AT UA —Eis R MEE RN AN, MRESRI10PRE
ICMPIHE , RISRALEE, H—-TUTERz - UEERSRILATEIR
& ICMP: Any

1 Select from list | Destination Unreachable (1)
ICMP Type to match | Range: 0 - 255

& ICMP Code: " ANy
User Defined Range: 0 - 255

- Any — EZFRERE,
- FHREEE — S @ A ICMPRBLUETIBIR.

BYRE : EUERBIHR |, BIEFE T Any,
S ER23.1%— T Apply , A%&IZ— T Close., EIACEM A HELACLE TERIHH,

L2412 — T Save , KR EMEFIMBARBETR.
p—

. Save cisco

P 48-Port Gigabit PoE Stackable Managed Switch

|IPve-Based ACE

IPvG-Based ACE Table

Filter: ACL Name equalsto | IPvE ACL ¥ [E]

Friority = Action | Logging | Time Range Frotocol | Source
Mame @ State IF Address
3 Deny Enabled [CMP fe80:d0ba:7021:37f7.d68d

Add. . Edit... Delete

Flag Set presents the flag types in the following order: Urg, Ack, Psh, Rst, Syn, Fin. Set is represe

| IPvG-Based ACL Table |

B, SRZXEXRE LR EERIPVGAYACE,
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