EX R LR EERIPVAN FEIRHER(ACL)HM
FHE B R (ACE)

B

SHAEFFEACHRE—ERBERERRFFENMERESE K ANRSEREM, BHLER
AAEREFEREER. ACLES RFTHIEE B EEN T,

ERIPVANACLRERSEIBEA FTHIERRESBRIRIPVAEUEE . IPv4 ACLERIRER
EWNIPBIRRRIRHIPHERE, BRFESHIPERTTENRL , MRERITE , KA
EERERAEREEBZENS,

AHEEFIR B (ACE)2 S BB EHRR QR4 EIYACER , ACERERARACL,

CEZERERERREHSEAEBENERLZ2RA. NRLIFEMREELREFBDFE
, AIAFFEBX M HRNARER ST ERRHN AT .

AR AAIE 2 E R LR EERIPVARIACLMACERIER B .

HA&E

. Sx350% %l

. SG350X% %
. Sx500% %l

. Sx550X% 5l

AR

- 1.4.5.02 - Sx500F% 5l
. 2.2.5.68 - Sx350% %I, SG350XHR %I, Sx550XZR 5l

EEERIPVARACLAIACE

o B E R IPV4RYACL

T ZATERWebWERRER , AREZEFERF>ERIPV4ACL,
B Secur

MAC-Based AGL
ACL Binding (VLAN)

ACL Binding (Port)
k  Quality of Service




HER2 B — T AddRER
IPv4-Based ACL

 IPv4-Based ACL Table
ACL Name
0 results found.

|  IPvd-Based ACE Table |

SER3.EACL NametlB LR AFTACL B /&,

o ACL Mame: ||Pyd ac 8/32 characters used)

[hpply| | Close |
BEE . AR HIPEAMNRIPV4 ACL,
S ER4 32— T Apply , A% — T Close.

Success. To permanently save the configuration, go to the
Copy/Save Configuration page or click the Save icon.

& ACL Name: (0/32 characters used)

()
SER5. (Al ) I— T Save , ¥R ERFEIMBHEEEF,

e

- Save Cis

P 4B—Purt_Gigabit PoE Stackable Managed Switch

IPv4-Based ACL

IPv4-Based ACL Table
[ ] ACL Mame
| | IPvd ACL

[ Add... Delete

[ |Pv4-Based ACE Table

B, CEZEXRMRE LRET —EERIPV4ARIACL,



EEERIPVARWACE
EEHEFWIHEE  XRBSEFEFE—FAACLEEHE, MREERTIH FE—EACLE
ACEiBJBES , BIS#ITACERE, MRERBEF—ACEBREEEHATHE , BEET — @
ACL, MREFMEMHBACLA KT R ETMACEMAWACE , BIFEREEZER S,
FELFRA | BEIACELUEB RS EMF A E ERNIRIPvAM: i EFIXFET B EHU N FTE,
BIEE : AIEIBEN AFFTERENKE LIEFACENRE & 1t Fa R,

FRIEERWebNBEAERX L | EEEEZH>ERIPVANACE,

MAC-Based ACL

ACL Binding (Port)
» Quality of Service

EEEE  EERS2MARBSBENATRSMHERIIE , FEBREEEG AR "Display Mode
THREEEZEAdvanced , L2 F A "Advanced &,

B Advanced v [ LS L

Advanced

S ER2 X ACL Name FHLEEHIEFEACL , REE—TGoo
IPv4-Based ACE

|IPv4-Based ACE Table

| G0

Source |P Address Destination IP Address

Fiter: ACL Name equals to IP1.-4M2L v |
| IPVAACL |

Prll]rrt!ll' ;-'l,ﬂhl]n Lug (RELLIL iAok

IP Address | Wildcard Mask | IP Address | Wildcard Mask

0 results found.

| Add... | Edit. .. Delete

Flag Set presents the flag types in the following order: Urg, Ack, P=h, Rst, Syn, Fin. Set is represented as 1, ur

| IPv4-Based ACL Table |

BIEE . RSB RE AACLEBIACE,
SER3. B — T AddZ S AE 38 Bl #F 8 FACL,
BIEE : ACL Nametl LB RACLI BT,



HERA T Priority L P AACERN B EIRFE. BEREEBEIRFERSHWACE. HIRES
BEIEF, EER1512147483647,

ACL Hame: IPvd ACL
Priority: 2 Range: 1- 2147483647
Action: = Permit
Deny
Shutdown
Logging: Enakile
Protocol: = Any (IP)
Select from list
Protocol D to match Range: 0 - 255

BIEY : EACRAIG | FH2,
S ER5 RN E T EACEZEB M EHTHREY BN ERLE.,
BEE : FEUL RGBS | BEPermit,

- RFF — R EBR T EACEFTRRENER S,
R — XM ERTESACELFTRENER S,
- Shutdown — X ERFHFSACELFRENER T , YEARKERINE,

BiEE : ATLAfEPort Settings B L EFRAAZ AR E,
S ER6. ( °:# ) :EHEnable LoggingZREX 5 # LA RK FA BERACL R B TEELAVACLIRBY B #Eac &,

Legging: + Enable

Time Range: Enable
Edit
Protocol: = Any (IP)
Select from list
Protocol ID to match Range: 0 - 255

SER7. ( 7i& ) #EHEnable Time RangeZE U5 # , RFFAACERIEREEE, WRESERAR
PR EIACER B B o

Legging: «| Enable
Time Range Mame: Time Range 1 » | Edit
Protocol: = Any (IPvG)

Select from list

Protocol 1D to match

SER8. ( & ) #£Time Range Name THIREF | BEEEZEARACENREEE,



Time Range Mame: Time Range 1 v dit

& Protocol: = Any (IPvE)
Select from list | TCF

Protocol ID to match |

e : AR -TRBE "REEE, R BB TRBEE,

& Time Range MName: I‘I’ime Range 1 | (12132 characters used

Absolute Starting Time: = Immediate
Date | 2010

Absolute Ending Time: = Infinite
Date | 2010

st [ Gose ]

SEROE THhE. BEREHERR, BREBBEBHERIHEIDREIACE,

& Protocol: = Any (IP)
glecl Tom list | ICWE ¥

Protecel ID to match | (Range: 0 - 255

BRI

. Any(IP) — ILIBIESACER B A =S EIPHE.

. Select from list — IBE A ZEZRRE T HREPRE—EBEAHE, WREESEUEIF
, mBRELSE10,

- BEREHBEID — BB AT ERABEID. MREFEESEE  BFRESTR11,

BYEE : EULEHIH | BEFANY(IP),
HEB10, (B ) IREESROPRETRBETEE  SFRTEEPEE—EHE



Protocol: Any (IP)

* Select from kst § ICMP

Protocol ID to
Source |P Address: = Ay
User Defined
Destination IP Address: ® Any
User Defined
EIFTE -

- ICMP — BB MR 2 5 R B E
. IPRIP - IPRy 8

. TCP — E&E % @A E

. EGP — /SR REBRA G E

. IGP — AZPEE B E

- UDP — FHEERIHE

- HMP — E#¥mizE

- RDP — A ERITEAHE

- IDPR — 13 [E SR & 3%

. IPV6 - IPv6 over IPv4f&iE

ICMP

IPiniIP
TCP

EGP

IGP

UDP

HMP

RDP

IDPR

IPVE
IPVe:ROUT
IPVe:FRAG
IDRP
R3VP

AH
IPVBICMP
EIGRP
O5PF

IPIP

. IPV6:ROUT — BB {ERACE B A IPV6 over IPVAERH E RS
. IPV6:FRAG — LEBAIPV6 over IPv4 5 ERSREERY E A

- IDRP — IS-IS13 B & H 1 &E

. RSVP — EFBIAWHE

- AH — BB IRE

. IPV6:ICMP - IPv6RYICMP

. EIGRP — 85 & W S ERIE R 15 E
. OSPF — B R EREE %

. IPIP - IPRIP

- PIM — @A & £ = B EiA

- L2TP — 2B BEBAHE

BRI, () NREESRIODBETECHEMNBEDD ,

B A% EDo

BE TEREMNHEID) #ud



& Protocol: Any (1P

S B#12.7ESource IP Address[E1E 12— N EHACEN FIEZ XY FERV BB IR,

Source P Address: Any
= User Defined

BRI

- Any — FREIRIPvAits 11t #RiE B R ACE,
- FREEE — ERIPHUHERIRIPE HF T A HERAL i A Z FEFAACER P it
IPERAFAEE. ERAFABBAREZRIPHut&HE,

BiRE ; EULRAIG | 3BIZ T User Defined, GNRERZEAny , BRELE15,
$B813.72 Source IP Address Valuet i B & A JRIP#E3E ,

Source |P Address: Any
® User Defined
o Spurce IP Address Value: (192.168.1.1|
& Source IP Widcard Mask: }s for matching, 13 for no matching

BHEE : A RBIEH192.168.1.1,

£ BR14.1E Source IP Wildcard Mask# 4 8 AR B /A F T &%
2 Source IP Address Value: [192.168.1.1

& Source IP Wildcard Mask: |I}.I]-.D.2551 (= for matching, 1= for no matching

BHEE : A RBIEF0.0.0.255,

5 B%15.7 Destination IP Address[@18 1% — T EEACERY T B IR 4 ¥ FERV BB 1% 81,

Source [P Address: Any
= Lser Defined

& Source [P Address Yalue: [192.168.1.1

& Source [P Widcard Mask: (0.0.0.255 (= for matching, 15 for no matching

Destination |P Address: = Any
L=zer Defined
ation |P Address Value |

1 1P Wildcard Mask | = for matching, 15 for no matching

]

(]
]
T

BIEIIE
- Any — P8 B fEIPv4 it 11t #8318 FA FAACE,



. EH&EEHE — 7t Destination IP Address Value®l Destination IP Wildcard Maski@ {3 = &
AEERRACENIPHutFIPERF . EAFABGANEZRIPHhULEE,

BRE : LRI | BEFET Any, BRELIERESRE ZE M MNACER LFFIEEEIPv4 it it FI4E
B BHACERE,

$E16, ( TE ) #&— T Source PortEHH I EiRiREH, FEREBANY,
£ Source Port: & Any

Sinagle from list

Single by number

Fange

£t Destination Port: o Any
Single from list
Single by number
Fange

. Any — EEFTERIEICEL,

. Single from/58E — AILLEEHRER TRV EMTCP/UDPIREE, RETE "Select from
Listy THiEE iE12800/6-TCPE800/17-UDPH; | il F 2R AERA FREE,

- Single by number — AILUERIZEEER IR EFTCP/UDPIRE, REHE "Select from
List, T EE & E800/6-TCPE800/17-UDPES | i F &R A FAREE,

. EiE — TLLURBRERNGTEMNTCP/UDPREEHE, ALRE/\BEFENEEER (ER
EMENEZEHLA ). TCPHUDPHERE/\EEEE,

$E17, ( TiE ) #&— T Destination PortEig A Y EE iR 28, FTEFZEAANy,

- Any — EEFREIRETH

- Single from/58 — AILLEEHEER S THENEMTCP/UDPIREE, R BT "Select from
Listy THEEE$iEiE800/6-TCPE800/17-UDPHs |, iy F & B AER k&,

- Single by number — AILURIZRER I LE W EFTCP/UDPIRE, REFHE "Select from
List, THLZEHiR#E800/6-TCPE800/17-UDPHS | thilf F SR AER FREE,

- EE — TABREEERCEENTCP/UDPREEE, JURE/\BTRNWEHE (R
BMEMNEZEHEA ). TCPRIUDPHESE/\EEEHE,

HER18, (WE ) ETCPEFEET , BEANBRER SN —EHZETCPES. BIRM
BERORERHER, BETCPERBREN T HEBEN LG , tMESMAKREEM,

- Set — MRFRE 7 &5 , AlITE.

- Unset — IR R EZRF , BICE,

- AN E — ZBETCPER.

Ing: Aok Psh: Rst: Syn: Fin:

LR

5 5 5 5
Lin 1 L Unset Linset 1
# Don't cars # Don't cars Don't cans # Dont cars # Dont cars & Don't car

TCPRFR :

- Urg — IWEF AR EAERHER AUrgent,
- Ack — WWIEEFGE AR ERER TR T EK.



- Psh — It R ARBRENBE TELIRF (EETEEIESF ) , X EEXRHBIERIR
HEATRE,

- Rst — ET AR EBNERMNERENER |, LR

- Syn — RS HARTCPE.

- Fin — BB & ¥HE 8 5T & B 62 L ARES

HER19, (WHE ) ft THRBEEL ESE-TIPERSNRBEE,

Type of Service: = Any
DSCP to match

IP Precedence to match

ICMP: = Any
Select from ks
ICKIP Type to malch
ICMP Code: = Any
User Defined
[hpply | Close
RETE
Type of Service: ® Any

DSCP to match

IF Precedence to match

- Any — AL 2RI BB AR 7S SR FEET R E BEE

. DSCP to Match — DSCPR—EAR P BNEEMBR REN S, 617(0-63)ARIEEE
HoESEEH ERENEHITA,

- EERWNIPEEIER — IPELIEFR —EREEB(TOS)ER | BEREAREIE R
HHER RIS R E (QoS) &, ERXFEAIPEEFRERNM THN=EZSERN , W
RFC 791FIRFC 13498 FiR, #HIP PreferencefBMIB@BFIT :

-0—8X
-1 — RREBEIERF
-2 — A}

-3 — ARREIREERE

-4 — FARREIRRIREREES
-5 — HREERE

- 6 — FRIBRR AR



-7 — AR

HER20, (AE ) WRACLWIPHEARICMP , FiE—TAMBRHNICMPHE R, HEEER
HEHE R B S A CH S B B iweR

- Any — EZFEHEEER.
- REBEREE — SUNRSEREEERER
- BB HNICMPE R — ARBRENIESEBI#E, HEA0F255,

HER21. (WE ) ICMPEE WA — A mMAREEENRBHAL, H-TUATRERRz2 -
BLERDBIRBILAL

- Any — EZ AR,
FEREER — B L@ AICMPRBLUETEIR, EEA0ZI255,

HER22, (TIE ) WRACLERIGMP , FZ—TARBRNIGMPEHER R, ZEEEEH
BEBIR@m A HEEB R

- Any — EZFIEEERT,

. Select from list — AT LA TR B E B FTEE .

- DVMRP — AR EERZ AN , BEKREANSEENTEAANSEMEEXRZEKE
AW EIA,

. Host-Query — EHiE S EERNWMAER L EXER THEHE S LUBEER.

- Host-Reply — HI&E#HETRIE.

. PIM — Zith F5E bn #H 15 2% HH 28 2 B 2 R 15 E BB AE B (PIM) S AR E BB RARIFTERD
BIFF 2B E Fim,

. Trace — B EBEMAFIR HIGMPEEHEKN EA.

- EREMIGMPE R — ARBRENAEERBINEE, EA0FI255,

$E23.3— T Apply , R%E¥E— T Close, EIACENASHEEACLE TBRABE,
S ER24 % — T Save , X ERFEIMBHEREES,



» SaEve Ccisco
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| | Priority Action | Logging = Time Range Frotocol | Source IP Address
Mame State IP Address | Wildcard Mask

R, SEZEXREE FREERIPVARACE,



	在交換器上設定基於IPv4的存取控制清單(ACL)和存取控制專案(ACE)
	目標
	適用裝置
	軟體版本
	配置基於IPv4的ACL和ACE
	配置基於IPv4的ACL
	配置基於IPv4的ACE



