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RADIUS Client

RADIUS Accounting for Management Access can only be enabled when TACACS« Accountng is disabled. TACACS+ Accounting ks currenSly Disabled

RADIUS Accountng: [ Port Based Access Control (802.1X. MAC Based)
Managoemont ACCess
Both Port Based Access Control and Management Access
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TACACS+ Client

RADIUS Client

P RADIUS Server

Login Settings

Login Protection Status

P Mgmt Access Method

Management Access



HER2

B—-THRIGRUBMAEREN S HRE,

Properties

Port-Based Authentication: Enable
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Port Authentication
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Filter: Interface Type equalsto Port of Unit 1 +~

Current Port  Administrative RADIUS
Entry No. Port Control Port Control VLAN Assignment

QO 1 GE1  Authorized Force Authorized  Disabled
Qo 2 GE2 Force Authorized Disabled
O 3 GE3 Force Authorized  Disabled
) 4 GE4 Force Authorized Disabled
o 5§ GES5 Force Authorized  Disabled
QO 6 GE6 Auto Disabled
o 7 GE7 Force Authorized  Disabled
@] 8 GE8 Authorized Auto Disabled
Qo 9 GE9  Authorized Force Authorized Disabled

HER5

iZ#E Administrative Port ControlfE&Auto , AAEEXAS802.1x Based Authentication, %

—T TApply »



Edit Port Authentication

e d Loa) op by

Bsbrrarwyle pleym Pror] Clomiesd Fowsd Linmsrosgal

Q- m

Fide Raffend

EALNIS WLAN Sdigrrant & Ciaabis
Ry
T
han WLAN Eviatibes
Llgmry AdCwria Erdishin
LT |8 M Astartaanan el '.ﬂ--"-ﬂ
AART Furiuind d AT Tl 320000 E s
el Bt S et g Frasten
S R e s { Tnadila

B AR FTHRACLH Cisco ISEfR RS HEL &

Note:

ISERBEBHEARNEBZENEE, FRFEEN  F2HISEEESEF,

AN AR EE 2 A T HACLEECisco Catalyst 13003 51| 33 # # B & 5 F B9 R B
HER 1

Z AZE B Cisco ISEA iR 88 3 i fin | Administration > Network Resources > Network
Devices , A% i€ CatalystR IR &,

bl ldentity Services Engine Home P ContextVisiblity  » Operations » Poll ] RG] "

b System  » ldensty Management | ~ Mebwork Resources | fE]pevice Portal Management  puGrid Services  » Feed Service

E-::mk Devic Groups  Network Device Profies  Extemal RADIUS Servers  RADIUS Server Sequences
o

Mebwork Devices Network Devices

Default Device 0

.l_ & I " - |f|liﬂ1 = EJ.I.'I.'I":"' ki P Db w
Device Security Settings =l & "F ﬂ H

HER 2


https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3.html
https://www.cisco.com/c/en/us/td/docs/security/ise/3-3/admin_guide/b_ise_admin_3_3.html

EBVFRESME , FEMEIGroupsEER I HEFEHE 5 448,

aaais e -, -
CILeo Identity Services Engine ] k Conbext Visibility F OpeErations b Policy » Ademinisiration .

b Sysiem  ~identity Management ¢ NHetwork Resgurces ¢ Device Poral Management puGrd Services ¢ Feed Servi

¥ deniities | Gioups 01::1 Idenlity Sources  ldenlily Source Sequences ¢ Sellings

Identity Groups User ldaay Groups
[+ 2)

B g_:',.-., '||-|= ¥ Dodote = ol Import & Bxpoit -«

v [ Endposnt Idenbty Groups Harme « Description

b [ Uker identity Groups [0 5t ALL_ACCOUNTS (default) Default ALL
O 5 Empioyee Default Em
[ .'::l Fimer-10 Filter-10
O s GROUP_ACCOUNTS (default) Difault GR
O 5 GuestType_Coniractor (defaul) Identity g

HER3

# F| Administration > Identity Management > Identitiesi2BE L ERFR E W S EREY
ARE4H

" ﬁn [ 1centiey Managemen: w Resoufces ¢ Device Portal Managemen!  pxGrid Services ¢ Feed Se

Groups  Exiemal idenlity Sources  Idenlity Source Sequences  F Saftings

ace  Wdentity Services Engine o ¢ Conbext Visibility v Operations » Polie

L]
T Metwork Aiccess Users
Latest Manual Network Scan Results _*i.-.u 8 e i e b
Status Hame & (Desoription Firs
[] @Enabled ¢ userl :
SR 4

BfnZlPolicy > Policy Elements > Resultsi® 8, fEAuthorization™ , #&—T
Downloadable ACLs,



aliili Sarvic
il Identity Services Engine Home + Context Visi 2

¢ Operations
Policy Sets  Profiling Puslur:ﬁlbent Proviskoning |"Fullcy Elememsl o
Dictionaries  + Conditions
< ]
Downloadable ACLs
» Authentication
# [ [ itk At Ui
T T o S Edt deadd [yDuplicate | 3¢ Delet
[(] Name D¢
Authorizalion Profiles 0 DENY_ALL_IPV4_TRAFFIC Dy
(Downioagable ACLs) 9 0 DENY_ALL_IPVE_TRAFFIC De
M imacL Al

HER5

& — TAddEI/RAE M Al FEACL,

‘taeke Identity Services Engine Home » Context Visibility » Operatid
Policy Sets Profiing Posture Client Provisioning  ~ Policy Elements

Dictionaries ¢ Conditions ~ Results

[ < ]
Downloadable ACLs
» Authentication
4 [ ] il Al il
= Authorization 4 Edit Ltlnu.: cate | Y Delete
[[] Name
SE6

BREABE. R, BEIPRZE , LHEDACLAR(DACL Content) L 8 AASHBEL AT T
EACLWYEFh B2 Hl{R B (ACE), #—T "Save. o



Downloadable ACL List > ITACL
Downloadable ACL

* Name | ITACL

Description  Allow all traffic

IP version IPv4 IPV6 Agnostic &

* DACL Content [1234567 permit ip any any <
8910111

2131415
1617181
9202122
2324252
6272829
3031323
3343536
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Authorization Profiles > IT_Auth
Authorization Profile

* Name IT_Auth

Description

" Access Type | ACCESS_ACCEPT v
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Track Movement F

Passive Identity Tracking ]
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Policy Sets

+ Status Policy Set Name

@ DACL_Policy
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] Wwired_802.1X



HER 13

#§Allowed Protocolsfit & & Default Network Access , A% — T Save,

Allowed Protocols / Server Sequence Hits
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Default Network Access
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Actions

42

SER 15

& — T plusB R ¥ H K L,

View



¥ Authentication Policy
¥ Authorization Policy - Local Exceptions

> Authorization Policy - Global Exceptions

2| Authorization Policy
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Conditions
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% Ethernet Properties

Networking Ashertcaton Jshamng

Select this option to provide authenticated network access for

this Ethemet adapter.

(E)Enable IEEE 802.1X authentication



f£Additional Settings T , i&#2User authenticationfE A & EEER ., H—T "Save
Credentialsy , &% TOK.U o

Advanced settings X

802. 1X settings

[ speafy authentication mode
I ——

[] Delete credentials for all users

[ ] Enable single sign on for this network
Perform immediately before user logon

Perform immediately after user logon

Maximum delay (seconds) 10 -
Allow additional dialogs to be displayed durng single
Sgn on

This network uses separate virtual LANs for machine
and user authenticabon
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Protected EAP Properties

When connecting:
[_] verify the server's identity by validating the certificate

Connect to these servers (examples:srv 1;srv2;. *\.srv3\.com):

Trusted Root Certification Authorities

JB]4a2 Certiicate Services | ~
[ ] Baltmore CyberTrust Root

] Certum Trusted Network CA

[[] Qlass 3 Public Primary Certification Authority

[[] comoDO RSA Certification Authority

[C] DESKTOP-NONBRSQ

[] DigiCert Assured ID Root CA v
< >

Notifications before connecting:
Tell user if the server's identity can't be verified v

Suh:tluﬂ'mhhmﬂelmd
Secured password (EAP-MSCHAP v2) ¥ Configure...

[/ Enable Fast Reconnect
[] Disconnect if server does not present cryptobinding TLV Y

[ Enable Identity Privacy
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MAC-Based ACL

MAC-Based ACE
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IPv4-Based ACL

IPv4d-Based ACL Table
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ACL Name Originators
redirect_acl Static
filter_id_acl Static
Auth-Default-ACL System

Note:
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IPv4d-Based ACE

MAC-Based ACL

IPvd - Based ACE Table
MAC-Based ACE

+ @0
IPvd -Based AC 9.

Filber;  ACL Navpe equals to xACSACLe-IP-ITACL-67a39353 «

Tirme Range Source IP
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v 802.1X Authentication

Properties

Port Authentication

Host and Session
Authentication

Supplicant Credentials
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