EEFERRPEAzure P HP R B BN FTDV

IR AR
08 2% B 7=
HHRE

AR E S EEFEREPEAzure P E8E B B)fa i #Y Cisco Firepower B & B & E#(FTDv).
BB
B3R
BRIERECEMUTEE .
- NGFWHIFirepowerZ B O ERIBFABIPEH
- AHERTEHETEEELAHKIP,
. ThRER FE P FERX RE S EREE A IP@EA
BRAxH
BN HNEARBBEUATREBANERRAE
- Azure
- FirepowerZE E H /i
- ERBESERESE

AXHHNEARBRBREEERETREANKENREL. XHEAZNMERESRCER (R
) BVAAREREAE), MRENEREET , FREACEBEMESITRERNTE,

HRER



FTDv#S BRI Firepower T — B A BBINEESI AEBRLIRE MY EBE—BHNZ LXK , LURHY
B, EBNERBEURECENIEESR,

HRELMBAEERCREFEA , NCFWBRTEEXEHA, Rt , AT RHUSETANERS
R, BT — KRB AIE(NGFW)RI A Azure Ry < 1t Th 88 (20 7T A M4 S 7 & SR # 2R AR R (VMSS)) fiE
NGFWEEWTH , ¥ikE A BN EERE,

ANBEENBRBETESIBHKERNGFWEERABBHER , HPINGFWEREERESIREFER. &
WE T FFEREAFirepower Management Center(FMC)MIER RG] , FMCEFEEZER B OH T
A, 2 YEFEEHREEFRENGFW , MEEFHEFHFEFEAFMCHFTDEBAHXIPEAEERE,

ERABMBEENRGT 28 , FEEUATEEDAzZure RAKER 7 BAENE :

-THE: TRAER—ESTAMER , TRELZNEAEXTIENEIERPOHENTZE.
REZRAzureBEFAM —YENVE, SEEHH —EXSEERD AR , ELERPOLE
BT BIANER, HAIMBERE.

- VNET: Azure E#E#BEE(VNet)BAzure RN EARBNWERBIER, VNetEFFZH BN
AzureER ( MNAzure EEEHEEI[VM] ) BEA L £ BEEH. MBEMABMAMLFER,. VNetBUR
FLEBCHERPLETHERMER  BEEERTAzZUeERFRENHMES , HE, TRAK
Mimgt. FEERBERT , VNETHHNSEFESTHEERRE , EFREVNETHFH FRAITE.

- TRAMS: TANERS —EERPOEE , ARERVMIHNTRAYE. ERPO0RNILEE
HERFTEATTENGESHRBED A —EERHETA , WHE9.95%KIAzure SLA,

- VMSS: Azure ERF SR REE A ERYNEE —HAHHEH VM. VMPITENHETURE
MY , LERFERINERNTE. RREACHVEARARATSTRAY  XAKESE
PEE, RENMENMAEBERMES., BEPERMSRREKEE  EUNUAFE, XENNRRITHE
SHERFBENRERSE

- THEEER : AzureThEER R FIRMNERYK , BRHETEREMENFEFEENNER
MER, RETHRRRREENRBLER , AzureRRNEEHBHRIE., S LERAzure®
NEBEWeb APl, EEEREFENR. EEloTR. EEEEMKIE, FUHBBHEMBRARS
, AzureBEH N REFMCR HHIV EEAPIFER , AREBIH R, sEM/EEFTDY. BESIBE,

. WA : Azure Logic AppsE—HHERK  AELEEELCERBEBECER, EX. XK
MR , EBAFTE. BBLANGRTE. EXREMIER. Logic Apps ] E{LIRERETH
BEUERBRFRNARN , BEBRARTHREAER. EREES XHBEES XER
EESEANARMETPEB2B)BESA (EREEEP, ERAPIMERE ) . WFRFRAR
B ERRS ROVIEERE T EMTN RN BEBIERF,

Bal , Al AMNGFWEAutoScalef# R 5 RFIBMEEVNet R b EHIPEFNEREFE , YAFER
HIPFEFirepowerE B A/ O FINGFW 2 B R B

AN EERRLERE , BERERENRT R THARFirepowerEE A LHNNGFWEBALBIPEITE

-

E

ﬁl{!ll


https://azure.microsoft.com/services/logic-apps
https://azure.microsoft.com/services/logic-apps
https://docs.microsoft.com/en-us/azure/logic-apps/logic-apps-overview#logic-app-concepts
https://azure.microsoft.com/product-categories/integration/
https://azure.microsoft.com/product-categories/integration/

ERVHDMAHINGFWERL R , BEANTERERS

https://www.cisco.com/c/en/us/td/docs/security/firepower/quick start/azure/ftdv-azure-gsg/ftdv-
azure-autoscale.html#Cisco Concept.dita cOb3cf0d-9690-4342-8cba-e66730e70c47

RBZ RGN , AIRBEUTEARS

- TheEIE A FERXRE S B % F W ERIPERERA

- BHFVERTEEFLHIP

- NGFWHIFMCZ B EEREREIBER IPHER M,
B EEY B BBt A& (AutoScaled NGFW)#ER TR |, FEA LREARS , HREBE
FHEEPRINSEREIEL RS

1. Azure ARMA 4R

ARMER AR B AAzureF I BEL, BRHEE TRIBBRBHWARMEN , ATAREN BBHIERHAR
FE, HR , Public Github https://github.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template £ IR K LLARMAERZE M 7 — 1@
IhEEFER , TREFHBBRERBHEEZFFNATMERE. Rt , RAFTEH HET —L&K , LUE
HANEARENUSEASHRERNMAREEES, Eta#E
https://github.com/Madhuri150791/FunctionApp_with Premiium_Plan.qitEXFfr & #Y ARMI& 4y

2. ThEE A
HRNEAR —fHAzurel, EXITHAESTHE :

- EHABF/RAIAzUure E £,

- ERFTODVES Y BRIERE A/IERIRE,

. EFMCEEM#FBIFTDv,

- EBFMCEXEFHHIFTDV,

- fEFMCHEESE ( BBR ) IREEBIFERAIFTDV,
MERPFTR , BEFEIRMBRINGFWE LA ZEHEEERNGFWH A HIPERK. Hit , HRME
ERBCHRIGUESIAEIP, MARAHIP, ERBRBR , &
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.qgit_t 3% 2l F 7 2 37 & =X FE A
HziptE R

% BASM_Function.zip. iE# , ThecEARBEHNE AN ERBEF , MEFFEALHKIP,

3. BIEBEARR
BB EREAR —BIER, FITNTRES, AzurcHARBINER K EEMHEBEA
o TS ELIIRENIITETHERF , Y ETM2BRBREA,

- BEEFE A AR i SN EHE B B i Azure ShRE 2 RV B Fo
- BEASBRAKREBEMAzureIRES A BRIFRERE,

- BEERERISONIERRZM,

- AIBLBBGUIZJSONER B EREEEA.

FEE : FE{F4H18 Khttps://github.com/Madhuri150791/FunctionApp with Premiium Plan.qgit_t
RUENBEEAFAENR , YAUTERXNEBBRAIBFMEN. FUNSTIONAPPAEE,
BREBBAETREID,



/content/en/us/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
/content/en/us/td/docs/security/firepower/quick_start/azure/ftdv-azure-gsg/ftdv-azure-autoscale.html#Cisco_Concept.dita_c0b3cf0d-9690-4342-8cba-e66730e70c47
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/ARM%20Template
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
https://github.com/Madhuri150791/FunctionApp_with_Premiium_Plan.git
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RERVYEBMBERSRMENSETH.

1. B3 BB MBI T
FERAARMIEMREIIVMSS., Logic APP, Function APP, App Insight, Network Security Groups

ERIEE>-BUBR-BBHER  ARZERIRBE. RE , —TCreate , ERMBEFTHBEEC
HY R AR o

Home > MNew » Template deployment (deploy using custom templates) (preview) > Custom deployment

Edit template X
Edit your Azure Resource Manager template

+ Add resource T Quickstart template T Loadfile + Download

& | 598 {
597 "rame”: “MNGT_NET_INTERFACE_MAME",
> 1% Parameters (32) 598 myalue™s "momtNic®
5 [ Variables (34) 599 h
Gea {
e 1
4 Resources (12) 601 “name®: “MNGT PUBLIC TP MAME™,
2, LogicApp 602 “value": “mgmtPublicIP"
(Microsoft.Logic/workflows) 603 b
o [variables'mgmtSecGrp’)] 684 {
" (Microsoft Network/networkSecuri. 605 “name™; "NAT_ID®,
calesldataSactrn 606 "walue"; “5678"
em [variables('dataSecGrp’) 507 ¥

(Microsoft. Metwork/networkSecuri

G {
— [variables('storageAccountMame’)]  G@g “mame*: “NETWORK_CIDR",
T (Microsoft.Storage/storageAccoun.  g1a “yalue": " [parameters(’virtualNetworkCidr')]"
[variables("hostingPlanName’)] 611
(Microsoft.Weby/serverfarms) 612
613
[variables( functionAppName')] 614
(Microsoft. Weby/sites)
615
® [variables("appinsightsName’)] 616
(Microsoft.Insights/companents) 617 “name": “POLICY_NAME",
i PR [ RaR Musliahs ¥ lasrsmatace faal i ublamse ! 110



2. ¥ — T Save,

Home > New > Template deployment (deploy using custom templates) (preview) >

Custom deployment

Deploy from a custom template
lempiate

171 Customized template &2
12 resources

Deployment scope

4

Edit template

4

Edit parameters

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and

manage all your resources.

Subscription * (@

Resource group *

Parameters

Region* (@
Resource Name Prefix O
Virtual Network Rg @

Virtual Network Name (O

‘ Microsoft Azure Enterprise v I
| v |
Create new

| East US v |
 — ]
l madewang ]

| madewang-vnet

l < Previous l l Next : Review + create >

HIERETENER , A% % — T Review +Create,

3. BN L RERETHRATH.



madewang =

Add Edit columns Delete resource group Refresh

Overview “ Essentials

B Activity log

e (AM
& Tags
Events Cvsinout Type all >~ Location all =
Settings of 11 recor

Deployments

¥ Palicies

r recommendations

Monitoring

¥ Insights (preview)

4. & Aurl

i Add filter

Type Ti

https://<function_app_name>.scm.azurewebsites.net/DebugConsole

Location Ty

EastUS

Feedback

#1E ZRASM_Function.zip# ftdssh.exe £ & Fsite/wwwroot/E ¥ & ( X BAAH FHENIEEMNE

AR EAEEERSERN, )

FEZMTR

< Cc O

...  wwwroot +

18items & @ A

Name
Y- A sale
9 I— 4
EN-] - C td
9 = C
L9 j— g
Q@ j— 2!
-] D

Kudu Remote Execution Console
Type "exit' then hit "enter' to get a new CMD process.
Type 'cls' to clear the console

Microsoft Windows [Version 10.8.14393]

(c) 2016 Microsoft Corporation. All rights reserved.

C:\home>
C:\home\site>
C:whome\site\wwwroot>

] -function-app.scm.azwewe bsites.net/DebugConsaole

Modified

12/4/2020, 9:18:25 PM
12/4/2020, 9:18:25 PM
12/4/2020, 9:18:32 PM
12/4/2020, 9:18:32 PM
12/4/2020, 9:18:32 PM
12/4/2020, 9:18:32 PM

12/4/2020, 9:18:32 PM

5. %A "B, BA> "ERA L . (REXEEFRIINEE.

Size

7|



Home > madewang -ful::t:l.".-;lup
(.} - function-app | Functions

Function App

Search (Crd+/) + Add () Refresh
@ Overview
B Acivitylog |2 Fiter by name
. Access control (IAM)
- [ mame Trigger T4 Status Ty
£* Diagnase and solve problems [ AutoscaleManager i —
Q Security O configurertdinterfaces HTTP Enabled
Evaits Goraiend [ createsta tes HTTP Enabiled
i [ DetetelnRegisteredFTD HTTP Enabled
Functions D DeplayConfiguration HTTP Enabled
:um:mn! D DeviceDeRegister HTTP Enabled
S :p:‘ [ oeviceregister HTTP Enabled
- PPP “ D DisableHealthProbe HTTP Enabled
o O redscatein HTTP Enabled
ki s O Fedscateout HTTP Enabled
& Deplayment shots O Getfrdpubliclp HTTP Enabled
@ Duployment Ceniter O minimemconfigvenfication HTTP Enabled
@ Deploymint Center (Praviev D WaitForDeploymentTask HTTP Enabled
Settings O waitFerfraTocomeup HTTP Enabiled

Il Configuration
Authentication / Authorization

T Application Insights

6. EORFARAFFAIAE | LUEVMSS A AT IhAEFE F R Th Ak,
B F<prefix>-vmss>FH R EI(IAM)>F R ARIE. A LVMSSIR it <prefix>-function-app#I 8
REBRFTHE



Add role assignment *

nk g
ASugh S00Es 1
o A
S b Rpdien
! ol I =
Tk
. ’
L 1|""':-'.-. e 5 ITO-L36-2529- 0L Y 755
Tudesy . e
# \"'-:..—. eall & il T HS
oo
£ \\"'-':-.'.'.:':': al T M-S - I T5S
| [EET
CE ubuoietiont Seat 0 TIT0 4364529 5
Seleried memiben
v aps
£ Subcmphe b [} T

#—T TSave. .

7. 8 ZEBEA-EBAEREA  YEAUTHEULREORBESCEENE -
https://qithub.com/CiscoDevNet/cisco-
ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

Eit , FEEERABERAzurer]H. EREEBNRAEBAERE , BATFFRIDFET.

8. % —T TSave, . EffiZlLogic App OverviewFlEnable Logic App.

B

—BERAEERA K eRerEssENERAMAIRBHAT,
MRFAIEEERMER  AESEIBRB[EERT.


https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App
https://github.com/CiscoDevNet/cisco-ftdv/tree/master/autoscale/azure/NGFWv6.6.0/Logic%20App

Home > madewang

|-, NN logic-app
Legic agp

£ Bearch (Cmd +/) «

1% Overview
B Acttylog
A Access control (LAM)

& Tags

&2 Disgnase and sobve problems

Development Tools
o4 Logic app designer
“* Logic app code view
B versions

& APl conmEctons

dd Quick start guides

Lettings

€ Workfiow sattings

T Authorization

@ Access kiys

- Identity

Il Properties

B Locks

Menitoring

R Alerts

[ RunTrigger () Refresh @ Edit

O To improve traffic flow, we're acding rew outbound 1P addresses: for Logic Apps. Review action reeded ify

Recunmence

FREQUENCY
Runs svery 5 minutes.

EVALUATION

Evaluated 285 times, fired 286 times in the last 24 hours
See trigger history

Runs history

[i] Deete () Disable

ema [) Cone @& Expont

g 1P addresses with

36 actons
Wiew in Legic Apps detignes

Al w || start time eartier than

| Pick a date

rags bedone 08/31/2000. Click 1o beam more. =+

0| | Pick atime

Specify the rsn identifier 1o open monitar wiew difsctly

4, VMREVMSS IR,

Home > madewang s

2 [lllout-vmss | Instances

Virtual machine scale set

|2 Seasch Emden ] «

B Overview

B Activity log

. Access contral (1AM)

@ Tags

&2 Disgnase and soive probilems
Settings

K3 instances

& Networking

4 Scaling

B Disks

& Operating system
© Security
[+ ]

B Benctios

Status Start time Identifier Duration Static Results
@ Succeeded 12/8/2020, 12:41 AM (B585042385827730953992150418CUE9 9.68 Seconds
@ Suxceeded 12/8/2020, 12:36 AM DESESIZISEBETRETN J02ATEIETARILIGE 9.99 Seconds
@ Succeeded 12/8/2020, 12:31 AM (858504239 1894090466 3084060580U42 10.53 Seconds
& Succeeded 12/8/2020, 12:26 AM DESE5I42IE9313TEE602125TE4140L43 5.63 Seconds
@ Succeeded 12/8/2020, 12:21 AM (B585042397971652233385542405(U95 9.76 Seconds
@ Succeeded 127872020, 12:16 AM 0858594240 100250748 55585643 560L88 10:88 Seconds
S Succeeded 12/8/2020, 1291 AM 08585942404034 146570 7688291400U46 10,04 Seconds.
@ Succeeded 12/8/2020, 12:06 AM (B5859424070648 349849314592 T0CUGE 10.23 Seconds
S Suxceeded 12/8/2020, 12201 AM 0B585942410101813534 775025693 0UT 10.24 Seconds
@ Succeeded 12/T/2020, 11:56 PM OB585942413124684374 17847 1T03CUGT 9.69 Seconds
x
Gt C* Restat [] Stop D Reimage Br
[ Seaech vietul macking instances
Name Computer name Status Health state Provisioning state Protection policy Latest model
(m] e - mss000000 O Running Succeeded Yes
jm| TR [ s 000002 © Running Succeeded Yes

ZEAFMC , ¥ EFMCHINGFWREEIBFTDyv Private IPEAR :



Overview Analysis Policies ghIaii<d8 Objects AMP Intelligence Deploy System Help v madewang v

Device Management NAT VPN * QoS Platform Settings FlexConfig Certificates

Elout-vmss_0
Cisco Firepower Threat

at Defense for Azure

Mode: routed

System X
Compliance Mode: Kone
TLS Crypto Acceleration: Disablad Finda LL::LF FFESSTISES Sehu i
Serial: SADMGN24KRE
Time: 2020-12-08 14:06:09
Time Zone: UTC (UTC+0:00)
Version: 6.6.0
:i.:l::‘:’.ono setting for Time based . (UTC+0:00)
Health Management + @D
Status: ] Host: 10.6.0.9
Policy: &%MTM Status: S
Blacklist: Nong
Inventory Details <
Cpu Type: CPU Xeon ES series 2400 MMz
Cpu Cores: 1 CPU (16 cores)
Memory: 56832 MB RAM

EANGFWCLIE , 2F3UTRE :

Cisco Fire Linux 0S vé6.6.0 (build 37)
Cisco Firepower Threat Defense for Azure v6.6.0 (build 990)

> ex

exit expert

> expert

admin@@@inout-vmss-0:~$ netstat | grep 8305

tcp 0 o Iinout-vmss-0:8305 madewangfmc.inter:41997 ESTABLISHED
tcp 0 O gmginout-vmss—0:8305 madewangfmc.inter:54513 ESTABLISHED

adminCEEM nout-vmss—-0:~$

Hit , FMCEiBAzure EAVNet FRENGFWEH .

REREGF R

B, EREMAINGFWE |, Logic AppE kM, EHEBRILERE , WTASREUATHER .

1. REBRERARSESRIMET.



Home > madewang

(. I logic-app
Logic app

Search ([Cmd s ) | [> RunTrigger () Refresh @ Edit [5] Delete () Disable
B Activitylog
Subscription (change) : Microsoft Azure Enterprise
. Access control (LAM) ? -
Subseription 1D : 9d5ea202-TI70-4366-529-041 759181710
¢ Tags
m
&P Diagnose and sobve problems Sumamany
Tri
Development Tools ol
, RECURRENCE
s Logic app designer i
<
f* Logic app code view FREQUENCY
D Versions Runs every 5 minutes
API connections EVALUATION
Evaluated 285 tirmes, fired 285 times in the Last 24 hours
& Quick start guides See trigger history
Settings Runs history
@ Workfiow settings [ Failed || Start time earlier than
Authorization | Specity the run identifier to open monitor view diretly
K
@ Access keys Status Start time
Identity
D Failed 12/7/2020, 32 AM
1! Properties
5 O Failed 12/4/2020, %24 PM
A Lods
o O Failed 121472020, 23 PM
Manitering O Failed 127472020, %23 PM
KR Alerts

2. MEBERR.
B—T R EHR,

[ Clone & Export

Runs last 24 hours 284 successful, 1 failed

Integration Account

Actions.
COUNT

36 actions
Wiew in Logic Apps designer

|| Pick a date =]

Idenitifier

0858594293 16267 1908622801 0944CUTO
DB58504509593954722248893 15330066
0858594509666 96887541 1868431CU59
08585545096 T46856530309098T0CUSE

O 7o improve tratfic flow, we're adding new ouibound I addnesses for Loghc Apps. Birview action needed if you're fltering IP addresses with firewall setfings befors 08/31/2020. Click to leam mors, —+

atime

Duration Stat
10.25 Seconds

1.96 Seconds

1.45 Seconds

1.74 Seconds

B

Home > madewang [ ‘ogic-app > Runs history

121 Runs histo ‘ Logic app run
eil logic-app i cassg--.’.ansggaaaeammeucm
O Refresh D Run Detais (%) Resubmit
: Failed L I
Start time earlier than o |
Pick a date B Pick a time
[ Search to fitter items by identifier
Start time Duration
© 12/7/2020, %32 AM 1025 Seconds
© 12/4/2020, 924 PM 196 Seconds
O 12/4/2020, %23 PM 145 Seconds
O 12/4/2020, %23 PM 1.74 Seconds

@ Infe

ﬂ AutoScaleManager

| 2

A BadRequest

| INPUTS

Funetion name
I 1<t ion-app/AutoScaleManager

OUTPUTS

Status code

400

Key Value

Bady
ERROR: Failed to connet to FMC..Can not continue

Show raw inputs

Shew raw outputs )

@

ic Results

ERARBRPBBHER. RUALKRBHETUEL , ASMBEEALXY , RATELERE
FMC, TR , SFEREELZEREAzUre R BEFMCH R R,
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