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| Basic Settings | Advanced Settings
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Tunnel Name: | Client

Interface: WANT »
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| Basic Settings | Advanced Settings
Enable v
Tunnel Name: || Client l
Interface: WANT »

BHEE : 7EULETHIS | & AClient,

S BR6.MInterface FRHREFRZBEFHMNNHEH. BIEZFEWANT, WAN2, USB1H
USB2 , Efii&E AR HaE ENEEN HHETVPNELS,

| Basic Seffings | Advanced Settings
Enable v
Tunnel Name: Client
Interface:

IKE Authentication Method:

*' Preshared Key: USE?

Preshared Key Strength Meter: N |

BIEE : BLZBEBEURABERANEBEIFEE, EARA G | iE# 7TWANT,
ST REBIKEG RIS, BETE

. JEH A £88(Preshared Key) — L IE R FF &I AVPNERME R H AR,
. Certificate — WWIBEFANHUBEPISER , fINBENZBRIPHU, FFHIHK, FHAE
URBEFEENLBHEIZ,



IKE Authentication Method:
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Minumum Preshared Key Complexity: '« Enable
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User Groups

User Groups Table
Group Web Login 5325-VPMN
admin Admin Disabled
guest Disabled Disahled
| Apply | | Cancel |
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User Groups

Overview
Local User Membership List
= Join User Name Joined Groups *
1 L CiscoTest VPN
2 CiSCo admin
3 guest guest
4 L vpnuser VPN
* Should have at least one account in the “admin” group
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User Groups

Overview

Group Name: | VPN

Local User Membership List

# Join User Name Joined Groups *
1 @ CiscoTest VPN
2 cisco admin
3 guest guest
4 @ vpnuser VPN
* Should have at least one account in the “admin” group
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User Accounts

Local Users Password Complexity

Fassword Complexity Settings: Enable
Local Users
Local User Membership List
# User Name Group *
1 guest VPN
2 cisco admin
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User Accounts

Add User Account

User Mame I| CiscoTest

Mew Password | ......... .

Mew Password Confirm | ......... .

Group YEM v
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MNew Password | ......... . |
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Group YEM v
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Administration
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PPTP Server
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» Security
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IPSec Profiles
IPsec Profiles Table
Mame Policy
Amazon_Web_Services Auto
Default Auto
Microsofi_Azure Auto
| Apply | | Cancel |
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IPSec Profiles

Add a New IP Sec Profile

Keying Mode *  Auto Manual
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IPSec Profiles

Add a New |P Sec Profile

Frofile Mame: Client

Keying Mode G Auto Manual
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Phase | Options

DH Group:

) Group2 - 1024 bit
Encryption: T O U
Authentication: SHA1 A
SA Lifetime: 86400
Perfect Forward Secrecy: ¥  Enable

BIRE : FEABIF | BB T Group5-15361i,

HER2 f€Encryption TRLEE R | REFE-ENEL EZUNEMFERH LKL S B H(ESP)MBE
IR L 2PN EREERME(SAKMP), RIREHE :

. 3DES — =ZEEHMBAEE,

. AES-128 — Bk INZZEMEH 128 £ 88,
. AES-192 — S NZZEEH 192U 248,
. AES-256 — Sk N IZEME 256 18,

Phase | Options

DH Group: Groups - 1536 bit
Encryption: | AES-128 v |
Authentication: AEE.—I]
SA Lifetime: AE 5:2 ,;5,

Perfect Forward Secrecy: ¥  Enable
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Phase | Options

DH Group: Groups - 1536 bit v
Encryption: AES-128 r
Authentication: | SHAT v |

SA Lifetime:

Ferfect Forward Secrecy: Cd

Enable
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EAH(SA)EXFERRIFERMENRERE, HRER 28800,

Phase | Options

DH Group:
Encryption: AES-128
Authentication: SHAT

SA Lifetime:

Perfect Fonward Secrecy: L

BIEE : 7ELt & Bl |, 86400 A 8535,

S6400

Enable

Groups - 1536 bt v

L
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B85, ( WiZ ) i Enable Perfect Forward Secrecy BREX 5 $ LA A IPSecii 2 N2 1 & 7 B

R T,

Phase | Options

DH Group: Groups - 1536 bit
Encryption: AE3-128 v
Authentication: SHAT r
SA Lifetime: 26400

Perfect Forward Secrecy:
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BR%. AHRAZIZREBNIPERQH, MRBELIES  FRELSES,

Phase Il Options

Protocol Selection:
Encryption:

Authentication: SHA1 b

SA Lifetime: 3600
DH Group: Groups - 1536 bit -
| Apply | | Cancel |

BB . ARGl | BETESP,
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. AES-128 — SR MBZEEEH 128 218,
. AES-192 — Bk INZZEEMEH 192U £ 88,
. AES-256 — SR N IEXEME A 256 8,

Phase |l Options

Frotocol Selection: ESP M

Encryption: | AES-128 v |

Authentication: AEB'_EI

SA Lifetime AES-25

DH Group: Group5 - 1536 bit v |
Apply || Cancel
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HER8. 1t Authentication TRIIRE F | #1F —ESEEESPMISAKMP & {388 F 5 K H 108
Fik. BEIHE

- MD5 — HERERE EE /128 MR (E.
- SHA-1 — R MR RE EEH 160V EE.
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Phase |l Options

Protocol Selection: ESP v
Encryption: AES-128 v
Authentication: | SHAT v |
M5
SA Lifetime: m
DH Group: [ -._'uuup-;_l = TFIUUIL Y|
| Apply | | Cancel |

BEE : FELLEHIH | BIFESHAT
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SER10.HDHIEA TRIRE S | REEREER2PN IR —EEANDHE, BEHRSHE !

. Group2-10241y — BB EES|/NEEERIE , BLEGroup1ER £,
. Group5-15361 — BB HESWERIE , EHRLE,

Phase |l Options

FProtocol Selection: ESP v

Encryption: AES-1238 r

Authentication: SHAT v

SA Lifetime:

DH Group: Groups - 1536 bit «
Apply | | Cancel

B RE : £t 88451 5 8 A 3600,
S ER11.3%2— T Apply.



|IPSec Profiles

Add a New IPSec Profile

Profile Mame: Client

Keying Mode - Auto ' Manual

Phase | Options

DH Group: | Group5 - 1536 bit ¥ |
Encryption: | AES-128 v
Authentication: | SHA1 v
SA Lifetime:
Perfect Forward Secrecy: ¥/ Enable

Phase Il Options

Protocol Selection: |ESP v
Encryption: | AES-128 \a
Authentication: | SHA1 v |
SA Lifetime:

DH Group: | Group5 - 1536 bit v |

$ER12 32— T SavelAlk X 17 4H4E,

§ Save cisco{admin) LogOut About Help

BE , BEZERERVI4xRYIEHBEE LR IIE E 7 Automatic IPSec Profiles,
EEFERE

HER1 FESPI-Incomingf L |, BVPNER EHNEARENZ 25|88 3E5|(SP)ERB AR
100BFFFFFFF+AEMHIE, SPIEEEARES —BEENRENEMSENRE,

Manual Policy Parameters

SPI-Incoming: OxABCD

SPI-Outgoing: 0x1234

BHEE : L RBIS |, E A Oxabedo



HBR2.7E SPI-Outgoing ¥ , BVPNELR LB H RERSPIZRERE A £ 100FIFFFFFFFRY
TRELFIE,

Manual Policy Parameters

SPl-Incoming: 0xABCD

SPI-Outgoing: 0x1234

BIRE : 7ELL RO | B A0x1234,
SESRTHIZEPBENRE, BEIRE

. 3DES — = EEHMBRELE
. AES-128 — SRR EEME R 128U &8,
. AES-192 — S NBZHEEFEH102U £,

Y

SPI Incoming: ' ‘HDES
AES-128

SPI Outgoing:
BHEE : 7EULEIHI | IRIBAES-256,
SR EKey-INMBAI P A AR SR, SRNREFCRASERIFRENEE L,

Key-In: 12345678912345678912

Key-Out: 1atalatlatlalatat1212121

MIEE : 7Rt RHIP123456789123456789123 A ... o
S EBS5 EKey-OutlB A ABHRBN SR, SRVWREIURRSBITIRIZNEE X,

Key-in: 123456789123456789123

MIRE : ELLEEHIP |, B A1alalalalal2121212..
S ER6. % Authentication TRLBE RS HERE S L, BEIHE

. MD5 — HEREEE ZEH 128U f#EE,
. SHA-1 — ReMEEE B 5160 MZEE,



. SHA2-256 — E 256U EEN LT MEEE X,

Authentication: v MD5S

SHA1 | —
Key-In SHA2-256
Key-Out

BiEE : EA&HIG | i#iEZETMD5,
LSBT EKey-INBRFHAANEFERNEE, SEBNEEICRAS BT BIZENEE L,

Key-In: 123456789123456789123

Key-Out ' 1atatalatatala1212121

BEE : 7EUt RBI1234567891234567891238 A ... o
S B8 EKey-OutlB A ABH RN SR, SRVKREIVRNRSBoHIREZNEE L,

Key-In: | 123456789123456789123

Key-Out fatlatatalatalat21212

BIEE : FEULEEHI | B A1a1alalalal2121212....
Apply

SEBO.E ' g,
S E810.32 — T Save ALK X FE1EERE,

§ Save | cisco(admin) Log Out About Help
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Open

Troubleshoot compatibility

Open file location
Pin to Taskbar
Pin to Start Menu

Restore previous versions
Send to k

Cut
Copy

Create shortcut
Delete

Rename

Properties
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Cunﬁgmﬂiﬁn Tools 7

[E] VPN Configuration KE V1 |
(== s ]
Export
an e V1 Configuration

Mew Phasel Cirl+N

BE V1 [Psec tunnel creation wizard

¥ Beportal IKE V1 tunnels

@ VPN Clent ready

S ER3.7£Addresses T By Authentication &+ | BaFInterface EiF PRI IPHbut R L E T
GreenBow VPNZE FimfI E BEHYWAN IPH#s 3t 4 [E .

MIEE . EAHID | IPHHA124.6.177.118,



& TheGreenBow VPN Client

o @

Configuration Tools ?

[£] vPN Configuration
3-{r= IE V1
[£] E v1Parameters
0 tghtestIPyv4
O tobtestiPy4
- tghtestIPVs
o tobtestIPvé
= TkeviGateway
O nEvz
s

THEGREENBOLW

d

| Authentication | aAdvanced | Certificate |

Addresses

Inte-rfu{ [124.5. 177.118 -

Remote Gateway

124.6.115.177

Authentication

& Preshared Key TIiii 1t
Confim sessssssss

Certificate

5 BR4. 7 Remote Gateway R\ # i A 1= i 48 B3 89 #h it o

BIEE . EARAID | EHRVIIXBHENIPH I 5124.6.115.177,

&p TheGreenBow VPN Client

e —— — T—— o — —

o

Configuration Tools ?

THEGREENBOLU

[E] VPN Configuration
== KE V1
[f] E v1Parameters
=-3 tgbtestiPv4
o fghtestPv4
—=-£3 tgbtestIPV6
o tobtestlPVe
= TkeviGateway
LI mEV2
Csa

H

Authenticaton | Advanced | Certificate

Addresses
Interface | 124,6,177.118 v
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