
RV34xï¼šåœ¨Windowsé›»è…¦ä¸Šå®‰è£�Cisco 
AnyConnectå®‰å…¨ç§»å‹•å®¢æˆ¶ç«¯

ç›®æ¨™

æœ¬æ–‡ç‚ºæ‚¨èªªæ˜Žå¦‚ä½•åœ¨ Windows é›»è…¦ä¸Šä¸‹è¼‰å’Œå®‰è£� Cisco 
AnyConnect Secure Mobility ç”¨æˆ¶ç«¯ã€‚

Note:

æœ¬æ–‡åƒ…é�©ç”¨æ–¼ Cisco Small Business RV34x 
ç³»åˆ—è·¯ç”±å™¨ï¼Œä¸�é�©ç”¨æ–¼ Enterprise ç”¢å“�ã€‚

ç°¡ä»‹

AnyConnect Secure Mobility 
ç”¨æˆ¶ç«¯ç‚ºæ¨¡çµ„åŒ–ç«¯é»žè»Ÿé«”ç”¢å“�ã€‚è©²è»Ÿé«”ä¸�åƒ…é€�é�Žå®‰å…¨é€šè¨Šç«¯å±¤
(SSL) å’Œç¶²éš›ç¶²è·¯é€šè¨Šå�”å®šå®‰å…¨æ€§ (IPsec) 
ç¶²éš›ç¶²è·¯é‡‘é‘°äº¤æ�›ç‰ˆæœ¬ 2 (IKEv2) æ��ä¾› Virtual Private Network 
(VPN) 
å˜å�–æ¬Šï¼Œäº¦é€�é�Žä¸�å�Œå…§å»ºæ¨¡çµ„æ��ä¾›å¢žå¼·åž‹å®‰å…¨æ€§ã€‚

AnyConnect è»Ÿé«”ç‰ˆæœ¬

● AnyConnect | 4.10.x(ä¸‹è¼‰æœ€æ–°ç‰ˆæœ¬)

å®‰è£� AnyConnect Secure Mobility ç”¨æˆ¶ç«¯
æ–°æ‰‹è³‡è¨Š

æ¤åˆ‡æ�›éƒ¨åˆ†æ��ä¾›æ–°æ‰‹é�©ç”¨çš„è©³ç´°è³‡æ–™å’Œç§˜è¨£ã€‚

å¿…è¦�æ¢�ä»¶

● AnyConnect ç‚ºæŽˆæ¬Šç”¢å“�ã€‚æ‚¨éœ€è¦�å�‘ CDW 
ç‰å�ˆä½œå¤¥ä¼´æˆ–é€�é�Žè²´å…¬å�¸çš„è£�ç½®æŽ¡è³¼éƒ¨é–€ï¼Œè³¼è²·ç”¨æˆ¶ç«¯æŽˆæ¬Šã€‚æœ‰
1 å€‹ä½¿ç”¨è€… (L-AC-PLS-3Y-S5) çš„é�¸é …ï¼Œæˆ–åŒ…æ‹¬ 25 
å€‹ä½¿ç”¨è€…ä¸€å¹´çš„æŽˆæ¬Šå¥—ä»¶ (AC-PLS-P-25-

https://software.cisco.com/download/home/283000185


S)ã€‚å�¦å¤–ï¼Œé‚„æœ‰å…¶ä»–å�¯ç”¨çš„æŽˆæ¬Šé�¸é …ï¼ŒåŒ…æ‹¬æ°¸ä¹…æŽˆæ¬Šã€‚å¦‚éœ€æœ‰é—œæŽˆæ¬Šçš„æ›´å¤šè©³ç´°è³‡è¨Šï¼Œè«‹æŸ¥çœ‹ä¸‹æ–¹ã€ŒæŽˆæ¬Šè³‡è¨Šã€�éƒ¨åˆ†ä¸çš„é€£çµ�ã€‚
● ä¸‹è¼‰é�©ç”¨æ–¼æ‚¨çš„è·¯ç”±å™¨çš„æœ€æ–°ç‰ˆæœ¬éŸŒé«”ã€‚
ï¼ˆè«‹æŒ‰ä¸€ä¸‹æ¤è™•å�–å¾—æœ‰é—œæ¤ç¨‹åº�çš„é€�æ¥èªªæ˜Žã€‚ï¼‰
● Windows ç‰ˆæœ¬ 8.1ã€�Microsoft æ”¯æ�´çš„æ�è¼‰ ARM64 çš„ PC 
é�©ç”¨çš„ Windows 10 ç‰ˆæœ¬ã€�ç›®å‰� Microsoft æ”¯æ�´çš„ Windows 10 
x86ï¼ˆ32 ä½�å…ƒï¼‰å’Œ x64ï¼ˆ64 ä½�å…ƒï¼‰ç‰ˆæœ¬ã€‚

ä½¿ç”¨çš„ä¸�æ˜¯ Windowsï¼ŸæŸ¥çœ‹ä»¥ä¸‹å…¶ä»–æ–‡ç« ï¼�

● åœ¨ Mac ä¸Šå®‰è£� AnyConnect
● åœ¨ Ubuntu æ¡Œé�¢ä¸Šå®‰è£� AnyConnect

é�©ç”¨è£�ç½® | è»Ÿé«”ç‰ˆæœ¬

● RV340 | 1.0.03.21ï¼ˆä¸‹è¼‰æœ€æ–°ç‰ˆæœ¬ï¼‰

● RV340W | 1.0.03.21ï¼ˆä¸‹è¼‰æœ€æ–°ç‰ˆæœ¬ï¼‰

● RV345 | 1.0.03.21ï¼ˆä¸‹è¼‰æœ€æ–°ç‰ˆæœ¬ï¼‰

● RV345P | 1.0.03.21ï¼ˆä¸‹è¼‰æœ€æ–°ç‰ˆæœ¬ï¼‰

æŽˆæ¬Šè³‡è¨Š

AnyConnect ç”¨æˆ¶ç«¯æŽˆæ¬Šå�¯è®“ä½¿ç”¨è€…ä½¿ç”¨ AnyConnect 
æ¡Œé�¢ç‰ˆç”¨æˆ¶ç«¯ï¼Œä»¥å�Šä»»ä½•å�¯ç”¨çš„ AnyConnect 
è¡Œå‹•ç”¨æˆ¶ç«¯ã€‚æ‚¨éœ€è¦�ç”¨æˆ¶ç«¯æŽˆæ¬Šï¼Œæ‰�èƒ½ä¸‹è¼‰å’Œä½¿ç”¨ 
Cisco AnyConnect Secure Mobility Clientã€‚ç”¨æˆ¶ç«¯æŽˆæ¬Šæœƒå•Ÿç”¨ VPN 
åŠŸèƒ½ï¼Œä¸¦ä»¥ä¸€å€‹å¥—ä»¶ 25 ä»½çš„æ–¹å¼�åœ¨ CDW 
ç‰å�ˆä½œå¤¥ä¼´è™•éŠ·å”®ï¼Œæ‚¨ä¹Ÿå�¯ä»¥é€�é�Žå…¬å�¸çš„è£�ç½®æŽ¡è³¼è³¼å¾—ã€‚

æƒ³è¦�çžè§£æ›´å¤šæœ‰é—œ AnyConnect 
æŽˆæ¬Šçš„è³‡è¨Šå—Žï¼Ÿä»¥ä¸‹æ˜¯ä¸€äº›è³‡æº�ï¼š

● Cisco RV340 ç³»åˆ—å’Œ Cisco Anyconnect Secure Mobility Client 
ç¤¾ç¾¤è¨Žè«–è«–å£‡ã€‚

● AnyConnect æŽˆæ¬Šå¸¸è¦‹å•�é¡Œã€‚

æ¥é©Ÿ1

é–‹å•Ÿç¶²é �ç€�è¦½å™¨ï¼Œä¸¦å°Žè¦½è‡³ 
ã€Œæ€�ç§‘è»Ÿé«”ä¸‹è¼‰ã€�ç¶²é �ã€‚

https://software.cisco.com/download/home/282413304
https://software.cisco.com/download/home/282413304
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5506-upgrade-firmware-on-an-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5506-upgrade-firmware-on-an-rv34x-series-router.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5642-install-cisco-anyconnect-secure-mobility-client-on-a-mac-com-rev1.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/Kmgmt-785-AnyConnect-Linux-Ubuntu.html
https://software.cisco.com/download/home/282413304
https://software.cisco.com/download/home/282413304
https://software.cisco.com/download/home/282413304
https://software.cisco.com/download/home/282413304
https://community.cisco.com/t5/small-business-technical/cisco-rv340-series-and-cisco-anyconnect-secure-mobility-client/ta-p/3819075#.XIln9onWMxg.email
https://community.cisco.com/t5/small-business-technical/cisco-rv340-series-and-cisco-anyconnect-secure-mobility-client/ta-p/3819075#.XIln9onWMxg.email
https://www.cisco.com/c/zh_tw/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
https://www.cisco.com/c/zh_tw/support/docs/security/anyconnect-secure-mobility-client/200191-AnyConnect-Licensing-Frequently-Asked-Qu.html
https://software.cisco.com/download/home
https://software.cisco.com/download/home


æ¥é©Ÿ2

åœ¨æ�œå°‹åˆ—ä¸é–‹å§‹è¼¸å…¥ã€ŒAnyconnectã€�ï¼Œéš¨å�³å‡ºç�¾é�¸é …ã€‚é�¸å�–ã€ŒAnyConnect
Secure Mobility Client v4.xã€� ã€‚

æ¥é©Ÿ3

ä¸‹è¼‰ Cisco AnyConnect VPN 
Clientã€‚å¤§å¤šæ•¸ä½¿ç”¨è€…æœƒé�¸å�–ã€ŒAnyConnect Pre-Deployment Package 
(Windows)ã€�é�¸é …ã€‚

Note:

æœ¬æ–‡ä¸çš„åœ–ç‰‡é�©ç”¨æ–¼ AnyConnect 
v4.10.xï¼Œä¹Ÿå°±æ˜¯æ’°å¯«æœ¬æ–‡ä»¶æ™‚çš„æœ€æ–°ç‰ˆæœ¬ã€‚

Note:



å¦‚æžœæ‚¨å·²è³¼è²·æŽˆæ¬Šä½†ç„¡æ³•ä¸‹è¼‰ AnyConnectï¼Œè«‹è‡´é›» +1 919-993-
2724ï¼Œè�¯çµ¡æ€�ç§‘å…¨ç�ƒæœ�å‹™é—œä¿‚éƒ¨é–€ã€‚é�¸æ“‡é�¸é …2ã€‚åœ¨è‡´é›»æ™‚ï¼Œæ‚¨éœ€è¦�çŸ¥é�“æ‚¨çš„Cisco
ID(ç”¨æ–¼ç™»å…¥Cisco.comçš„ID)å’ŒéŠ·å”®è¨‚å–®ç·¨è™Ÿã€‚å�³å�¯å�–å¾—å�”åŠ©è§£æ±ºæ‚¨çš„æƒ…æ³�ã€‚

æ¥é©Ÿ4

ä½¿ç”¨ Windows æª”æ¡ˆç¸½ç®¡å°Žè¦½åˆ°å®‰è£�ç¨‹å¼�æª”æ¡ˆã€‚æŒ‰å…©ä¸‹ 
Setup.exe å�³å�¯å•Ÿå‹•å®‰è£�ç¨‹åº�ã€‚

Note:



æª¢æŸ¥æ‚¨çš„ã€Œä¸‹è¼‰ã€�è³‡æ–™å¤¾ä»¥æ‰¾åˆ° AnyConnect 
æª”æ¡ˆã€‚ç€�è¦½å™¨çš„ä¸‹è¼‰å…§å®¹é€šå¸¸å˜æ”¾åœ¨ Windows 
è£�ç½®çš„ã€Œä¸‹è¼‰ã€�è³‡æ–™å¤¾ä¸ã€‚è©²æª”æ¡ˆçš„è·¯å¾‘é€šå¸¸é¡žä¼¼æ–¼
C:\Users\[æ‚¨çš„ä½¿ç”¨è€… ID]\ä¸‹è¼‰ï¼Œå…¶ä¸ C:/ 
æ˜¯æŒ‡æ‚¨çš„è£�ç½®å˜æ”¾ç£�ç¢Ÿæ©Ÿã€‚

æ¥é©Ÿ5

å¿«é¡¯è¦–çª—å�¯èƒ½æœƒè¦�æ±‚æ¬Šé™�ï¼Œè‹¥å¦‚æ¤ï¼Œè«‹é�¸æ“‡ã€Œæ˜¯ã€�ã€‚å¦‚æžœå¿«é¡¯è¦–çª—è©¢å•�æ‚¨æ˜¯å�¦ç¢ºå®šè¦�åŸ·è¡Œæ¤è»Ÿé«”ï¼Œè«‹é�¸æ“‡ã€ŒåŸ·è¡Œã€�ã€‚

ç¬¬6æ¥

å‹¾é�¸æ‚¨éœ€è¦�å®‰è£�ä¹‹æ¨¡çµ„çš„æ ¸å�–æ–¹å¡Šã€‚



● Core å’Œ VPN - åŒ…æ‹¬å…·æœ‰ VPN åŠŸèƒ½çš„ AnyConnect æ ¸å¿ƒç”¨æˆ¶ç«¯ã€‚

● ç™»å…¥å‰�å•Ÿå‹• - ä½¿ç”¨è€…æœƒåœ¨ Windows 

ç™»å…¥å°�è©±æ–¹å¡Šé¡¯ç¤ºä¹‹å‰�çœ‹åˆ° AnyConnect GUI 
ç™»å…¥å°�è©±æ–¹å¡Šã€‚
● ç¶²è·¯å˜å�–ç®¡ç�†å“¡ - é€™æ˜¯æ��ä¾›å®‰å…¨ç¬¬ 2 
å±¤ç¶²è·¯çš„ç”¨æˆ¶ç«¯è»Ÿé«”ã€‚
● VPN ç‹€æ…‹ (Hostscan) - 

è®“ç”¨æˆ¶ç«¯èƒ½è˜åˆ¥ä¸»æ©Ÿä¸Šå®‰è£�ä¹‹ä½œæ¥ç³»çµ±ã€�é˜²æ¯’è»Ÿé«”ã€�é˜²é–“è«œè»Ÿé«”å’Œé˜²ç�«ç‰†è»Ÿé«”ã€‚
● AMP å•Ÿç”¨å™¨ - é€™æ˜¯ç”¨ä¾†ç‚ºç«¯é»žéƒ¨ç½²é€²éšŽæƒ¡æ„�è»Ÿé«”é˜²è· (AMP) 
çš„åª’é«”ã€‚
● ç¶²è·¯èƒ½è¦‹åº¦æ¨¡çµ„ - 

å¾žå…§éƒ¨æˆ–å¤–éƒ¨éƒ¨ç½²ç«¯é»žæ”¶é›†è±�å¯Œçš„æµ�é‡�è„ˆçµ¡ï¼Œä¸¦æŽŒæ�¡ç¶²è·¯é€£ç·šè£�ç½®ã€‚



● é›²ç«¯ç¶²è·¯å®‰å…¨ - é€™æ˜¯å°‡ HTTP æµ�é‡�è·¯ç”±åˆ° Cisco Cloud Web Security 
æŽƒæ��ä»£ç�†çš„ç«¯é»žå…ƒä»¶ã€‚
● Umbrella æ¼«é�Šå®‰å…¨ - åœ¨æ²’æœ‰å•Ÿç”¨ä»»ä½• VPN æ™‚æ��ä¾› DNS 
å±¤å®‰å…¨ã€‚
● ISEç‹€æ…‹ â€” å®ƒé¡žä¼¼æ–¼VPNç‹€æ…‹ï¼›åŸ·è¡Œå®¢æˆ¶ç«¯è©•ä¼°ã€‚

● å…¨é�¸ - é�¸å�–æ‰€æœ‰æ¨¡çµ„ã€‚
● Diagnostic and Reporting Tool - ç”¨ä¾†æ”¶é›†è³‡æ–™ä»¥ç–‘é›£æŽ’è§£ AnyConnect 

å®‰è£�å’Œé€£ç·šå•�é¡Œã€‚

Note:

é™¤é�žæ‚¨æ‰‹å‹•å�–æ¶ˆå‹¾é�¸é€™äº›æ–¹å¡Šï¼Œå�¦å‰‡é �è¨æœƒå®‰è£�æ‰€æœ‰æ¨¡çµ„ã€‚

ç¬¬7æ¥

ï¼ˆé�¸ç”¨ï¼‰å¦‚æžœéœ€è¦�å•Ÿç”¨éŽ–å®šå…ƒä»¶æœ�å‹™ï¼Œè«‹å‹¾é�¸ã€ŒéŽ–å®šå…ƒä»¶æœ�å‹™ã€�æ ¸å�–æ–¹å¡Šã€‚å•Ÿç”¨æ¤åŠŸèƒ½å°‡é˜²æ¢ä½¿ç”¨è€…å�œç”¨
Windows ç¶²è·¯å®‰å…¨æœ�å‹™ã€‚

Note:

æ¤ç¯„ä¾‹ä¸ä¸¦æœªå•Ÿç”¨ã€ŒéŽ–å®šå…ƒä»¶æœ�å‹™ã€�ã€‚

ç¬¬8æ¥

æŒ‰ä¸€ä¸‹ã€Œå®‰è£�æ‰€é�¸å…§å®¹ã€�ã€‚



ç¬¬9æ¥

æŒ‰ä¸€ä¸‹ã€ŒOKã€�ï¼ˆç¢ºå®šï¼‰ã€‚



æ¥é©Ÿ10

ä»”ç´°æª¢é–±ã€Šè£œå……ä½¿ç”¨è€…æŽˆæ¬Šå�ˆç´„ã€‹ï¼Œç„¶å¾ŒæŒ‰ä¸€ä¸‹ã€ŒæŽ¥å�—ã€�ã€‚



çµ�è«–å’Œå®‰è£�å¾Œçš„å¾ŒçºŒæ¥é©Ÿ

å®‰è£�å®Œæˆ�äº†ï¼�ç�¾åœ¨ï¼Œæ‚¨å·²ç¶“åœ¨é›»è…¦ä¸Šæˆ�åŠŸå®‰è£� 
Cisco AnyConnect å®‰å…¨è¡Œå‹•ç”¨æˆ¶ç«¯ã€‚

æƒ³çŸ¥é�“å¾ŒçºŒæ¥é©Ÿå—Žï¼Ÿè«‹æ”¾å¿ƒã€‚å¦‚æžœæ‚¨éœ€è¦�åœ¨è·¯ç”±å™¨ä¸Šè¨å®š
AnyConnect çš„èªªæ˜Žï¼Œè«‹æŸ¥çœ‹åœ¨ RV34x ç³»åˆ—è·¯ç”±å™¨ä¸Šè¨å®š 
AnyConnect VPN é€£ç·šåŠŸèƒ½ã€‚

æˆ‘å€‘å¸Œæœ›ç‚ºå®¢æˆ¶æ��ä¾›æœ€å„ªè³ªçš„æœ�å‹™ï¼Œå› æ¤å¦‚æžœæ‚¨å°�æ¤ä¸»é¡Œæœ‰ä»»ä½•æ„�è¦‹æˆ–å»ºè°ï¼Œè«‹å‚³é€�é›»å�éƒµä»¶è‡³æ€�ç§‘å…§å®¹åœ˜éšŠã€‚

å°�äº†ï¼Œåœ¨è·¯ç”±å™¨ä¸Šå®Œæˆ�è¨å®šå¾Œï¼Œæ‚¨å�¯ä»¥åœ¨èž¢å¹•å�³ä¸‹æ–¹æŸ¥çœ‹é€£ç·šã€‚æŒ‰ä¸€ä¸‹å�‘ä¸Šç®é ï¼Œä¸¦å°‡æ¸¸æ¨™å�œç•™åœ¨

https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5553-configure-anyconnect-virtual-private-network-vpn-connectivit.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5553-configure-anyconnect-virtual-private-network-vpn-connectivit.html
mailto:sbsc_content@cisco.com
mailto:sbsc_content@cisco.com


AnyConnect åœ–ç¤ºä¸Šæ–¹ï¼Œå�³å�¯æŸ¥çœ‹è©³ç´°è³‡è¨Šã€‚

AnyConnect æ‡‰ç”¨ç¨‹å¼�

æ‚¨å�¯ä»¥å¾ž Google Play å•†åº—æˆ– Apple Storeï¼Œä¸‹è¼‰ Anyconnect 
æ‡‰ç”¨ç¨‹å¼�ã€‚

ä¸‹è¼‰Androidæ‡‰ç”¨ ä¸‹è¼‰iOSæ‡‰ç”¨

å…¶ä»–è³‡æº�

åŸºæœ¬æ•…éšœæŽ’é™¤ ç®¡ç�†å“¡æŒ‡å�—ç‰ˆæœ¬4.10 ç™¼è¡Œèªªæ˜Ž â€” 4.10 
AnyConnectè¨±å�¯ â€” RV340 æ€�ç§‘æ¥å‹™VPNæ¦‚è¿°å’Œæœ€ä½³å¯¦è¸�

https://play.google.com/store/apps/details?id=com.cisco.anyconnect.vpn.android.avf&hl=en_US
https://apps.apple.com/us/app/cisco-anyconnect/id1135064690
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5453-basic-troubleshooting-on-cisco-anyconnect-secure-mobility-cl.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/administration/guide/b-anyconnect-admin-guide-4-10.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/release/notes/release-notes-anyconnect-4-10.html
/content/en/us/td/docs/security/vpn_client/anyconnect/anyconnect410/release/notes/release-notes-anyconnect-4-10.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5535-anyconnect-licensing-for-the-rv340-series-routers.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html
https://www.cisco.com/c/zh_tw/support/docs/smb/routers/cisco-rv-series-small-business-routers/1399-tz-best-practices-vpn.html


è§€çœ‹èˆ‡æœ¬æ–‡ç›¸é—œçš„å½±ç‰‡...

æŒ‰ä¸€ä¸‹æ¤è™•ä»¥è§€çœ‹æ€�ç§‘çš„æŠ€è¡“æ¼”è¬›

https://www.youtube.com/playlist?list=PLB4F91009260AB3D7
https://www.youtube.com/playlist?list=PLB4F91009260AB3D7
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思科已使用電腦和人工技術翻譯本文件，讓全世界的使用者能夠以自己的語言理解支援內容。請注
意，即使是最佳機器翻譯，也不如專業譯者翻譯的內容準確。Cisco Systems, Inc. 對這些翻譯的準
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