ERV320 VPNIEH 28, WAP321#ELR — NEA R
FISx300R 5l 3z 4048 I B A =5 (E AR A RS

B

ETRERHNERRRD , SN/ DELRMRLATIEEAKR, BE, FRIBESETE , £
HEEERRAEBEABNBRT, EREENENEEZEHRER , BYTTARIN. &
WEEAEKAND, ZRBE, BE, TRENBDSHH , TREREAERER, Ef{ﬁﬁfz‘
BLRFEELERBAREREAZNS LY  OEEEORLIKCEREAENEE. 5
Z& B EENERBREARREFRTER.

Cisco RV320 Dual Gigabit WAN VPN HEBEBZMENETRMETRE, SELXENEAER
o PRAIEEEREMCisco WAP321ELRE — NEABSIET R ABHNERER. BEUERS
XAELANERE—E , f M ECEERZBERELER,

AR BECisco/ M £PRAPRBABRTFINMENREZSER , SEERESMAR
(VLAN)EB . ZEREEBBINE(SSID) AR HE, x#%ﬂﬁm%tmﬁﬁyiﬁio

HA&E

‘RV320 VPNEE H 25
- WAP321#E#R — NTZEUR
- Sx300R 5l R 25

R AR

1.1.0.09(RV320)
- 1.0.4.2(WAP321)
- 1.3.5.58(Sx300)

Beg B
E51D: Wireless_MAIN
IF:192.168.10.5/24
' YLANLD
w."-'l.N Hx:ll..mer - Switch Access Point
m;mﬁ H— 55|[::: 'nl'u"frela.s_fEUEST
' SRR e
RV320 o 300 AR
)_L-}’L.ﬂ 5510: Wireless_ENGNRIMNG
IF:192.163.30.5/24
VLANZ
FEBERT FHZESSIDECisco/N B EWAP, RIBEAIKHFETEREFHEN REIERE
o WAPEMREIRBMI FEAPENEEHZEVLANER S, XBEBBEFENEERE
WANREHES , WANEEH %%%M?VLAN . WANREHEEREInternet, FiE EIRHE B EE

BEIWAP,



FEINRE

#&Cisco RVEL B8R R A9 Inter-VLANGES 1 Zh sE S8/ B 4 38 5% A Rh1R (LAY AR SSID IR Bk Th A2 4H
e TATAREENNELEPER LNERBARHBENZ2NBRA R,

VLANRI3E H

BRERAREVLANZERBRE , AITEVLANFHERKEELMEEBRA, EDEEE
M |, BRAFFAERNERBRIITVLANERE, BAKEVLANE HVLANE B H
, ZVLAN EV EREERE S —EVLAN EN EREE BEBA.

EiRSSIDiER

EWMER B AVERSSIDIRRE. BUHEIRIREE (#Z£SSIDA ) & , B —SSID LM EHWEEEFE
5, MAERRRE (£SSIDE ) & , —fESSID LW REFTSEHIMEMFEMSSID,
IEEE 802.1x

|IEEE 802.1xZXEEANERERIENHEMS BRGNS L | ELBERFBEFARRE 2K
BEREAKBENREBENEKIE, ERENSNRBEEAHERREIRBEBREKETHERE
, BEREGIENEAEEBRBE MBI, BEXREE  EREEAERIERINERE, BE
SERE , EFERASEFERE, SER-BAYEERNEENREERE,

EEEAXBLANER 2B YIEEERREERILANERENRE, MEBEEXKNR

, ATREEEBFIERE. LEERYRABRIAMEMEKRGT , ERCHBR802.118EKR
LAN EfEA,

RV320%& K

HEHFRF , BAIFERRVI20HFERIRAIDHCPRAMRS , Rt EMFEREXMMS , Wi
KEFBREFEBNVLAN, B  ERIEP—EZAREBELEF192.168.1.1 ( RFREEKE
% ERHIPHELE ) LAB A RIBR 2R,

S B1.E AT Webfl B E AREX I #ZPort Management > VLAN Membership, #% 5 R— &
FEHEH. BMEERIIEEENVLANRRRTENEES R, E— TAIIFIEHT , LiFE
VLAN IDMIFREH., ZEFERRAEHZEEHNEMNE LEVLANERE A Tagged.

WVLAM: ¥ Enable
Create WLAN: and assign the Ouigoing Frame Type
Up ko four new WILAME can be creabed VAN ID= musi Be in fhe range (44094
VLAMN Tabde Memst-30f3 ¢ =] parpage
WLAN ID  Description Inder WLAN Rowting  Desice Management  LAN1 LANZ LAN3 LaN4
1 Dedaun Disabled Enatled Untagged Untagged Untagged Untagged
25 Guest Disatied Disatied Taggea Tagged Tagged Tagged
100 olce DisaGles Disatied a Tagged Tagged Tagged
10 Wirgless_LLalM Disabind :1- Enabled v Tagged v: Taggad =| |Tagped
Mireless_GUEST Disatled [=] Enabled  [=] T =] |Tapged [=] |Tagged [=] |Tagged |
Wireless_EMGNRING | | Disadled [=| Enabled [=] Tagged [=] |Tagged [=] |Tagges [=] |Tagges [=]
Ad P 1 of 1

HER2 B A B|WebfL & B A2 I iZZEDHCP Menu > DHCP Setup. #$BRIDHCP SetupEHE



. #EVLAN IDTFHAES |, BIBAEAHBEMHRAIVLAN ( FEARSIFAVLAN 10, 205130 )

- RUVLANEERE Pt , WEEIPH it #E. MREER , BRI NELEMASIEADNSK
B, EKEURRES, EAGIF , DNSRESERONSHER,

. #—T "Save., , HEEVLANEEISER,

DHCP Setup
[1pva || 1Ps |
% VLAN Option 82
VLAM ID: 10 [«]
Device IP Address: 162.168.10.1
Subnet Mask 2552552550 [~]
DHCP Mode Disatle @ DHCP Server ) DHCP Relay

Remate DHCP Server. 0.0.0.0

Client Laase Time: 1440 man (H
Range Start 192.168.10.100

Range End: 192.168.10.149

DNS Server Use DNS Proxy [
Static DN 1; 0.0.0.0

Static DMS 2: 0.0.0.0

WINS Sarver. 0.0.0.0

TFTP Server and Configuration Filename (Option 66150 & 67):

TFTP Sarvar Host Hama:
TETP Sereer IF; 0.0,0.0

Configuration Filename

Save Cancel |
L J

SE3EERBEESD | iZZPort Management > 802.1x Configuration, 802.1X Configuration
EEFREENBARK

- BRAEREN B BRI E E RRFAIPHL,
- RADIUS Secret2 AR ERIREFEAN S EBRFESR,
ORESERALEMRENE  RRIE—TSave,



802.1X Configuration

Configuration

/| Port-Based Authentication
RADIUS IP: 192.168.1.32
RADIUS UDP Port 1812

RADIUS Secret ciscorad

Port Table

Port Administrative State Port State

1 Farce Authorized :~r | Link Down

2 Force Authorized :v | Link Dawn

3 Farce Authorized ﬂ Link Down

< Force Authorized E| Authorized
| Save |  Cancel

Sx300#H K8

SG300-10MPR R MR MWAPI2I BN FEXKE , AREREENMARKRRER. ik
HENERBMT,

SEB1. 2 AT WebHl BEEARR , AZBIZEVLANEES>EYVLAN, EER—EHED :

HER2 #H—TAdd, HIR—EHEE. #WAVLAN IDAMVLANEZ R ( EREIZ 2 HEEBRRA
) o #E_-FEFH , %?ﬁ%ﬁVLAN 20*”303*5&':5%0

@ V0LAN
2 WLAN 1D 10
VLAM Name: |Wireless_MAIN|

Range

fhpply| | Close |

SEBIAEMBERD | BIZBVLANEE>SBBIVLAN, SEE—EHEM

. EEMEESR , # "VLAN ID equals tos (VLAN ID equals to):%8 E A EFHEHVLAN ( Kfidh A
VLAN 10) , RER—THAINGo, EMFEAXVLANNE EEHXEMH.,

- EREEELWERE , BFVLAN10REAR 258, mMFA2 "2HR.1 . ¥VLAN 20M30EHE
[l



Port to VLAN

Filterr VLANID equalsto | 10 [+]| AND Interface Type equalsto Fort [+] | Go

Interface GE1 GEZ2 GE3 GE4 GE5 GE6 GE7 GE8 GE9 GE10
Access

Trunk

General

Cuslomer

Forbidden

Excluded

Tagged @ (] a a -} Q a -} @ @
ntagged

Multicast TV VLAN

PVID

SBAEERBEES |, B FSecurity > Radius, RADIUSE HEFEEIBIR :

- IBERADIUSHIRESEMF AN EERSTE | EESFRHEHREREN S HERE. BZEPort
Based Access Control , A% & — T Apply.
- BB EEKIAALD |, FTi8 EE R A RS

RADIUS

RADIUS Accounting for Management Access can only be enabled when TACACS+ Account

RADIS Accounting: @ Port Based Access Control (802.1%, MAC Based)
Management Access
Both Port Based Access Control and Management Access
Maone

SREEETNRED , BiSEERRSFNIPHIL | A 5192.168.1.32, BEEAMREE
REBLIEF , BEASF , RMNES-SARFETELIEFSORE FEIFER, W
REBZERADIUSARRHERE | EFFEE, BESOHRISR  HBRETUREATE

=n
AX 1H o

Server Definition: @ BylIP address By name

P Version: Version 6 @ “Version 4

& Server IP AddressiMame:
& Priarity:

Key String: @ UseDefault
User Defined (Encrypted)

T User Defined (Plaintext)

SERo.EEMBE KT |, #FSecurity > 802.1X > Properties. AR —EHFEM :



. EhEnable AR A802. 1x B BT |, WiRESHER S E, EEEEAT , RAEANE
RADIUSfAIAR2S , LR IESE — A E —EiEE,
- #—T TApply. o

Por-Based Authentication: (/| Enable

Authentication Method: @ RADILS, Mone

RADIUS
Mane
Guest VLAN: Enable
& GuestVLAN Timeout: @ Immediate
lser Defined

[—ﬁpﬁy—][ Cancel ]

SER7IREHF —EVLAN , REIE—TEdite HE—EFHFRE, QiR "Enables AR
VLAN EMERTE | REE—T TApplys - HEEVLANEE LRSS ER,

VLAM 1D 10 =]
WLAM Mame:  Wireless_MAIN

Authentication: (¥ Enable

fhpply| | Close |

WAP321E B

ERTFIE(VAP)KERLANE 7 AZEEBREE , ELEBRAEEERZ KBEVLAN,
VAPE — B EBWAPEEFEEZEZEAY., WAP121RZXENEVAP , WAP321§% X%
E/\{EVAP,

A EBMANEASEVAP (VAPORRSL ) o VAPORYIERRENE , ARRRECHA
, VAPOR S RIFMAME, EERAVAPOWIRE , K EZRAERELRS,

BEIVAPHER &L EN RBEAR TR (SSID)ER. ZEVAPTEEEFMEENSSIDE R,
ALESEVAP LEBRAHEASSIDERE. ExER TRASSIDERE.

S ZEAF|Webfit B E AR I11ZZWireless > Radio, RadioE EFEENEAEK :

- ¥ — T EnableZH 5 # LLRU A Wireless Radioo
- ¥%&—T T"Save., . AERHBUZHE,



Radio

Global Settings

TSPEC Violation Interval; 300

Basic Settings

Radie: +|  Enable

MAC Address: CC:EF:48:87:49:78
Mode: 802.11b/g/n ﬂ
Channel Bandwidth: 20 MHz ﬂ
Primary Channel: i

Channel: Auto ﬂ

SEB HEMBERT | BEKFEPER. NetworkEHEFEENBIRK :

Metworks
WVirtual Access Points |SSIDs)
WAP Mo, Enable VLANID S50 Mame 55D Broadcast  Security WAL Fiker Chanred Isoator
! ol 1 gt - WPA Personal | [ Disabled
o o r4 Ciscol d WPA Persanal W B Ciabled v
o | x] Cmend o WFA Personal v B Disabled v
Mgd Edi
Save |

BHEE : VAPORYTERRSSID R ciscosb, 3 @M IIVAPERE —EZ= ASSIDEM, AT BUSFT
AVAPHSSIDE B & HAitb{E,

5583 S EVAPE — VLANEIH , % VLANAVLAN ID(VID)Z#, VIDAIELENA15140942
R EAME ( 2IE1714094 ) . WAP121XEREEEVLAN ( EEARWLAN | —EEE
VLAN ) . WAP3213Z9fE;EEVLAN ( 8MEARWLAN , 1{EZEVLAN ) .

FEEREBERAT , PEAWAPEEREEEARERANVIDAT , ELRERMWEEZRVID, MEEE
VIDEE 5 BLAGVAPRIVIDAEE |, BB 4EEVAPEBHNWLANE Fig Al A B EWAPEE, MR
=B AUEBUSFREHBEEACL) , MERAWLANEFIRNEE,

HEHERELE , BHTUTIER

- BT EARERRZBRESSID:
- Z£EVLAN ID#EH ¥ AVLAN IDFrEMNE
- W ASSID#& , ¥ — T Saveizif.



MNetworks
Virtual Access Points (SSIDs)
VAP Mo. Enable VLANID 551D Mame S5ID Broadcast  Security MAC Filter Channel Isclation
ol i 10 |Wireless_MAIN | WPA Personal :_ Dls.ub‘.edﬂ
Show Datailks
ol | 20 |Wireless_GUEST | WPA Personal 1 Dls-ub‘.edﬂ
Show Details
| I 30 | Wireless_ENGNRING 1) WPA Personal v Di“bm.vl
Show Details
I Edit ||
Save

SBRIEEMBERSF |, EZFSystem Security > 802.1X Supplicant. 802.1X Supplicant= [ B
BX -

. £ Administrative Mode## I FiZ+FEnable , FH# B/ 7T E802. 1XEMEEFNFERA,

. fREAP Method B { /9 T iR B iR 121E E B B0y AT E /R B 7 BB I £ (EAP) 5 3%,

. f£Username ( fEFA & BT ) MPassword ( 5 ) M+ , WAZABARRKR802.1XF BB FH
RENFNBRENEAEEBNER, CAZEBNEBNRESENR1BI6AEFBBF A
WFI2E. BRESOEREARSE LERENE,

. ¥&—T TSave. URAERE.

802.1X Supplicant

r -,
Supplicant Configuration
Adminisirative Mode «| Enable
EAP Method: MD5 [w]
Username: example-usernams
Password: 0 smsessses

- -
Certificate File 5tatus Refresh I

Certificale Fie Present: Yes

Certificale Expration Date: Dec 26 18:43:36 2019 GMT

Browse to the location where your certificale file is siored and click the “Upload™ button.
Ta upload from a TFTP server, chick the TFTP radio button and &nter the TFTP server information.

Certificate File Upload

Trans fer Mathod: @) HTTP
TFTP
Flename: :Chm:s.t File | Mo file chosen
Upioad |
Save

BI&E : Certificate File Status BB R EERREREFLE, SSLRERHESERBBE I
ENRE , ERAFWeb B EREWebARBETEZLEEHN. EEBNBESSLEE , F2H
WAP121FIWAP321 A FNZ L EEFESSLIBREEE —X



/content/en/us/support/docs/smb/wireless/cisco-small-business-100-series-wireless-access-points/smb2027-secure-socket-layer-ssl-certificate-management-on-wap121-and.html

SERS EEMBE KT |, EIESecurity > RADIUS Server, #&BRBRADIUS ServerEH. & A5l

2, W1EE ARadiusfalfR85 5| ##& &2 — T SaveiZ i,

RADIUS Server

Server IP Address Type: ® |Pv4

IPvE

Server IP Address-1: |192.1EE.1.32 (00K 300K X000 200K
Server IP Address-2: | (200, 2000 000 X00(
Server IP Address-3: | (2600, 2000 000 300K
Server IP Address-4: | (2600, 2000, 000 X00(
Key-1: |--u--u" (Range: 1 - &4
Key-2 | (Range: 1 - 64
Key-3 | (Range: 1 - 64
Key-4: | (Range: 1 - 64
RADIUS Accounting: | Enable

Charactars)

Charactars)

Charactars)

Characters)
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