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Wizard

Basic Setup

Launch "Basic Setup” Wizard : To help you quickly setup the router to access internet, you may launch the Basic setup wizard.

Access Rule Setup

Launch "Access Rule Setup”™ Wizard : To help you easily setup the security policy for router, you may launch the Access Rule setup wizard.

==

H B8R 2.3 — T Access Rule Setup®B#Launch NowAEL B R AR EKEE, ZERBT
BN RABMBERRA, BEOERFRERAZREBEERERK

VWelcome to the Access Rules Installation Wizard

Metwaork Access Rules evaluate network traffic’s Source IP address, Destination IP address,
and IP protocol type to decide if the IP traffic is allowed to pass through the firewall. Custom
rules take precedence, and may averride RV042G"s default stateful packet inspection.

The ability to define Metwork Access Rules is a very powerful tool. Using custom rules, itis
possible to disable all firewall protection or block all access to the Internet. Use extreme
caution when creating ar deleting Metwork Access Rules.

RWV0423 has the following default rules -

* All traffic from the LAM to the WAN is allowed.
- All traffic from the WAR to the LAMN is denied.
 All traffic from the LAM to the DMZ is allowed.
- All traffic from the OMZ to the LAM is denied.
 All traffic from the WaAMN to the DMZ is allowed.
- All traffic from the DMZ to the WARN is allowed.

Zustom rules can be created to override the BV042G default rules.

Bac I et Zancel
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Serivc

WL

1]

Log

Source Interface
Source IP
Destination IP
Schedule
Summary

Finish

Select the Action.

Select Allow or Deny depending on the intent of the rule. For example, to configure the Raouter
to allow all FTP traffic access from the LAM to the Internet. Thus select Allow. Or, to restrict all
FTP fraffic access from the LAM to the Internet. Thus select Deny.

action: | [ Allow v ]

Allow

Back R [=¥as Cancel

S 4 ®Action T HLIBRE PIRIZMEMNE R | A AFFRBEFRLAN/WANE Internetty

FTP#i&.

R — ERFFEFTPHREMRLAN/WANES B Internet,

- Deny — BRI ELAN/WANEL B Internetf FREFTPR £,

FREB-T T —TRERE




W Action

Log

Source Interface
Source IP
Destination IP
Schedule
Summary

Finish

Select the Service.

m Selectthe service that will be allowed or denied from the Service menu.

Senvice:

P

All Traffic [TCP&UDPM~65535] [

All Traffic [TCP&UDPN~65535] s
DNS [UDP/53~53]

FTP [TCP/21~21]

HTTF [TCR/80~580]

HTTF Secondary [TCR/B080~5080]
HTTPS [TCFi443~443]

HTTPS Secondary [TCP/E8443~8443]
TFTP [UDP/69~63]

IMAF [TCFM43~143]

MMTF [TCF/MA18~119]

FOP3 [TCFA10~110]

SHNMP [LUDPHG1~161]

SMTP [TCP/25~25]

TELMWET [TCP{23~23]

TELMET Secondary [TCP/B023~8023]
TELMET S5L [TCR/992~882]

DHCP [UDPIET~67]

L2TF [UDPATO1~1701]

FPTP [TCPHATZ23~1723]

IPSec [lUDPMS00~500] o

N

Back

et

Cancel

HER 6.%¢Service FRLEE N EEFTE AT NEEN B E R
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« Action

W Serivce
Source Interface
Source P
Destination 1P
Schedule
Summary

Finish

Select the Log.

You can select Log packets match this rule or Not log.

Log: Laog packets match this rule :v

Log packets match this rule
Mat log

Back M et

Cancel

SR 8. MLog THIEEHEIFFEEN LogiEIE,
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+ Action Select the Source Interface.
' Serivce . o

Select the source, either WARN, LAM, DMZ or Any from the Source Interface menu. For example,
v Log allow all FTP traffic access from the LAN to the Internet. Thus selectthe LAN as source.

Interface:

Back R [=¥a Cancel

S E210.#%EInterface TRHERE B IZBHFERREN .

-LAN — BN HREEMAE, SHERAEFELANRE,

il

-WAN 1 — RN HERESE1. SHEHENELEWAN 17

o

-WAN 2 — R HEREEH2, SHBRAUERLEWAN 2RE.

fin

Any — BAETNREAESE. FERNEYEBEAR

o
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' Action Select the Source IP type and enter the IP address.

" Serivce

For example, allow all users an LAM side fo access the Internet. Thus select Any. Allow certain
v Log uzer(s) on LAM side to access the Internet. Thus select Single or Range and enter the IP
address.

+ Source Interface

HER 12.%¢Source IPTRLEEFIZZHAERYVRIPH it s R R B ARV P it S5,

- Any — BB EMAIP#e 31k B9 EAT 55 A & & Al LAFA R Internet.

-B— — REEEE—Pitut WE@EME R E T sEEBInternet, HREESingle , BIEE@w A
FEIPH I,

B — REEAIPHUEENERE TS BInternet, MRBIZEE , AIFEEH BB
ERIPH4E,

SR A3 A TRBA R —T T —F UEERE

+ Action Select the Destination IP type and enter the IP address.
' Serivce i : ? ot
Select the destination, either Any, Single or Range * from the Destination IP pull-down menu.
v Log Far example, allows Internet can access the DMZ port, thus select Single or Range and enter
the IP address of DMZ port.
' Source Interface

' Source IP

HER 14.%¢Destination IPTHREHZEZFFBRAUNEE B FRIPH I IPH UL EE

-Any — B RN E AT ARG EMIPHbIL,
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Action

Serivce

Log

Source Interface
Source P

Crestination IP

When it works

Selectthe scheduling far this rule to be enforced.

('. Always: h
Select Always from the Apply this rule menu if the rule is always in effect.
1 Interval:
Select Interval to define the specific time and day of week range for this rule to be
enforced.
h J

SR 16 R —THENEZZE  RIEXXMAR[LEASBRAUNERE,

W6 — SR RIRR B ANER MR, MREFWEE  FHBELSRI7TISR19, BERER

Always,

FEER — BIRRENKEHRERERAGBRA, MREZRIER K AFERASRE
ah R R R R R o
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Action

Serivce

Lag

Source Interface
Source P

Destination IP

Enter the Scheduling

Time Setting

Enterthe time of day (in 24-hour format) to begin and end enforcement.

From: (03:10 (hh:mm) To:  [10:10 (hh:mmy}

Date Setting

Enter the day of week to begin and end enfarcement.

L] Everyday L1 sun Man Tue [ wed [ Thu Fri [] sat




HER 17 FEFromB L R AR MR BAB R EFERAGFTE. KEKEXShh:mm,
HER18.7%E "E, (ToMUTBMAERAFBBERENKRE, KEERXA/hh:mm,
SRAVMREHFEEERATE  FEPBENRIG R

SR 20. B TRBAIR-T T -FLUBERE, ERMESHBARUFAEAN HE, AE

v Action Summary
W Serivce
Action: Allow
v Log
Service: All Traffic [TCP&UDPM~65535]
+ Source Interface
7 Sowce IP Loa: Log packets match this rule
v Dlestination IP source Interface: LAN
v Schedule Source |P; Any
Destination |P: Any
Schedule: From 03:10to 10:10 , Mon , Tue |, Fri

SR A TRBAE -TREURRRZERN,
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