ERV34xR I Hes LABEDMZ

B &
AXIEEERERERNAERVIIxRIIEHE LA EIFESEDMZ) EHAERDMZ,
s

DMZ 25k R —EE , E¥finternetFi , FRRER JBER EHM(LAN), #&EHEE
BREMFEEH, BEFER ") oRE , TRABBDMZS RS RES ( AEERRAR R
. RASGE. WebHEFHH AR ) WEMAEBELHBENLAN, BRHRAHMERE
DMZHy 5% , BIDMZE#AMIEERDMZ, DMZEHAFFLANEN —EA X HEZERBERBEE , m
FEREDMZ ( FHARR/SEE ) =2 [0 2 AR BARAY F 838

EREIDMZE AT EZEFERAERLEIPH, FAEIPHIIEERREH —1 , RELANL
o NHIPHEN A EHWBBRRER — |, ¥ BREN Internet RIFIRHBF(ISP) L. EIEH
NEIPHE | BEEBIKENISP,

REBEAESEMAERDMZ , RATEEBHREVLANNBECHBER, BN TEEDMZ,
, BAIERFRNEERE, DMZERNREEHE  RAETLREFBERA , BELek
BIK.

WAN-to-DMZ LA X LAN-to-DMZ & 2 & F A ERA R, 1B AFFDMZEIWAN , RADMZE R
TREZEEEXRFAMTHEN , EEDMZEILANEZFEEL K RAECTREEEENEZSRE
o BlEN | Internet EMEXEFERADMZIE A B AR R ARES o

HEEARGISHE , DMZEHNERDMZ 2 M [E B2
MREBEELERBTREDInternet , BERE-EZ - RARSE K AEERERALEIPH

it , RIFEEADMZEH. SRARF[AEHEF —EVLANF | WAEHRES/DMZEH, A&, 5
ERE A & R LUEIE B% A 2RRYWAN IPEA R R BR 2R o

MREBZFEERNRRED Internet , Y BB ZERRR ( BEAKFRBERENRSE ) MERH
BN APy |, AIEERATERDMZ, #EL M ARHERDIEENDMZE ( BIRV340KILAN
4) , WAL ERHFIFETEENERL2AIPHUEEEM), A&, ABERAETLER
ELIPH iR E & & R RS

EX; fRRERE EEEXH, <2FHREERER
FHRIEE RHRE ZEXRENEL , T2RABBERERK.

|

Bt : ARG  BEDMZ 78K , B S AR AR B 2R DMZIE,

ERFENIERIEE FRUASSH , F2 R T XE : 1£300/500R FIFEE 1 F BUASSHAR
by

ERMENAERV160/RV260 LELEDMZ , F2RUTXE : BARRV160/RV2605 Ha5H)
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DMZiE1H,

EHDMZIR B

Internal LAN DMZ Router Firewall
Host

MIRE : EREMDMZES K METHIFT TS WMEERITE B RIBLANTIRES

AR

F@DMZIR B

Internal LAN Router Firewall

DMZ Subnet - Servers
(Mail, DNS, Application)

HA KR

RV34x

Ly TS

1.0.02.16

AL EDMZ:44

FBR1.BATEHIFNWebBEER,
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SR EDMZEHMA , AiEEnableZREN 7 5 AR FIDMZ =,

DMZ Host

DMZ Host: 7 ) Enable

DMZ Host IP Address: (e.g.: 1.2.3.4)

SRAGEDMZERIPH AL P Ig A EHEAY P AE |, ZIPHh A5 23 BAG Internet LU 5 48 PR #8125 1t
E. BAEHE. WebH EFEHAREZRE.

BIEE : EFEDMZEMIBEER T/ , EEALAN DMZEZ#IEMHE ERBREIPHE L, FERTEE
R AR —BES, EDMZIURA S —{EVLANF R | Bt a] LLHEITERE,

DM/Z Host

DMZ Host: & Enable

DMZ Host IP Address: | 10.1.1.2 (e.g.: 1.2.3.4)

HER5.32— T Apply , REFHERE.

DMZ Host Cancel

DMZ Host: & Enable

DMZ Host IP Address: 10.1.1.2 (e.g.: 1.2.3.4)

LR ERZEREANMADMZEH,
SER6. (W ) BETRNELESRS  RAROER T - EREODMZEHENSE, BEE

Firewall > Basic Settings.
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@ Routing

@ rrw) @
(Basic Sottinge) @
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Port Forwarding
Port Triggering
Session [imeout
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VPN




BT (&) EHEF R , EMFARFEWebEEWIBHPHTTPS, iERBEIBWAN IPH iR IR
EAWebElBEE, FILZEBH | HMASERFTEE6000, #EAE1025-6535,

et : MREERFEWebEEREET THEE  IENEETRSERAERE LEE,
ERTEREBECEERALRABERNAR.

Remote Web Management: & Enable

O HTTP ® HTTPS
Port| 6000 (Default: 443, Range: 1025 - 65535)
S ER8 .8 Ahttps://[[WANIPaddress]:port ( £HWAN P siF 2 3% F 25 Y B BRWAN [Pith it
) , A& Aport (EARENLZROPRENES ) , BEETUFRBHBNRBEER.

EARGIF |, FHfjE A 7 https://24.220.x.x:6000 , ELETFEERHFM AR, xAREBEEK
FIHY 22 LWAN Pt

BsE : RSB VPN , BRVPNF A AR WebEt EEH,

@ #. https;//24.220. :6000/login.html ses w

NI
CISCO

Router
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Password
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SRR EEZAEAEAWAN P uSEDMZEF R ENMREERE , MEFIHIEER

o

https://24.220.x.x:6000 — A4 F8 = 8§ 22 KIweb Bl B H A
https://24.220.x.x — #$E R X B webfl B B H,



[% RV340 Dual WAN Gigabit VPN R X @b https:/f a3d203aa/ X
L

&« > O A Not secure | hitps// zsa3d203aa/config/log_off_page.htm

e Switch
cIs€o username: |

Language: BB

SE10. B MG EAPUTTY BIBSSHEMREI XM, 1£Host Name(ZRIP address) i & A 25
ENLRIPHEi, FEREATIE222Z TSSH, &2— TOpenBltaE#RR,

MIRE : R ERBBESSHERIIR M  BESELAEREM ERBMASSH, EAZSE R
o, ATAEfREIR 2> TCP/UDPIRIE LARBY ASSHRH . ZEAWindowsH#fTSSH |, &AL
HPUTTY, EREBUTERWFHMEEN , FSREUTESR | AFEASSHE TelnetshESMB3
HaCLl, BEMFEASSH , {BTelnetFR2SSH , AASSHEZR £,



/content/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html
/content/en/us/support/docs/smb/switches/cisco-small-business-300-series-managed-switches/smb4982-access-an-smb-switch-cli-using-ssh-or-telnet.html

22 PuTTY Configuration ? X

Category:
~/Session Basic options for your PuTTY session
- Logging Specify the destination you want to connect to
=ITerminal
Keyboard Host Name (or IP address) Port
Bell 24.220. 2
-Features c e
S onnection type:
=IWindow . :
Appearance O Raw O Telnet O Rlogin @ SSH O Serial
Behaviour Load, save or delete a stored session e
-Translation _
Selection Saved Sessions
Colours
[=IConnection : -
Default Settings
Data g Load
‘Proxy
Telnet Save
Rlogin
. |
+/SSH Delete
Serial
Close window on exit:
O Aways (O Never (@ Only on clean exit
About Help Open Cancel

SR AL BEPUTTYZEER. E—TYesiFER.



PUTTY Security Alert X

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 e3:a7:

If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel Help

SER12.MRERKY , RESRREERABREA

2224220 - PuTTY — O X
dq" |I as: Ci

Bl EEMDMZ

$B1, MBELEEEDMZMAEDMZEHE | 55 EE ZWAN > Hardware DMZ,
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S ER2 AiEEnableZR BV 5 H LUSLANAE T ADMZELRIE,
Hardware DM/

) Enable (Change LAN4 to DMZ port)

® Subnet

DMZ IP Address: ‘ ’

Subnet Mask: ‘ ’

O Range (DMZ & WAN within same subnet)

SRS HERBEEHEE . B—TYesUEZHHRHDMZERE(LANA)FIBIVEE , HE—T
NoLAEBEE,

ERARREDMZE | DMZIEFE(LANA)BRESSEBHEE TR :
TELAGIEMIBR (| TLAN >32387%E , 55 )

& Port Mirror DestinationDMZ Port ( LAN > Port Settings—& ) , 1§25 F 2B R IHAE
RIBRRVERIEMIBR (| "LAN>IBZRE, —H )

EIEARER S TrafRE, ( "LAN>802.1X1 —£i)

"VLANSs to Port TabIeJ RPHDMZEEKENRA "Excludes ( "LAN > VLAN
Memberships &85 )

EABIF , RAEE—TYes,



Warning Message

When DMZ is enable, the DMZ Port(LAN4) configuration

will be changed automatically as follows:

e Remove from LAG port (Section "LAN > Port
Settings")

e Will disable Port Mirror function, if Port Mirror
Destination is DMZ Port (Section "LAN > Port
Settings")

e Remove from Monitoring Port of Port Mirror
(Section "LAN > Port Settings")

e Administrative Status to "Force Authorized"
(Section "LAN > 802.1X")

e Value of DMZ port in table "VLANSs to Port Table"
will change to "Exclude” (Section "LAN > VLAN
Membership")

SRIEETRIEE (F—FEPHDMZAIWAN ) . EAXHIF | R EZESubnet.




& Enable (Change LAN4 to DMZ port)

®) Subnet

DMZ IP Address: ‘ ’

Subnet Mask: ‘ ’

O Range (DMZ & WAN within same subnet)

S ER5. 5 ADMZ IP AddressH1Subnet Mask, 1 ALAN4HEER By £ 25 & &8 24 8 {7 1A Lt H8 3% AP

o

MIEY : IR EZRIIDMZIBN R B EAZFEIPH I, BLIPH I TJ8EEEMREBHWANFB 2
Ao

EAHIH , EFEADMZER AL IPH s,

™ Enable (Change LAN4 to DMZ port)

® Subnet

DMZ IP Address: 64.

Subnet Mask: 255.255.255.240

O Range (DMZ & WAN within same subnet)

BIEE . MR BT EE A RangeF % , AIFEER —TRangeE Rzl , REWMAISPHEAIIPH
HEE, EEBEERBISPHZEANEIPHi ARDMZBRFHNZEEBR , BEEMALLS®

o

MBERE—BLAPHL , BFETRER , BEPHERL TOMRERLTHA— LS
IPisit, IPHbt EEEWAN IPFEFRRWEAIP , EREEEAWAN P, 5l | R BE
IR EE/AEIPHIE224.100.50.1 , ERREIWAN IPsbit Y AR — F4#8% , BIE TIP#E .,
A3 "R ¥ A 24.100.50.1%/24.100.50.1.



¥ Enable (Change LAN4 to DMZ port)

O Subnet

®) Range (DMZ & WAN within same subnet)

IP Range: 24, to| 24.

SER6.3E— T A L AWApply#EZ DMZELE
Hardware DMZ Cancel

& Enable (Change LAN4 to DMZ port)
©® Subnet

DMZ IP Address: 64

Subnet Mask: 255.255.255.240

O Range (DMZ & WAN within same subnet)

IR ERER IR AERDMZ,

SB7 (R ) EERFE—Y , FEEHWPCLBERGSRRY , FEAREMIE T HHIE
EWV|MATPRT. EHHBcommand promptlE AR , H—TXEARER,

BHEE : AR5 4E FHWindows 10,
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o &
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- Command Prompt
App

L command prompt




SR8 (W ) BT AR FTRRFRE. BMEEDMZ IPtbut#1Tpingti & , UBRERERF
FEEMER. FHping DMZ_IP_Addressin T, BiBpingkF , L Tenterfg, MREWEIZRE
ZIPHutNEE |, AIEREFLEDMZcEEEER. MREBRIEMEBIFER , Hln "5E
KRER, o "TEEIREEFE. |, ERELNEENER.

EARHIF | BMEEAping 64.XXXXo 64.xxxBEKMEIDMZLAEIPHL,
BEE : FEREE M LB E | RVI60FIRV2605% HESHUIEHERR ., AMPEHERR SUREAS BEHE

BRIEGHEREESTN—LLIH. BIEAREBERARRVI60MRV260 , BAALAEEHFFE
BA—SEU S ELERRS R,

B Command Prompt - a X

Microsoft Windows [Version 18.8.17134.766]
(c) 2618 Microsoft Corporation. All rights reserved.

C:\Users\k >ping 64.

Pinging 64. of data:

Reply from 64. : ime=38ms TTL=50
Reply from 64. : e=41ms TTL=50
Reply from 64. : b ime=38ms TTL=58
Reply from 64. : bytes=32 time=39ms TTL=50

Ping statistics for 64. H

Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:

Minimum = 38ms, Maximum = 41ms, Average = 39ms

C:\Users\k

FERO. (W& ) It o LAH {Ttraceroutem B RBRH T E)E B W FTTRENEE, FH
tracert DMZ_IP_Addresstn =X IZEnterf@ B B2, TELLEEHIH |, TP TAF R EHHIBRESE
IKERIFHDMZ IPIIILREE TR, ZZEEMME 2B TR "TEBMTR, .



/content/en/us/support/docs/smb/routers/cisco-rv-series-small-business-routers/smb5857-troubleshooting-on-rv160x-and-rv260x.html?dtid=osscdc000283#Run

HER10, ((ALE ) EAREHH , B EAXBRB[ERIIDMZERE , EFEIPUIES
64.x.x.x ( 2HIPHzit ) . BBEESNBERPBALHKIPHE | ATAERESEBRENE

FAERE T E(GUD,
B8 Ahttps://64.x.x.x , Wi A RX#EBFHWGUIEH,

&« c Q @ K https://64. /csf36347db/mts/config/log_off_page.htm e ﬁ

dfalis Switch
cisco

Application:
Username:
Password:

Language:

BT CREERBEESEUREDMZRE ER T,

ECRFAEARA (TR )

MRBEEHAFEEDMZEE /A AP s IPHbu EE | AEHE 6 &R R A ADMZEL B 35 38
Alf~Hl. DMZEEEE T K MEBEFEEHEFAL. BREFHBERAR RN , BEZSHRER
EARMUFBEMARNERLZSERR, Fl MRERBRATIFAEEHERE , AAFEBEH
BNFMEERSREREBNMESR Y. BRI AT —ATHE, P ESERE | R
FHIES—AF#, Pt SERARFEE—EE ( THBEK ), BECEAFBRKRA , &K
90T AT EFE B FHES /T B B SR PE LE R B BV TR 26

S ER1.EE EFirewall > Access Rules,
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HER2 EIPvAE AR RIZT |, E— T PlusB /R BHFAVIPv4ARS IR A,

IPv4 Access Rules Table

P @

[J Priority # Enable § Action$ Services $ Source Interface ¥ Source ¥ Destination Interface & Destination &
1001 © Allowed IPv4: Pi-Prob...  WAN1 Any VLAN 10.2.0.120
4001 © Allowed IPv4: All Trafic ~ VLAN Any WAN Any
4002 © Denied IPv4: All Trafic  WAN Any VLAN Any

SER3ERIEZEPEnableZEN S ., EASEAR A,

Rule Status: @ Enable

Action: Allow v

Services: IPv4 IPv6 All Traffic
Log: True v

Source Interface: WAN'1 v

Source Address: Any v

Destination Interface: WAN'1 v

Destination Address: Any v

HERA FE ActionB |, E TR FEHEEZEAlow,



Rule Status: « Enable

Action: Allow v
Services: IPv4 IPv6  All Traffic
Log: True v
Source Interface: WAN1 v
Source Address: Any v
Destination Interface: =~ WAN v
Destination Address: Any v

L ER5 7E ServicesBU HZERE . RMEUMMEREEARE,

Rule Status: & Enable
Action: Allow v
Services: IPv4 IPv6 All Traffic v
Log: True Y | Bep
DNS-TCP
Source Interface: WAN1 “! | bNs-UDP
ESP
Source Address: Any v
FTP
) . HTTP
Destination Interface: WAN v
HTTPS
. ICMP Destination Unreachable
Destination Address: Any v
ICMP Ping Reply
ICMP Ping Request
. ICMP Redirect Message
SCh ed u I I ng ICMP Router Advertisement
ICMP Router Solicitation
Schedule Name: ANYTIME ICMP Source Quench y

SER6. T HIREHEENeversi True

True — EELR A,




Never — FEEHF,

EABF , RASEERE BTrue.

Rule Status: ¥ Enable

Action: Allow v

Services: IPv4 IPv6 All Traffic
Log: True v

Source Interface: WAN1 v

Source Address: Any v

Destination Interface: WAN1

<

Destination Address: Any v

SEB7 T HIRE FIRIE Source Interface® Source Address.
EARE R | FEIF TDMZFAny,

Rule Status: « Enable

Action: Allow v

Services: IPv4 IPv6 All Traffic
Log: True v

Source Interface: DMZ v

Source Address: Any v

Destination Interface: WAN'1 v

Destination Address: Any v

SR8 R T HIBEE 1832 Destination Interface® Destination Address.
EAREGH|F | #IFTDMZHANy,



Rule Status: « Enable

Action: Allow ~
Services: IPv4 IPv6  All Traffic v
Log: True v
Source Interface: DMZ ~
Source Address: Any v
Destination Interface: DMZ ~
Destination Address: Any v

S BR9.7E SchedulingEBs , ff THBEPRIZ—ERELUEARABRA, IREREECH
FHE  BER-THERER.

EARGIH , ZPIEERAANYTIMEEAFTE,

Scheduling

Schedule Name: H ANYTIME v | Click here to configure the schedules

HER10.32— T Apply#TH##H R A, LR RIKRFHE RFFREEFDMZHEMDMZIRE

Access Rules ‘ Cancel

Rule Status: & Enable

Action: Allow v

Services: IPv4 IPv6 All Traffic v
Log: True v

Source Interface: DMZ ~

Source Address: Any ~

Destination Interface:  DMZ v

Destination Address: Any v

Scheduling
Schedule Name: ANYTIME ~ Click here to configure the schedules
EER—ERMARE, EULER , RMERAFHETDMZEEELVLAN 1FHEME /Y



ETBANRY, ERRAA/EMATFLEDMZEEHHBVLAN 1HNEFARE.

IPv4 Access Rules Table ~
+
[ Priority ¥ Enable $ Action ¥  Services ¥ Source Interface ¥ Source ¥ Destination Interface 3 Destination 3 Schedule # Configure %
01 Allowed IPv4: All Traffic DMZ Any DMZ Any ANYTIME A v 2
0 2 Allowed IPva4: All Traffic VLAN1 Any Any Any ANYTIME A v 3
0O 3 Denied IPv4: All Traffic DMZ Any VLAN1 Any ANYTIME A v 3
1001 @ Allowed IPv4: Pi-Probe-2 WAN1 Any VLAN 10.2.0.120 ANYTIME
4001 © Allowed IPv4: All Traffic VLAN Any WAN Any ANYTIME
4002 © Denied IPv4: All Traffic WAN Any VLAN Any ANYTIME

i IR R BR AR BR

S, EERILNEBREECEFE A ENDMZEIRIE | 5588 FStatus & Statistics
, ZEESEBEE A System SummaryEH ., EIRFEAHLAN 42EDMZAIARRES A TUP

o
Port Status A
Port ID 1 2 3 [ 4/DMZ ) Internet Internet uUsB uUsB
Interface LAN LAN LAN LAN WAN1 WANZ USB1 USB2

Link l 1 1 1 l 1 l l

Status

Speed -- 1000Mbps -- 1000Mbps | -- 1000Mbps N/A N/A

HEENIPHTpingRIFEBRMAAERER ANEMEMRE, E£HEAN L AP B R4
ERRE/EHNDMZELBE R B M,

$ ER2 BB Z Administration > Diagnostic,
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HER3. I ADMZIIPibik |, REFHEPiIng#Z il
FEAREIH , BFGEREDMZER I D P EERIDMZA IPib L.

BHEE : N Rpingh , BEBEIMTARAEE, MRping%k 8 , IR REEFHBEDMZ, BE
BHDMZERE , BREMEEERE,

Ping or Trace on |IP Address

1)

IP Address/Domain Name: | 10.1.1.2 (e.g.: 1.2.3.4 or abc.com or fe80::10)

o

64 bytes from 10.1.1.2: icmqg_seq=0 ttI=64 time=0.543 ms
64 bytes from 10.1.1.2: icmqg_seq=1 ttI=64 time=0.331 ms
64 bytes from 10.1.1.2: icmqg_seq=2 ttI=64 time=0.332 ms e
64 bytes from 10.1.1.2: icmqg_seq=3 ttI=64 time=0.326 ms

e B

SERDMZERER |, I8FERAE S TELANSNEREA AR #5
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