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1.BRX "Server Manager, > "Toolss > "Active Directory Users and Computers. o
2BR—TARBEEINE "HEL > "TERAE.L .

3WMABZAR ( =Bl —testuser ) , FREZE , BUHEF User must change password at next
logon , A& EHPassword never expires ( HRARKE/EEEIIRS ) > Finish ( REBEZN A RLE
SRITRHE ) o
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. Active Directory Users and Computers
File Action View Help

e R /8 XEe HE  PaETER

) Active Directory Users and Com|| Name - Type Description

= | Saved Queries

i v 3;3 ai . com q New AD Domain created for Radius

i 7 Builtin

o | Computers

igl . :

2 Domain Controllers

:% | ForeignSecurityPrincipal:

ii _ Managed Service Accour

m | Users
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AD Security Group
2 R adius  Security Group... =
2 AD User
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ZHNPS ( RADIUSA® ) I 7£Active Directory R EEINPS

1.8 f1ZIServer Manager > Manage > Add Roles and Features.

2.1 #Network Policy and Access Services > Complete the wizard to install Network Policy
Server(NPS),

3.BA@Tools > Network Policy Server, #&— T HG#NPS ( At ) > Register server in Active
Directory > OK, E#NPSH LLFEEADEAE/MEKE &1
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€ Network Policy Server = O X
File Action View Help
o= | 2@ HmE
e- NPS (Local) RADIUS Clients
v [ RADIUS Clients apd Servers(l— . .. .
i RADIUS Clienb ;' RADIUS clients allow you to specify the network access servers, that provide access to your network.
39 Remote RADIUS Server
=[ Policies
lLi Accounting Friendly Name IP Address  Device Manufacturer  Status
Ml Templates Management & ucsm 10. RADIUS Standard Enabled
o UCS-FI-A 10. RADIUS Standard Enabled
gl UCS-FI-B 10. RADIUS Standard Enabled
L]
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« Policies > Connection Request Policies > New > Name it ( 7"#l — UCS-radiustest ) , #7i8
"Client Friendly Names ( BFInKEFER ) Y  FHENERMETIHRE. BHIXR
& : FI-*5XUCSM,
» Policies > Network Policies > New > Policy name
o MR FIBWindowsill, BIFEED BRI E I MtestRadiusil,
- BAREETAHE  RTFFHEFFUE
- BHRRBH L BARMNE 5105 E (PAP/SPAP)F/ZUCSERMN A%, (UCS
RADIUSEBEEAPAP, )
. Configure Settings > Vendor Specific Attributes ( iERASADFE A EHMEIUCSH B/ BIRIE
2 ) BB EMERERE > Cisco AVELE
- BRERERUCSHL/EFHRETFTH , Bl — shell:roles="admin" ( 20 R Bk Lt B4
] E\UE%%L)\/\HEF_QJ&A ) o

BARFE R R B



G Network Policy Server

File Help

e 2m Hem

Action View

@ NPS (Local)

~ [~ RADIUS Clients and Servers
& RADIUS Clients
i Remote RADIUS Server

v [=] Policies
, Connection Request Po
| Network Policies

B, Accounting
5> Wl Templates Management

Connection Request Policies

Connection request policies allow you to designate whether connection requests are processed locally or
forwarded to remote RADIUS servers.

Policy Name Status  Processing Order Source
[=fVitual Private Network (VPN) Connections Enabled 1 Remote Access Server(VPN-Di
[=fVirtual Private Network (VPN) Connections 2 Enabled 2 Remote Access Server(VPN-Di

I8l UC Sradiustest
JUse Windows authentication for all users

Enabled
Enabled

Unspecified

Unspecified

Conditions - If the following conditions are met:

Condition Value
Client Friendly Name UCSM

A8 B% SR W

Q Network Policy Server
File Action View Help
L AR o

€ NPS (Local)
5[] RADIUS Clients and Servers
v [Z] Policies
] Connection Request Po
i+ Network Policies
B Accounting
> Wl Templates Management

HEFREBM

Client Friendly Name FI-*
[N

— a X
Network Policies

Network policies allow you to designate who is authorized to connect to the network and the circumstances
under which they can or cannot connect.

Policy Name

L Vitual Private Network (VPN) Connections 2
I UCS-Admins

| 4 Connections to Microsoft Routing and Remote Access server

Status  Processing Order Access Type S '
Enabled 2

3

Enabled
Enabled 9599598

Windows Groups  AICOMPUTE\IRadius

Settings - Then the following settings are applied:

Setting Value e
Cisco-AV-Pair shell:roles="admin"

Access Pemission Grant Access

Authentication Method Unencrypted authentication (PAP, SPAP) OR MS-CHAP v1 QR.LMS-CHA‘P v (User... .,



UCS-Admins Properties

Overview Condtions Constraints Settings

Configure the settings for this network policy.
If conditions and constraints match the connection request and the policy grants access, settings are applied.

Settings:
RADIUS Aund I} To send additional attributes to RADIUS clients, select a Vendor Specific attribute, and
@ Standard then click Edi. If you do not configure an attribute, it is not sent to RADIUS clients. See
your RADIUS client documentation for required attributes.
Vendor Specific
Routing and Remote Access
Multilink and Bandwidth .

# Allocation Protocol (BAP) Attributes:

? IP Eilters Name Vendor Value

[

: Cisco-AV-Pair Cisco  shell:roles="admin"
& Encryption
:'1’, IP Settings

UCSM R &

Al . All / User Management / RADIUS
v Authentication Domains General RADIUS Provider Groups RADIUS Providers FSM Events
aicompute
. . . Actions Properties
Same domain as in Windows
Create RADIUS Provider Timeout - |5
Create RADIUS Provider Group :
Retries : 1
» LDAP States

» RADIUS Provider Groups

B RadiusiRREX LTI RIRHENXE
1.8 AFJUCS Manager GUI , A% Efi ZAdmin > User Management > RADIUS,

2.3 —TEIRADIUSIEHIE( +/ Create BIE)WIEE :

F# L /FQDNZRIP:Windows NPS{al iR S,
FELENPSETBSHFRENRI LA S,
RIER: 1812 ( A EENPSTHE )
RE/EHRERREARR.

3.fEAdmin >User Management > RADIUST , B #2248 ( =¥l — RADIUS-Grp ) It ft R HA
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1.8 BJAdmin > User Management > Authentication > Authentication Domains,

2.3 — T Create a Domain ( ;"% — RADIUS — BZEENPSHE Y HEHMENESE ) -
3.:XEEE= RADIUS,

BL SR 2E 3T RV IR P 4R (RADIUS-Grp) M i 15

EWindows Server b — TSRS X &R

RADIUSER & AUDPIEARE1812 ( FMFTE1813 ) . FERWindowsPs A& R IR By A& &R S
FRFIEEIPEEUELEN,

1. #EEENPS/Radius iR 7% IE £ @i netstat -ano | findstr 1812 &%,

. (BHSBET—1TRAUDPHI*1812 ( RAMREEIP:1812) ., EREZENPS/RADIUS RIS E1E X&)
B,

- MRKRER , BINPSEEEIT — FB#AF Services > Network Policy Server(IAS)is Started. )

BN Administrator: Command Prompt - O

Version 10.0.20348.4171]
oration. All rights reserved.

C:\Users\Adminis r»netstat -ano find

UDpP 0.9.0.0:51812
UDP 10.1 11812
ubpP [fe

C:\Users\Administrator>

« EWindows Powershell L , B{TH% :



- Get-NetFirewallRule -DisplayGroup "#33% K B& @ R 88" | Format-Table DisplayName.
Enabled, Direction, Action,

LN Administrator: Windows PowerShell

ation. All rig

Install the latest for new features and improvements! htt

NetFirewallRule

cTion Action

Enabled
n - UDP-In)
- UDP-In)

« EWindows=E#tRas L -
» Custom Views > Server Roles

> Network Policy and Access Services > Packets are
reachingo

{a] Event Viewer L}
File Action View Help
e - ﬂ 5

ii] Event Viewer (Local) Network Policy and Access Services Number of events: 116

v _ Custom Views
v Bl Server Roles 7 Number of events: 116

-F_ Active Directory Domain £ | | evel Date and Time Source EventID Ta:®

; aNS SE\?’” (@ Information 7/14/2026 7:27:24 AM Microsoft... 6272 Ne
yper- o . e . . e -

7 Network Policy and Acces E =

E Eemote gccess " Event 6272, Microsoft Windows security auditing. x

T Remote Desktop Services

¥ Web Server (lIS) General Details
¥ Administrative Events
& Windows Logs
Applications and Services Logs
1+ Subserintinons User:

Network Policy Server granted access to a user.
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1.#EPowershell P ETUA T an S LA EE RS -

* pktmoniBiE&§add -p 1812
» pktmon start —capture —pkt-size 0 -f C:\radius_capture.etl

2. RUCSMER BN & AL E A SELEIHE

» pktmon stop
» pktmon etl2pcap C:\radius_capture.etl -o C:\radius_capture.pcap

3.7EWireshark s i Rfradius_capture.pcap: RADIUS > Attribute Value Pairs > Confirm Message-
Authenticator(ZX B £80), EXRTNPSIEEERERZE,

£UCSM CLI E

EWindows £ EE#£UCSM CLIEfTpktmonfF |
1.317 :

e connect nxos
. RImEERES

* debug radius all
2. BAAREFHUCSME A,

RIE A E R RIELUA202657 A 3H09:54:02.917044 radius:Verified Message Authenticator , &
FERE : 10.XXX.XX.XXo

- MREEEMBEWHSEEAKRY , ASRERTEFER, Edebugh i — ERTER
BHNEM R
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