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Control Center .
O This integration has no issues. You can explore Automation workflows in

Incidents

R Secure Endpoint
v
9 = Cisco Managed

Intelligence o Secure Endpoint (for y AMP for Endpoints) is a core part of the endpoint security platform and is deployed as a preventative and

t tion and/or response functions for Windows, MacO: inux, Android and 105 devices. With Secure Endpoint's
Automate Jnity feat , these functions can be made available on other re Endpoint-enabled devices such as firewalls, web gateways, and email

proxies.

Assats The Secure Endpoint n 2 allows you to inve ate and identify multiple files with context from integra! 5 S Security pr 5
provides detailed inform: on affected endpo nd devices, including IP addresses, OS, an cure E dditionally, it 2
you to block files at endpoints and Secure Endpoint-capable edge devices and immediately quaranti
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Endpoint Host Isolation response feature.

This integration also creates a target automatically in Automation for out-of-box workflows

TR BE

#£Cisco XDR ExchangeZ % T {Eii

FER 31 RERIRBRETER

A ZCisco XDRif Efi Z

2. # 8% BCisco Secure Endpoint - Isolate Hosts# e , A% — TInstall,

f£Exchangel@ &t =4 TER




3. BERECH , REABRRETA,
# TR A AR B R

4 EEHBLREPRETHER,
BYBELRA

BEtRAR-—EEE A TREBESHIFEENHEARERWT THERNEE, BELBRRTT
SETERFS R RBELRN |, KB BBBREBN TFERE.

TRAVEEEBLER

1. Efin FAutomation > TriggersZB%'-

2. B A, % —TAdd automation ruledf % it & 8.
R EHLER

3. BREMERIRM, BULSRAERE  EXTRAEMRBSHOBMALSRR, MELE , BE

% Control Center
+} Incidents General @
0 Investigate
{  Intelligence
pE— ’ Description

Assets

[ . Client Management

Administration > @D Automation rule is on @

Create as priority or standalone rule (T

a Stop processing subsequent rules @

Conditions

&IixMo



B B Rl RS

4. ERANERET , BEZHRZENENZ2RIE — BREEMITERRE,
S EBILRAS R TR

5. E_-F rsaVeJ o
BneE TYEMThae

S5 1:BREBITERMIT

1. ERNEEFHFERAFRGNSEML,
B ZICisco XDRAK T EH

2. BV RBEMNE , FREWOrklogER ( ERBEMHTF ) IR TERRERIHT, -
TEHITEER, EREA

n||||

HER 5.2: 78 v R P

1. AR BRI R 2R IEM S,
2. BB EE>-BRI S LKk UEE?’&%%*EEO

2 Outbreak Control

# Management

dg Administration

3. R EEMERRBE,



4. NBIHE RIS  BRET/ERASNEBURETRENREE,
w R ERE
REBRLZ IR B AR ThRE

1.#%Cisco XDRE i FlIncidents , R EIHKE —EEH , AEEMMEIWorklogo
2 BTEERCIERE  BERRFETHEREER.

Bl ARARER SRR A RRIERE | FIiRRFRRET R,
B4 THEBRFNEBLTHERER

3.t emBMEMIEE>KM | BIERAREN KK,

4 ¥ AKRE#% | EfiB|Advanced Settings > Endpoint Isolation , #A#%3& Allow Endpoint

il Secure Endpoint

< Peolicies

Edit Policy: TZ
Dashboard 8 Windows
b Name | TZ

Description

Overview

Events Modes and Engines

Endpoint Isolation

Analysis Allow Endpaint Isolation €

Li]
Qutbreak Control
&
Management

Host Firewall
Isolation IP Allow Lists

Outbreak Control

Administration > None

Device Control
Product Updates
Advanced Settings
Administrative Faatures
Cliant User Interface
File and Process Scan
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Endpaint |solation
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Engines
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Network
Scheduled Scans
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