HLZe2h NRERERBIBHBSETHES
BR

B &%

A

BEGL
ﬂ

5py

AERNMBAIHERZ 2 RBEZ 2 RERIB(SSX)NEBSHEITRH R,
KB

E3K

BREBEELUTEE

- ZEHRBEEHL(FMC)
- BRZEH AR

RATH
. BRIZ2PHARE—7.6.0
. ZEPHABEEEDL(FMC)-7.6.0
. RERFERE(SSX)

ANHHEARBBEBEERETREANKEMEL. XHEAINAMBERERRERER (HK
) BVHERERRE) . MREHPEEREFT | FRARCHEAETAESTRERNTE,

5E S HEAE

B HR



FEEREAFEEMEEREELUMNHTTPSHE :
- XEME :
- api-sse.cisco.com
- mx*.sse.itd.cisco.com
- dex.sse.itd.cisco.com
- eventing-ingest.sse.itd.cisco.com
- registration.us.sse.itd.cisco.com
- defenseorchestrator.com
- edge.us.cdo.cisco.com
- EEEHh[E -
- api.eu.sse.itd.cisco.com
- mx*.eu.sse.itd.cisco.com
- dex.eu.sse.itd.cisco.com
- eventing-ingest.eu.sse.itd.cisco.com
- registration.eu.sse.itd.cisco.com
- defenseorchestrator.eu
- edge.eu.cdo.cisco.com
o TMAPJC)HE[E :
- api.apj.sse.itd.cisco.com
- mx*.apj.sse.itd.cisco.com
- dex.apj.sse.itd.cisco.com
- eventing-ingest.apj.sse.itd.cisco.com
- registration.apj.sse.itd.cisco.com
- apj.cdo.cisco.com
- edge.apj.cdo.cisco.com
o BRMHE -

- api.aus.sse.itd.cisco.com



- mx*.aus.sse.itd.cisco.com
- dex.au.sse.itd.cisco.com
- eventing-ingest.aus.sse.itd.cisco.com
- registration.au.sse.itd.cisco.com
- aus.cdo.cisco.com
- HEH#E
- api.in.sse.itd.cisco.com
- mx*.in.sse.itd.cisco.com
- dex.in.sse.itd.cisco.com
- eventing-ingest.in.sse.itd.cisco.com
- registration.in.sse.itd.cisco.com

- in.cdo.cisco.com
Eai)
EZ2HABEERPLNES>BRRZEEDRENR L A EEI R L RIEExchange I &,



Integration

Clsco Security Cloud Current Cloud Reglon Tenant Cloud Onboearding Status
& Enabled eu-central-1 (EU Region) a Mone Failed to get status

Learn more

| Disable Cisco Security Cloud O

Settings
Event Configuratkon

Send events to the cloud @ View your Events in Cisco Security Cloud
B Intrusion events
File and malware events
Connection events
Security
e AlD

ELHHRACSKIEL S EHNEER,

<#root>
root@firepower:~#

netstat -anlp | grep EventHandl er _SSEConnect or. sock

unix 3 [ ] STREAM CONNECTED 133064 4159/EventHandler /ngfw/var/sf/run/EventHandler_SSEConnector.sock

<#root>
root@firepower:~#

Isof -i | grep conn

connector 5301 www 6u IPv4 471679686 0tO0 TCP f1irepower:53080->ec2-35-158-61-95.eu-central-1.compute.ama
connector 5301 www 8u IPv6 104710 0tO TCP *:8989 (LISTEN)

SE i B & 17 1E /var/log/connector/H

B e aE



ERLPABRRIIGEME |, LT localhost:8989/v1/contexts/default/tenant BIAPIFEAY | LA
EBRZeRERBIEFLZBHAID,

<#root>
root@firepower:~#

curl | ocal host: 8989/ v1/ contexts/default/tenant

{"registeredTenantInfo":{"companyIld":"601143", "companyName":"1ab","domainName":"tac.cisco.com","id":"56
"Cisco - |ab"

,id":

"8d95246d- dc71- 47c4- 88a2- c99556245d4a"

,"spId":"AMP-EU"}]1}

L2 R MRImE =

f£Security Services Exchange™® , EfEl A L ANFERAEER , REERUser Profile , FEFRIRF
IDEE 2 RITE T £ b5 B P EERY I S IDITAL

Account ID

8d95246d-dc71-47c4-88a2-¢c99556245d4a

f£Cloud ServicesEEH , FERAEventing, Lt , Cisco XDRA S A AR , T BefE A LLARR
FE,

Cisco XDR

Cisco XDR enablement allows you to utilize supported devices in the course of a cybersecurity investigation. It also allows this platform o )
to send high fidelity security events and observations to Threat Response.

Eventing

Eventing allows you to collect and view events in the cloud. - ) 4

DevicesEBBECMEEBNEE,
BEXENFELTEE K YEFSUTENR

- #EID — ¥MSecure Firewall , AIIEBZE M curl -s http://localhost:8989/v1/contexts/default#%
B k1D | grep deviceld



- BiCBH

« IP fusit

* SSXE#ERRARA
- ERiEHR

EE

BB "E4, BEE , EFI LA B Secure Firewal 3% 3f 7£ Security Services Exchange? R ¥ F 8
TR ER#ITRE,

1. BREHFEL R NFHFBRIESR
2. BREBREMRY
3. R R 2 ARERBEENEH.

#£Secure FirewallEZSecurity Services ExchangeZ BB & H |, XEUTEHRF -

S SEEEREANRENE | ZERARGKBRES BN
5 B R A 05 B I

AEEH 6.4R BBIRA 6.3R EBIRA
SEEIET RS

. BELABNEESHE,

. EREAESHEEaAEy O OREBRE Fx&

S,

. EABEA4AENEESHE,
RENEEHEEE 65K BBIRA R {8

¥ 22 RIEExchange P RIZ B EHHE 1T HRPEBERR

MRBERZEHABEEFOTNRESH , TRFERESHEETHERE LR 2 RBEXchangeT &
BNETRNRE (BEAR, BR/EZERNERSHEEERRSE ) ATE.

BB &E#fllocalhost:8989/v1/contexts/default lESREH EEFIEXRE | TUBRESEKEHEXIE

o

<ffroot>

root@firepower:~#



curl 1 ocal host:8989/vl/cont exts/default

"statistics": {
"client": [
{
"type": "Events",
"statistics": {
"ZmgStat": {
"LastCloudConnectSuccess": "2025-01-21T10:03:13.779677978Z7",
"LastCloudConnectFailure": "2025-01-20T10:54:43.55211218572",
"LastCloudDisconnect": "2025-01-20T11:35:44.6063522717",

"Tot al Event sRecei ved": 11464,

"Tot al EventsSent": 11463

TotalEventsReceived PN EHE R REAREEERLH X BEEN L2 RFExchangeVE
.

TotalEventsSentF{EiE I =4 B3R REX EICisco CloudE4,

MRELZLZPHABEEDL (MARLLRBRM ) PRI[VEH , AIXLERE
Ingfw/var/sf/detection_engine/<engine>/F 1] A E4 B EFo

ERMEAu2dumpy BB R I ES4 B

<tfroot>

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#

u2dunp unified_events-1.10g.1736964974 > ../full dunp. txt

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-1#

cd ../instance-2

root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-2#

Is -alh | grep unified_events-1.10g.1736

-rw-r--r-- 1 root root 8.3K Jan 5 08:19 unified_events-1.70g.1736064964
-rw-r--r-- 1 root root 5.0K Jan 7 23:23 unified_events-1.70g.1736292107
-rw-r--r-- 1 root root 16K Jan 10 03:17 unified_events-1.70g.1736393796
-rw-r--r-- 1 root root 4.7K Jan 12 16:02 unified_events-1.10g.1736630477
-rw-r--r-- 1 root root 4.8K Jan 13 11:10 unified_events-1.10g.1736766628
-rw-r--r-- 1 root root 5.5K Jan 14 22:41 unified_events-1.70g.1736865732

-rw-r--r-- 1 root root 5.5K Jan 15 18:27 unified_events-1.10g.1736964964
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11led-be66-77bcdf78a081/instance-2#



u2dunp uni fied_events-1.10g.1736964964 >> .. /full dunp.txt

- AREH
B ARSEHEAESSXMXDRAZENE R, BMAECHEBN AR , RESHIEER

<#root>
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081#

grep -i "ips event count: 1" fulldunp.txt

IPS Event Count: 1

- BERANEEHRREN
BRIBL £ BRBExchange FAER , ERENETRERBESH FEBNSEH.

<tfroot>

"FileEvent":

{
“Subtypes”:

{
“FilelLog”:
{
“Unified2ID”: 500,
“SysTogID”: 430004
},

“Fi | eMal ware”:

{
“Unified2l D': 502,

“SysTogID”: 430005
}
}
}

Rt |, LA BEHERREM

<#root>
root@firepower:/ngfw/var/sf/detection_engines/4ca2e696-0996-11ed-be66-77bcdf78a081#

cat fulldunmp.txt | grep -A 11 "Type: 502"



Type: 502( 0x000001f 6)

Timestamp: 0

Length: 502 bytes

Unified 2 file log event Unified2FilelLogEvent
FilePolicy UUID: f19fb202-ac9e-1lef-b94a-c9dafad481lcf
Sensor ID : O

Connection Instance : 1

Connection Counter : 5930

Connection Time : 1736964963

File Event Timestamp : 1736964964

Initiator IP : 192.168.100.10

Responder IP : 198.51.100.10

- EREH

BRERSEMH , RETEB. ER  NRERSHERELEMUTNE—MMU , RISERRZER
HREM  UHERERB WP E— *FJEEEO

- URL_SI_Category
- DNS_SI_Category

- IP_ReputationSI_Category

N misx - e sESecure Firewall Management Centerh BRI E R/ EEBBSEREN |, &EF
Au2dumpBBiEHNMA—EH AFTRE IS RIN FRENSIE , IEKZELRESHTE
£ Security Services Exchange i TR B MFE R~
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