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B 25L& (Apple Safari)
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HESWAHR , E=BTENEZTURBREIESWA , LHR/JEJEA,.,\E’JPciEﬁB%(ﬁﬁijﬁﬂﬂﬁﬂﬁ
), HEBESWAZHMNFHE, UTRE=EHSNEFERL

o S —EMHIERERIESWANEEE , TREMBEAEFNIC)RAR | WEHRFERAENEEZ
BHEFEEKR,

- BB SEEREIESWARZHTTPSHRE. BENM , £ EIEBRERNSTENES
- —ENAEERMSWAZE , B —EMASWARIWebf[REE < M,

. AT HREREEPIERE , EEF'HTTPZEﬁETﬁH’JumEEJEi@W%BSWAgli(ZZIJAMP‘ Sophos,
WebRootMIFEAERNBIRE ) WwE, EEEERT , SWARNEMESFEELAF,

Description

Configuration Path

Number of
Sessions

Applies to

Transparent
Deployment
Explicit
Deployment

SWA routes the traffic to

Bypass from SWA  HTTPS & HTTP IE GUI = Web Security Manager > Bypass Settings Bypasslogs 1 configured gateway (Layer 3
redirection)
Bypass from . E Traffic Redirects to the
WCCP Router HTTPS & HTTP E WCCP Router No Logs on SWA 0 Gateway from Router
Bypass from PAC HTTPS & HTTP @ From the PAC file Mo Logs on SWA 0 :’::;;GSW are not sent to the
Bipasaition HTTPS & HTTP |Z| From the Browser or Group Policy No Logs on SWA 0 I SO
Browser proxy.
SWA does not decrypt the
> >
Pass Through HTTPS & HTTP g;':: L R LA S e Accesslogs 2 traffic and sends the same
e ClientHello to the wab sarver.
./ J SWA does not Scan the traffic
Decrypted Traffic & ; : with its scanning engines, such
Allow HTTP GUI > Web Security Manager > Access Policy Accesslogs 2 as AMP, Sophos, WebRoot,

AVCand ...

PR — LLBE



REEBH B 5 HHYSWAS KB
SHBRARENERLMR, U TRSELNEEMA

- BAHFERAERFDRERER

EERAE,
- BB ERERREEDEREEE

B EProxy , EEXFIREE
EHEATEPEBRE

ERBEARNETNRE  LEARFFHEESTHEAMEFEURLNWebEREEIISWA, MU THEE
BFTR , RERBEEER RN TFARFELGEBSWA ( BBERIR2 ) -

Al = O

Client Firewall Web Server

2 (2]

@ o The Traffic is explicitly redirected to the web Proxy (SWA)

Default Gateway 9 The Traffic is Bypassed from the web Proxy (SWA)

RIBENEANRERE , BUTURBRELURLEE [ EISWA,

B RERE |HEBRURLIAREISWARY 5 BB

PACK = & RIFEEBEPACRRNAR | BRI UERPNEELRIRAERERDIRECT,
LT 2 — & BFAE P U FZESWAR =4I

var resolved_ip = dnsResolve(host);

if (isInNet(resolved_ip, "10.0.0.0", "255.0.0.0") ||
isInNet(resolved_ip, "172.16.0.0", "255.240.0.0") ||
isInNet(resolved_ip, "192.168.0.0", "255.255.0.0") ||
isInNet(resolved_ip, "127.0.0.0", "255.255.255.0"))




return "DIRECT";

LT 5450 v] 4838 577 & E & [mwww. cisco.com

if (localHostOrDomainIsChost, "www.cisco.com")) return "DIRECT";

bR EiBcisco.comBIFrE FiE , BEEEESWA

if (dnsDomainIs(host, ".cisco.com")) return "DIRECT";

N Wi BRPACREFRZBNER  EHZEALLALNSEESR, NEE
SHE) , BRI,

BIERELE
(Microsoft
Edge.
Internet
Explorer,
Google
Chrome)

SE1.7E TBKR, BEF  BA TinternetiBE, |, REBIREnteri@
HR2. EEEConnectionsiBIE - , A& — TLAN Settings
S ER3.#%2 — T Advanced

% EB4 TEExceptionsZ 0 E&EFTEMURL,



http://www.cisco.com

| &) Internet Properties l 9 ? X
General Security Privacy Conten Programs Advanced

To set up an Internet connection, dick Setup
Setup.

Dial-up and Virtual Private Network settings

Add...

Add VPN...

Remove...

Choose Settings if you need to configure a proxy Settings
server for a connection.

Local Area Network (LAN) settings

LAN Settings do not apply to dial-up connections.
Choose Settings above for dial-up settings.

TR — BfElLaniRE




) Local Area Network (LAN) Settings X

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

] Automatically detect settings
[ use automatic configuration script

o, idress

Proxy server

EUseapmx-,rsewer for your LAN (These settings will not apply to
dial-up or VPN connections).

Address: | 10.20.3.15 Port: |3128 ||| Advanced ] 9

[ ]Bypass proxy server for local addresses

OK Cancel
€ Proxy Settings X
Servers
A Type Proxy address to use Port
WE
HTTP: 10.20.3.15 | ¢ (3128 |
SECLUre: 10.20.3. 15 « | 3128
FTP: 10.20.3.15 | 3128
Socks: -
[ Use the same proxy server for all protocols
Exceptions
| B Do not use proxy server for addresses beginning with:
WP
You can define the URLs/IP address to bypass going to
proxy

Use semicolons ( ; ) to separate entries.

OK Cancel

R — ERHIN




BIE R E
(Mozila
FireFox)

TB1EALES  B—T=WREWEE "RE. -
SR B ESWPE Aproxy.
SR "EABHR, BoPERAENURL,

Connection Settings

Configure Proxy Access to the Internet
() No proxy
(O Auto-detect proxy settings for this network
(O Use system proxy settings
® Manual proxy configuration
HTTP Proxy 10.20.3.15
Also use this proxy for HTTPS

HTTPS Proxy

SOCKS Host

(O SOCKS v4 @® SOCKS v5

(O Automatic proxy configuration URL

Port

Port

Port

3128

No proxy for

You can define the URLs/IP address to bypass going to proxy

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

["] Do not prompt for authentication if password is saved

Proxy DNS when using SOCKS v5

8% — 1EFire FoxF E&HHIH

Cancel

BEREE

(Apple
Safari)

TB1ELLA , Bi#EAppleB R IIEESystem Settings,

SE2 REAIEREEZNetwork , ARIBREZEHA RSB InternetlI BN H.

S ER3.4% — T Details,
S BRA R AlIE MR iEEProxies,




Q

R

B wi-Fi

Bluetooth

S E85.7f "Bypass Proxy Settings B3

B ERFBEHIURL,

< Network

P Wi-Fi
= @ Connected
. Filters
® Active

Firewall

Wi-Fi

® Connected

MV @ Connected

TCPIP
DNS
WINS
802.1X

«©

Details...

)

Auto proxy discovery

Automatic proxy configuration

Web proxy (HTTP)

Proxies

Secure web proxy (HTTPS)

Hardware

FR — TEFire FoxPEZHHIH

SOCKS proxy

Exclude simple hostnames

Bypass proxy settings for these hosts & domains:

You can define the URLs/IP address to bypass from going to the
proxy

Forget This Network...

Cancel m
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HRBEE |BAUUERGINEE , B
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ERHIERABELT2RBERE  ®HMELEENZIEBNEE,

BREZEHIEFHNRE. SWASKREEIEBLIER , 8K




i

O
Y

Client

1

WCCP Router SWA

@ o

©

— D

Firewall Web Server

o The Traffic is Transparently redirected to the SWA

9 The Traffic is Redirected from the WCCP Router, to not go to the SWA

9 The Traffic is Bypassed in the SWA as a layer 3 traffic and routes to the SWA Default Gateway

RE — RBEATEFNRE

BREREZEHREIE

BB REIESWAR L B

SWASS BE 3% TE

S B1.7EGUIFEEWeb Security Manager,

$ B2 18 EBypass Settings.

S BR3.#%& — T Edit Proxy Bypass Settings.

SRRA BT AURL, Pt s EEE A #718 B ERURLER

S E85. SubmitfMlCommit#E,




Bypass Settings

Sources/Destinations to Bypass Proxy: None

‘Custom Categories to Bypass Proxy: None Selected

Application Scanning Bypass

Cisco WebEx: Do Not Bypass Scanning
Microsoft Update: Do Not Bypass Scannin 9
Edit Application Bypass Settings... |

Edit Prox

y Bypass

Proxy Bypass List: (2 Aud stinations and clients in this list will bypass web proxy policies when the appliance is in transparent

1020315 10.0.0.60

P
(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)
Note: Domains included in the bypass list will not support explicit requests if IP spoofing is enabled,

‘Custom URL Categories: (2. Add custom URL categories to Proxy bypass list.

None Selected

FR—&

e [Suomic |

BE R E

p RBRE FRALEBRERBHRETFC#KEAccesslogsH , AT
#£Bypass_LogsH 1R,

EER®REWCCP/PBREEH B LLIEWCCPHRENA KRN M (PBR)HE BIR B ZEIPHbit
%%H’JIJILE J’X{ET%;‘&—EUWEEEWEUSWAO

BLESWARKEBEMLFFRE

NRREHE
, BEHAUTESER,

L
%

HEASWA , B ATHRBILERBRPSWALHWESR K BRAFESWARERELEURLH

e 7

e 7

1. ABURLEY HE&RURLEHRI,

SEB1.1.#%GUIF | i#{ZWeb Security Manager , R&&Z—T
Custom and External URL Categories.

HER1.2. 3 — TAJIAFE BETURLEER,

S ER1.3. 5 Bt — A CategoryName,
SEBR1.4.(FE)FTIEER A,




HER1.5.4List Orderd , ZFEVRTEEBAY S — EE A,

S EBR1.6.1¢Category Type T R /EE & Local Custom
Category,

FER1.7.7 "Sites(¥hE) . PR MATFERIURL,
HER1.8.8EX

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

Category Name:  [No Proxy URL

Comments: (7

@T@@

e: [Local Custom Categor
Sites: (7
! www.cisco.com Sort URLs |
Click the Sort URLS button to sort
all site URLS in Alpha-numerical
order,

TR — BIABAERURLER!

HER2 BV RREE EERUARKRER
BETHORE,

SE2.1.%GUIF | i&#EBWeb Security Manager , AR%&ZR—T
Identification Profiles,
TE22B—THEREERFTEREER

%882 3. FlEnable Identification Profile BREY /5 2 B A L B &
BR , SUREEA Lt f & & R m 748 E MR

S ER2.4. 5 Bl M — B9 profileName,

SER2.5.(WB)FIERA,

S EBR2.6.%¢Insert Above TR FEHEENRERERERF
BRHNLE,

% E82.7 #E User ldentification Method B4 #3& £ Exempt from
authentication/identication,

% E82 8.7 Define Members by Subnetd | At B LS
EFEEFHIPH , BRIFFCEZHEEFEIPHIUHTRE.

#$8R2.9. 7 Advanced BB ¥ , i##ECustom URL Categories,




Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile

2.4 r{ Name: 2| [No Auth 1D ]

(2. my 17 Prone,

®

Description:

(Maximum allowed characters 256)

Insert Above: | 1 (Global Profile) v

User Identification Method

|

This option may not be valid if any preceding Profile requires on all
subnets.

2.7 ‘ = i and i 2/ Exempt from authentication / identification v

Membership Definition
Membership s defined by any combination of the following options. Al criteria must be met for the pelicy to take effect.

Define Members by Subnet:

.
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
29 $ ~ Advanced | Use the Advanced options to define or edit membership by proxy pert, destination (URL Category), or
User Agents

The following advanced membership criteria have been defined:

axy Ports: None Selected
URL Categori&&| None Selected
User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only
for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not
applicable for SOCKS transactions or transparent HTTPS (uniess decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,
regardless of the protacol selection above.

[Corcer

ER —NEERERERER

SEE2.10. B ES R LB BEFTURLER,
SE2.11, BEERK,

SE212. 8K,

HER3. B MR E R LUEIER

=
o

SEB3.1.#GUIF | iBIZEWeb Security Manager , R&Z—T
Decryption Policy,

HBR3.2. ClickAdd SRR ¥ 18 i 2 SR WS .

S ER3.3.fF A Enable Policy&iZAZ B LR BE o

S ER3.4. 77 Bl —HIPolicyName,

SER3.5.(WIB)FIERA,

S ER3.6.7#Insert Above Policy FHLEER | RIEFFE — (AR

o

5 E23.7.#%¢|dentification Profiles and Users 22 E £ 2
BIUNBHEREER.

HER3.8EK,




Decryption Policy: Add Group

Policy Settings

Enable Policy

_—.p[ Poliey Name: (21 ["5p pass Through ]

(e.g. my IT policy)

Description:

(Maximum allowed characters 256)

Y  Insert Above Poli

1 (Global Policy)

? ¢

Policy Expires:
CJ set Expiration for Policy

On Date:

AL Time:

Policy Member Definition

ip is defined by the

of the following options. All criteria must be met for the policy to take effect

Identification Profiles and Users: | select One or More Identification Profiles v/

Authorized Users and Groups || agq 1dentification Profile

[ Noaan o Ima authentication required ™
Uthentication Information may not be available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

Identification Profile

b Advanced | Define additional group membership criteria.

TR — BURERK

5 E83.9.7£ Decryption PoliciesEERYURL Filtering T , B2
1L T 8 25 SR R BR B R A

Decryption Policies

Success — The policy group "DP Pass Through" was added.
Policies
Add Policy.
Order Group URL Filtering Web Reputation Default Action Clone Policy Delete
DP Pass Through
1 Identification Profile: No Auth ID (global policy) (global policy) [ 3 -]
All identified user
Pass Through: 0
Monitor: 0
Global Policy Decrypt: 0 "
Identification Profile: All Drop: 0 Net fvallable Devet
Time-Based: 0
Quota-Based: 0

Drder

— EEFURLBIRE

8/
=

% E83.10.SelectPass Throughas21E S B 1HE I URLE !
HRE,

Decryption Policies: URL Filtering: DP Pass Through

Custom and External URL Category Filtering

Add, edit, reorder or defete categories in the Custom and External URL Categories list.

Use Override Global Settings
Global 5 7
Settings | P2ss Through | | Monitor  Decrypt | Drop Quota-Based = Time-Based
) 5] [=] (=)
Category Category Type  Select all Select all elect all Select all | Select all (Unavailable) | (Unavailable)
) No Proxy URL Custom (Local) - v - -

R — REEBRBRIRME

$EB83.11.1833,

S EBA B St ¥FMicrosoft Updatesifi
%E"J%Fﬂﬁ%mﬁo

S EBB4 1. HGUIF | iBIZEWeb Security Manager , R&Z—T
Access Policy,




#HE8R4.2. ClickAdd KB 18 30 B SR #&

H884.3. (£ FEnable PolicyfRiZHE Bk F Ltk 3K B
HER4.4.5 B e — MY PolicyName,

HERA.5. (AR )#IERA,

£ BR4.6.#%Insert Above Policy FTHIIREF | iRIBHE —(EKEE

o

5884 .7 #ldentification Profiles and Users &2 £ S B2
BIUNWEBREER,

FER4BER,

Access Policy: Add Group

Enable Policy
_,—_pl Policy Name: (7. I YT ]
(eg. my IT poley)
Description:
Vi
(Maximum allowed characters 256)
—. T OB A | ;oo o |
Policy Expires:
[ set Expiration for Policy
on Date: MM/DDIYYYY
At Time:
Policy Member Definition
is defined by the of the following options. All criteria must be met for the policy to take effect.
dentification Profiles and Users: | | seiect One or More Identification Profiles |
Identification Profile Authorized Users and Groups | add [dentification Profile
@ sl o autn 1o > authentication required ™
. L
b Advanced | Define additional group membership criteria.

BRG — B H R

$E84.9.7E Access PoliciesE L , FEURL Filtering ™ , Bhi2Ed
L 57 56 B SR B EA B A I 4

Access Policies

Success — The policy group "AP Allow” was added.

Add Policy..

Protocols and
order Group Useragents  URLFitering  Applications | Objects Anti-Malware and Reputation | HTTP Rewirite Profle | Clone Policy  Delete
AP Allow
1 | Taentieation profie: No suen 10 | (glonal aa Monitor: 1 || otobal poliy) | catabai policy) | tglabat policy) (alobal pocy) Py 8
Al identiied users
Block: 0
Warn: 0
Monitor: 0
WobalPollcy, ___ No blocked items | Allow: 0 Not Available | No blocked ftems | Secure Endpoint: Enabled  None
Identification Profile: Al Mo o
Time-Based: 0
Quota-Based: 0

FR —BEURLBE

FER410.ZEZAIyRAFRIPEVYHNURLERZEVNEESR
URLEBIRY R 1R,

Access Policies: URL Filtering: AP Allow

Custom and Extemal URL Category Filtering

Add, ecit, reorder or deiete categarics in the Custom and External URL Categories Nt

use Global Override Global Settings
o
@S| Biock  Redrect [ Alow? ) Momkor | Wam 7 Quota:Based Time.Based
() © © e @ =] [3)
Category. Category Type Seectal | Selectal  Selectal | Selectol |Selectan | Selectal (unavallable) (Unavailable)

© no prowy URL Custom (Local) - | ") - -
@ E=1 ToA— [ suem |
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https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance-s690x/223084-block-upload-traffic-in-secure-web.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance-s690x/223084-block-upload-traffic-in-secure-web.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance-s690x/223084-block-upload-traffic-in-secure-web.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/225547-block-executable-file-download-in-swa.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/225547-block-executable-file-download-in-swa.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/225547-block-executable-file-download-in-swa.html
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