BEXEWebER EWBEKE
B 8%

REEHS
23;ibika

ZHESWA

s
EE Pt

bl
AXENTBEREEREPREE(SWA)FRENSR.
M

=K

BREBEEAELLIT TE

® SWA%EO
« ERERERA,

BRIERE

- EREYERERESWA,

- HISWABEFERAENE(GUI)WEREHE.

- HISWARSHINE(CL)NEEHME.

- HISWARGIENEEMA.

- BRMSWAFIEZERFEEESFIREEMF (NREEANREETTR ) .

BRF T



AXHFFRAE T RN G EE R MER R,

ANHFHEARBBBEERETREANEEMEL. XPEAZNAMBERERRERER (HER
) BAEREREE) ., MREHEEREFT , FEAREERAEAESTRERNIZE,

ZHEHSWA

BRSWAR—EBEZREMRAR , STEREMNRRRENES ., SWAREERENMEREL
X, BHEINBEREUREREE R, ERSWAZESEERMSEREXTS , 3
Microsoft Hyper-V. VMware ESXHKVM , fE{REE— RI|EFIRENER . HREEYEEEN
ZF  BRRMH=ETREMNEL : S100, S300MS600, SEHFEHE T RMETERBINRENS
EER, RABEAKIESHISEWebZ LT RNER.

ETHEREMEEMEG |, B LA ; https://software.cisco.com/download/home,

ZEERINSWAR—EHENBE SLfEEEEENERMSEREXTA, 8%, £2ARE
BTERERSWARERER, HRVMware ESX , FFHEBOVARR , AR EMRFREIL 5 E R HH
iR , ICPU, IEEMREET. & AMicrosoft Hyper-V |, 5515 T 88 VHDHE R E AHyper-V
Manager , Y 5% EEBBEESEERE, HRKVM |, A virt-managerzvirshis S5 T EE &I F
ATENMREGHEBEREEE. ERESHBBNETE  SUUFERARXFNSBHTNRERE,

IR E

RESWARZ R , FFREIITUTSRETIHRIE.


https://software.cisco.com/download/home

AR HRUARTE  BFEEBEHHE,. SSHAMGUIEAESWA.

BRI B BR RES R

e EE Pyt [P 1BAARBACLNEREEBINEE.




BT EREAEREBRadmin , AERERE
ironport,

SR 2.1E1Tifconfig.

SR 3.&#Edit

SER AWM ARENEEN EEBN R
HER 5RIBYLUREBTRRIPvAE L.

S ER 6.5 APttt




BB 7.8 ASubnet Mask.

SRS MREFEIPVG , FEAYLLEZREE "Would you
like to Configure IPv6 ? 1 , BRITTLAMREBFEERERE
(No) , R#&ZIREnter,

SER O MATEPEHBWFQDN)EREREE.

TSR0 NREHEERNHMAERERIFGEFTP)RA
, FBIEEY , EIZEnter,

SR NMNFARBERT , RENRSSH)RES "RiAL . B
BRASSH, #AYRE.

#1255 (AHE ) BALUSTERSSHERTCP 22 3 AEM
CRENIERENR REHMEBREER , BKenterFATERR
18(TCP/22),

TR 13 UNREFE N AERGEHTTP)SEEENE
, ERBAYYEREHTTPHBIMESE., B8, B LLEE
NUEHEBNEETEXARERHELZEHTTPS)EHM.

TR 14 BAYEZEnter AR Y EE N HMWHTTPSEAR

o

SR 15 BT LS TARHTTPSIE R IR SR IS 1084432 F AT
AIEAREERIBRE  REREHMEREFR , B
enter{ i TEEELRIE(TCP/8443),

S 16. FERIBERT , ERAEXEXR T TEHAPNRES
TR, , MREREHAPI , BRI LUEIBE ANI 3%
Enter’R{EFAPI,




B 17 NMRIERIZRFAP| | EBALUGTEERAPIRIR
6080E XA CBENEMIRR , REREHTEGR , B
enterf A FE 5% (TCP/6080).

4 EF 18.AsyncOS API ( Ef# ) ESWALWHGUI , IR E
FRAFNERENERE , FEWBEREAY ( BR
), ERIE T LA AN Bk 2258820

LR 19. BRI LUETEREINew GUI HTTPSIE SR {E6443E
B TEMEEENERER, K REIBRER; &4, F&
enterf FI TREX ##(TCP/6443).

SEB 20 SWAEENHEFERAERERRSE, BAYEZER
FBE, BULERREREHRGUIEE,

S B8 21 1REnteriB HifconfigB &,

Bio B TR EE

S BR 22 & {Tsetgateway.




SR2ZUNRENEENHEE TIPv4 |, 5BiEEIPv4 , A
FIEEZEIPV6,

SER 24 W A SRHVTERR AR 1P dut
S ER 25.F 1B E TcommitfEZE i,
SER26. (W& ) LU LEINEREEERENERNIE

8275 (LB ) EIEAERZE , BRI LESWARGE
B,

SSH

BB TR

AR MRALERANRESFUR  FRhITR
36,




SR 28. FEIBSSHEZEFISWA,
B8R 29.i {Tloadlicense
S ER 30.81Z2:FBCLIEY L,

SR 3. ERAXFREFFABMREER  YEREFERX
Féi'_

HER 32. 13T AJ B B L BISSHAARR H,

SR 33.EnterB M BIF1T,

R 34. 1% EControld#ZD.

SR 35 BRI RE M 88 A\ YES LRI E R

5Bk ZE Step 58,

GUI

Bt EDNSA] AR 87

HER 37. B AEIGUI(FERREAHTTPS://<SWA FQDNE
IPi#it> : 8443)

$EB 38. BB = Network , REIBIEDNS,
BB 39.3% — T Edit Settings,

5840 : EEDNSIMR2RERD , RIEFL A IELDNSH RS

o




SER 41 BB RIEFREAOILEA

o

- 70N

o

FER 42 1R,

SR AZREREE,

ER B LUEIR R 18 01T 2R 48 10 2 EDNS Al AR

&R DNS R AR 25 1Pitb i

ot
L2 N ey -
e Taode dor el frwfic =
e vt
=
-
oy
. arespriar AT e s




MEESESTR PR MERREENCUIF , BEEIHETT,
SR 45 BEBAE SRR,

AR EEELRAERFTEMRER , TREE
SRTAURERIEHRET TR,

SER46. HEREREREE SR,
SR AT RREE,

S48 EEMSHELUGMENSWA , FEABREES
/Uv(https://software.cisco.com/#)

S BR 49.3% — TManage Licenses,

Download and manage



https://software.cisco.com/#

E-EBNESFUREE
SRRSO EEREUBIAPRELE.
TSROV ERRERD  BUMTHIUERATATE.

Ijl

SERS2MAFTREALEL T,

Create Reglstration Token

Bl foncom maporcombabod Fundlauity on T [ tuct Pogolod el wit Pes Wohoe )

FR-ERTHE

SRR -THENMNTHEIENECE R EEREAR

{49]
£

i
X

FH-ERER

HER 54. ESWA GUIH |, Eff1F|System Administrationif
#1ESmart Software Licensing,




AR WRECREERHREFTER , BRIFE
Mo

58554 ( AIE ) ARSWATREREE IR /) [ 75 R HE PR A B
, AL RIEN EE A R R R Y T T

BE : AEZEATAEENBEBERNFHES
BEARNK "HEREE.) &0,

3




$ER 56.1% — T Register,
S8R 57 B E YR — T M.

Smart Software Licensing

Logrn Morg sl Srant Softwere Liossuing

Evhaption Pericel
Fepiapton Perod Beegemieg:
gpitration Satus b

Liceron Asthoruston Hetws: F Pl o
Lirik Radbeteripabinery Miropmgl Mfprrpd Histws: P R Doeramatafion. BHorplnd
Frinkedl ivilnien Fassi! (1 rocgorlanirpde. o
T

Fiw Typs RAAT Lopsaie Ll e e’ Piem Lpkiie
T, LS BT M gL 114 Pl 15 S

P i i e =TTy

Smart Software Licensing

Ermere tha product haa scoma to the antormeet o 8 Smard Softwers Menagor setolite mabalod on your reteor
Thin reght reouirs you fo adit T Trenapor Sett

Procher someuraaion Srnctly or sd Ty bo Smark Softeare Loming

URL - hittpac AiROD.onm,

3. Creans of ke NG pour Sman ACount in St Sfraens Harager of e St Softeene Manager wneiice.

53 trak Wirtel Acronsm contain

G e B £ Bk A By ChiL Prosdn Deans

T ——
1

2 Gararnie & Progat IEm Bagett ratan T (s ke fatd e ST A

mun predalt PAtancs o £ W Sreasy regitared

AR BRELHNEGEM  FBESEIE , I
SWAHRKEEFATEHR , WeEEmikE,




Emart Saftware Licensing

£ B8 58. fESWA GUIF , Efji B|System
Administration , #R#%iE1ESystem Setup Wizard,

HER 59.FBW EF I RS IR
B¢ 60.3%2 — T Begin Setup.

S ER 61.181F Z% R B Appliance Mode of OperationZB %

o

S BB 62.8 ADefault System Hostname,

EE ESRIOPBRIUMMNFGEHEE TEENE
1 MARSWAEE.

BB 63.8 ADNSR AR5 Pt it o
S ER64. 8] LARR E BB I Bt E (NTP) Rl R 28




RN WRENNTPRARBERS HRE , RIT
BLEZ 5B,

SR 5 BEFEANSWANKE , ARIE—T T —%,

FH-RAAERERE-RRRE

55665 ( AR ) G0RIEIETE 6 A AR TP VAT LA ER
, IUERRERER LEEY  IESERERTER
j]?jgi_-lt-lt_ﬁo




g7 (A ) MRFEREENERERERTE
(P1RIP2NE ) RESF , FHEEUse M1 port for
management only,

HER68. (AR ) AILUEIBIPvA i it /AR IS R IPv6 b it
I8 BE RS SR 20 38 I =R AS AR ER /T E IP b ik o

HER69. (IR ) BALUEMBE ER N N EERE LR —
-F-F_io

it PURTLUEB R EBERANEE. MR
REMAP2NE , KAETHK "RRRERE. &
ST




a0 Y o

L2
i Tre reetaod A ukd 0o Pus T pphanl. Optnady, £ My dhe harsds aed e
P Tra rnafeos Py B wed oo hands el UET.

(LT = i

L MY et bow reaepcmmad ooy Optons’” F W] cwed & dets]

I | | FrFTET ) [ieees
¥ ety staeaca 0 Soowigune, Sy TR O Bunpma’ 1P potdreanen 00 et subnty
1Pt iieris [ Helwadh I I
@ [enen e [P et b
T i, Sy, () Al e ()
%

RE&-REREBE- BN ELE

HERT0, (ANE ) MREHEREFIBEREEESR
(LATM) , RIFTBAEC B TERE , th Al BURETERRERE , R
BRE-TTF—%,

Larper 4 Treffic Mandice ‘Wireg

11 T 12
.I-"._. I.".I. y
. = EE " L E\ - EI.
11
P

Hebe:
T, TE = Thawn interfecm srw send For Son L4 Trafic Honios
In sddton, web prowy inberfecm (M1, F1 or F2 ) muy S0 uned for LT blacking.

W R | ol TAK
T4 (It

Swgda
T3 (BA] aad T3 [t

G- KRR EBE-F4BREBELRE

HE71. ( W& ) f£ManagementVIPV4ARREBEEH |, &1
PRCSSEE

58724 ((AIE ) B LR NER F DU M R RERR o




& MREZEE7HZHEE "Use M1 port for
managementonly , Bl TEESE, M "TERN

. (P1HP2) SEMEEBENEER,

2 berbarech 1 fmardy

HER73. (AR ) MREZEBWebREUERA I E(WCCP)F%
EEANRERE , IUEEWCCPRE , HEAUREHE
RNFIBEIRMHERE , RRR—TT—%,




LRt

TR74 BEBEIRFRETNES,
SRS MATRHSERRARETNE FE 4k,
FE76% (W ) RUHBEHFEHIHESMTP)HFEEME

7, BARERE RREZAIPEEE | RISMTPHE
FAMXF2$%RIDNSEH

B775 ( WiE ) MR E{E RS EiCisco SensorBase#d %
, FEEUHZ P Network Participation BREX A , BAMRETE
RERE , REBIE— T Nexto

i* : 2 EdCisco SensorBasef@ Z R E BRINESE
#li BiSensorBase BB E B E R ELAZEN.




Aeriradrgtes Panspheger Paaphenis

U ey @
Sl Hrmad it BT R ot AF TN
oy ——

desiifeaupirti Bl G apiiem shiTL deed armily ELIDAL PRI DO RO CATD et

W ,
Frtwork Parbicipstion: B L @o W gilie et ERHAIGE 55 FTTF il il et T 1 i i i 15
@ Y
Pertaington Lirve Lirritnedl : Soererary LS8 indorwubion

& desrcierd - [l UL formaean . [RRSDTRTSNS |
hared

FR-RARRERE-EERTE

F78% (B ) AR LERLBRE. LATMAERNER R
LIBRNTAREE U UEEHREAERELR—TT
_’fo

FBR-RRRERE- T2 MRE

TRIIORELVEE, WREFEFYR , BE—T
PreviousiZ#ftiRE] £ —& , & A3 — Finstall This
Configuration,

8B A E

EREMBRNE , WAEACLIZHGUI,

R Bk
HCLIEEMBENEF CLI > ifconfig . RN E R Eifconfighi H

B, BEFERERMSRIYER
B, AIEAERLSTER
ERRERTH.

fmeE . WIRERARIEEIPHE AL,
FHRAER., TEHEZHERHEMA
Egglﬁo

HMER  BRAEMNGEFMAER
, IMACHbst, NERE, €T
BRE,




Delete : #ifconfigiE E R MR
m, SAMBRIPHIE (MR ZHE
28 ) -

RGUIEEHRTEF

GUI > Network > Interfaces

&R AR EE ST H Pt 1k A 4 E

o

BB, FRSE ERE
RS

HEEEERY , WIFTP., SSH,

HTTPESRRIHTTPSEA R,
B% R
KHRREMARRERMAENEE, SWAREUTHBNRE
- ERRE E@%Webﬁﬁfﬁgﬂﬁﬂﬁ@ﬂﬁﬂﬁﬂﬁ% miEAERENRE,
- EHRE  EEEEBWebNEEBEELEFNRE , UREERE ( WSWAR ., THE
¥r. DNS. %ﬁ%ﬁ?ﬁ&ﬂf&*ﬁ@ﬁﬁ}ﬁ% ) RE.

fasR

BRT , MERRNAENERAFMARENRRNEEENKA, B2

, BT LURE 7 B R

B, AEEERECASAEERAR A MENREEAERNEMKEAR,

EERE AERRE
WebUI HTTPCE
SSH HTTPSE
SNMP FTP{CIE

£ A MER I UEETERE (W ERE) (WCCPHHE

RiFEAT

FTPH#EiX

DNS(AJE E)
EE/FHR/ThEE SR (T B &)

DNS(AE &)
B/ AR/ S I(TEE)

£ S\ EDLPfAIBR 22 MY ICAPRE

£ AR HIRRET S O RE(TERE)




i MREE TEEAMUBETER, BE , AIRRERES "TERKHEER, NWHMEEH
REMEISWAR, WEHRIAFT-—ETEENRREE ; EAEEREHKREHRLAFEHER
B

MHEAE

» Cisco Secure Web Appliance AsyncOS 15.2F HF
 Cisco Secure Email and Web Virtual Appliance 28355

+ EREWebEBHE EHFHURLER-BH
- FRRSWebHERLEER

c EEEWebBERF EMZRHE
« ESWAHFEESNMPIF ¥ HiE T EHER



https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-2/user-guide/swa-userguide-15-2/b_WSA_UserGuide_11_7_chapter_01.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-va-install-guide/virtual-appliance-install-guide.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/218441-configure-firewall-for-secure-web-applia.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/220474-configure-decryption-certificate-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/220561-configure-and-troubleshoot-snmp-in-swa.html

« {# A Microsoft Serverft €4 Web% & P ESCPH#IX B

- ESWAR A ENYouTubeS8iE/8 5 WA IF YouTube ) E 43

- BEZSWebEBEHRHHTTPSEAR B S1&
- BBLZEWebEEBR

- EBZ2Web%kE 7
- ERE EFHEIERES

£ &4 WebZt & A £ 18 Microsoft RE


https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221527-configure-scp-push-logs-in-secure-web-ap.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance-virtual/221765-enable-specific-youtube-channel-video-an.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221974-understand-https-accesslog-format-in-sec.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221974-understand-https-accesslog-format-in-sec.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221974-understand-https-accesslog-format-in-sec.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221974-understand-https-accesslog-format-in-sec.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221974-understand-https-accesslog-format-in-sec.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/221977-access-secure-web-appliance-logs.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/en/us/support/docs/security/web-security-appliance-s690/222466-block-traffic-in-secure-web-appliance.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html
https://www.cisco.com/c/en/us/support/docs/security/secure-web-appliance/222465-bypass-microsoft-updates-traffic-in-secu.html

BARS LLEMRE
BRI EERABRMAIRNEESX G, RUHFRNERAEEANECH

[=]
SNy

EEERLENE.
EMERBLEMEEE, DRNUEBEMBONEER, Cisco Systems, Inc. HHELEBILE

BEHSIEE, TES—RERRAERXXNG (REHES) .



