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$E81.1. EGUI L3R — T Security Services , AR%iZEWeb Proxy.
S ER1.2. EEEdit Settings.
S ER1.3.58 P FEUS HEnable Range Request Forwarding.

S EBR1.4 3% — T Submit
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S ER2. BMicrosoft®E
HMURLEI BES
URLZE B

HE2 1. #GUIH | i#IEWeb Security Manager , 2% 1% — T Custom and
External URL Categories,

SER2.2 B — T AddLAFTIE BETURLE R,

$ER2.3.5 BLif — Ay CategoryName,

SER2 4. (AE)FTIERA,

S BR2 5 f¢List Orderd i 2 55 — B B MAETEER
HER2 6.1 Category Type TR N FE Hi#E#ELocal Custom Category,

B2 7. 1ESitesZP 1 # 18 Microsoft E#TURL.,

Je

BR B LR EE B EMicrosoft EXEE | FEB2 — i@
WSUS | Microsoft2 ¥



https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
https://learn.microsoft.com/en-us/windows-server/administration/windows-server-update-services/deploy/2-configure-wsus#211-configure-your-firewall-to-allow-your-first-wsus-server-to-connect-to-microsoft-domains-on-the-internet
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AE  FTEER/BL EMicrosoft MEFHURL & EMIEEEIN{LE
SWA, BRAFFME , 555 : £Secure Web Appliance®
BE B ESURLER| — Cisco

~ Zan .

T 26

http://windowsupdate.microsoft.com ===> windowsupdate.microsoft.com
http://*.windowsupdate.microsoft.com ===> .windowsupdate.microsoft.com

#BR2.8.#2 — T Submit.

Custom and External URL Categories: Add Category

Edit Custom and External URL Category

2.3 { Category Mame: | [windows Update URLs
Commeni ts: (7.
2 5 —| List Order: |3 I

.update.microsoft.com, .windowsupdate.com, Click the Sort URLs button to sort
com, do microsoft.com,

3 R all site URLs in Alpha-numerical
.download .windowsupdate.com, wustat.windows.com, order.
ntservicepack.microsoft.com, go.microsoft.com,

dl.delivery.mp.microsoft.com, .delivery.mp.microsoft.com

\

(e.g. 10.0.0.1, 2001:420:80:1::5, example.com.)

[ Category Type: || Local Custom Category ~ ]
/ Sites: .7 - -
windowsupdate.microsoft.com, .windowsupdate.microsoft.com, Sort URLs

2.7

OEOE

y
Enter one regular expression per line. Maximum allowed characters 2048.
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SEB3.1.%EGUIF | i#IEWeb Security Manager , %1% — T ldentification
Profiles,

T2 BE—THEREERNEREER.

S BE3.3 . {RZF Enable Identification Profile BREX 5 2 -

S ER3.4.5 Bl — B profileName,

HER3.5.(AE)FTERA,

HER3.6.1%¢EInsert Above TN FEHEFNREESERPETINNUE,

5 B83.7 .7 User Identification Method#f % , iZ1ZExempt from
authentication/identication,.

$E#3.8.7EDefine Members by Subnetd , MREELAR LR EMFHAER
iBMicrosoft iE , FFWMAFERAMIPHE IR FH#8 , RES WU E = LLEIE
FrAE Pt

$ER3.9.7£AdvancedBE&H , i##ECustom URL Categories.



https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html

S E83.10. #118 AMicrosoft BRI H EZHURLE A,
SER3.11, BEEZER,

BR3.12.#— T Submit,

Identification Profiles: Add Profile

Client / User Identification Profile Settings

Enable Identification Profile
3.4 :{ Name: (2/ | [MS Update No Auth ]
TTmyITrTOE

Description:

)
‘Maximum allowed characters 256)
Insert Above: | 1 (Global Profile) ~

User Identification Method
Identification and Authentication: .7 | Exempt from authentication / identification v
LTI g T ot Tcation Profile requires authentication on all
subnets.

Membership Definition

Membership is defined by any combination of the following options. All criteria must be met for the policy to take effect.

Define Members by Subnet:

A
(examples: 10.1.1.0, 10.1.1.0/24, 10.1.1.1-10, 2001:420:80:1::5, 2000:db8::1-2000:db8::10)

Define Members by Protocol: HTTR/HTTPS
@ >i = Advanced l se the Advanced options to define or edit membership by proxy port, destination (URL Category), or
ser Agents.

The following advanced membership criteria have been defined:

Proxy Ports: Mone Selected

3.10 *{ URL Categories: Windows Update URLs

User Agents: None Selected

The Advanced options may be protocol-specific. For instance, user agent strings are applicable only

for HTTP and decrypted HTTPS. Similarly, URL Categories, including Custom URL Categories are not

applicable for SOCKS transactions or transparent HTTPS (unless decrypted). When Advanced options
that do not apply to a protocol are selected, no transactions in that protocol will match this Identity,

regardless of the protocol selection above.
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FR —BAURREREER

S84 (THE ) B
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Microsoft BT &

A\ MZF : Microsoft
Updates , £
HTTP ,
HTTPSHRERR
HOXFEFER. Lt
BERATREY
SWALW#EZE
o

SEBR4 1. HGUIF | iBIEWeb Security Manager , A% 1% — T Decryption
Policy.

S BR4.2. ClickAdd SR EE T8 R B 5K BE

S ER4.3. 77 B —HYPolicyName,
HBRA A (FIR)FTIEER A,
HBR4.5. #Insert Above Policy TR R /FEE iR ZEE —EXKEE,

B84 .6.1¢dentification Profiles and Users®iZ##Select One or More
Identification Profiles.

SRAT BEESBRSFEUNGEEERESR , YRESR411,

HERA B MRIEARBWindowsEFH BV EMIDEEER , FleSMER s #
ERERURLEHR,

FER4.9. #IBE L B2 AMicrosoft B E UK B ERURLE R,
HERA10, BETM,




HRAN, BBEX,

Decryption Policy: Add Group

Policy Settings

Enable Policy

4.3 { Policy Name: .7 [ Bypess Ms Update oP ]
T

Description:

.m‘aximum alfowed characters 256)

4.5 2 (Global Policy) hd ]
icy Expires:
() set Expiration for Policy
On Date
At Time: H
Policy Member Definition
Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

4.6 { Profiles and Users: | | gelect One or More Identification Profiles ]

Identification Profile Authorized Users and Groups Add Identification Profile

[ No authentication required
MS Update No Auth v q
4.7 {LystponteNoun _ ] ] L

Authentication TTarmation may not be available at HTTPS connection time. For transparent

proxy traffic, user agent information is unavailable for decryption policies.

se the Advanced options to define or edit membership by proxy port, subnet, Time Range, destination (URL
ategory), or User Agents,

The following advanced membership criteria have been defined:

Proxy Ports: None Selected
Subnets: None Selected
Time Range: No Time Range Definitions Available

i(see Web Security Manager > Defined Time Ranges)

N

URL Categories: URL Categeries Windows Update URLs in Identification Profile MS Update Ne Auth

TR — BUBRBRE

5 BR4.12. £ Decryption Policies EEHIURL Filtering ™ , 332 Bd Lt 3 ff 28
RESEABIHER

£ BR4.13.SelectPasstE BMicrosoft Updates URLEE B #Y IR 1E,

Decryption Policies

Add Policy...

Order | Group URL Filtering Web Reputation Default Action Clone Policy Delete
Bypass MS Update DP
1 Identification Profile: MS Update No Auth Monitor: 1 {global policy) (global policy) L -1
Tdentinied users
Global Policy Monitor: 81
Identification Profile: All Decrypt: 4 =i Ll

cy Order...

Decryption Policies: URL Filtering: Bypass MS Update DP

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. Al other categories are not applicable for this policy.
Use Override Global Settings
Global ; = -
Settings || Pass Through | Monitor | Decrypt | Drop (2 Quota-Based = Time-Based
4.13 (2} 3] (] (2] ©
Category Category Type  Select all Select all Select all  Select all | Select all (Unavailable) | (Unavailable)
€) Windows Update URLS Custom (Local) - v - -

| Cancel |

TR — RURLEBIREREEE

S B84 .12 32— T Submit,




S5 By Y
Microsoft s ¥ i & i
TEHEFERNVFEE
78

S EBE5.1. % GUIF 3% — T Web Security Manager , A#%&i#1ZAccess
Policy.

S ER5.2. ClickAdd 3R B& #7188 55 B SR BE -

5 BR5.3. 57 BL M — B PolicyName.
HER5.4.(FE)FTIERA,

S E85.5 % Insert Above Policy T h =5 B iR 25 — ER B,

£ 885 .6.#%¢Identification Profiles and Users#i&32Select One or More
Identification Profiles.

SERET7T REESBSTEYNRAEEER , WRESH5.11,

HER5 8. MR IR B AWindowsEH EZMEMIDEERER , FiSHRET D
BEBERURLER

$ER5.9. Fi8E LB 2H BMicrosoft B E M M B EHURLE R,
$E#5.10, BEBTH,
SE5.11.88%,

Access Policy: AP Windows Update

Enable Policy

* | ap windows update ]
(e.g. my IT policy)

ﬁ[ Policy Name

@
Description:
(M pum gllowed characts
5.5 {mm Above Policy: [ 1 (Giobal Policy)
Policy Expires:

Set Expiration for Policy

)

On Date:
At Time:

Policy Member Definition

Membership is defined by the combination of the following options. All criteria must be met for the policy to take effect.

rL Profiles and Users: | select One or More Identification Profiles J

Identification Profile

Il

e the Advanced options to define or edit membership by protocol, proxy port, subnet, Time Range, destination (URL
ategary), or User Agents.
The following advanced membership criteria have been defined:

Protocols:

Authorized Users and Groups Add Identification Profile

No authentication required

HTTP/HTTPS/FTP over HTTP in Identification Profile MS Update No Auth

Proxy Ports: None Selected

Subnets: None Selected

Time Range: No Time Range Definitions Available
(spe Web Security Manager = Defined Time Banges)

URL Categories: URL Categories Windows Update URLs in Identification Profile MS Update No Auth]

MR — 23735 R KRG

$E85.12. 7 Access PoliciesE L , 7EURL Filtering ™ , BB L EHRAR
B B Bt A S A

B85 1322 AllowfEA EMicrosoft B2 I 1Y H EHZURLE BIHY 8 1E,




S E85.14 3% — T Submit,

Access Policies

Add Policy.

Laoa Pt}
Protocals and
Order | Group User Agents URL Filtering  Bpplications  Objects Anti-Malware and Reputation HTTP ReWrite Profile Clone Policy | Delete
AP Windows Update .
5.12 1 Identification Profile: MS Update No Auth _(global policy) |  Momitor: 1 ES=0 0. | (global palicy) | (global policy) (giobal policy) G -}

T EntTes

[

Policy Wieb Reputation: Enabled
e No blocked Rems | Monitor: BS  Fyooe© . o No blocked tems | Secure Endpoint: Enabled None
i i Anti-Malware Seanning: Enabled

Access Policies: URL Filtering: AP Windows Update

Custom and External URL Category Filtering

These URL Categories are defined as group membership criteria. Ail other categories are not applicable for this policy.
Use rride Global Settings
;‘;:ﬂ,‘s Block  Redirect] Allow (% | Monitor  wam (?)  Quota-Based Time-Based
5.13 & > s B 8
Category Category Type | Select all | Select all  Selectall Selectall [Selectall Selectall (Unavailable) | (Unavailable)
© Windows Update URLS Custom (Local) - | o - -
_J EZ4

8 HR — RRTEAction Allow for the URL Category

5 B¥5.15.7EAccess PoliciesE £ , £Applications & , BB FEFRAEK
BE BA R A B

Access Policies

Add Policy...
Protocals and
Order Group User Agents URL Filteri Applications  |Objects Anti-Malwere and Reputation HTTP ReWrite Profile  Clone Policy  Delete
AP Windows Update
5.15 1 Identification Profile: MS Update No Auth | (giobal policy) | Allow: 1| Monitor: 324 [(global policy) | {global policy) (global policy) [ ] -]
. e >

Web Reputation: Enabled
No blocked items | Monitor: 85 | Monitor: 324 No blocked items | Secure Endpoint: Enabled None

Giobal Poiicy
Identification Profile: All Anti-Malware Scanning: Enabled

FR — mEBERA AR ERM

S B85.16.7EEdit Applications SettingsZf4 , i##EDefine Applications
Custom Settings,

S 517. £ "TEABERRE, Ho , F—TEdit all for GamesEFAER
, M AR EER E ABlocks

S ER5.18, EEApply,




Access Policies: Applications Visibility and Control: AP Windows Update

Edit Applications Settings

I

Define Applications Customn Settings

Applications Settings

| Browse Application Types | Applications Info &

To identify some applications, inspection of HTTPS content may be required. For best efficacy, enable the HTTPS Proxy, then select the option that
enables decryption for application visibility and control (see Security Services > HTTPS Proxy).

Applications Settings
% Blogging ) 22 Monitor
Edit all...
% Collaboration ) 8 Monitor
Edit all
aan Enterprise Applications (:’ 6 Monitor
Edit all...
& Bandwidth Limit: No Bandwidth Limit

an Facebook N
) 10 Monitor

Edit all...
o File Sharing ) 39 Monitor
Edit all
a“,, Games Set action for 6 applications of type: Games

() Leave current settings

| Settings (& Monitor)
5.17 * | ® Block

Edit all...

TR — - ERAENRERESMEL

$E85.19.18 T R E FIRange Request Settings for Policy&B4% , FER EiE
Forward range requests&f 7" ,

Total: 324 Applications (6 Blocked, 318 Monitored)

Range Request Settings for Policy
@ Range Request Bypass: | Forward range requests o

For optimum application detection, range requests should be ignored (not forwarded to the web server)
when using AVC. However, this will result in higher bandwidth usage. Exceptions to this setting may be
specified below.

Exception list: (?

Enter a newline delimited list of clients or destinations. Regular expressions are accepted.

Cancel

FER5.20.12 %,

5 E85.21.7 Access PoliciesE L , 7EApplications T , Bhi#EEEGlobal
Policy BB RV E#E o

Access Policies

Add Policy.
Protocols and
Order Group User Agents URL Filtering  Applications  Objects Anti-Malware and Reputstion  HTTP ReWrite Profile Clone Policy Delete

AP Windows Update Badkis

1 ldemiﬁu':ien Profile: MS Update No Auth | (global policy) | Allow: 1 Moo 31 | (global policy) | (global policy) (global policy) [ 1]
All identified users

Web Reputation: Enabled
f.’::f‘ B No blocked items | Monitor: 85 |Monitor: 324)| No blocked items | Secure Endpoint: Enabled Hone
5.21 L 2 Anti-Malvare Scanning; Enabled
Edi

TR — ERSBEREEAREARE

HE85.22 [0 T R E) FIRange Request Settings for PolicyZB% , R EiE




Do Not Forward range requests ,

HER5. 23 RRXE K,

ﬂ%aﬂ%ﬁ:ﬁ H nl-‘LE

EFERHRASEAFPNEERR , B EUTEESERN

(B FIREE= %<€E : ] FEREFinmE RNVEE (i)
[content= %>Content-Length:] |BR TFTEHWARBKR/ (LTl )

BEAESWARLRE Bt #TiE B ERMUNFMER , BN TER  EeAM B FHEENEESIH

£ ALLCURL A & M SWAEIX EEFER :

curl -vvvk -H "Pragma: no-cache" -x 10.48.48.181:3128 -H 'Range: bytes=0-100' 'http://catalog.sf.dl1.del

FECURLWEHF |, AT AFFHTTPEERHTTP/1.1 206:

GET http://catalog.sf.dl.delivery.mp.microsoft.com/filestreamingservice/files/f263aa64-f367-42f0-9cad
Host: catalog.sf.dl.delivery.mp.microsoft.com

User-Agent: curl/8.7.1

Accept: */*

Proxy-Connection: Keep-Alive

Pragma: no-cache

Range: bytes=0-100

*V V V V V V VYV

Request completely sent off
HTTP/1.1 206 Partial Content

A

RFB BT , BRI LLERIRERTCP_CLIENT_REFRESH_MISS/206:

1773942471.096 14 10.190.0.206 TCP_CLIENT_REFRESH_MISS/206 860 GET http://catalog.sf.dl.delivery.mp.mic


https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
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https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/en/us/td/docs/security/wsa/wsa-15-0/user-guide/wsa-userguide-15-0/b_WSA_UserGuide_11_7_chapter_0110.html#task_B0229580F03F439B8B4C45DD272D6968
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220557-configure-custom-url-categories-in-secur.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/web-security-appliance/214746-how-to-exempt-office-365-traffic-from-au.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance-virtual/220456-configure-performance-parameter-in-acces.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/220375-use-secure-web-appliance-best-practices.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
https://www.cisco.com/c/zh_tw/support/docs/security/secure-web-appliance/222458-bypass-authentication-in-secure-web-appl.html
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