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ISRl

RMXENBNAIEHAASDMEEM Cisco ASAERE LFER, RE, FENBETHERBNRESE,

AR

FEX

- FBZE , ERREEELZSEEASAEEEHNEERRE. AHRNEE, HREBE5708R
#®,EREAERERBENTP)RRSEZRELSASALNERE. BREHEBREAURSE,

- EEBERFEABRBEZEBERCSRNERE , L EREHIEERATRE=1BHEREEN
(CAWEEGTA#E, E=1CAMERN RHITIE (1EFFRM ) Entrust, Geotrust,
GoDaddy. Thawte#VeriSign,

BRA T
AN FHEARRIFIU T RKENERBIRA

« ASAv 9.18.1
« B PKCS12B5{# A OpenSSL.

ANHFHEARBBBEERETRREANEEMEL. XPEAZNAMBERERRERER (HER
) AEREREE . MREHEREFT , FEARECEAEAESTRERNIZE,

BREMN

LXERENREEAL

- BEEARE

- HE=FHERBRBIATCAEENEE
FAREAPE BB ENRTELEREFE(SSL), Ei#HELR 2 (TLS)MIKEV2 rfc7296 3R
SSL/TLS/IKEV2fAlfRER AR Finie it ARERE , WEXTFHHTRARESIORE. EBEHZE
ERIEE = CA , LAfE[E ASA 3% SSL BEM AL AR,

BRIZBTECRAERBERE  RACRETRETEREAERCEETEAMBAEBE. Mit
NARERERENE  LATERELZLRAERLRLZEMES,

EFASDMRBER L L RH N H D ES
TUBBRES X BB ER B CABRBBUEASALRE |
. ERABBEBHR(CSR), LRLWY , EACSRUCATRSABE , RRUCABDNES

BHRE,
- EARCABMFEREMEEEHNPKCS12ER. PKCS12ERTERY. FHEE.



CAREE,

A RWLZEHEFERFERBBERCSRWHEHEE
EEESHEFENELELEBIUCSR, FHEEELLBINS®Y,
CSRa%

- BEBREA —FROTENHGENE , SREPHLE

- BREEZEEA ,

- BEBREANEBNEE , FHE|YEPHOFBES,
CSREEEZT BRFME((CA) , LEHEPKCSHIOREFESRT,
HEZNEFELPEMER K CARE

AR CAEEEBCSRIBVEHAMNFNRER , TUEREEMHERNFQDNMER &
=L

fEFAASDME4LCSR
1. B EERELBHNEIE

a. EffiiElConfiguration > Device Management > Certificate Management > Identity
Certificates.

File WView Tools Wizards Window Help t tos £

) ' )

t Refr % £ Forward | ‘P

é’*“ﬂ s@cm'ww"[]'*’"m L.]Sﬂ@ﬂﬁ 050 ( P o cisco
Device Management & fiqura ce ertificate Management > Identity Certificates o
[ & Management Access
i1 88 Licensing Tesued To ~1 JesuedBy Expiry Date Associated Trus stpointe Ussge  PublickeyT ype “
* Q‘! System Image fCenfiguration |Lr;sn;ucq1re_qlua_n~|e_-a§_au.e_man;olg.oqw._'__-s_,an Jos... |unstructurediame =asa.example... 15:09:09 CEDT Jul 1... T@ General Purpose  RSA (2043 bits) t
+- g Hgh Avalabiity and Scalabiity

#+- {1 Logang
{H] Smart Call-+Home

-] Usersfasn
Certificate Management

R cennty cervicores|

&y CA Certificates

b. #—T "Add. .
c. ERFEEHBRE.



Configuration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date

Add Identity Certificate

Trustpoint Name: [SL-Trustpoint)

Dearyption Passphrase:

I@ Add a new identity certificate: I
<Default-RSA-Key = ~ Show...

Key Pair:

Select...

Certificate Subject DN: | CN=asavpn.example.com

[] Generate self-signed certificate

[] Enable CA flag in basic constraints extension

wi Add Certificate

LI T N REEe A

File to Import From: Browse...

Assodated Trustpoints

(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key):

Act as local certificate authority and issue dynamic certificates to TLSProxy

Advanced...

Cancel

Help

d. ¥ — T Add a New Identity CertificateZEi# 1% &,

2. (&) Bu¥sy

= .
EE

a. B—TNewB ERFH &8,

~1 Usage Public Key Type

FEERERT , B ADefault-RSA-Key B K/NB2048HIRSAEER ; BER
HEEINREEAE -G/ A LSHBY,

ration > Device Ma > Certificate Ma: > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type |
=, : . General Purpose RSA (4096 bits)
b ety Ceriificst Wl | GeneralPupose |
entity Certficate General Purpose RSA (2043 bits)
Trustpoint Name: SSL-Trustpoint

Decryption Pasgphrase:

(® Add a new identity certificate:

File to Import From: Browse...

(C) Import the identity certificate from a file (PKICS 12 format with Certificate(s)+Private Key):

Key Pair: <Default-RSAKey> ~ Show...

Certificate Subject DN: | CN=asavpn.example.com Select...
[[] Generate self-signed certificats

Act as local certificate authority and issue dynamic certificates to TLSProxy

Advanced...
[ Enable CA flag in basic consiraints extensiort
e Add Certificate Cancel Help
e rmerr—————————

b. iIB{EEnter new Key Pair nameiZ1H , ARW A SIBE N BB,

c. EBELRA A - RSAECDSA,

d. ##EKey Size ; HRRSA , i#iEGeneral purpose for Usage.

e. —T TGenerate Now, ., £#HIREE,

Delete

ﬁ#kl

-

Show Details

Delete

Install

Re-Enrof



Configuration > Device Management > Certificate Management > Identity Certificates o

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
@ Add Identity Certficate B | GeneralPupose [RSA (4096hits) [ es
General Purpose  RSA (2048 bits)
Delete
Trustpoint Name: |55L-Trustpoint |
5 Export
O Impor [F) Add Key Pair X
Decry| Install
Key Type: (8) RSA (C)EcDsA (O EDDSA
File to Re-Enrof
® Adda Name: () Use default key pair name
keyl I@ Enter new key pair name: |5SL-Keypar I
Certifi size:
06 ysage: (®) General purpose () Speaal [>
i
onc =
Oen
e Add Certificate Cancel Help
L o e e e e e e g
A 5
. EESRUER
: ) yEBRE
BESRYUSEBCSRUMKENEERE,
ration > Device Ma > Certificate Ma: > Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type | Add
Add Identity Certificate DR | GeneralPupose  RSA (4095 bits) Show Detais
General Purpose  RSA (2048 bits)
. = Delete
Trustpoint Name: 55L-Trustpoint
O Import the identity certificate from a file (PKCS12 format with Certificate(s)-+Private Key): Export
Decryption Passphrase: Install
File to Import From: Browse... Re-Enrof

(®) Add & new identity certificate:

Key Pair: & 1~ I Show... Mew...

Certificate Subject DN: | CN=asavpn.example, com Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS<Proxy | -

Advanced...

[[]Enable CA flag in basic constraints extension

¥ o b

el s e L S

4. BEERETENTEREEA(FQDN)

S¥E: FODNS| B4 BRSO R EFEAMNASAN EHHFQDNRIPH# 1 FTHL, B8 A S 5
%Eaﬁiaﬁﬁﬂoiéﬁm%ﬁ(%mﬁ? SSL/TLS/IKEV2E Fimfif FI SANIE R 2R B 7%
HERTHEHEERMNFQDNITE,

a.  ®—T TSelect, »



l Issued To Issued By Expiry Date Assodated Trustpoints

A!Lm

Public Key Type

[E) Add Identity Certificate

() Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption |
ot [ |

(®) Add a new identity certificate:
Key Pair: | S5LKeypair » Show... New
Certificate Subject DN: |m=asavpn.exame.m .
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

v | Addcertficate | | Cancel

b. % Certificate Subject DN, R B+ , BREXREBM — R THEEFEERE , WAE
, REBEHEAA,

llssued'lo Issued By [Expiry Date Assodated Trustpoints ~1 Usage PPublic Key Type
m Add Identity Certificate =
Trustpoint Name: SSL-Trustpoint
O tmport the enlity <=y Cotificate Subject DN
Decryption Passphrast
File to Import From: Attribute Value
(® Add a new identity ce DN Attribute to be Added
— tvtute: Commanine @0 | | e
BTt T Value: |asa.vpn.example.com | Delete "
[[] Generate ssif-sign
Act as local sy
[[] Enable cA fiagin
W [ Acdcertficate || cancel | Help

l Issued To Issued By Expiry Date Assodated Trustpoints

~1 Usage

Public Key Type

B Add Identity Certificate

Trustpoint Name: SSL-Trustpoint

O Import the identity &2 (7 cortificate Subject DN
Decryption Passphrast
Fie to Import From: Attribute Value
@ Add a new ientity ce DN Attribute to be Added
Key Pair: Attribute: |Country (C) > | Add>> \
coesmeany " borency
[ Ganerate self-siof [Company Name (O)
Act as local ca) htebu[:t)(u
Address (EA)
— [ o || cncl [ nep |
) [sican ] [ ][]




B R EA

CN ARBEMABHEBEEATEREEER , flivpn.example.com),
OU [{BBAEFIESSFNE R

O |ZHEB/ L TINEEEMERE

B | BEx/ERE (2BATHFEHNFTEAE )

ST |{EMPTTERIAREE,

L AP EET,

EA |EFE#Hibut

it L ERAESTRBEB4EF RS, Bk, TSR SORERE
B, i, THERFMADNBMY,

MIBTEMEBMHR , —TOK,
. BLiEZEEFQDN — #% — T Advanced,

Col ration > Device Mana: > Certificate Management > Identity Certificates
. Issued To Issued By . Expiry Date Assodated Trustpoints ~1 Usage . Public Key Type . Add
[ﬁ Add Idéntity(ertlf:cate - - - - -X
Trustpoint Mame: SSL-Trustpoint

() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From:

(®) Add a new identity certificate:
Key Pair: S5L-Keypair w Show... New...
Certificate Subject DN: | CN=asa.vpn.example.com Select...
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[[] Enable CA fiag in basic constraints extension

W Add Certificate Cancel Help

. EFQDNM LA |, B AfEInternetfi B E BN T LREFH B, &H—T "OKL (HEE ),

o] ration > Device Mana > Certificate Management > Identity Certificates
Issued To R PR PISEESFRT S R Public Key Type Add
1 - | [ Advanced Options X B - —
£=]

Enrolment mode parameters and SCEP challenge password are not available for self-signed certificates.
Trustpoint Name: S Certificate Parameters EnrolmentMode SCEP Challenge Password
() Import the identity certifica
Decryption Passphrase: || FQON:

File to Import From: E-mai:
IP Address:
(®) Add a new identity certifica
[] Include serial number of the device
Key Pair:

Certificate SubjectDN: | C
[] Generate self-signed ce

t as local certifica

[ Enable cA fiag in basicy

" 0K Cancel Help



5. EXWHECSR

a. B—T "HHEEE. -

ra > Device Ma > Certificate > Identity Certificates

Issued To

1

Issued By Expiry Date Assodated Trustpoints ~1 Usage

[ Add Identity Certificate

Trustpoint Name: S5L-Trustpoint
() Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):

Decryption Passphrase:
File to Import From: Browse. ..
(®) Add a new identity certificate:
Key Pair: S5L-Keypair ~ Show... Mew...
Certificate Subject DN: | Chi=asa.vpn.example.com Select...

[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA fiag in basic constraints extension

Add Certificate Cancel Help

b. IRAFEENER , A CSR REEZAMEEBRNERTP,

Public Key Type

ra > Device Ma > Certificate > Certificates
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type
B ad
Trustpoint Name: SEL-Trustpoint|
() Impoert the identity certificate from a file (PKC512 format with Certificate(s) +Private Key):
Decryption Passphrase:
X

File to Import From:
(®) Add a new identity certificate:
Key Pair:
Certificate Subject DN: Cﬂ#sa.vé

[[] Generate self-sioned certificate Save CSR to File:

- [ \dentity Certificate Request

To complete the enrolinent process, please save the PKCS10 enrollment

request (CSR) and send it to the CA.

S5LKeypa
i | You will then need to install the certificate that is returned from the CA by

dlicking the Install button in the Identity Certificates panel.

Act as local certificate author

T Advanced... |

[[] Enable cA flag in basic constraints extension

Add Certificate Cancel Help

#—T "Browse, , BEEfFFCSRMNE , Y ttRIEZREEE,

AR BERUXEIERFEER , AR RERS (W

PKCS#1 05K,

c. R,

115 258 R APendingik &,

Add
Show Details
Delete
Export
Install

Re-Enrol

Add
Show Details
Delete
Export
Install

ReEnrol

LEAR ) RBAMER

Issued To

Not Avalable [Pendng..._________[sSLTrusipont| _

Issued By Expiry Date Assodated Trustpoints

Pubkic Key Type

Add
Show Detais
Delete
Export
Install

Re-Enrol



FFAASDMZHPEMERXN EHES
ZRISBBFRCAHCSRETEHSR , WIRMHPEMERER (.pem, .cer, .crt) BB EFCARSHHT

o

1. REFECSRNCAEE

a. BE % Configuration > Device Management > Certificate Management> , fR%&iZIZCA
Certificates, #&—T "Add. o

ration = Remote Access VPN > Certificate Ma > CA Certificates a
Issued To 1ssued By Expiry Date Associated Trustpoints ~1 Usage Active Iml
IdenTrust Commerdal Root... CN=IdenTrust Commerdgal ... 19:12:23 CEST Jan 16 2034 _SmartCalHome_ServerCA General Purpose Ne =
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ... 19:23:33 CEST Nov 24 2031 _SmartCalHome_ServerCaz General Purpose Mo

b. B A Trustpoint® #8i# 1€ Install From File , 32— T BrowselZilt , AR BIEFHERE
HE , AU PEMIGIRHCAR SR X AR R L F X ABMULA,

Issued To Issued By Expiry Date Assodizted Trusipoints Usage Active Add
IdenTrust Commercial Root... CN=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA Genaal Furpose Edit
Coovots RooLCA L [oveGuoveds Gt 2 . |112533 ot o 24 0 ricabone, SV (e
Show Details
Install Certificate b4
Request CRL
Trustpoint Name: =
(@ Install from a file: Browse...

() Paste certificate in PEM format:

AR REBEBECSRWCARE  UEAHESHREAENEEHEE. PKIBER
ERTPRENEMCAR B URKREERNEEHP,

c. ¥ —T TlInstall Certificate »



Issued To Issued By Expiry Date Assodated Trustpeints ~1 Usage Active Add
IdenTrust Commercial Root... CM=IdenTrust Commerdal ... 19:12:23 CEST Jan 16 2034 _SmartCallHome_ServerCA General Purpose No Edit
QuoVadis Root CA 2 CN=QuoVadis Root CA 2, ... 19:23:33 CEST Nov 24 2031 _SmartCallHome_ServerCA2 General Purpose No
B 1nst rificate v Show Details

Request CRL
Trustpoint Name: SSL-Trustpoint
Delete

(O Install from a file: Browse. .
(®) Paste certificate in PEM format:

|gTeBnHqToLRNQBS IQIWEA5ATL 263838 BMDDBG koxWay fornt ASUSWZVTZSVN =

4noWaXH 1boGGD7+5vkDesIfL2B7pEhGodLh7Gk 1T4KogL IDMILgkzOCtZkCT 7f

SkXvFik 1Z 1cZEGNED. 3aVZ8 lewluTHOX 48k (TPHE+85QG0 +d IwaOsbCwk

oK SsEPpHZ3IQuViGiinp/emomzx] 4G ftel6e yMOpipnVEDYiQOHNKQAQT SLEKwR X

CjEknYCbPfigIp2FdH 7w h 1K 3prAGMEAAGIUDBOMAWGA IUDERQFMAMEARSWHQYD

VROOBBYEFESSkZsbragbOtiFy52U47emaui aMBBGA 1UdTWQYMBaAFESSkZsbrath

9 FVS2U4Tem3uXaMADGCSaGSTh IDQEECWUAAIBAQAr WK JINBWOS YhSmaT =
cGaeyDMRhs3R.s fwD2SM2wkAF 4AY ZHONSGKIVCK +ModKMQZy 4 fuhis SNDU7oF fef
29kaRisx L 53]V YLKESESOATANA QX BV + T Arimesn B 14 2 AE L AL S A At b

R yjalHSEEFlackNe AR Aty B3sfEbFhl [ Please wait X L

gWBYRHOVMOSsvy TXSLIFOUCAMAY +GT .

deVeovOi/PAxnrAlI+Ng Zir WENIMXWZOH (@ Information X

weensfND CERTIFICATE reee Please wait while ASDM is delivg
device...
(O Use EST: l@ @ INFO: Certificate has the following attributes:

Spedfy source Interface: | — None — J ] Fingerprint: eSad 165¢ 2673424¢ fie7e0c5f h30b4a02

EST URL: https: ff

Certificate Subject DN: | Ch=risavpn31 Trustpoint CA certificate accepted.

alow-untrusted-connection

Qo

Spedify source Interface: |- Mone - T
SCEP URL: http:/ff

Retry Period: 1 minutes

Retry Count: 0 {Use 0 to indicate unlimited retries)

ol e

2. RERBHRE

a. BECHECSREXMERINSHESE. B—T Minstally -

a
.Issued To a1l Issued By [ Expiry Date - Associated Trustpoints [ Usage [ Public Key Type Add
[on-oxamle.com) — DotAualoble —endng SSTisbont ke R
Delete
Export

AR SR ENIssued ByW{uATA , Expiry Datet@{i 7] APending,

b. BEFETSRCARBNPEMRRSNRBENER , EXFRERTHRMPEMRERES
, REBCARMKN S HEEERI R E T TERLAH.

I Issued To ~1 Issued B Expiry Date Assodated Trustpoints Usage Public Key Type Add
——
i . General Purpose RS54 (2048 bits)
[ Install Identity centificate X ot P~ RSA (2048 bits) e
Identity Certificate Export

Install from a file: E i
¢ Lo

(") Paste the certificate data in base-64 format:
Re-Envoll

Install Certificate Cancel Help




2 BEETURME . pem, cer. .crtiERETRE,

c. ¥ —T Tlinstall Certificate »

Issued To ~1 Issued By Expiry Date Assocated Trustpoints Usage Public Key Type Add
[ cxampe.con] ot avsiable ————Jpendng.. ———[sSTuspont | Uninown | o
E_ L ) } General Purpose RSA (2048 bits)
" tpaint General Purpose  RSA (2048 bits) | Delete
Identity Certificate il-L . . Export
O Install from a fie: | )
1 [ Information X Instal
(@) Paste the certificate datain be Please wait while ASDM is delivering th
device.., Re-Enroll
[CANE TZ5XgDmVLFEEMVR R E
Gyer 3x 2GXML MAHBptyMcHD @ Certificate impert succeeded.
T8yIYia IpoqMnamClkapcCAf
KdNQFbUrVWSNTUF 2DawH3 L
-——END CERTIFICATE——
< |
I
Install Certificate Cancel Help

3. B EEEETEASDMEY A E

FERBASAEEREAMNENRE , MEEEENE LR EAWebVPNEREEM.
a. BEE THHE > NEiRFE VPNy > TH#E, > TSSLERE. -

b. £ "BFE.1 T , BIEARNKL WebVPN EXRERNNE. FLESS  AIEANE
SEBA

#—T TEditJ
c. ® "BE., THXBES , REFLENER.

ration > VPN > > S5L Settings
Edit
Delete
[ Select SSL Certificate X
Specdify enrolled trustpaints to be used for SSL authentication and VPN load balancing on the
OUTSIDE-direct interface. To enrol a trustpoint, go to Device Management > Certificate
Mar > Identity Certificates.
Certificates | r
Specify which certificates, if an Interface: OUTSIDE-direct s not assodated with a certificate of their own.
Primary Enrolled Certificate: S5L-Trustpoint:unstructurediame =asavpn.exampl... -
Interface Key-Type Edit
Hoad Pl ot ortlcte: Lo - v
inside
. =
management
Fallback Certificate: - Maone - -
Forced Certification Authentication Timeout: 2| minutes

d. E‘i_-lt rOKJ ( EEE ) o

e. B—T "Applys o



Certificates

Specify which certificates, if any, should be used for S5L authentication on each interface. The falback cerfificate will be used on interfaces not assodated with a certificate of their own.

BE  FNEHNESEEER.

FEAASDMZREEUPKCS1 2R IZRN S RHE

Interface Primary Certificate Load Balandng Certificate Key-Type | Edit M%
OU'IS]DE-tirer.t SSL-TrustpointunstructuredName=...|  [Primary: RSA (2048 bits), Load Balancing: ...

inside

nside -vian

management

PKCS12IER ( .p12.pix1ER ) BEFMHE. SWMENCARE., THCARIL (fHINFERAERF

TRE) , INRTEANEBEY, TR oHMSIRER  BEFEANARESEHE,
1. XPKCS12ERZEH MR ENCAESE

BHRE. CARENZRUFTEWHARNEMPKCS121EERF,

a. Bfn B Configuration > Device Management > Certificate Management , A% 1212

Identity Certificates.,
b. #E_-F rAdd_] o
c. EEGERER,

nagement > Identity Certificates =
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
Show Details
Add Identity Certificate X Delete
Trustpoint Name: I S5L-Trustpoint-PKC512 I Bxpart

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Erowse...

() Add & new identity certificate:
Key Pair: <Default-RSA-Key> Show...

Certificate Subject DN:  |CN=risavpn31

Add Certificate Cancel Help

d. B—T "REREASDHELER. Ei&&Zi,




Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add |
|

@B Add Identity Certificate N | [ Deete |
Import ID certificate file x

Toapontane:

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

I — e (o=

Lockin: | [] Decuments v @

Fie to Import From: | | [ prowse... | Recent Items
() Add a new identity certificate:
Key Pair: | ItRSAKey> o] [ show.. | [Thewe. |
Certficate Subject DN: | Ch=risavpn31 || select... |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

File name: [vpn.exalde.mm.pfx | | Import ID certificate file I
Advanced... .
| Advanced... | B o S -

[[] Enable CA fiag in basic constraints extension

| AddCertificate | | Cancel | [ Help |

e. MARAREL PKCS12 IBRNEMET.
 Confiquration > Device Management > Certificate Hanggement > Identity Certificates 0O

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add |

[E) Add Identity Certificate X Delete
Trstoont Name: [ ewon |

(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): II
Decryption Passphrase: | ssese | _ ReEnrol

Fie to Import From: | Ci\Jsers|cisco.DESKTOP-R2CHBG| | Browse... |

() Add a new identity certificate:
Kay Pair: [<Defauit-RsAKey> O [ stow.. | [IREREN
Certficate Subject DN: | Ch=risavon31 | [ Select.. |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[7] Enable CA fiag in basic constraints extension

[ add Certificate | | Cancel | Help |

f.#|&—T THEEE. .



nagement > Identity Certificates

[[] Enable CA fiag in basic constraints extension

Wi
Cancel

Add Certificate

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
| Show Details
=8 Delete
t
Trustpoint Name: S5L-Trustpoint-PKC512 Evper
(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase: |essss
File to Import From: |Ciserslcisco.DESKTOP-R2CHBE| | Browse... |
() add B -
B nformation X
Keyi
4 Please wait while ASDM is delivering the command(s) to the
Certl device...
@ @ Created trustpeints for CAs higher in the hierarchy as the CA certificate was not selfsigned.

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust
the validation-usage of this trustpoint to limit the validation scope, if necessary

Import PKCS12 operation completed successfully.

EE  EABBCAREHEANPKCS12K , ASDMEEBEIFENIET —

number=zF BB BH LIFECASEE,

Configuration > Remote Access VPN > Certificate Mal ment > CA Certificates

Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-subl 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:15:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature fes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-2 Signature fes

2. B R EBETEASDMANE

EEMASARBACAFNSARE | LUEEISEN E LI -WebVPNEE A,

a. B¥ZF T{HRE > "EigfFH VPN, > TR, > TSSL

b. £ "BFE., T7 , BRARIK L WebVPN EXBERH N E.

SEBN

#—T TEditJ

_-
&Ll o

R AERKNE

kg

>

c. £ "BE. THXFER , BENRZENER.



Configuration > Remote Access VPN > Advanced > SSL Settings

Edit

() Select SSL Certificate *

Spedify enrolled trustpaints to be used for 551 authentication and VPN load balancng on the
OUTSIDE -direct interface. To enroll a trustpoint, go to Device Management > Certificate
Mar > Identity Certificates.

Certificates -
Specify which certificates, if an Interface: OUTSIDE-direct

s not assodated with a certificate of their own.

.. |

Primary Enrolled Certificate: SSL-Trustpoint-PKCS12:unstructuredName =FTD72-ek, u... - -
Interface Key-Type Edit |
Load Balandng Enrolled Certificate: | -- Mone -
QUTSIDE-direct
inside
e R
management
Fallback Certificate: —None - o
Forced Certification Authentication Timeout: 2 | minutes
Apply Resat

d. ﬁ_-lt rOKJ ( EEE ) o

e. H—T "Applys o

Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of their own.
Interface Primary Certificate Load Balanding Certificate Key-Type | Edit
OUTSIDE-drect SSL-Trustpoint-PKCS 12unstructuredame=F... | |primary: RSA (2048 bits), Load Balan...
!

B, FNEOEEEEEM.
BE@TT
BT EAASDMI B EH £ HR(CSREMNBE

CSREEMEENEERIZEZRUNEMANEEH. CEEERTEANER (flw , EAEEF
EFRENERRE ), CAUEAEERSHRNIBNERY , T UEATENSIBMESRE,

EFAASDME4LCSR
1. B EERERBHHIETE,

a. EffiiFConfiguration > Device Management > Certificate Management > Identity
Certificateso

File View Toaols Wizards Window Help

- Type topic to search Go lIIl|IIll
@) rome | Configuraton LJ moritaring | |l save QU Retresh | () sack () Forward ? Help cIsco
Device ration > Device Managemen ertificate Managem

Management a8 Configy ent > Identity Certificates m]
-l Management Access

488 Licensing Tssued To ~1 Issued By Expiry Date Assodiated Trustpoints Ussge Public Key Type
o8B System Image Configuration Junstructuredhiame =asa. example. com, L=5an Jos... |unstructurediame =asa.example. .. 15:09:09 CEDT L. T°
+1- g Hgh Avalabiity and Scalabiity

General Purpose  RSA (2048 bits) Show Detais

{1 Logaing

Certificate Management
-
CA Certificates



b. #—T TAdd. .
c. ERFEHNBRE.

Issued To 1 Issued By

Expiry Date Associated Trustpoints
unstructurediame=asa.example.com, L=5an Jos... unstructuredMame=asa.example... 15:0%:09 CEDT Jul L... TP

Usage Public Key Type Add

General Purpose  RSA (2048 bits)

(5 Add |dentity Certificate

|mmmm; I
(@) Import the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse...

() Add a new identity certificate:
Key Pair: <Default-RSA-Key > Show...
Certificate Subject DN:  |CN=risavpn3l Select
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

Enable CA flag in basic constraints extension

Add Certificate Cancel Help

[ Sy —

Show Details

Delete

Export

Install

Re-Enrol

d. #&— T Add a New Identity Certificate B #1Z i,

0. (TR )BRUFLHY

hY
Iy ==

TE  ERERT , A% ADefaultRSA-Key B XN B2048KIRSAS SR ; BE | &

HERESNBREFHHE NG/ AR SBY,
a. B—TNew ERFH £8Y,

ﬂ#tl

ration > Device Ma = Certificate Ma > Identity Certificates
Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame=. .. |CN=ca.example.com, OU... | 15: 10:00 CEST Feb & 2024 RS54 (2048 bits) Tou Do
Add Identity Certificate b4 Delate
Export
Trustpoint Name: S5L-Trustpoint-2023
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): Instal
Decryption Passphrase: Re-Enrol
File to Import From: Browse. ..

(®) Add a new identity certificate;

Key Pair: <Default-RSAKey> ~ Show...
Certificate Subject DN:  CN=asavpn.example.com Select...
[[] Generate self-signed certificate E

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...
[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help I

b. EERZIEEnter new Key Pair name ( BIAFTSBEEE ) , RARBWAFTSBRENERE,

c. 1i##EKey Type - RSAZECDSA,

d. EEKey Size ; $MARSA , iEEGeneral purpose for Usage,
e. —T TGenerate Now., . £#¥IREE,



ra > Device Ma > Certificate Ma > Identity Certificates

Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add

unstructuredNames=. .. |CN=ca.example.com, OU... | 15:10:00 CEST Feb 6 2024 RSA (2048 bits) |
Delate
Export
Trustooint Name: |S5L-Trustooint-2023
q Add Key Pair X ke Install
Re-Enrof
Key Type: (@) RSA () ECDSA () EDDSA

@  Mame: (0) Use default key pair name

(®) Enter new key pair name: 55L-I(eyPaif-2023|I Ew...

Size: 4096 w

Usage: (@) General purpose () Spedal E

I:ﬁ_'

Generate Now Cancel Help
[_ceneratenion |

L LT S Ty AL A S B s AT T

w Add Certificate Cancel Help [

3. EEESRYER

BES MY UEBCSRL A HEMEERE,

ra > Device Ma > Certificate Ma > Certifical
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructuredName=.,.. [CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RSA (2048 bits) P
Add Identity Certificate X Delete
Export
Trustpoint Name: S5L-Trustpoint-2023
Install
O Impart the identity certificate from a file (PKCS12 format with Certificate(s) +Private Key): i
Decryption Passphrase: ReEnrol
File to Import From: Browse. ..

(®) Add a new identity certificate:

Key Pair: |55t teypar-2023 v || show...
Certificate Subject DN: | CN=asavpn.example.com Select...
[[] Generate self-signed certificate —

Act as local certificate dL:t@.‘ll'_.‘ and issue dynamic certificates to TLS-Proxy

Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

4. BEREETENTLREE A (FQDN)

FE: FQDNS| B4 EEEEFEANASAN HHFQDNEL P Pll, S5 HEREFSH
FEREZERBMSAN), SSL/TLS/IKEV2E FinfE ASANHU REFRFERREEME
FHIFQDNITEL,

AR CAEEXEBCSRIEBVEHRAMFNEER , TUEREEH P ERMNFQDNAE
AEBHEEIR.

a. ®—T TSelect, »



Confiquration > Device Management > Certificate Management > Identity Certificates

Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type
unstructuredName-=... [CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RSA (2048 bits)
Add Identity Certificate x
Trustpoint Name: 55L-Trustpoint-2023

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse. ..

(®) Add a new identity certificate:

Key Pair: SSL-KeyPair-2023 ~ Show... Hew...
Certificate Subject DN:  CN=asavpn.example.com Select...
[[] Generate self-signed certificate =
Act as local certificate authority and issue dynamic certificates to TLS-Proxy
)
Advanced...

[[] Enable CA flag in basic constraints extension

Add Certificate Cancel Help

Add

Show Detais

Dalete

Export

Install

Re-Enrcl

b. £ "Certificate Subject DN {REH , Bl "certificate attributes - select attribute

fromy THHEE K WAE , A%EIZ—TAdd,

ration > Device Ma > Certificate Ma > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type
unstructuredName=.,.. [CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RSA (2048 bits)
¢
| Trustpoint Name: S5L-Trustpoint-2023 L
[E) Certificate Subject DN X
Attribute Value
DN Attribute to be Added °""""“ "" () "”'”’"‘*'“”“
Smpany e
Attribute: | Country (C) - Add=> b L

Value:  us] Delete

e

T || Enable’ CA Mag in basic consraints extension T

w Add Certificate Cancel Help I

Add

Show Details

Delete

Export

Install

ReEnrcl

i R

ARFBER X RNEBEERATEREES , SN

CN
vpn.example.com),

ou A EPRESPIN B

O AR AR S EEMER

B BIZR/ith B ACHS ( 2R H RN F AT )




ST AR E R AR

L AR AT YT

EA BB bt

it BIENFAERAUSTEERAEFT TR, EHR , TREEHSGHRSE

ZREE, W, THLERFTEDNEM,

FESEFEBME , #H—TO0K,
c. Ef{EHEFQDN , 553 — T Advanced,

ration > Device Ma = Certificate Ma > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add
unstructirediame-=... [C=ca.example.com, OU... | 15:10:00 CEST Feb 6 2024 RSA (2048 bits) Show Detals
Add Identity Certificate 3 Delete
Export
Trustpoint Name: S5L-Trustpoint-2023
nstall
() Import the identity certificate from a file (PKECS 12 format with Certificate(s) +Frivate Key):
Decryption Passphrase: Re-tnrol

File to Import From:

(®) Add a new identity certificate:

Key Pair: SSL-KeyPair-2023 w Show... New...

Certificate Subject DN:  /pn.example.com,O=example inc Select...

[[] Generate self-signed certificate

and issue dynamic certificates to TLS-Proxy

Act as local certificate authority

[[] Enable CA flag in basic constraints extension

W
Add Certificate Cancel Help

d. EFFQDN#H , WA RInternetthBRBN T REE B, B—T 0Ky (HE ),




Issued To Issued By Associated Trustpoints
PR RSEIEEE e AR General Purpose
B Advanced Options X
Enroliment mode parameters and SCEP challenge password are not available for self-signed certificates.
Certificate Parameters  Enrolment Mode  SCEP Challenge Password
[ mstal
FQDN: |asavpn.uanplg.m| | e
E-mail: | |
IP Address: | |
[ Indude serial number of the device
W
oc | [ cmedl [ b ]

5. EA W FCSR

a. B—T "HHEEBE.

n ... [15: 2 ’:ISI Detai
[E) Add Identity Certificate *

Trustpoint Name: |S5L Trustpoint-2023 |

(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):

Decryption Passphrase: | Re-Enrol
File to Import From: | Bromse... |

(®) Add a new identity certificate:

Key Par: | SSL-KeyPair-2023 ~| | show.. | [ new.. |

Certificate Subject DN: :m.exarmle.m,o=exanple inc | Select... |
[[] Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

Advanced...

b [ addcerthcote | Concd || web |

b. IR RFEENER , A CSR REEAMEBHANERTP,



Confiquration > Device Management > Certificate Management > Identity Certificates o

Issued To Issued By Expiry Date Associated Trustpoints Usage Public Key Type Add
unstructurediame=. ., |CN=ca.example.com, OU... | 15: 10:00 CEST Feb 6 2024 RS54 (2048 bits) e
dd Id ) Delate
Export
Trustpoint Name: 55L-Trustpoint-2023
Install
(C) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): s
£ - 8 Re-Enrol
[E) Identity Certificate Request X

F

To complete the enrollment process, please save the PKCS 10 enrollment
® 1  request (CSR) and send it to the CA.

K You wil then need to install the certificate that is returned from the CA by
dicking the Install button in the Identity Certificates panel.
(]

| Save CSR to File: |C:\Users\dsco.DESKTOR-R2CHSGS \Docun I

OK Cancel Help
| Advanced...
[[] Enable CA flag in basic constraints extension
Wi 3
Add Certificate Cancel Help h

#—T "Browse, . ZEEfM#FCSRIWE , ¥FH EIEBHEER,

AR EREREUAXEERRER , IMUERNARES (WLEX ) RRAeR
PKCS#1058 K,

c. BE , ifEEHE R APendingik &,

Configuration > Device Management > Certificate Management > Certificates (m}

Issued To Issued By Expiry Date Assocated Trustpoints Usage Public Key Type Add
unstructuredMame=... CN=ca.example.com, OU... 15:10:00 CEST Feb 6 2024 SSL-Trustpoint General Purpose RSA (2048 bits) Show Detalls
e

Delete

Export

Install

Re-Enrol

FEHAASDMEZHEPEMERN B HHEE

RESRBRCAHCSRETEE , WRHEPEMMRIR(.pem. .cer, .crt)iVF &= ENCAE S M
Do

1. REFECSRNCARE

BEHNRENCARETULREERFNIRERLNEEHF. URFHEESHTPECAZE
ZH , AtCARETURREFNRECEH . BABBPTLENMBECARETULRER
ERNCAGEET,
a. BE FConfiguration > Device Management > Certificate Management> , A& CA
Certificates, #&—T "Add. o



Issued To Issued By 1 Expiry Date Assocated Trustpoints Usage Active

ca.example.com CN=ca.example.com, OU=l... 15:10:00 CEST Feb 6 2030 SSL-Trustpaint General Purpose Yes

QuoVadis Root CA 2 CM=QuoVadis Root CA 2, ... 19:23:33 CEST Mov 24 2031 _SmartCalHome _ServerCAZ General Purpose No |

IdenTrust Commercial Root... CM=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCallHome_ServerCA General Purpose Mo | Show Details

Request CRL

Delete

b. 8 ATrustpoint® #8121 Install From File , 32— T BrowselZ il , REKIEE
intermediate B &, HE , LT ASPEMIRISH CARR S 1 X AE RS £ B IABALH,

> CA Certificates o
Issued To Issued By 1 Expiry Date Assodiated Trustpeints Usage Active Add
ca.example.com CM=ca.example.com, OU=l,.. 15:10:00 CEST Feb & 2030 SSL-Trustpoint General Purpose Yes Eat
[ Install Certificate X T
Trustpoint Name: ISSQ.‘THJSWPZDZ3 Request CRL
Delete

(®) Install from a file:

(") Paste certificate in PEM format:

AR MREHNETFEHTECAREES  FREAGRENABHESNEBECEHS
BHEENPERES.

c. ¥ —T TlInstall Certificate »

Issued To Issued By ~ 1 Expiry Date Assodated Trustpoints Usage Active Add
ca.example.com CM=ca.example.com, OU=l,., 15:10:00 CEST Feb 6 2030 SSL-Trustpoint General Purpose Yes it
% " erbificat i Show Detais

Trustpoint Name: S5L-Trustpoint-2023 Request CRL
(O Install from a file: Browse... Delete
(®) Paste certificate in PEM format:

|aTeBnHaToLRNQOES 1QIXEA4SAML 2698aewBSBMDOBG Xk WayforwL ASUSWIVTZSWN ~

|4noWaXH1boGGD 7+ 5vkDes IfL 28 7pEhGodLh 7Gk 1T 4K oqL ADMSLakzOctZkCT 7

|SkvFik 12 1cZEGnEb 2umniqaVZ s 1ewIuTHOX 485 3uxTPHE +8 5QG0 +d 1waOsbCWik

| 0K SSEPPHZ 3IQuixGiirp/zmomzxd4G ftel6eyMOpipnVIDYjQSHNKQAQT SLKwWRSX

|0j9xKn'Y CoPfg 3p2FdH 7w Jh 1K 3pr AGMBAAGIUDBOMAWGA IUGEWQFMAMBAFBWHQYD

VROOBSYEFES SkZsbradb Ot FV 52U47emauxaMBEaG A 1dIwg YMBaAFE S5kZsbrash

|9tLFV 5204 7em3uXaMADGC SqGSIb IDQEECWUAAIBAQArsXIFwK 3ilNBwOsTh SmaT

|cGaeyDMRhsIRs/wD2SM2KARAYZHONSGK Fry

|25kgaRijsx 153jV/YLLBESoAIatn A fQfXEV +h7

|0jRyjalH S6BFladkMe TKRddtyx Y BsfEbFhNBog L

|QWBYnHOVMOSsvyTXSLIIFOUCAmAY -HG0gah

| devenvOi/PAxnrAll +Ng 25rWFN IMXWZ0453¢ INFO: Certificate has the following attributes:

====END CERTIFICATE ===
v

Fingerprint: e9ad 165¢c 2673424c 6e7e0c5f b30b4a02

() Use EST:
Specify source Interface: | —hone — | Trustpoint CA cerfificate accepted.
EST URL: https:/f
Certificate Subject DN: | CN=risavpn21 oK
allow-untrusted-connection

() Use SCEP:
Specify source Interface: | —None —

SCEP URL: http:/f
Retry Period: 1 minutes
Retry Count: 0 (Use 0 to indicate unlimited retries)

Install Certificate Cancel Help

EARGH  HEEEAREEEMRNCAREES, A—ECARSREEMERSER
AR,



Issued To Issued By ! Expiry Date Associated Trustpoints Usage Active | Add
ca.example.com CN=ca.example.com, OU=l... | 15:10:00 CEST Feb 6 2030 |SSL-Trustpoint-2023, S5L-Trustpoint |Generalpurpose ~ [ves | Edit
QuaVadis Root CA 2 CN=QuoVadis RootCA 2, ... 19:23:33 CESTMov 242031  _SmartCalHome_ServerCA2 General Purpose No
IdenTrust Commercial Root... CN=IdenTrust Commercial ... 19:12:23 CEST Jan 16 2034 _SmartCalHome _ServerCA General Purpose No Show Detais
Request CRL
Delete
2. REGHEE
. (o=
N EVEE 2 = -4 S = el r
a. BEZIBBEKCSREINEHRES, E—T Mnstalls
o
Issued To Issued By Expiry Date Assodated Trustpoints ~1 Usage Public Key Type Add
unstructurediame=... CN=ca.example.com, OU... 15:10:00 CEST Feb 6 2024 55L-Trustpoint General Purpose RSA (2043 bits) Show Details
Not Available S5L-Trustpoint-2023
Delete
Export
Re-Enrcd

AE . BHEEWIssued ByW{L AT A , Expiry Date#{ A FiPending.

b. BIFEESNCARBMNPEMER S NEENER , EXKREERTHRBMPEMERR S
, RBEBCAREN S HEESERIRE £ FSIARBWAH,

{m}
Issued To Issued By Expiry Date Associated Trustpoints ~! Usage Public Key Type Add
unstructurediames. .. CN=ca.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpose RSA (2048 bits) Show Details
Delete
Export
[ Install Identity certificate x
Identity Certificate Re-Enroll
(®) Install from a file: - Browse
(") Paste the certificate data in base-64 format:

Instal Certificate Cancel Help

————

= BEETLURBE . pem, .cer. .crtiERETRE,

c. ¥ —T TlInstall Certificate »



Confiquration > Device Management > Certificate Management > Identity Certificates

1
Issued To Issued By Expiry Date Associated Trustpoints v1 Usage Public Key Type ‘ Add
unstructuredilame=... CN=ca.example.com, OU... 15:10:00 CEST Feb 6 2024 SSL-Trustpoint General Purpose RSA (2048 bits) Show Details
e Arustpant 02 T I
‘ Delete
Export
1
dentity certificat : Tnstall
Identity Certificate Re-Ervol
O @ rie : o |
[ Information x
Please wait wh
device... " "
@ Certificate import succeeded.
IO T WO T ey TT R T T
Issued To Issued By Expiry Date Assodated Trustpoints w1 Ugage Public Key Type Add
unstructuredMames=... CN=ca.example.com, OU... 16:10:00 CEDT Apr 6 2024 S5L-Trustpoint-2023 General Purpose RSA (4096 bits) Show Detals
e . (O, xampe.com, OU-..|15: 1000 GEST Feb 6 2024 [SSLTstgont | GenerlPurpose[RSA 0ss i)
Delete
Export
Install
Re-Enrol

3. i§#T R E BAEEERASDMEY It

FEBASAREREAMNSHREE , MEEEENE LR EAWebVPNEREEM .
a. BEE THHRE > "EiRFE VPNL > TH#E, > TSSLERE. o

b. £ "BE.L T7 , BEARKL WebVPN EXBERNNHEH, ELEF P , FIEANE
SEBN

#—T TEditl o
c. & "BE., THXBES , REFLENER.

= VPN > > 551 Settings
Edit
Delete
(B Select S5L Centificate X
Specify enrolled trustpoints to be used for SSL authentication and VPN load balancing on the
OUTSIDE-direct interface. To enroll 3 trustpoint, go to Device Management > Certificate
Management > Identity Cerlificates.
Certificates - -
Specify which certificates, if an Interface: OUTSIDE-drect tes not assodiated with a certificate of their own.
~ Primary Enrolled Certificate: SSL-Trustpoint-2023:unstructurediame =asavpn.exampl... « | 1

Interface . ; Key-Type Edit
ResdbatcHI Ex R il ] = None = hal Frinary: RSA (2048 bils), Load Balanding: n...

inside

insidelzn e 3

management

d.#®&—T "TOKy (HE ),
e. %&—T TApplys - BIE , FINBOBEEEEH,




Configuration > Remote Access VPN > Advanced > SSL Settings

Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The falback certificate will be used on interfaces not assodated with a certificate of their own,

Interface Primary Certificate Load Balandng Certificate Key-Type
OUTSIDE-direct SSL-Trustpeint-2023:unstructure. . Primary: RSA (4096 bits), Load Balandng: ...

inside
inside-vlan
management

FFASDMAEET AIPKCS12iE REMMES

PKCS12FiMiREMNREBITEEUNZEMATNEEH. CREERFTEANERE (HU , BEFE
ARFEFENERRE) .

PKCS12IER ( .p128.pIx1EX ) B 5 0RE. SWMYNCARE. fin , BFERAFAEE . T
HCARI , RERHMEBEL, CRESHMFIER , TREMERXARFRERMA.

1. EPKCS12ERLEEFHN G MR ENCARS
BEMEE. CARENSRYERMATEMEPKCS12ERF,

a. BE Z Configuration > Device Management > Certificate Management , A% 1E€1E
Identity Certificates,

b. #%—T "TAdd. »

c. I8 EFH W TrustpointBE &,

nent > Identity Certificates
Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add
[ show Details
B Add Identity Certificate x Delete
Export
Trustpoint Name: I S5L-Trustpoint-PKC512 I

(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key):
Decryption Passphrase:
File to Import From: Browse...

() Add a new identity certificate:

Key Pair: <Default-RSA-Key> Show...

Certificate Subject DN: | C

[gnable CA flag in basic consirainis exensior

Add Certificate Cancel Help

d. #—T "eEREASSREBERRE, EREH,



Tssued To Issued By Expiry Date Assodated Trustpoints Usage Public Key Type Add |
|

@B Add Identity Certificate N | [ Deete |
Import ID certificate file x

Toapontane:

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

I — e (o=

Lockin: | [] Decuments v @

Fie to Import From: | | [ prowse... | Recent Items
() Add a new identity certificate:
Key Pair: | ItRSAKey> o] [ show.. | [Thewe. |
Certficate Subject DN: | Ch=risavpn31 || select... |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

File name: [vpn.exalde.mm.pfx | | Import ID certificate file I
Advanced... .
| Advanced... | B o S -

[[] Enable CA fiag in basic constraints extension

| AddCertificate | | Cancel | [ Help |

e. MARAREL PKCS12 IBRNEMET.
 Confiquration > Device Management > Certificate Hanggement > Identity Certificates 0O

Issued To Issued By Expiry Date Assodated Trustponts Usage Puble Key Type Add |

[E) Add Identity Certificate X Delete
Trstoont Name: [ ewon |

(®) Import the identity certificate from a file (PKCS 12 format with Certificate(s) +Private Key): II
Decryption Passphrase: | ssese | _ ReEnrol

Fie to Import From: | Ci\Jsers|cisco.DESKTOP-R2CHBG| | Browse... |

() Add a new identity certificate:
Kay Pair: [<Defauit-RsAKey> O [ stow.. | [IREREN
Certficate Subject DN: | Ch=risavon31 | [ Select.. |
Generate self-signed certificate

Act as local certificate authority and issue dynamic certificates to TLS-Proxy

[7] Enable CA fiag in basic constraints extension

[ add Certificate | | Cancel | Help |

f.#|&—T THEEE. .



nagement > Identity Certificates

Issued To Issued By Expiry Date
Trustpoint Name: S5L-Trustpoint-PKC512

Decryption Passphrase:

-----
File to Import From: |C:\Jsers\cisco, DESKTOP-R2CHBE | |

On B

Keyi
4 Please wait while ASDM is delivering the command(s) to the

Certl @ device...

[[] Enable CA fiag in basic constraints extension

Wi
Cancel

Add Certificate

(®) Import the identity certificate from a fle (PKCS 12 format with Certificate(s) +Private Key):

Browse... |

Assodated Trustpoints Usage Public Key Type Add
| Show Details
Delete
Export
B nformation X

Created trustpeints for CAs higher in the hierarchy as the CA certificate was not self-signed.

®

WARNING: CA certificates can be used to validate VPN connections, by default. Please adjust
the validation-usage of this trustpoint to limit the validation scope, if necessary

Import PKCS12 operation completed successfully.

EE EAEBCASHEEHEMNPKCS12E , ASDMEEHEIEGHIET —
number=F BB BH LiFECAsEE R

Configuration > Remote Access VPN > Certificate Mal ment > CA Certificates
Issued To ~1 Issued By Expiry Date Assodated Trustpoints Usage Active
KrakowCA-sub1-1 CN=KrakowCA-subl 12:16:00 CEDT Oct 19 20258 SSL-PKCS12 Signature Yes
KrakowCA-sub1 CN=KrakowCA 12:15:00 CEDT Oct 19 2023 S5L-PKCS12-1 Signature fes
KrakowCA CN=KrakowCA 12:16:00 CEDT Oct 19 2028 SSL-PKCS12-2 Signature fes

2. B R EBETEASDMANE

EEMASARBACAFNSARE | LUEEISEN E LI -WebVPNEE A,

a. EEE TR > "EiRFH VPN, >

b. £ "BFE.1 T7 , BERARIK L WebVPN EXBERHNE.

SEBN

#—T TEditJ

P, > TSSLEREL »

R AERKNE

kg

>

c. £ "BE. THXFER , BENRZENER.



Configuration > Remote Access VPN > Advanced > SSL Settings

Edit
Delete
[ Select SSL Certificate *
Spedify enrolled trustpaints to be used for 551 authentication and VPN load balancng on the
OUTSIDE-direct interface. To enrol a tri int, go to Device 1t > Certificate
Mar > Identity Certificates.
Certificates - | P
Specify which certificates, if an Interface: QUTSIDE-drrect ‘es not assodated with a certificate of their own.
Primary Enrolled Certificate: SSL-Tr int-PKCS 12:unstructured FTD72-ek, u... ~ -
Interface ) Key-Type Edit
toud el Evoled Certce: |-tone - v
inside a
side-vien [ox ][ can b
management
Fallback Certificate: —None - o
Forced Certification Authentication Timeout: 2 | minutes
Apply Resat
— r EE ==
d. #—T TOK, (REE).
—_ r
e. %—T TApplya o
Certificates
Specify which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of ther own.
Interface Primary Certificate Lead Balanding Certificate Key-Type | E Edit ’
OUTSIDE-direct SSL-Trustpoint-PKCS 12:iunstructuredMame =F...

e v R (204 b, Load .

RE, FNESHBEEEEA.
B e
ERUTSRBRBE=FBREBRRNKILRIAR ARSSL VPNELR,
%8 ASDM MR R &R BE
1. 8EF T{HAE, > TIRIFEE VPN, > T Certificate Management, , REZIRIE T 5HEBIE

%J o
2. BB RE = HERERNENRESE.

Certificates
Spedfy which certificates, if any, should be used for SSL authentication on each interface. The fallback certificate will be used on interfaces not associated with a certificate of ther own.
Interface Primary Certificate Load Balandng Certificate Key-Type | E Edit ]
QUTSIDE-direct

SSL-Trustpoint PKCS 12unstructuredName=F... |  [Prmary: RSA (2048 bils), Load Balan...
|

e FE R AR
MBSSLBERE KK , ARECLI LKL debugh =,

* debug crypto ca 14
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B, fTEERPKCS12?
ATEINZH  PKCS1I2EZET —EBEEERERX , BISKARAETHFZNRURFEEL—EE
R, CEFARSIABEEXS0OFSHATE—E , AEARBHESEEFNFIERKE,

@ : fFE=RCSR?

AENBEBRBZBPKNRET  BELEEHBER (ELBRCSRAFERER ) RERBBAGLRINBE
RESBNIMEBLURFRUSIORENES. CERESTAEHARRENLNR, ARNEREXE
BHENES (NEEFNER ) URTEMFE (WELERE ).

R : PKCS1289 O 5 12 R4 2
ABBENSIBUEHTIPKCS12MEREF | export THBHOS. YWHRE Apkcs12iER | HiE
FERMEERE —HEEHPKCS12MCARIREEH A EE1H,

RESH<BEMTERESR ?

E aFRBENERFAZELS  RESEARGFEBISERMBCANLRES, RESRAR
BN (XEBETUEFZAGERE , SINRERTHRINEANRMER ) , YBRER
X509 NIRERERPKINER, QRIS ULBABUESAENEE , R—EARNERLRAR
BENETFXE. RECRAESRNET. AREMAE (BATE ) NEANERAURBRER
ERNEFNER (BAREE ) NEAUXE, IRBEEN , YARERENKBESEERE  BE
CRALEAZSRERENEREREHES.

B RLHETRHRE  ATEBETCELEIE?
AETRERHNZERR , il :

1.EREFRESNETE  EMREHBREIEERAZXBENETHNER. fn, EFANEEY
TEBED K 1IEAnyconnectE B iw I SAZBN H o

2.EREPKCS12ER , EHRPKCS12ERPROPRECAREMERER. NREFF RN FHE
CARERZEMRE  ERNCARETRZEGHE  AEZREREAITERIREAMRZHITEAT
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SEATERNBMEXNEBETASENLZELANBEFTFIHIER, fln , FEBHREERER
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B RN EREFEMEAENEREHER?
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openssl genrsa -out id.key 2048

openssl req -out id.csr -key id.key -new
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B REEMREMEEN?
AFARFRENEBEERRIER, FESTEERRIAER , BEER EARMER,

ﬂﬂﬂﬁﬁﬁi«z% SR Zh ?
A.EE“‘%E’JCLI an T : show crypto ca cert <trustpointname>

M. MAREMEE. CAREMNABERPKCS12?
A.PKCS12T] LAE A OpenSSLER L TSI :
openssl pkcs12 -export -out p12.pfx -inkey id.key -in id.crt -certfile ca.crt

B : W fE R EUEMASAR RREEE ?
A.

- fEFACLI: #EAE T : crypto ca export <trustpointname> pkcs12 <password>

- EHAASDM:

a. EffinElConfiguration > Device Management > Certificate Management > Identity
Certificates , A% i23#ZIdentity Certificate, ¥ —T TExport, o
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@) vome | 02 Configuration| 5] Monitoring | (i) save (@ refresh | Q) 2ack () = D veb cisco
Bookmarks 9 8 % | G = Device = Certificate | > Identity Certificates =]
& boakmark a page, right-dick on &
::: ':;d* na\ﬂ;fioﬂ tree and select Tssued To Tssued By Expiry Date Associated Trustpoints Public Key Type A
) ' m (4096 bits) Show Detais
© o [ Delete unstruchur cdwm-em ™ lrolcmm ... 5 10:00 CEST F:bszoz SSL-Trustpaint General Purpose RSA (2048 bits)
unstructurediame =FTD7.. CN KrakowCA-sub -1 04:44:00 CEST Dec 21 2024 S5L-Trustpoint-PKCS12 General Purpose RSA (2048 bits) Delete
[z, vpn example. com] Mot Available Pending. .. SSL-Trustpaint] Uniknawn

Device Management & 8
{8 Management Access ]
i 88 Licensing

+- 38 System Image Configuration

- g High Avalability and Scalabiity

-1 Logging :
{3 smart Cal-Home P L )MakiCose
g Cloud Web Sequrity Certificate Expration Alerts
I @3:":;::‘“° Setine Send the first lertbefore : (60 | (days) | SetDefault
= [E3 Certificate Management Repeat Alart Intarval : 7 (days)
e oo
CA Certificates Weak Crypto Configurations

b. BRFEHERNNE , HEELRE , A%RIKZ—TExport Certificate,



Confiquration > Device Management > Certificate Management > Identity Certificates ]

Issued To Issued By Expiry Date Associated Trustpeints Usage Public Key Type Add
... S
ame=risav... CM=ca.example.com, OU... 15:10:00 CEST Feb & 2024 SSL-Trustpoint General Purpase RSA (2048 bits)
... CN=KrakowCA-subl-1 04:44:00 CEST Dec 21 2024 S5L-Trustpoint-PKCS12 General Purpose RSA (2048 bits) Delete
Mot Available Pending... SSL-Trustpoint| Unknown

Export
Find: @ [ Match Case
Certificate Expiration Alerts
Send the first alert before : |60 | (days) Set Default
Repeat Alert Interval : 7 (days)
Weak Crypto Configurations 4 Export cerificate XL
Permit Weak ke d Hi
it Weakey suesandd  eyport to File: C:\Usersigisco DESKTOP-R2CHSGS Documentslce | | Browse. .
Public CA Enrollment + Certificate Format:
Get your Cisco ASA security appliz (@) PKCS12 Format (Certificate(s) + Private Key) stomers a spedial promotional price for certificates and trial certificates for
testing.
() PEM Format (Certificate Only) [}

Using & previously saved certifica Configuration Enaryption Passphrase

Encryption Pas: ase; sees
ASDM Identity Certificate Wizard — ¥ ad

The Cisco ASDM Identity Certifics  Confirm passphrase: | eees| E

Export Certificate Cancel Help
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