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BREMN

HNEFRNBEENAEEEETE, Fx /R ERRMBEENRERAHCAEAGTIINE
(CLI)‘E‘IEH’JM%—Lﬁﬁﬂgtééq%ﬁﬁgt)o
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BB EEEM
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N orE ERERT , #A%ADefault-RSA-Key B K/NB2048HRSASER : B2 , B
ﬁ%ﬂ%iﬁﬁﬁ WEB  LECHTERERNERASBY,

<#root>

ASAv (config)#

crypto key generate rsa | abel
SELF-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: SELF-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

Eﬁﬁ.ﬂ’ﬂ ﬁﬁﬁﬁﬁ“’j\ﬁﬁﬁ ﬁ%*@*ﬁ show crypto key mypubkey rsa.

<{froot>
ASAV#

show crypto key nypubkey rsa

C...)
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

SELF-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:
30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4a4



af020301 0001

EVEARERBNEEN. BTREFEMER.

<#root>
ASAv (config)#
crypto ca trustpoint

SELF-SIGNED
ASAv (config-ca-trustpoint)#

enrol | rent self

EREX2REHSE(FODN)MEAEERE,

/N 5% FQDNE| B AR BB A WASA/ B FQDNSIP AL TE , 2| $EREBE
A ESREBSAN),

2

<#root>
ASAv (config-ca-trustpoint)#
f gdn

asavpn.example.com
ASAv (config-ca-trustpoint)#

subj ect - name

CN=

asavpn.example.com,0O=Example Inc,C=US,St=California,L=San Jose

(WE ) REEESRIFEUNSREEHE., NREARRSRYE  AIFFERIE,

<#root>
ASAv (config-ca-trustpoint)#
keypai r

SELF-SIGNED-KEYPAIR
ASAv(config-ca-trustpoint)# exit

 EEMMEEREERES

<#root>
ASAv (config)#
crypto ca enrol

SELF-SIGNED
WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be



used for VPN authentication this may cause connection problems.

Would you 1like to continue with this enrollment? [yes/no]:
yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]:

no

Generate Self-Signed Certificate? [yes/no]:
yes

ASAv(config)#

exit

6%&&,ﬂﬂﬁﬁﬁ%ﬁﬁ%%ﬁﬁ%%%&mwmwwmm%

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTe Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTe Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032
Storage: config

Associated Trustpoints: SELF-SIGNED

HEERABFHR(CSR)EM
1. (AR ) BYEARESRAINGE SRY.

N B EBRERT . S ADefault-RSA-Key B X/NB2048HRSAS S - B2

HEEREEAK—NER , LEEATEARRNER/ AL ERY.

-
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<#root>

ASAv (config)#

crypto key generate rsa | abel
CA-SIGNED-KEYPAIR

nodul us

2048
INFO: The name for the keys will be: CA-SIGNED-KEYPAIR
Keypair generation process begin. Please wait...

EEEE"J ﬁﬁ@%ﬂ’ﬂl*;{ﬁﬁﬁ ﬁ%*@*ﬁ. show crypto key mypubkey rsa.

<#froot>
ASAV#

show crypto key nypubkey rsa

...
Key pair was generated at: 14:52:49 CEDT Jul 15 2022

Key nane:

CA-SIGNED-KEYPAIR
Usage: General Purpose Key

Key Size

(bits): 2048
Storage: config
Key Data:

30820122 300d0609 2a864886 f70d0101 01050003 82010f00 3082010a 02820101

59dcd7d7 c3ee77f5 bbd0988d 515e390e b8d95177 dfaf6b94 a9df474b lec3b4da4d
af020301 0001

EBUERRERBNGEERN, BEEMERIKIR,

ASAv(config)# crypto ca trustpoint CA-SIGNED
ASAv (config-ca-trustpoint)# enrollment terminal

BHEXEREFHEMERAESE. FODNMEECNS| B4 HEEHFESHRBHIFQDN Pt
1t Pefg,

ASAv (config-ca-trustpoint)# fgdn asavpn.example.com
ASAv (config-ca-trustpoint)# subject-name CN=asavpn.example.com,O=Example Inc,C=US,St=California,L-

(E ) BEESBR1PEYNER|ME B,

ASAv (config-ca-trustpoint)# keypair CA-SIGNED-KEYPAIR



5. (Wi ) BEEFERBRERE — E£RARESHEBE(CRL) IR LEEREHEOCSP), &
RIEAT , RERHEREERERRE,

ASAv (config-ca-trustpoint)# revocation-check ocsp

6. (AR )HWEEHRETHNRE  YLXEFHISHERAZEENCAERS, NRELTR
RRkRE , AIERAUECARERSNRE BRE,

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

ASAv(config)# crypto ca authenticate CA-SIGNED
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

MIIDXDCCAkSgAWIBAGIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoTBNnd3LXZwbjEMMA0GA1UECXMDbGFiMRcwFQYDVQQDEWS j
YS5TeGFtcGxT1LmNvbTAe FwWOXNTAYyMDYxXNDEwMDBaFw0zMDAYMDYXNDEwMDBaMEUx
CzAJBgNVBAYTA1BMMQ8wDQYDVQQKEwWZ3dy12cG4xDDAKBgNVBASTA2xhYJEXMBUG
A1UEAXMOY2EuZXhhbXBsZS57jb20wggEiMAOGCSqGSIb3DQEBAQUAA4IBDWAWGgEK
AoIBAQDI6pth5KFFTB29Lyn0g9/CTi0GYa+WFTcZXSLHZAGWTUZLYM19IbSFHWa6
gTeBnHgToLRNQoB51Q1XxEA45ArL2G98aew8BMD0O8GXkxWay forwLA3UIWZVTZsVN————— END CERTIFICATE-----

quit

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

=

7. AMBEELER TERTFEFCAETEEMNCSR, CSREFBEEHEANSWMYE PHLNR
. AEEALERHNKRESTREACHEBNES.

N i EECSRNBUEZSHBER  CAUUENEESTESNFODNNEBERE
51



ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you like to continue with this enrollment? [yes/no]: yes
% Start certificate enrollment ..
% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor

% The fully-qualified domain name in the certificate will be: asavpn.example.com
% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes
Certificate Request follows:

MIIDHzCCAgcCAQAwWgYsxGzAZBgNVBAMMEmMFzYXZwbi51eGFtcGx1LmNvbTEUMBIG
ALUECgwLRXhhbXBsZSBJIbmMxCzAJBgNVBAYTATVTMRMWEQYDVQQIDApDYWxXpZm9y
bmThMREwWDwWYDVQQHDAhTYW4gSm9zZTEhRMB8GCSqGSIb3DQEJAgwSYXNhdnBuLmv4
YW1lwbGUuY29tMIIBIjANBgkghkiG9wOBAQEFAAOCAQSAMIIBCgKCAQEAS5cvVZVrlj
Me8Mz4T3vgT1Z8DAAROavs/TBAYiqGdjyiV/3K92IIT/0r8cuAUe5rR4sjTvaXxyYC
SycSbwKc4kZbr3x120ss8I1td5g4kBdrUSCpr1+VMiTphQgBTAqRPkOVFX4rC8k/T
OPFDE+2gjT1wMn9reb92jYrol1GK4MWZdCzqowLPjE]j5cCwu8Pv5h4hgqTpudms+v4
g3R100Dmeyv4uEMYLS/noPxZXZ8Y1QMiG2EP2BgOKOT3Fzx0mVuekonQtRhiZt+c
zyyfSRoqyBSakEZBwABod8qlEg5]/pH130]1itOUJEYITFoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABoOE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiG9wOBCQ4x
LjAsMAsGALUdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHNjQjH
YhO8EOVWyoo9FaLfHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Zz
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29INXEKb/+A2Tt0OVVUTsYreGS+84Gqo
ixFOtW8R50IXg+afAVOAh81xVUFOvuUAi9DsiuvufMb4wdngQSOel/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXd]j7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

. EASHEE. HECSRE , SREHEFOHRERE.

ASAv(config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.

Would you 1like to continue with this enrollment? [yes/no]: yes
% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDoTCCAomgAwIBAgIIKbLY8Qt8N5gwDQYIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoTBnd3LXZwbjEMMA0oGALUECXMDbGFiMRcwFQYDVQQDEWS j
...

kzAihRuFgmYYUeQP2Byp/S5fNqUcyZfAczIHt8BcPmV09161SF/ULG1zXMSOUX6N



d/LHXwrcTpclzU+7qx3TpVDZbJ TwwF+BWTB1xgMOBosJIx65u/n75KnbBhGUE7575V
HX2eRzuhnnSVExCoeyed7DL1iezD8

————— END CERTIFICATE-----

quit

INFO: Certificate successfully imported

0. RBEB/EHLE., THRE , JUEATIREFTHN I HREENCAEE show crypto ca certificates

ASAv# show crypto ca certificates CA-SIGNED
CA Certificate

Status: Available

Certificate Serial Number: Occfd063f876f7e9
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: CA-SIGNED

PKCS125: 1



EREENCARKMNPKCS12IER , ZERTEST|MY, FHREN ( 7E ) CARSHE,
1. B ERRERBNEER,

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12
ASAv (config-ca-trustpoint)# exit

N s EANSRULEAREBEHE.

2. (WE) REREMERESL ZE — ARSI BE(CRL) IR LB S RERHEOCSP), &
REAT , RERHEREERERRE,

ASAv (config-ca-trustpoint)# revocation-check ocsp

3. EPKCS12iEREARE,

N 55 PKCS12REEE# (Thascos B, MELE XARBETHREEREI TN
7 , BIBXE R Abaseb4imls, &I —HEUHIEREHR Abaseb4imiFIEN , IEH
opensslo

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgY2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QYJKoZIhvcNAQcBMBwWGCigGSIb3DQEMAQMWDgQIiK0cC
wqE3TmOCAggAgITIHONjxmJBuoPRuY11VxTiawHzsL8kIT0310j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7J/hqoKcwECDO5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

4. BIBLRENEFE,
ASAv# show crypto ca certificates TP-PKCS12

Certificate
Status: Available



Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
CN=asavpnpkcsl2chain.example.com
O=ExampTle Inc

L=San Jose

ST=California

C=UsS

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022
end date: 15:33:00 CEDT Jul 15 2023
Storage: config

Associated Trustpoints: TP-PKCS12

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=lab

O=ww-vpn

C=PL

Subject Name:

CN=ca.example.com

OU=1lab

O=ww-vpn

C=PL

Validity Date:

start date: 15:10:00 CEST Feb 6 2015
end date: 15:10:00 CEST Feb 6 2030
Storage: config

Associated Trustpoints: TP-PKCS12

#E—ERBIF , PKCS12BEHMMCARE — MEKE —RBENMCARE. B8, RAR

HEE,
(AR ) BREEEH,

MRPKCS12REGECAEE , WHLUPEMBREBEINCAR

ASAv(config)# crypto ca authenticate TP-PKCS12
Enter the base 64 encoded CA certificate.
End with the word "quit" on a line by itself

&, AU FBREZES



MIIDXDCCAkSgAWIBAgIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoTBnd3LXZwbjEMMAOGALUECXMDbGFiMRcwFQYDVQQDEWS j
...
gW8YNHOVMO8svyTXSL1IfOUCAmAY+1G0gghUTSTkFBtLRt6Z2uCotOONOMHIOhKS
dcVcovOi/PAxnrA1J+Ng2jrWwFN3MXWZ04S3CHYMCGkWgHkaHCh1gDOx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:
Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02
Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

uhé
)iﬁ

=H
BRIEEERE
1. RE BRI AL,

<{froot>

Al.

i

# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16084
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asa.example.com

Validity Date:

start date: 15:00:58 CEDT Jul 15 2022
end date: 15:00:58 CEDT Jul 12 2032

Storage: config
Associated Trustpoints: SELF-SIGNED



2. ENERREE

ASAv# conf t

ASAv(config)# crypto ca enroll SELF-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you like to continue with this enrollment? [yes/no]: yes

WARNING: Trustpoint TP has already enrolled and has

a device cert issued to it.

If you successfully re-enroll this trustpoint,

the current certificate will be replaced.

Do you want to continue with re-enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asa.example.com
% Include the device serial number in the subject name? [yes/no]: no

Generate Self-Signed Certificate? [yes/no]: yes

ASAv(config)# exit

. BEWBE.

<{froot>

ASAv# show crypto ca certificates SELF-SIGNED
Certificate

Status: Available

Certificate Serial Number: 62d16085
Certificate Usage: General Purpose
Public Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asa.example.com

Subject Name:
unstructuredName=asa.example.com
L=San Jose

ST=California

C=US

O=ExampTle Inc

CN=asa.example.com

Validity Date:

start date: 15:09:09 CEDT Jul 20 2022
end date: 15:09:09 CEDT Jul 17 2032

Storage: config
Associated Trustpoints: SELF-SIGNED

ERREER/BRCSR)GEMETES

S

TR NRFEANMIEERTAHETFZTE (subject/fqdn, &%) , MIBRIHIS.
BREABREZEERBRCSRETHMEr, T—EBEIRRFHISIH A,

N4

4



1. REETRSRHAE,
<{froot>

ASAv# show crypto ca certificates CA-SIGNED

Certificate

Status: Available

Certificate Serial Number: 29b2d8f10b7c3798
Certificate Usage: General Purpose
PubTlic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=Tab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config
Associated Trustpoints: CA-SIGNED

Certificate

Subject Name:

Status: Pending terminal enrollment

Key Usage: General Purpose

Fingerprint: 790aa617 c30c6894 0bdc0327 0d60b032
Associated Trustpoint: CA-SIGNED

2. EMEE. ERTUERYEXTCAETHBNCSR, CSREFFEEHEANTR/YEFHL
R — ARERRERYNEESEEACHEBNRESE,

N B SBCSRABUEZSHBEN  CATUENEAYHESHFQDNAZREE
2%,

N s YAR-EEY  EREERTEAONTISRHTRE | SEMISE L RNRE
MR CSR,

ASAv# conf t
ASAv(config)# crypto ca enroll CA-SIGNED

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes



% Start certificate enrollment ..

% The subject name in the certificate will be: CN=asavpn.example.com,O=Example Inc,C=US,St=Califor
% The fully-qualified domain name in the certificate will be: asavpn.example.com

% Include the device serial number in the subject name? [yes/no]: no

Display Certificate Request to terminal? [yes/no]: yes

Certificate Request follows:
]/pH130]1itOUJEYITFoVHqv3jL7zfA9i1Inu
NaHk1ir062VQNXwIDAQABoE4wDwYJKoZIhvcNAQkHMQITADA7BgkghkiGO9wOBCQ4x
LjAsMAsGA1UdDWQEAwWIFoDAdBgNVHREEFjAUghJhc2F2cG4uZXhhbXBsZS5jb20w
DQYJKoZIhvcNAQELBQADggEBAM3Q3zvp9G3MWP7R4wkpnBOH2CNUMPENIhHN]QjH
YhO8EOVWyoo9FalL fHKVDLVFXhOvn50sXBmPLuVps6Ta4sBRUNicRoAmmAOpDWL9Z
Duu8BQnBGUNO8T/H3ydjaNoP]/f6EZ8gXY29NXEKb/+A2TtOVVUTsYreGS+84Ggo
ixFOtW8R50IXg+afAVOAh81xVUFOvuUAi9DsiuvufMb4wdngQSOel,/B9Zgp/BfGM1
T10ApgejACoJAGmyrn9Tj6Z/6/1bpKBKpf4VESUXdj7WLAjw5IF/X2NrH3/cQsczi
G2Yg2dr3WpkTIY2W/kVohTiohVRkgXOMCecUaM1YxJyLTRQ=

————— END CERTIFICATE REQUEST-----

Redisplay enrollment request? [yes/no]: no

. EBEASHEE. BECSRE , aRHFOREE.

ASAv (config)# crypto ca import CA-SIGNED certificate

WARNING: The certificate enrollment is configured with an fqgdn
that differs from the system fqdn. If this certificate will be
used for VPN authentication this may cause connection problems.
Would you Tike to continue with this enrollment? [yes/no]: yes

% The fully-qualified domain name in the certificate will be: asavpn.example.com

Enter the base 64 encoded certificate.
End with the word "quit" on a line by itself

MIIDgTCCAmmgAWIBAgIIMA+aIxCtNtMwDQYJIKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAOTBnd3LXZwbjEMMA0GALIUECXMDbGFiMRcwFQYDVQQDEwWS5 j
YS5TeGFtcGxTLmNvbTAeFwOyMjA3MjAxXNDASMDBaFw0OyMzA3MjAXNDASMDBaMIGL
MRswGQYDVQQDDBJhc2F2cG4uZXhhbXBsZS57jb20xFDASBgNVBAoMCOV4YW1wbGUg
SW53jMQswCQYDVQQGEwIVUzETMBEGATIUECAWKQ2FsaWZvcm5pYTERMASGALUEBwWwWI
U2FuIEpvc2UxITAfBgkghkiGOwOBCQIMEMFzYXZwbi5T1eGFtcGx1LmNvbTCCASIw
DQYJKoZIhvcNAQEBBQADggEPADCCAQoCggEBAOXL2Va9YzHVDM+E974E9WFAWAEd
Gr7POwXWIghnY801f9yvdiCE/9K/HLgFHUa0eLI07212AksnEm8Cn0IGW698ddtL
LPCLXeY0JAXalEgqa5f1TIk6YUTAUWKKTSNLXV+KwvIP09DxQxPtoI09cD]/a3m/
do2K6JRiuDFmXQs6qMCz4xI+XAsLvD7+YeIak6bnZrPr+INOdTjg5nsr+LhDGCOv
56D8WV2fGIKkDIhthDIgYNCjk9xc8dITbnpKIOLUYYmbfnM8snOkaKsgUmpBGQCcAA
aHfKtRIOSTf6RIdICZYrTT1CRMiJRaFR6r94y+83wPYpSI7jWh5Ig90t1UDV8CAWEA
AaMuMCwwCwYDVROPBAQDAgWgMBOGA1UdEQQWMBSCEMFzYXZwbi5TeGFtcGx1LmNv
bTANBgkghkiG9w0OBAQs FAAOCAQEATQUchY4UjhjkySMIAh7NT3TT5]J4NzgwW8gHa
wWNg+YYHR+sQ6G3vn+6cYCU87tgWT1Y3fXC27TwweREwMbq8NsJIrr80hsChYby8kwE
LnTkrN7dJB17u50VQ3DRjfmFrJ9LEUaYZx1HYvcS1kAeEeVB4VIwVzeujWepcmEM



p7cB6veTcFIrulDVRIMdOKYEOXx+HYav2INT2udcOGlyDwm1,/mqdf0/ON2SpBBpnE
gtiKshtsST/NAw25WjkrDIfN8uR2z5xpzxnEDUBOHO1 pG1gb1I6GIARXWO+LwfB1
n1QD5b/RdAQOUbLCpfKNPAE/9wWNNoXGD117qfZxr04T71d2Idug==

————— END CERTIFICATE-----

INFO: Certificate successfully imported

4. BREFMEFESINH A,

<tfroot>

ASAv# show crypto ca certificates CA-SIGNED
Certificate

Status: Available

Certificate Serial Number: 300f9a2310ad36d3
Certificate Usage: General Purpose
PubTic Key Type: RSA (2048 bits)
Signature Algorithm: RSA-SHA256
Issuer Name:

CN=ca.example.com

OU=1ab

O=ww-vpn

C=PL

Subject Name:
unstructuredName=asavpn.example.com
L=San Jose

ST=California

C=US

O=Example Inc

CN=asavpn.example.com

Validity Date:

start date: 16:09:00 CEDT Jul 20 2022

end date: 16:09:00 CEDT Jul 20 2023

Storage: config
Associated Trustpoints: CA-SIGNED

PKCS12/&5T

BEEMERAPKCS12ERAMNEERTEIRE. BEREHNIE , FEEEUFNEER
1. BEYERRERBIEER.

ASAv(config)# crypto ca trustpoint Trustpoint-PKCS12-2022
ASAv(config-ca-trustpoint)# exit

2. (WE ) REREMEMESL E — AR EMIHBE(CRL) IR LEEREHEOCSP), &
RIEAT , RERHEREENRERRE,

ASAv (config-ca-trustpoint)# revocation-check ocsp

3. PKCS12IEREAFTEE.



N 5 PKCS12BEB T 1Thasebs iR, MR X AFIEETEMMERE N THNZ
7T, AIZE R Bbasebsimit. B EUFIERER BbasebsimBIN , ATLEH

opensslo

openss1 enc -base64 -in asavpnpkcsl2chain.example.com.pfx -out asavpnpkcsl2chain.example.com.

ASAv(config)# crypto ca import TP-PKCS12-2022 pkcsl2 ciscol23

Enter the base 64 encoded pkcsl2.

End with the word "quit" on a line by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAaCCDZ0Egg2ZMIINTTCCCBcGCSqGSIb3DQEH
BqCCCAgwgggEAgEAMIIH/QYJIKoZIhvcNAQCcBMBWGCiqGSIb3DQEMAQMWDYQIiKOC
wgE3TmOCAggAgITHONjxmJBuoPRuY11VxTiawHzsL8kI103107j7tcWmECBwzsKKq
...
PXowMwYJKoZIhvcNAQkUMSYeJABhAHMAYQB2AHAAbgAUAGUAeABhAGOACABSAGUA
LgBjAG8AbTAtMCEWCQYFKw4DAhoFAAQUPXZZtBeq1h98wQ1jHW7J/hqoKcwECDOS5
dnxCNJIx6

quit

Trustpoint CA certificate accepted.

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to limit the validation scope, if necessary.

INFO: Import PKCS12 operation completed successfully.

N B MEFPKCSIEREEBABE  YELBRELLRERE—_REANARS
WY AFEE%SE AESRYEE,
&4 -

<tfroot>

ASAv(config)# crypto ca import

TP- PKCS12- 2022
pkcs12 ciscol23
Enter the base 64 encoded pkcsl2. End with the word "quit" on a Tine by itself:
MIIN4gIBAzCCDawGCSqGSIb3DQEHAACCDZOEgg2ZMIINTTCCCBcGCSqGSIb3DQEH
dnxCNIx6
quit

WARNI NG | dentical public key already exists as TP- PKCS12



ASAv(config)# show run crypto ca trustpoint
TP- PKCS12- 2022

crypto ca trustpoint TP-PK(CS12-2022

keypair TP- PKCS12

no validation-usage crl configure

BRRENES

<tfroot>

ASAv# show crypto ca certificates TP-PKCS12-2022

Certificate

Status: Available

Certificate Serial Number: 2b368f75e1770fd0
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=1ab O=ww-vpn C=PL
Subject Name: unstructuredName=asavpn.example.com CN=asavpnpkcsl2chain.example.com O=Example Inc
Validity Date:

start date: 15:33:00 CEDT Jul 15 2022

end date: 15:33:00 CEDT Jul 15 2023

Storage: config

Associated Trustpoints: TP-PKCS12-2022

CA Certificate

Status: Available

Certificate Serial Number: 0ccfd063f876f7e9
Certificate Usage: General Purpose

PubTlic Key Type: RSA (2048 bits)

Signature Algorithm: RSA-SHA256

Issuer Name: CN=ca.example.com OU=1ab O=ww-vpn C=PL
Subject Name: CN=ca.example.com OU=Tlab O=ww-vpn C=PL
Validity Date:

start date: 15:10:00 CEST Feb 6 2015

end date: 15:10:00 CEST Feb 6 2030

Storage: config

Associated Trustpoints: TP-PKCS12-2022

ELE—@ERHIF , PKCSI2BEHMNBEENCARE , Fitt , ZEA, BENCAREZRERE
TRfERE. B8, EFERERE.

(AE ) BmEEER,
WMRPKCS12NEBECAEE , WAUPEMRAEREMCARE , AITUFBREZFES.

ASAv(config)# crypto ca authenticate TP-PKCS12-2022
Enter the base 64 encoded CA certificate.



End with the word "quit" on a line by itself

MIIDXDCCAkSgAwWIBAGIIDM/QY/h29+kwDQYJKoZIhvcNAQELBQAWRTELMAKGALUE
BhMCUEwxDzANBgNVBAoTBnd3LXZwbjEMMA0GALUECXMDbGFiMRcwFQYDVQQDEWS j

...
gW8YnHOVMO8svyTXSL1IfOUCAmAY+1G0gghU1STkFBtLRt6Z2uCotOONOMHIONKS

dcVcovOi/PAxnrA1J+Ng2jrWwFN3MXWZ04S3CHYMCGkWgHkaHCh1gDOx9badgfsyzz
————— END CERTIFICATE-----

INFO: Certificate has the following attributes:

Fingerprint: e9adl65c 2673424c 6e7e0c5f b30b4a02

Do you accept this certificate? [yes/no]: yes

WARNING: CA certificates can be used to validate VPN connections,
by default. Please adjust the validation-usage of this
trustpoint to 1limit the validation scope, if necessary.

Trustpoint CA certificate accepted.

% Certificate successfully imported

6. EFBEEASAERFEEEMAREGTE.
g4 -

ASAv# show running-config ss1 trust-point
ss1 trust-point TP-PKCS12

ASAv# conf t

ASAv(config)#ss1 trust-point TP-PKCS12-2022
ASAv(config)#exit

N s CARTUETRNEBLERER. RECHECAYNRE.
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https://www.cisco.com/c/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-
config/basic-hostname-pw.html#1D-2130-000001bf



/content/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
/content/en/us/td/docs/security/asa/asa918/configuration/general/asa-918-general-config/basic-hostname-pw.html#ID-2130-000001bf
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