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FHEZ A REF(ACS)H1T E I EIRADIUSHERE | ¥iEAREIVPN 300052 F A EHITRE.
VPN 30005+ 2 LR BRAERERNERAEES, HERAERAETR , AEEVUBELRK
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FHZ2 B PIX/ASA 7.xF1Cisco VPN Client 4.x for Windows with Microsoft Windows 2003 IAS
RADIUS & 17 B& S FL i& 'R 5] , LAFECisco VPN Client(4.x for Windows) &2 & F§ Microsoft Windows
2003 Internet Authentication Service(IAS)RADIUSfR]BREFHIPIX 500 R 5 R £ #E7 .x 2 EER EiR ik
FHRIVPNELR

ESREFARADIUSEITHE R E 5% BT Cisco IOSE R EF M Cisco VPNZE Fif4.x for WindowsZ
Bt EIPsec , LAH B I H 25 B ARADIUSHITE & B 0BT AICisco VPNE Fifd . x 2 B ELR
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. Cisco VPN 3000 ConcentratorE Bt i& I Ali@iBHTMLN HiETEE,
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. Cisco Secure ACS for Windows ( hx454.0 )
. BEBSER4.7.2.BMCisco VPN 3000 5 £ 25
. Cisco VPNf&E i & 14 .x
ANHHNEARBRBREEREREANEEMEL., XPFEAZNMEREBRRSER (AR
) BAHAERENE), MMRENBREEER , FRACCERTMIES TREERNNEE,

1 5
A2 REENEMR MEGINRMEE S R EHINEH.
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£ VPN 3000 Concentrator £ 948

Al LL A Cisco Secure ACS for WindowsFIVPN 3000 ConcentratorE&#H , B EMERBENARE
AR, MITUA T EBUBILERE

- #£VPN 3000 Concentrator t ARV 1B EREEEEE, SEERAREHR , ARCEAEHL
&8 (4% ) B EIVPN 3000551 IR M ERAK SR RIR(IKE) B, EREEEE
REIVPNEF BT ACisco VPNE Fis LB EE B NZRE,

. #£Cisco Secure ACS for Windows{r Bk 8% L Bt B F AR ZERADIUS B Mt S EB M
(VSAEIT B SRR, FEBIVPN 30004 F 88 — #2145 A A9 VSAZRADIUS(VPN 3000)E .

. #E38 A RAWindows RADIUSHICisco Secure ACSfAfRsS LRI EBFEAE , ¥WiSMMosREBIE—R
B TEENHEI—EH, FRAEERARETENEY K EXAEEREMEBREN | Cisco
Secure ACS for Windows& #5418 L B M EiX BIVPNEH 2],

VPN 30005+ 28 an{alfiE AR (5 F & W1

VPN 300052 EAVPNEF BT EMAMFEARADIUSERFERAER , X ABB S ERNWEM
o ERHBELAVPNEFEFHTEEERADIUSHHIT , VPNERSHERUTEBLIEFEAE
%

1. EAERYE — GLBMHRERELEATEMHEMEM,
2. Tunnel Group attributes — £ Fi & 1818 & 17 58 3% ks R IR B Y A B 1 #BEH Tunnel Group B 18

%o
3.EAXEMY — FHERREEBEPRONIMBYEEHVPNEREEAABMIESR,
VPN 3000% %Il £ AR B3 0

SERAERRNSER J«XE%IPseCLﬁFﬁmE’\J 5| A ECisco VPN 3000525 , W AVPNEER &EE
BAAAR Fim | J«)\JE RADIUSfAIBR 25 1T & 17 B & .

EAERREF , B CBEBRFEEFBEVPNERSE K REMES/NEE , MU TEWHR

Logi n: admin

!--- The password must be "admin". Password:***** \We| come to Ci sco Systenms VPN 3000 Concentrat or
Series Command Line Interface Copyright (C 1998-2005 Cisco Systems, Inc. 1) Configuration 2)
Adm ni stration 3) Mnitoring 4) Save changes to Config file 5) Help Information 6) Exit Main ->
1 1) Interface Configuration 2) System Managenent 3) User Managenent 4) Policy Managenent 5)
Tunneling and Security 6) Back Config -> 1 This table shows current |P addresses. Intf Status IP
Addr ess/ Subnet Mask MAC Addr €SS --------mmmmmmmm oo oo
--------------- Et her1-Pri| DOM | 10.1.1.1/255.255.255.0 | 00.03. AO. 89. BF. DO Et her 2- Pub| Not
Configured| 0.0.0.0/0.0.0.0 | Ether3-Ext|Not Configured| 0.0.0.0/0.0.0.0 | ---------------------
---------------------------------------------------------- DNS Server(s): DNS Server Not
Configured DNS Domai n Nane: Default Gateway: Default Gateway Not Configured 1) Configure

Et hernet #1 (Private) 2) Configure Ethernet #2 (Public) 3) Configure Ethernet #3 (External) 4)
Configure Power Supplies 5) Back Interfaces -> 1 1) Interface Setting (D sable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Management 9) Set Public Interface |PSec
Fragmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 1 1)
Di sabl e 2) Enable using DHCP Client 3) Enable using Static |P Addressing Ethernet Interface 1 ->
[ ] 3 This table shows current |P addresses. Intf Status |P Address/ Subnet Mask MAC Address ----
--------------------------------------------------------------------------- Et her1-Pri| DOWN |
10. 1. 1. 1/ 255. 255. 255. 0 | 00. 03. AO. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 | Ether3-
Ext| Not Configured| 0.0.0.0/0.0.0.0 | --------mmmmmm oo oo oo



--------------------- DNS Server(s): DNS Server Not Configured DNS Domai n Name: Default Gateway:
Def ault Gateway Not Configured > Enter | P Address Ethernet Interface 1 -> [ 10.1.1.1 ]

172.16. 124.1 20 02/ 14/ 2007 09:50:18.830 SEV=3 IP/2 RPT=3 IP Interface 1 status changed to Link
Down. 21 02/14/2007 09:50:18.830 SEV=3 IP/1 RPT=3 IP Interface 1 status changed to Link Up. 22
02/ 14/ 2007 09:50:18.950 SEV=3 IP/1 RPT=4 IP Interface 1 status changed to Link Up. > Enter
Subnet Mask 23 02/14/2007 09:50:19.460 SEV=3 IP/2 RPT=4 IP Interface 1 status changed to Link
Down. Ethernet Interface 1 -> [ 255.255.255.0 ] 1) Interface Setting (D sable, DHCP or Static
IP) 2) Set Public Interface 3) Select IP Filter 4) Select Ethernet Speed 5) Select Duplex 6) Set
MIU 7) Set Port Routing Config 8) Set Bandwi dth Managenment 9) Set Public Interface |PSec
Fragnmentation Policy 10) Set Interface WbVPN Paraneters 11) Back Ethernet Interface 1 -> 11
This table shows current | P addresses. Intf Status |P Address/ Subnet Mask MAC Address ----------
--------------------------------------------------------------------- Ether1-Pri| Up |

172. 16. 124. 1/ 255. 255. 255. 0 | 00. 03. A0. 89. BF. DO Et her 2- Pub| Not Configured| 0.0.0.0/0.0.0.0 |

Et her 3- Ext | Not Configured| 0.0.0.0/0.0.0.0 | ------m-mmm oo oo
---------------------------- DNS Server(s): DNS Server Not Configured DNS Donmai n Nane: Default
Gateway: Default Gateway Not Configured 1) Configure Ethernet #1 (Private) 2) Configure Ethernet
#2 (Public) 3) Configure Ethernet #3 (External) 4) Configure Power Supplies 5) Back Interfaces -
>

VPNEE A 8888 /R 7E Quick Configuration ( REBE ) F , EXBEREEE.

- BFE/BH
. Configuration > Interfaces(public=10.0.0.1/24, private=172.16.124.1/24) B9 T H/#E 1S
- Configuration > System > IP routing > Default_Gateway(10.0.0.2) # #9 78 5% {3 B3

LR |, ATREAERERBBHTMLAA BVPNEF 5.
AE : MRRALEBEVPNEFR  MEEHMTUTIER

1. iE#Configuration > 1-Interfaces > 2-Public > 4-Select IP Filter > 1.Private ( #&% )

2. iEZ# Administration > 7-Access Rights > 2-Access Control List > 1-Add Manager
Workstation S £ 8 7\ 50 & FE 25 AV 1P e 1t .

EEBRNBEBVPNERRK , TREHTELIR,

TREMELRE , TRBCUIERAWebBIBERYERIIMEENNENIPRERAREE, it
RO | AR SR ABER BBHTMLES FIVPN T

1. & Configuration > Interfaces , A EERBGUIREFRENH.

Save Neededf Rd

This section Jets you configure the VEPET 3000 Concentrator’s network interfaces and power supples

In the table below, or m the pacture, select and chek the miedace you want to configure:

Interface | Status I Address Subnet Mask  DMAC Address |[Default G atevway)
Ethernet 1 (Private) | T 172.16.124.1 |255.255.255.0 00.03 A0 85 BF.DO
Ethernet 2 (Public) | TP 10.0.0.1 2552552550 00,03 AQ0.8% BF.D1|10.0.0.2
Ethernet 3 (External) |Nc:t Configured 0.0.0.0 0.0.0.0
DINS Server(s) IDNS Server Not Configured

D““Tg DLIII'I.j.[I “Ti:l.l[l.l."

2. ERATHER |, #4EBARWindows RADIUSHICisco Secure ACS{al iR 83 %718 ZIVPN 30005 A
BB EF, EZEConfiguration > System > Servers > Authentication , ARE L ABREFIR—
~Add.



Configure and add a user authentication server,

Selectng fnternal Server wall let you add users tc
Server Type IF@DIUE = database. If you are usmng EADIUS authenticahor
additional authonzaton check, do not configure a

Autlmntigcﬂii::; [17216.1245 Enter IP address or hostname
Used For | User Authentication =] Select the operation(s) for whuch this RATTUS se
Server Port[0 Enter 0 for default port (1645),

Timeout[4 Enter the timeout for this server (seconds)

Retries IE_ Enter the number of retries for this server.
Server Secret [“~ Enter the RADIUS server secret.

Verify I"““'““"““'ﬂ Ee-enter the secret.
Add Cancel |

B ARES E BIRADIUS |, 3t A&iE A Windows RADIUSAIBRES#Y Cisco Secure ACSHTIEiE L&
S5l KBAFTEHTSIBRBAETERIRAE, Authentication Server — &i A& A A Windows
RADIUS{aI R 25 #9 Cisco Secure ACSHIIP#:it, Server Secret — i ARADIUS{A RS £ 8,
It & 8@ 2B B3 1E Cisco Secure ACS for WindowsER & F ELiE VPN 30005 25 F Y £ 6848
B, Verify — EFBAZRBETRE. E2K5MHEEMRIEFHIEEIVPN 3000E+HHEHN L
MHEREF. REHAEEESOREBGARSIA , LARSEFEASER, UREZEAERES K
BEARS , cHMEASEMIRBRIBRRES.

3. ERLATHER , LAETEVPN 30005788 LELERSEH. 7% il E HiEZF Configuration >
User Management > Groups , A#%1Z—TAdd, £ "BE., EBPENIFHIEELSIH. £
ERLATRESIBZH , B0 —T "EA,) : X EE3|HERRKFBVPNEETEN R
K518, ELS|BUEMREZVPN 30005 H 25 FMWERBANTAERRERER, BH

Thiz section lets you add a group. Checle the Inhexit? box to set a field that wou want to default to the base group value.
Tcheck the Inherit? box and enter a new value to override base group wahies

Tdentity Parameters
Attribute Value Description
[I:?:;E ||paev:gn:|l.p Enter a unique name for the group
Password |"‘""""'"“"‘ Enter the password for the group.
I
Verify IEﬁ Wenfy the group's password,
External groups are confpured on an external authenticahon server (e.p BADITTS)
T || ternal | : .
ype|memsl 2 mtersad groups are confipured on the VEIT 3000 Concentrator's Internal Database,

[ Add | Cancel |

#Z ¥ (Group Name) — B AHEZ T, fliIPsecUsers, Password — B AN ZE, ER
IKEEFENTFALAS8, Verify — EfMWMARBETERE. BB(Type) — SUHERSE BTER
- WEB,

IPsec




Check the Inherit? box to set a field that you want to default to the base group walue, Uncheck the Inherit? box and enter

IPSec Pararneters

Atimbute Value Inhert? Des

IPRec SA |EEF‘-3DEE-M35 j ¥ Select the group’s IPSec Secunty Aszociat

IKE PE::E;;E:z | If supporded by cardihcate E| [v select whether or not to v2hdate the 1dentit

IEE Keepahves| [+ ¥ |Check to enable the uze of IKE keepalves

Confidence Interval [*'l:ll:l ™ {seconds) Enter how long a peer 15 permith
— checks te gee dt iz sidl comected

T | Type |Fl|='rr|l.llr=' py— ﬂ v Select the type of tunnel Eor thas group. Tps

tizedad

Hemote Access Parameters

Group Lock| ™ ¥  |Lock wgers into thiz groug
P e — Zelect the authenncaton method for memb
A > = .. ..
Amhmt&ﬂ?‘!,l_ _'L"'JIU —_I__ - = apply to Individual User Authentication
Tf tnembers of this group need authonzanor
Authorization Type |N|:ne "'I ¥  |awthorzabon method, I wen configure thos |

Server

Tunnel Type — i###Remote-Access. Authentication - RADIUS, &% HVPNE A 25 1
FEREBREBFEAE, Mode Config — REHAERRE. 2—T "Apply. -

4. TRRUATESR , SMEEVPN 300056+ tEREZ B HBERRSE. EHER , REBERK
#8 , A% E— TModify5 T &Y Authentication Servers, Al ABEEEREBN 5 HRFERR

2, MEELARF[ELEERRRPFEE,

This section lets you configure groups. A group 12 a collechon of users treated as a single entity.

Click the Add Group button to add a group, or select a group and click Delete Group or Modify Group. To
group parameters, select a group and clhek the appropnate button

ysecgroup (Intemalky Configurad)

Acrtions
Add Group |
Modity Group |
Delete Group I

Current Groups

Modify

0 Authentication EENEigj:l

Authonzation Sersers

Accounting Servers
address Fools

Bandwidth Assignment

YWebWVPM Servers and LIBLs
Wy'ebWFh Fort Forwarding

|
|
|
Client Update |
|
|
|

BEF RSB R BIRADIUS , A% AEHICisco Secure ACS for Windows RADIUS{al fR 25371838
L8, BATEHTSIHREAHTERREE, Authentication Server — &i A il FH AWindows
RADIUSAI B 259 Cisco Secure ACSHYIP#i1it, Server Secret — & ARADIUS{A RS £ 88,
It & 88 P /BB 1 Cisco Secure ACS for WindowsHt & A B & VPN 30005 A 8355 FA 1Y £ 88 48



E. Verify — 2 A BB ETRE,

5. i##Configuration > System > Address Management > Assignment , A% 2+ Use Address
from Authentication Server , AEEE FiniEiR &0 8RFE R , #ERADIUSHEREEHPEILMIPH
# 1P it 7 B A4S VPNE F ik o

This sechon presents Address Assignment ophons, Each of the followmg methods are tned, m order, untl an address 15 foun

Check to use the [P address suppled by the chent. This can be overndden by

Usze Client Addres:
s e e userfgroup conbigurabion

Use Addr I Authenticati
€ eis from Authen ;a o W Check to use an IF address retneved from an authenbcaton server for the clent
Server

Use DHCP [ Checls to use DHOCF te obtam an [P address tor the chent

Cheecls to use internal address pool confipuration to obtan an IF address for the

Use Address Pools [ .
chent

[’ Reuse l_ Enter the length of hme m minutes (0-480) that a released méernal

Delay

address pool [F address wall be held betore beng reassnigned.
Apphy | Cancel |

RADIUS{q] iR 2540 %8

RN EHE —Z o0 M B Cisco Secure ACSELE AVPNE FinfE A& B 1 ERFEANRADIUSHERESFR
EMIBFE , HCisco VPN 3000RFIEHEE — AAAE FimiE 3,

W TACS AdminE R~ , LATEiE1TCisco Secure ACS for Windows RADIUSA AR 2§HIPC L R BN &
HaE, NREE FEALCENTEHAEEBANRER A,

1. ERATHE , VPN 30005 H 255718 ZICisco Secure ACS for Windows{a iRESEL B F ., &
ZNetwork Configuration , A% & — TAdd Entry AHAAAE F i #1318 ZIRADIUS A AR 25

e Surewt — Network Configuration

-
B

Eroup =
EL ‘%Q AAA Clients v
By |Goarediretie AAA Client Hostname | AAA Client IP Address Authenticate Using
ponants
T | | nm-wlc 192.168.11.24 | RADIVS (Cisco Alronet)
a Configuration
| WG 172.16.1.30 RADIUS {Cisco Airespace)
2 4in] Syrtemn
Configuration

Add Entry Search J

Interfaoe
B Configuration

AVPN 3000542538 LT 5 &




Network Configuration

Edit

Add AAA Client

aar Client Hosthame

aag Client IP Address

Key

Authenticate Using

...........

YPMN3000

172.16.124.1 =]

ciscol23

RADIUS (Cisco ¥PN 3000/45A/PIX 7.0+) 7

[T Single Connect TACACS+ AAA Client (Record stop in accounting on failure).

[T Log UpdateMwatchdog Packets from this Ass Client

[T Replace RADIUS Port info with Username from this ass Client

Submit Submit + Apply | Cancel |

AAA Client Hostname — & AVPN 3000523V E# % ( AADNSHEHT ) - AAA Client IP
Address — & AVPN 30005 F 8589 1Pibit, Key — 8 ARADIUSEfRES €88, SR /AE
FEVPNEF SR LB S HRFBARIFEEEN SWBMERE. Authenticate Using — # 1%
RADIUS(Cisco VPN 3000/ASA/PIX 7.x+), & f5FVPN 3000 VSAEERFEGroup
configurationfR &+, #&—T "Submit, . #E#Interface Configuration , #&—T
RADIUS(Cisco VPN 3000/ASA/PIX 7.x+) , A% iEH Group [26] Vendor-Specific.



Interface Configuration

RADIUS (Cisco VPN 3000/ASA/PIX 7.x+)

User Group
[028/3075/001] Access-Hours
[026/3076/002] Simultaneous-Logins
[026/3076/005] Primary-DMNS
[026/3076/006] Secondary-DNS
[026/3076/007] Primary-\WINS
[026/3076/008] Secondary-WINS
[026/3076,/009]
[026/3075/011] Tunneling-Protocols
[026/3076/012]
[0z26/3076,/013]
[028/23076/015] IPSec-Bannerl
[026/3076/016] [PSec-aAllow-Passwd-Store

Subrmit Cancel

it . TRADIUSEM26. —RIEFTEMHERBIENEMY. M , #EFinterface Configuration >
RADIUS(Cisco VPN 3000) , AR ERIFAE A AMEBHERLL02685E, ERRFIEELMER
BENBMHEEBNIETF RADIUS 2615%, FARERT , ELBMHIT SRR EEAELMERTE
h, EEEREPETR , FEMAREEPEILFEARADIUSETEHBRBHAAAT F G ( 44
R AVPN 300057485 ) . A%, N EEREREFEZHEREUser Setup ( EAERE ) .
Group Setup ( #HFE ) AIMEFWEMN, MEFETABEHREAZNFMBENR , F28
RADIUSE . #—T "Submit, .

 SERELELER | ASHEFTE BICisco Secure ACS for WindowsEL B ., ##ZGroup Setup , A%
EEFEHP—EERE , FlaGroup 1, A% R — TRename Group.

SEP-Card-Assignment

[PSec-Sec-Assaciation

[PSec-Authentication

HL I e s I N (O B A
< XX IR R R R K



//www.cisco.com/en/US/docs/net_mgmt/cisco_secure_access_control_server_for_windows/3.3/user/guide/ad.html

Group Setup

Group |1 Group 1 ~]
Users in Group Edit Settings |

Fename Group

BEBEXRE
BEEERNETE, fliipsecgroup. AR EHWITIBRELES , HibFEHE RMEEN
ERAR, WRMECAEESMAR—EE , ATNSEBAVPNEREHE, &—TEdt
Settings A fmEF EFH R AP I &,



Group Setup
Jump To

Group Settings : ipsecgroup :I

Access Restrictions

Group Disabled E

- Members aof this group will be denied access to the
netwoaork.

Callback 2]

)

Mo callback allowed

" Dialup client specifies callback number

Use Windows Database callback settings (where
possible)

=

%B—T
Cisco VPN 3000 RADIUSY Fil BB LL 2 ZM B M, E A FF o Bk tb4H /Y 5 & # & Cisco VPN
3000 RADIUSEB M | i 2 F &£ Cisco Secure ACS for Windows P& R & F 1K,

Submit Submit + Restart Cancel




Group Setup
Jump To

Cisco YPN 3000/ASA/PIX v7.x+ RADIUS ﬂ .
Attributes
I [30764001] Access-Hours
|
™ [3076%002] Simultaneous-Logins
0
™ [20764005] Primary-DMS
0.0.0.0 -
[T [207640068] Secondary-DNS
0.0.0.0
™ [30764%007] Primary-WINS
0.0.0.0
[T [20764008] Secondary-WINS
0.0.0.0
™ [30764009] SEP-Card-aAssignment
|any-sEP «| | =
Submit Submit + Restart Cancel

K EE
Wt , RERREHEREVPN 3000RFIEHREBSEIPREN , W AVPNEHRIFHHELRE
TERFEHRERBEER , AITFEEERZVPN 3000 RADIUSE ., E#AIVPN 30008
: Primary-DNS — & A =DNS{R RES#YIPHbit, Secondary-DNS — & A B BiDNS{a] AR 25 £Y
IPitsit, Primary-WINS — % A =WINS{R AREFHYIPHbit, Secondary-WINS — & A i Bf
WINS{R] BRE§H IPi# 3k, Tunneling-Protocols — i###IPsec., & /o 7F/Psec® FimiE#R. T/
FFPPTPEL2TP, IPsec-Sec-Association — #i AESP-3DES-MD5, & AR FTE|Psec®E F
ImERA O] A R m IR 1TIE AR . IPsec-Allow-Password-Store — i##ZDisallow , B L7
FAEEVPNEFiRPREEFEZE, IPsec-Banner — i A B4R B 6] i Fl & B RAV B E BAE
o flmn , TEuOfEAMyCompany& TVPN#EA ! 4 IPsec-Default Domain — % A &2 51 1Y
HE, Bl , "mycompany.coms . TEHEELWBMHE, B2 , MRETHEEVPN 30005+ 25
NWEFREBHEREEE N , CiscoB R AR ELL T B : Simultaneous-Logins — i A L5 E
RAEFERERFEREEBRKZEANKE . BREA152, SEP-Card-Assignment — #iF
Any-SEP, IPsec-Mode-Config — i##£0ON, IPsec over UDP — i##20FF , BRIEEHE L
H§ 55l & A IPsec over UDPIEE1TIERR. WRIBIEZFEON , BIVPNEFIR{IARBEH A ib 2R
HIPsec over UDPIf IE ¥ i##%. IPsec over UDP# — iZIZ&E 140012149151 FUDPE R,




£ EIPsec over UDPAONEF EALLEE, T—HBMEREEVPNEFRLEE—LERE
, RETEEFER. EBRSRERAEHTIEE. Access-Hours — IEEREFEVPN 30005
A 25 L B9 Configuration > Policy Management FE& & — R JIFAFIRE., MEEHAEAR
WindowsHICisco Secure ACSH Al ARV aA /NG BURE L B4 . IPsec-Split-Tunnel-List —
EEREEVPNEH 25 L #YConfiguration > Policy Management > Traffic Management FE&TE
P, EREAIEAERNAKREE  SHAFERAERAEBZETNREMEER., &
Group setupHiE#ZIP assignment , A #1%+ Assigned from AAA server Pool , AfEFEVPNZE
FinEREREBSMREFRA/HE P EIPHbIL,

Group Setup
Jurap To

IP Assignment ﬂ

" Mo IP address assignment
" Assigned by dialup client
" Assigned from AA4 Client pool

*  Assigned from AsA server pool

Pwrailable Pools Selected Fool=

FI ong | 1

g | Crownn I

iEESystem
configuration > IP pools A AVPNZE FinfE A EEIIPH , A% IE— T Submit,



System Configuration

MNew Pool E
MName pooll
Start Address 10.1.1.1
End Address 10.1.1.10

Submit I Cancel

System Configuration

AAA Server IP Pools

i d

Pool Name

Start Address

End Address

In Use

pooll

10.1.1.1

10.1.1.10

0%

Restart AR FEEXMA#FE, ERELSBRUNEEZE,
3. #Cisco Secure ACS for Windows L BB &, i#1EUser Setup , IAFEAERRE , AREK

iZ$ZSubmit >



User Setup

User: lipsecuser]
Find | [ add/edit

List users beqginning with letter/number:
A BCDEFGcHTIJELHN

List all users |

Femave Dynamic Users |
— ~Add/Edit, B
RERERT TERIENATSIH




User Setup

"

User: ipsecuserl {(New User)

T Account Disabled

Supplementary User Info ? |
Feal Name [useri
Dascription |u:-,erl
User Setup hd

Password Authentication:

|.&CE [nternal Databasa E|

CiscoSecure PAP (also used for CHAR/MS-CHAP/ARAP, if the Separate field is not
checked.)

|1-4-1f1--|-1-4¢-1--|-

Password

|:|-++c:nc::u-+4c:c:¢

Confirm Password

[T Separate (CHAP/MS-CHAP/ARAP)

Password |

Confirm Password |
When a token server 15 used for authentication, supplying a separate CHAP

password for 3 token card user allows CHAP authentication. This is especially useful
when token caching 15 enabled.

_——Group to which the user 15 assigredh—

"H___[lp*-:ecgmup 1_f’

—_— J—

Submit Cancel

Password Authentication — iZ#ACS Internal Database, Cisco Secure PAP - Password —
A A ENZIE, Cisco Secure PAP — BRI — EfMWANERAENZG. A&
EIMNE —ZEEF—SHEVNEANERE, E—T "Submity UREMBAFERAERE,
ERELESBRUNBHMERE,

AVPNE F i 5 & o Bl g K8 P ith it

AT T HER

1. B ¥ HVPNAEIPSECGRP,
2. BV REZNFRIPHERE , RERIZZFIPSECGRP, i#iEAssign static IP address , £ 1E
Client IP Address Assignment T 2Bt B9 #R RE 1P it



User Setup

T Separate (CHAP/MS-CHAP/ARAP)

Confirm W ook ok ok ok ok R ok ok ok ok ok ook ok
Password

When a token server is used for authentization,
supplying a separate CHAP password for a token card
user allows CHAP authentication. This is especially useful
when token caching is enabled.

Group to which the user is assigned:
IPSECGRP -]

Callbaclk

llse group setting

O

No callback allowed

Callback using this number

Dialup client specifies callback number

O D

Use Windows Database callback settings

Client IP Address Assignment

Use group settings
Mo IP address assignment

Assigned by dialup client

= DD

Assigh static IP address [192.168.1.55 W

-

Assigned by Aad client pool

Submit Delete Cancel

VPNZE i i i




KENIBVPNEE IR E,

1. i#$EStart > Programs > Cisco Systems VPN Client > VPN Client.
2. ¥ — T New A BB Create New VPN Connection Entry#R &

# ciatus: Disconnected | VPN Client - Version 4.8.01.0300

Connection Entries  Status  Certificates Log Opbions Help
ﬁ.-.arﬁ ﬁ £ = ' ) );/J Cisco SvsTems
-I"-._ T, N
Connect Mew Impot M odify Delete
Connechan Entries |Eertifi|:ates | Log I
I Connection Entrp | Hozt | Tranzpaort
< | 2
Mok connected.

3. HRIERK , AZNKREEEEE. WREFEE , A AR, EHostF|HIEEVPN 3000
Concentrator/ 23 /M HEIPH#bE |, R#21ZZEGroup Authentication, RZIRMHEABBIHE, H—
T Savell FERHFTHIVPNIERERE -



# YPN Client | Create New YPN Connection Entry

Connection Entry: |v|:|nuser

Descrption: |Hea1:|n:nffin::e

Host: [10.0.0.1

{» GQroup suthentication

Authentication lTranspDrt l Backup Servers l Dial-Up ]

(" Mutual Group Authentication

Marme: |ipsecgmup

HEHEEEEENE

Pazswaord:

HEHEEEEENE

Confirm Pazsward:

(" Certificate Authentication

M ame: |
| Send Ca Certificate Chain

Erasze Uzer Password |

SCave Canicel

TR

RIEVPNE Fim B & 43 £ F £ Cisco VPN 3000%& 5 £ 28 HEL B RV HE R A & W&o

MM ECIRE

BFEER B LHIEE,

3
#

1. #£VPN 3000k , i##Configuration > System > Servers > Accounting Servers , A& 718

Cisco Secure ACS for Windows{a iR 23 .

2. i##2Configuration > User Management > Groups , 38 Hi B '~ — {E 4 3 % — TModify AcctfF
, IS B IRFE RSS2 SEE. RARSR. AREAGCKARSNIPHU R FRSE S8

o



Configure and add a EADIUS user accounting server.

Accounting Server |172.16.1245 Enter IP address or hostname.
Server Port [1646 Enter the server TTDP port number.
Timeout[I Enter the timecut for this server (e
Retries[3 Enter the number of retries for this
REFVEr Secret [Hos= Enter the BEADITS server secret.
Verify [ooee* Ee-enter the server secret.
Add Cancel |

FECisco Secure ACS for WindowsH , SCBREC# N T8 H TR

RADIUS Accounting active.csv [ Befrash [l Dowrioad

Fegular Exaression Stast Date & Time End Oate & Time Fows per Page
| ||'r mydd v b mmi ss ||'r T ddi oy bR mmiss |t a j

Apply Filter Cleas Filter |

Filtering is not appled.

P calling- At - At - Ak - Barvice- | Eramed- Avcd-  Acrd- Acct- A
Dale Time #  Lser-Mame N.—trr:~ "ilnrillrlg—lrl Blatus- Session- Session- lwom | Probocol Imput- Oulpul- Tnput- O
S S ——r Hype i limg 0% FOUUEE oorars Octets Packets Po
HLE2Z2005 18 238:20 ipsecuser] ipsecgroup 192,165, 1.2 Start ESFOO000T ., Framed PPF A, T . .
- YR 3000 [ fault Accounting
TS [ =
10/27/2005 18:38:20) - 1o o nerator Group : o :
g L L 1 I.‘!efauI: ) .Eft_cc.lntini; )
e Concentrataor Group off

B
FEASERE , BREHEEREE EEEE,
M EESETE(EREEMELMER)OIT)XERE Eshowii T, FHOITREshowds T H iy 2547

o

Er VPN R

F£VPN 3000 Concentratori , i Administration > Administering Sessions LA B 55 1% i VPN B & /Y
B,



https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do

Femote Access Sessions [ LAM-to-LAM Sessons | Management Sessions |

Agsimned TP Client Brytes MAC
Fsername Address Crou Protocol | Login Tune Tvoe Tx Hesult Actions
- Public IP =1oup Encrvption | Duration Vﬁn Evies Posture
Address Bx Token
Ot 27 i
. 10.1.1.% . IFse: WmntT ]
ipsecuser ] 192 168 1.2 | APSECEFOUP [arro jco 1555211{4 a8010300| 8056 His [ Logout| Ping ]

BEVPNE F ik
ERATSBARBVPNE S,

1. #—T "Connect, JARKENVPNELR,
# status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Entries Status Certificates Log Options Help
ot £E
=5 ﬁ 3 Cisco SysTems
Lonnect g rport odiy Delete L
Connection Entries |Eerth:etes ] Log I
Connechion Entry Host Tranzpaort
YPnuUser 10.0.0.1 IPSec/UDP
4 | il
ﬂgt-cmne:tea}

2. HEMWREETEAESHRRE. BABRNERESBNBERURIVPNER.



status: Disconnected | VPN Client - Version 4.8.01.0300

Conneckion Enkries  Status  Certificates Log Ophions  Help

@ @ @ M Cisco SYSTEMS

Cancel Connect M [rnport b odify Delete

Connection Entries IEertificates | Log |

Connection Entry Host

Ypnuser 10.0.0.1

# VPN Client | User Authentication for "vpnuser”

Enter Uzername and Pazsword.

Cisco SysTems

Jzemame: |ipsecuzer]

HEHEEEEX

« FPazzword:

|

ak. Cancel
[ |

“Authenticating I.IEEE} (T[]
3. VPN%E FimE /0 h R RYVPN 30005 A 25iE 4R

Connection Entries  Status  Certificakes Log Ophions Help

% ﬁ E] @ Im Cisco SysTens

Disconnect M e [rport kadify Delete

Cornection Entries | Cerificaes | Log I

Conmcction Entry 7

YNuUser

| 1

Connecked ko "vpnuser Connected Tine: 0 day(s), 10:00,06 El y




4. # ¥ Status > Statistics AMEVPNE F i i S8 H 5+ E o

# VPN Client | Statistics

T unne Details} Route Deails l Firewall l

Addrezs Information Connection Infoimation
Client: 10.1.1.9 Eriky: WONLIZE!
Server. 100,07 T, 0 Jayl=], 00,07 .33
Bytes Crypto
Received: 448 E noryptior: 168-bit 3-DES
Sent; E314 Authentication: HMAC-MDE
Packets Tranzport
Crcrpted: 50 Transparent Tuwneling:lnactve
Decrypted: 3 Local LAM: Dizabled
Dizzarded: 18 Corpression: Mohe

Evpazzed. 31

Reset

Cloze

REREDE AR

SERUATSREN AT ARG 1T B AR

1. &£ Configuration > System > Servers > Authentication , RETRATEER , LURIER
RADIUSfAARZRMVPN 30005 88 2 BIAVERR . BIFEMR MR , ARE—TRR.



Thiz section lets you configure parameters for servers that authenticate users.

Tou should have a properly configured EADITS, T Domain, DI or Eerberos/Active Direci
configure the mternal server and add users to the nternal database.

Click the Add button to add a server, or select a server and click Modify, Delete, Move, or

Authentication
Servers Actions

172 16,1245 (Badius/User Authentication] Add
Internal (Intermal) _
hdodify

Delete

hdowe Lp

tAoe Down

Test

B ARADIUSERAZERBBNZG , AERE—TOK,

Enter a username and password wath which to test. Please wait for the operation

Username |ipsecuser

shobohebedodedodd

Password

K I Cancel |

@ Authentication Successhul

Continue |

SHBRFERI.
2. MRXE, BIFgERE EREDIPEREE, BMEACSARSF LN AKRERAFTIREFEHE
KBAHBRER. MRMAFPRETES |, AITREEFEEZIPERBE, RADIUSEREE)E
RADIUSAIfRES. B&FEFEA ZIEEVPN 30005+ 25/ HHVIBRES L FFRADIUS(1645)& Kl 2=
AREE, MREARSHEERKI , EEAVPN 3000EFHE[NEAK , FEBEFEBERET
BREHAF. MRERTEER , BIFLAEE E Configuration > System > Events >
Classes > Modify(Severity to Log=1-9, Severity to Console=1-3)8 , AZAUTH. IKEFIIPsecE



HEH M EIVPNEF S, AUTHDBG, AUTHDECODE, IKEDBG. IKEDECODE,
IPSECDBGHIPSECDECODEt# A/ , EAJiRMBZHNERA. MRFEEEBEHERADIUSHIRES
B RN B FEMAEA , BJAUTHDECODE, IKEDECODEMIPSECDECODE#Log=1-
134% B8 SeverityfR BIIR St & A

3. #Monitoring > Event Log # RE# H 5.

1513 1002712006 18:37:25 330 SEV=8 [KEDBGME1 RPT=4T 192 168.1.2 _:]
SEMDING Message (msgid=66T9165e) with pavloads .

HOR + HASH {8) + HOTIFY (11)

total length : 20

1515 1072712006 18:37:35.830 SEV=8 [KEDBGME1 RPT=48192168.1.2
RECEWED Message (msoid=9575he36) with payloads ;

HOR + HASH {8) + NOTIFY (11) + NOKNE ()

otal length - 80

1517 10/2712006 18:37.35.830 SEV=8 I[KEDBGM RPT=120 192.168.1.2
Group [ipsecgroup] User ipsecusert]
processing hash

1818 1072712006 18:37,35.830 SEV=08 IKEDBGM RPT=121 192 168.1.2
Group [ipsecaroup] User ipsecusert ]
Processing Motify payload

1819 10627572006 18:37:35 830 SEV=4 IKEDBG/36 RPT=10 192 168.1_2
Group ipsecgroup] User ipsecuser]
Sending keep-alive oftype DFD R-U-THERE-ACK (seq number 0x653e486d)

1521 10/27/2006 18:37:35.830 SEV=9 IKEDBGM RPT=122 192.168.1.2 j
-

Pause Display | ClearDisplay | Restan | Receiving.

VPN Client 4.8 for Windows i EHE iR

SEREUL T S ERLIEVPN Client 4.8 for Windowsi 1T FEHER

1. ##£Log > Log settings L AAVPNE Fim Y B 554% 51,



& VPN Client | Log Settings ]

Changing logging lesvels will take effect immediately and will cause the curent log
window to be cleared.

IKE:

[ LOG.IEE ]
Connection Manager: | 1 - Liow ﬂ [ LOG.CM ]

Diaemon [cvpnd]: | 1 - Low | [LOG.CYPND |

User Authentication: | 3-High v | [LOGXAUTH |

Certificates: | 1- Low | [LOG.CERT]
IPSec: | 3-High | [LOG.IPSEC]
Command Line: | 1-Low =] [LOG.CLI]
GUI: | 1-Low | [LOG.GUI]
PPP: | 3-High | [LOG.FFP]
Firwali | 1-Low =] [LOG.FIREwWALL ]

QF. Cancol

2. 11 Log > Log Window A RVPNE Fix iy B3R B -



# YPN Client | Log Window

Cizco Systemsz WPM Client Verzion 4.8.01.0300

Copyright [C] 1938-2005 Cizco Systems. Inc. All Rightz Reserved.
Client Twpelz]: Windows, WinM T

Running or: 5.1.2600 Service Pack 2

Config file directony: C:MProgram FilezhCizco Systems'\WPM Client

1 12:26:29.234 103068 Sev=Waring’/2  [KEDwd 3000067
Received an IPC meszage durng invalid state [[KE_MAIN:50Y)

g 1226:36.109 1043106 Sev=waming/2  CWPMND/0=E234000713
AddR oute failled to add a route; code 87
Dlestination 192.168.1.2585

Metmaszk, 250, 205,205,255
Gateway 10.1.1.9
[nterface 10.1.1.9

3 122636109 103106 Sev="wamings2  ChMA0xA3100024
Unable to add route. Network: cOa20016, Metmazk: FEEE, nterface: 2010709, Gateway: a0107103

Cizco Systemsz WPMN Client Version 4.8.01.0300

Copyright [C] 1998-2005 Cizco Systems, Inc. All Rights Reserved.
Chent Twpe[z]: Windows, WinNT

Running or: 5.1.2600 Service Pack 2

Config file directony: C:\Frogram FileshCizco Systems'\WFM Client

1 12273640 103106 Sev=Info/4IPSEC/OxE3700013
Activate outbound key with SPI=0x2c3afd45 for inbound kew with SP1=0xc9c1 b7 d5

2 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal kew with SP1=0xc3c1b7d5

3 132742656 10/31/08 Sev=Info/4IPSEC/0xE370000C
K.ey deleted by 5P| Oxc9c1bydb

4 122742656 10/31/06 Sev=Info/4IPSEC/OxE3700013
Delete internal kew with SP1=0x2c9afd45

A 122742656 10/31/06 Sev=Info/41PSEC/0x6370000C
F.ey deleted by SPI D2c3afddb

RS

. Cisco VPN 3000 R 5 #EhEs T EEH

- Cisco VPN i # i 3 S B [

. IPSec B E/IKE &R E

. Cisco Secure ACS for Windows X &
. FERADIUS{al BR &8 .- §% 7 Bh A8iR i 2%

- Fifi BB H - Cisco Systems



//www.cisco.com/en/US/products/hw/vpndevc/ps2284/tsd_products_support_eol_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2308/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/tech/tk583/tk372/tsd_technology_support_protocol_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/sw/secursw/ps2086/tsd_products_support_series_home.html?referring_site=bodynav
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_administration_guide_chapter09186a008015ce39.html#2003699?referring_site=bodynav
//www.cisco.com/cisco/web/support/index.html?referring_site=bodynav
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