VPN 3000£E7 88 E ARAVPNE Fimi 4 Blh2E A
=R

Im
=

S (o
8 =
=3
&

Bl
%

B
I
&

%
o5
R
ot

@ ~
=

=8
EVPNEHES R E R 5 BE
B

EZVPNE Fif
BARVPNE Fif H &

SR HE AR

HEEAE A

bl

RMBRH T BBEOAARFFVPNE FinEEIBREEREIVPN 3000 55+ 25 K 3h B Internetdy &
HHRA, LEEAFVPNEFiHBBIPsecRe it ATER , BREEE InternetW T L 255

o

AE  HESZIBETMESFEREZLEAM, HAVPNEFinESHinternetV AR LFH™ |, FTARE
Egg ARe M. AR K REBETEEHEBIPsechREHEATLAN, TEBEMS EEE 2B
HEEAURAFFEAVPNE iR A LANG B, BEFMER , FSHEVPN 30005%&+ 88 /i3t
VPNZ /= i 25 3 L AN 55 5 B9 i i 7= 51

DB R
=R

AXEBEVPNESE FCEFEERNERARVPNE &, 2058 & KHE EIPsec with VPN Client to
VPN 300052 E Rl , 2.

£RH U
AN FHEARRIBI T B AMEERRA

. Cisco VPN 3000 Concentrator & 5l #x 8& ik 4<4.7.2.H


//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00806f34e6.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a00806f34e6.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a008026f96c.shtml
//www.cisco.com/en/US/products/hw/vpndevc/ps2284/products_configuration_example09186a008026f96c.shtml

. Cisco VPN &%k 44.0.5
AXNHHEFRRBERECERTREANWEEMEYL, XWHFEAZIVMEEEER AR ( AR
) AEREREE), MEENEREEER  BRARZEEBTMAIES UEERNEE,

#85% M 7=

VPNE Figfu A HEBKPSOHOMEE L |, BiBInternetiE 4R I B,

19 1%&!.’.'3

192.168.0.0/24

172.22.1.0/24
“Internet”

VPN Cliant
182 168.0.2

i 4]
A2 EBREAR MBS AR F 28 AHEHIR EFA.

HEREM

EEAVPNEFIREIVPNERRSERT  ERENEMNE , REVPNE FinH A REHSH N
ZIWEEZVPNERZR, RECHVRENZENCEAENE  HLERERSLRAAREET. 28
BEALZEBAAEAEZBEEEEZBENHALNTAREBNREBEREFILEE, AEMRE
(BlmiM, EFEBHSEERE ) 9BIBVPNEF inkY 2 LANEE 2 BB

FEVPNSE A 28 | B B 7 55 BRIE

ERELSR  SEBEEERESAEACHEEMA2TEE, ELBUMKEE. LEEER
VPNEFiREEEEAMZREN B EMEEK, BYRFER  #EEMBITFRBEMRNFDRE
EREEH,

1. i#Z#£ Configuration > Policy Management > Traffic Management > Network Lists , A% 22
Add.


//www.cisco.com/en/US/tech/tk801/tk36/technologies_tech_note09186a0080121ac5.shtml

Cizea BrsTims

VPN 3000 Main | Help | Support | Logow
Coneentrator Series Manag

Logged in: admin

Configuration | Administration | Manitoring

unfiguration | Policy Managemeni | Traffic

Save Heededls
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Configuration | Administration | Manitoring
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Logged in: admin

Configuration | Administration | Manitoring

unfiguration | Policy Managemeni | Traffic
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q. v VPN 3000 Main | Help | Support | Logow
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Configuration | Administration | Manitoring
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Check the Inheit boz to sot a beld that o wrant oo detialt to the basge growg wales, Uncheck dhe Inbeait? bz and
eober & e valae b overside base greup walues

Identity | General | IPSeac * Clisnt C-Jr'uag Clignt P\l | HW Client " PPTRL2ZTP | WebWPH | HAC

ient Configuration Parameiers
Cigen Client Parameters

Attribute Value Inherit? Drescription

Al

Passaord - = Checle to allovwr the [FSec chent to store the

Storage on ipataarord locally

Chemt
TPSer ower - = Clhacle Lo allens o chest Lo sperals toocgh &

TP TTAT desncs using TIDFE encapsidabon of 5P
TPRee aver Eater e TOF el Lo be wsed Gor TREec
TP Port] O P [ttrough AT (4001 - 45151, except port
500, which 35 ressrved for BAT-T)
* Select a meshod to use ar disatls
| Uis= Climr Confiqunsd List =] :m 2eETErE
T =l & Eoter up to 10 IFSec backup server
Eal']i'.ec = addrasseshnanmes sarlng ko bigh
Cistd BrsTims Sumﬁ prienby o lowr
« Euter each [P2e: backy secver
- =l addreesiname on 8 =gl kne. ;l
6. [ T REESplit Tunneling Policy M Split Tunneling Network ListEf% , A& iR— T/EEHRHN
Only tunnel networks,
7.RTHEEPEECHEVNBE. RGP A8, BEE T MEBLTHRINAREBEEE
o
VPN 3000 Main | Help | Support | Logowt

Concentrator Series Manager

Logged in: admin
Configuration | Adminisiration | Moni

Select tie method and networds list to be used
T Turmel everyibmy Sor Fplit Trnneling
Splir F Afow the nemsrarics in list £ bypass Tunnel Everything: Zend o traffic theough
Tunneling| 4 :_L_ '1:-' T e 7 |the nmeel
Palicy T _ Adlors the networles in the st to hypass the
& Cnly toane] aetarorics i the bt tumnel: The VEH Client may choose to s2nd
mraffic to addresses wthes Bt o the chent's
LA, Send all other trafie thwough the ummel
Siplit ITOTE This ssting only applies to the Cisca
Tannels — WP Chent.
Nm:f SEhBiES 5 T | Punnel networks in the list: Send trafic 50
T.ixt addrezses m thas st through the hmnel Jend 2l
sther baffic to the clhent's LATT
DEfm,l[ Eviter the deZhult dosnai name gnmed s wssrs of
num:unj [ s grop
FName
Ent=r the set of domens, separated by
sommas watheut spaces, 1o be resobaed
Eplit DNEI— w therozgh the Splt Tzl The Defanlt L orain
MNames TTarmve mouat be egphcithy mclided m Split
DA Wames Lstilil is o be resched throsgh
the nannel

Cigta BrsTius
Lpply Cancal I

8. TR & & — T Apply.
ER e
ERVPNE F i



HEVPNE FimE R B VPNE R SR REFLNEE

AERERREERER | RER— T Connect,

# VPN Client - Version 4.0.5 (Rel) .. -0 x|
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Connection Entries | Centiicates | Log |

Connection Entry
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Connection Entries - Stabus: Certificates Log Options: Help
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# ¥PN Client | Skatistics

Route Details |

Addrezz Information

Client: 10.0.1.50

S erver: 172221108
Bytes

Beceised: 420

Sent: 24710
Packets

Encrypted: 17

Decypted: ¥

Dizcarded: 0

Bypazzed: BB

Firewall |

Connection Information

Entry: bo_ 3000

Tirme: 0 day(=), 00:00.23
Crypto

E ncryptian: 168-bit 3-DES

Authentication: HiAC-MD5

Transport

Tranzparent Tunneling: Active on UDP port 4500
Local LAM: Dizabled

Comprezssion: Maone

Reset

Cloge
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# ¥YPN Client | Statistics
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Tunnel Detalls | {Foute Detaist | Fieval |
Local LAMN Routes Secured Routes
MHetwark, Subnet b ask M ebwork: Subnet Mazk
10.0.1.0 250 285 255.0
Cloze
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Connection Entries  Status Certificates Log Ophions Help
[izable Clear Log Setings  Log 'window

Connection Entries | Cettificates | Log |

Cisco Svstems YVPN Chent Version 4,05 Fiekd

Copynight [C] 1938-2003 Cizco Systems, Inc. Al Rightz Rezerved.

Cliert Type|z] Windows, Wind T
Funning on: 51,2600 Service Pack 2

Cisco Systims

|I".In:t conneckad. Y

Cisco Systems VPN Client Version 4.0.5 (Rel)

Copyright (C) 1998-2003 Cisco Systems, Inc. All Rights Reserved.
Client Type(s): Windows, WinNT

Running on: 5.1.2600 Service Pack 2

1 14:21:43.106 07/21/06 Sev=Info/6IKE/0x6300003B
Attempting to establish a connection with 172.22.1.106.

!--- Output is supressed. 28 14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005D Client sending a
firewall request to concentrator 29 14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005C Firewall
Policy: Product=Cisco Systems Integrated Client, Capability= (Centralized Protection Policy). 30
14:21:55.151 07/21/06 Sev=Info/5 IKE/0x6300005C Firewall Policy: Product=Cisco Intrusion
Prevention Security Agent, Capability= (Are you There?). 31 14:21:55.171 07/21/06 Sev=Info/4
IKE/0x63000013 SENDING >>> ISAKMP OAK TRANS * (HASH, ATTR) to 172.22.1.106 32 14:21:56.114
07/21/06 Sev=Info/5 IKE/0x6300002F Received ISAKMP packet: peer = 172.22.1.106 33 14:21:56.114
07/21/06 Sev=Info/4 IKE/0x63000014 RECEIVING <<< ISAKMP OAK TRANS * (HASH, ATTR) from
172.22.1.106 34 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x63000010 MODE_CFG_REPLY: Attribute =
INTERNAL_IPV4_ADDRESS: , value = 10.0.1.50 35 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x63000010
MODE_CFG_REPLY: Attribute = INTERNAL_IPV4_NETMASK: , value = 255.255.255.0 36 14:21:56.114
07/21/06 Sev=Info/5 IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SAVEPWD: , value =
0x00000000 !--- Split tunneling is configured. 37 14:21:56.114 07/21/06 Sev=Info/5
IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_SPLIT INCLUDE (# of split_nets), value
= 0x00000001 38 14:21:56.114 07/21/06 Sev=Info/5 IKE/0x6300000F SPLIT NET #1 subnet = 10.0.1.0
mask = 255.255.255.0 protocol = 0 src port = 0 dest port=0 39 14:21:56.124 07/21/06 Sev=Info/5
IKE/0x6300000D MODE_CFG_REPLY: Attribute = MODECFG_UNITY_PFS: , value = 0x00000000 40
14:21:56.124 07/21/06 Sev=Info/5 IKE/0x6300000E MODE_CFG_REPLY: Attribute = APPLICATION_VERSION,
value = Cisco Systems, Inc./VPN 3000 Concentrator Version 4.7.2.H built by vmurphy on Jun 29
2006 20:21:56 41 14:21:56.124 07/21/06 Sev=Info/5 IKE/0x6300000D MODE_CFG_REPLY: Attribute =
Received and using NAT-T port number , value = 0x00001194 !--- Output is supressed.
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