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. Cisco VPN 30305 A 23k 44.1.7.A
. Cisco VPNZE Fim4. xR & B & R A
AR HREMFEACisco VPNERFER4. 72 HIREFAE 7T HHEE,

ANHHNEARBBBEERETREANEEMEL. XPEAZNAMBERELREHER ( HER
) BERESREAE . MREHMEEE EHEER , FRACEEBEMES TREKNFE,

#82% I %
AR EAUTEBRE :

10.1.1.1 172.18.124.1
— Inside - 172.18.124.133

private  Qutside - public
l Internet
Gateway
Router
VPN 3000 10.102.55.1

N_e;wnm Concentrator
101.1.%

Internet

PC with VPN

Client
10.102.55.139

AR WEEPERNIPHELST R EInternet EREES AR, EAREEREREPEANRFC
19181t 31k,
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it 1 ARZERERS

1.1

ERTVPNEFRESIEHIER | WEE R | APrivate(inside) #Public(outside) T H %

REaRFEBERETIH &R

BL TIP3k

o WA BMEREBSE T XM , MEVPNERR T UK EAAEN BEENERNTERIE

SRR ( BE RInterneti@B I H S
)

Login: admin
Pazsword:

Welcome to
Cisco Systems
YPH 3008 Concentrator Series

Command Line Interface

Configuration
Administration

Honi toring

Save chanoges to Config File
Help Information

Exit

[=a R o ) ]

Hain —»

Copwright (C) 1998-2004 Cisco Svstems,

O 8172172005 12:18:50.300 SEV=0 PSH/23 RPT=1

PSH - Console user "admin™ failed login

Inc.

Cisco Systems
VPN 3808 Concentrator Series
Command Line Interface

) Configuration

1 Administration

1 Monitoring

] Save changes to Config file
5) Help Information

) Exit

1] Interface Configuration
2] System Management

3) User Management

&) Policy Management

9) Tunneling and Security
6] Back

Copyright (C) 1998-2004 Cisco Svstems,

Inc.

WRETRT ER0IPHL,




5) Tunneling and Security

&) Back
Config -> 1
This tahle shows current IP addresses.

Intf Status IP Hddress/Subnet Hask HAC Address
Etherl-Pri} P | 10.1.1.1/255.255.255%.80 | 009004 .00 . 06,94
Ether?-Pub| Lup | 172181246 .133/255.255.255.80 | 00.90 A4 .09.06.95
Ether3-ExtiHaot Confioured] B.0.0.0/0.0.0.9 i

DHS Server(s): 10.1.8.121, 18.1.8._122
DHS Domain Mame:
Nefault Gateway: 172.18.124 1

1) Configure Ethernet #1 (Private)
2] Configure Ethernet #2 (Public)
3) Configure Ethernet #3 (External)
) Configure Power Supplies

5) Back

Interfaces -»

_DHS Domain Hame:
Default Gateway: 172.18.1724.1

1) Configure Ethernet #1 (Private)
2] Configure Ethernet #2 {Public)
3] Configure Ethernet #3 (External)
4] Configure Power Supplies

h) Back
Interfaces -> S

1) Interface Configuration
2) System Management

31 User Management

L) Policy Management

51 Tunneling and Security

&) Back
Config -» 2

1) Servers [Authentication, Authorization, Accounting, DHS, DHCP, etc.)
?2) Addres=s Wanagement

3) IP Routing (static routes, 0SPF, etc.)

&) Management Protocols (Telnet, TFTP, FTP, etc.)

5) Event Configuration

6] General Config (system name, time, etc.)

1) Client Update

8) Load Balancing Configuration

9] Back

Sustem -» 3_




8) Load Balancing Configuration

91 Back
Sustem -» 3

1) Static Routes
2] Default Gateways

3] 0SPF

41 05PF Areas

5) DHCP Parameters

6] Redundancy

1) Reverse Route Injection
8) DHCP Relaw

9] Back

Routing -» 1

Static Routes

Destination Hasl: Hetric Destination
B.a.6.4a (] 1 1218124 1
10.08.0.0 2o2.0.0.0 19 18.1.16.111
192 168.0.0 2hh.255.0.0 16 16.1.16.111

1) Add Static Route

2] Modify Static Route
3) Delete Static Route
L) Back

Routing —>»

_El:l Load Balancing Configuration
9) Back

Svustem -» 3

Static Routes
Default Gatewavs

0SPF

0OSPF Areas

DHCF Parameters
Redundancy

Reverse Route Injection
OHCP Relaw

Back

WO EMEAF- 2 | B
e o Tl B i o ol T i

Houting -> 1

Static Routes

Destination Hask Hetric Destination
0.0.9.0 0.0.0.0 1172.18.124.1
1) Add Static Route

2) Modify Static Route

gl Delete Static Route

Routing -»

 ERARALNHNEIEEPUDicBERNIEIE,



You are modifinng the interface you are using to connect to this dewice. If vou make any
changes, you will break the connection and you wall have to restart from the login screen

Configuring Ethernet Interface 2 (Public).

General

General Parameters

Sel Attribute Value Description
i~ |Disahled select to disable this mterface.
i~ |DHCP Chient =elect to obtan the IF
Address, Subnet blasl and
Default Gateway wia DHCE.
{« |Static IP Addressing Select to configure the TP
P Addresslh 32 166,12 Address and Subnet Mask.
Enter the TP Address and
Suhnet I"-"-[EISRHE55-255-255-[| subnet Mask for this mterface.

Checlk to malke this mterface a
"pubhc" interface.

MAC Address|00.03. 4083 BF.D1 The MAC address for this
intetface.

Fﬂt.{l] 2 Public (Default Sy et the Hler for this

S]]EE[[I'ID,-"'I i autl:lj =elect the speed for this

intetface.

Public Interface| v

3. KBIBESRIEMVPNERSENAINE , REEEConfiguration > System > Address
Management > Address Pools > Add A5 Bt /] A HY IPith it S, 15 7€ B2 A ZP 8RS L R H
i ETFHROIPHUEE . TX . ELEFTBERETABLARANEEE K RAFENRRES
EAFEEREREPETIIRE,

VPN 3000

Concentrator Series Manager

—Fhaddress Manegement Add an address pool

—fook Range Start |1 0.1.1.100 Enter the start of the [P pool address range.
—fiHansaement Profocols RHange End I'I 0.1.1.200 Enter the end of the IF pool address range

p— Enter the subnet mask of the IP pool addre
—filGeneral Submet Mask [255 255255 0 PTT et
 Ehoient Undsts Enter 00,00 to use detault behawnor

—Load Relancing
—EHzer Mansqement L I

Cancel |

4. E#EConfiguration > System > Address Management > Assignment , i Z+ Use Address



PoolsiE , A& 1% — T Apply SAUE HVPNE F 25 &%t
TR o

'F Concentrator Series Manager Lugged in: admin

Conliguration | Adrministration | Moniloring

Thes sechon presents Address Assgmment opions. Each of the folowing metheds are tned, in arder, wibl an
address s found.

Cheack to uze the IF address supplied by the chent Thiz can be
corerrvdden by wiengrous condguratica
Use Address from . Checi to use an IP address renswed from an authents anon sareer for
Aunthentication Sexrver  the choph
e DHOP T Chack bo wse THOF to obtain an TP address for the clhent

Check to uze wibermeal address pool condgqueation to obiamn an [P
addreaa for the clent.

Tse Client Address [

Use Address Pools

Enter the leagh of twns monunates (0-2900 that a relrased
|E witzmal address pas] [P address will be held befors bemg
reassamed.

TP Heuse
Dielay

appy | Coancal |

5. 3#1ZConfiguration > User Management > Groups > Add Group , LA{& & i i & &t & IPsechl I
EREEBANER, L& HI7Epassword/verify="cisco123" T A
rou =ui SngrOUp":

VPN 3000 Main | Halp | Support | Logout
Concentrator Series Manager

e T TTE L]
——irerfacn
—ihSystem

—ErEEryers ) )

=i e This seciicn lets wou add a greup Checle the Inherik? Sox to 5ot a field that wou weant to <efault to the
——tLEHOTHE taze group vahue, Uncheek the Inherit? Box and enter & new waloe to overrde base group walucs.

ARt ldentity

s G pament Prolocols:

e

—EHEeneral Artribut Vale Dieseripti

B e scription

. = Group - Foter a v - for the

ey I — I pEECOIOUp er a wugues nams for the group,

[ Pasaword |“"""'"' Eriter the pasaword Sor the grous.

_LE;:" Verify === Werfy the growp's password
—Hunnaling and Securiy Frtersal groups are configured on an externgl authenticetion server
~FHiulnsnisty ation Type I_I[lgs_u[jq_:_l_.'i*l (e.g. BATTS). Interaal groups are confimered on the VELT 2000
g Croncentrater's Internal Database.

Add | cancel |
M

6. ‘E%HE’\JGeneraIEﬁJ: , BRERBIEE TIPSec,



g VPN 3000

Concentrator Series Manager

Main | Help | Support | Logouwt
Logged in; admi

Cizeo Srsiems

Confl gurallun | ﬂdnllnlsiratlurl | l.lunllurlrlg

5 dary DS
Bean | secondary DS server.
Enter the IF address of the
Pri W .I— =
5 Y pramnary WIME server
Enter the TF address of the
Seconds WT."IRI v
econfaty Y zecondary WIS server
BEP Lr|| FSFEF | FEER 2 v Seleck the SEF cards this
Assignment, ¥ SEP 2 W ZEP 4 oroup can be azsigned to
¥ PPTT
5 Select the funnel
Tunneling LZTP n:]l:l:t,t:.u: tunneling
Protocals W [FZec ¥ |protocels thas group can
T LZTE over IPSec coonect with
[ ek VT
Check to remevs the 1ealn
Stap Reabu [ o |eualifies of the uzememe
durmg suthenbication
Enter the TP sub-nebarark to
wiuch uzers wrthan das group
DHCP Network: .
® I b fell be assignsd when using

Seope

the concentrated as a DHCFP
Proey

Apnlky | Cancel |

|

7. ZHEMIPSecER L , BESOBIFRBERTE
Management > Groups > Modify Group

Alnternal, #E#EConfiguration > User
, RZB M Current Groupsi® 18 HiEZipsecgroup , BI 7]

VAl =
AT IRE,
- VPN 3000 Main | Halp | Support | Logoui
Concentrator Series Manager
- T ———
EHamlimantrm B ciritied t -:Il-:
— b iaces Confidence B peeriz g .
| Srouslem | oo =) before the WEIT
nterval s
B LG 6 Concenmator checkee to
R ge= if it 15 #1ll commected,
Select the trpe of hannel
—FHE Fouding foor thiz groups. Tlndate the
(—EHarsoemant Projocol: Tunuel Type | A=moe Accass = W Eemote Avcess
EHevents ararneters belowr as
Pave i arare
b Lk nzeded
— s BRENENG Hemote Access Parameters
A%tﬂm Group Lock| P Lock uzess mba thas
Croups _ gronp.
Select the arthenicaton
—EHEolcy Maragaren]
| Tk ard Secieke methed for meambers of
|- Admintsiration . thus group. Thiz parameter
| Manttarng Anthentication| nhsnal J 7 e
Individual LUser
Anthentication
IFmembers of thes grougp
naed suthorieation in
Cised SveTine addition to authentication,
Anthorization Iﬁ' celarl an anthamzabon
. Tsne Mone = ¥ saethed TFeen corfiore

8. i#{ZConfiguration > User Management > Users > Add , R#& 1§ A& #ig
o EARTRHIF , EAER Tipsecuser,

, BIEAR rxyz12345J

J?EBUE%E’J%E':P
, ML FAKE Tipsecgroup,



i :-:;! ‘,"I,IN 3“[“] Main | Help | !-i|1|||:||||r| L angavind

Concentrator Series Manager

Conliguration | Adminisiration | Moniloring
Configuration | sar Managemeant | Usars | Audd
Thez section lets wou add aveer. Tackeck the Inbherie? box and enter a newr veles to ovecnde group
ralues
licntiy " General | IPSec ' PPTPILZTP
Tdentity Parameters
Adtribinte Salue Diescription
Username |ipsemser Exter a unieque nzernarne
Password I— Enter the ug-:fg.passwufd. The password must zansfy the group
passweord requirsmsnts
Verify|| Vertfy the wser's passwoard.
Group|fipsecgroup (x| |[Enter the graug to swhach this uzer belongs
IF Address|| Enter the IF address aesgned to this user.
S;?::l: I— Enter the aubaet mask aaagred to thiz waer
Add | Cancel |
Gisee SreTius

AIEAE D RFEPH

EEERVPNERAESREREIVPN 3000RFEFRFAESEFEIPHU |, 75 EEConfiguration
> User Management > Users > Modify ipsecuser2 > identity. 7ELLfEF & (ipsecuser2)BEF , &
KAEREERGHE D EFREIPHENE10.2.2.1/24,

Check the Inherit? box to set a field that you want to default to the group value. Uncheck the Inherit? box and e
values

Identity Parameters

Artribute Value Description
Usemmellipsecuserz Erniter a unique usetname,

Enter the user's password. The password must satisfy the group password re
Venty the uszer's password

Enter the group to which this user belongs.
Exter the IP address assigned to this user,

Subnet Maslli:"ZES.EEE.EEE.I] - ﬁnl:cr the subnet mask assigned to this user.
Apphs | Cancel |

EE : FE L EEConfiguration > System > Address Management > Assignment , SATEfRVPNEE
RN C o ENIPHLL, i#HUse Address from Authentication Server A E A B F & 2 Bl ¢
S HRFBARI[EMERNIPHYL, EUser Management > Users > Add or Modify#3 & #9dentity
Parameters B & L& AR IP# 31t M FHRAERBH R B RA AT S B BFRRER.



Thaz section presefts Address Assigrmment options, BEach of the followang methods are thed, m erder, wntd an address 1z found

Checle to uze the IF address supphed by the chent This can be everndden by uses/group
configuration
F Checl to uze an IP address retneved Gom an authenficabion server fl:u' the chcu:ct =
Sl

Tse Client Address [

U&u—ﬁdﬂr_ﬂ Trom Authentication

_— Server I
Use DHCP [T Checle to use DHCE to obtain an TP address Sar the cheas
Use Address Pools ¥ Checle to usze misrnal address pool confiouration to obtam an TP address for the client.

IF' Reuse I':'_ Enter the length of tme in mmutes (0-480) that a released intemal address pool E
Delay address will be held before being reassigned.

Apply | Concal |

REBVPNE K

SERELT ZBRUEBVPNE F i,

1. 3 — T Newb A 3 #AERIKE o
# VPN Client - Version 4.0.5 (Rel) : =10l x|
Connection Entries  Staktus Certificates Log Opkions Help

.:nmm ﬁ} @ﬁ @ M Cisco SvsTeus

It Muodify Delete
[Connection Entries. IEmta‘m&es | Log I

| Connection Entry | Host | Transpart s

-
4| | b

Mot cannected. | A

2. WBREL , WMAVPNEFRSEAHNEN P W IRHATE, EEEERLT , 8BLE
ipsecgroup , i =cisco123, T %% — T Save.




# ¥PM Client | Create New ¥PN Connection Enkry |

Connection Entry: |to 3000

D escrption:

Host 117218124133

+ Group Authentication " Mutual Group Authentication
Name: ipsecgroup
Pazzword: —

Bttt

Confirm Pazsword:

" Cerlificate Authentication

[ ame; I ll

[T Send L& Cetificate Chain

Eraze [zer F'assw::urdl Save [\J Cancel

My
AEBEREIEERKE , RRIKZ—TConnect. EXMRTIAALAESRB/EZHRR K BWAEA
EEABIEE,

# ¥PN Client - Yersion 4.0.5 (Rel) .. -|0] x|

Connection Entries  Status Certificates Log Options Help

o, £2 A= Cisto SrsTeus
o8 & 3 X e

Cornect Mew Irnpart Modify Deleta
Connection E nities Il:urliin:alus I Log I

Connection Entry  * Hiest Transport -
to_3000 7218.124.133 IPSec/UDF

-
4| | v

Mot connected,

B



BRIRBERARLERNBRERERF.

REREDERR
U &SR T AR R B TR E T
WU B RS T B (E 4 DEME SO X ER Eshowd &, EAOITHIRshows S8 1957

o

B E@Hdebugin Srl_ BASEERDebug SHEEE A,
o] g HH R HY it 5
LR RAERAENBERES, FHELHEBRNMBAAR  B2EVPNEEIREMVPNEFREEHD

. Eﬁﬁ%u&ﬂ]/ﬁ lUnabl e to negotiate | PSec or host not respondo VPN 3000FAFHAET :
14 02/20/2001 08:59:29.100 SEV=4 | KE/ 22 RPT=5 10. 102.55. 139
No G oup found matchi ng badgroup for Pre-shared key peer 10.102.55.139

RRRE : £REEEAEAREENARETER,
- EREEEER , VPN 3000FHEA T ¢

Filter mssing on interface 2, IKE data from Peer x.x.Xx.x dropped
BFRER : 2N EHPRIGER. CEER "0, BR[ECITURLEBIRERE ; £,
M), iEIEConfiguration > Interfaces > Ethernet 2 > Filter , #$iBB25:% %5 Mpublicy HEAM
B (BIFR "nones ). FRANMEEBRINVFHEEN , FSREAENREI

- FAEEEERLEFE pseco VPN 3000FAFE TR :

Term nating connection attenpt: |PSEC not permitted for group >group<
B RIRA : REH L®EEIPsec, #EIEConfiguration > User Management > Groups > <group>
> Modify > General , 55 2 & £ Tunneling Protocols TN iE1E T IPSec.

- EREERZXEELER , jt% F|VPN 3000587 # T :

Aut henti cation rejected: Reason = User was not found handle = 14, server = Internal,
user = <user>

RRRRE : EREENETTFEXEAE. BRREETNERAES ORI RERE A ERE
REEH,
- EREEEER , VPN 3000FFE R

Filter missing on interface 0, |IKE data from Peer x.x.x.x dropped
HRARA : ROFEREH. BREEZFEERKH. #EiZFConfiguration > System > IP routing >
Default Gateway |, %?ﬁ?ﬁ;’iﬁ%ﬁﬁﬁﬁo

- FEREEKELR | Wirseco VPN 3000FHET ¢

User [ <user> ]
IKE rcv'd FAILED | P Addr status!

HRERA : KEPAVPNEFEIHIZMEIPHuAEEIE, #IEConfiguration > System > Address
Management > Address Assignment , ARIRIEIRIE,
- ERAEEEER , WEEIVPN 3000FFHER

The cal cul ated HASH doesn't match the received val ue
ERERA : VPNEFig ENEZRBERVPNESRR LEEN BB TR, BEVPNEFinMEF IR
L ETE,

- BERVPNEHREZEMERREVPNG, BAILGFEER , BEEHHE#Tping. EREE
: VPNEFRREEA —EPIX , ARBELEICMPER S, &AZIPIXILHEAaccess-listA LA
ICMPE B,

- RBEVPNEHRAR  AMESN o ERAEEELER, ARVPNEFRLAHIBRER[RIE AFFILLR


https://www.cisco.com/cgi-bin/Support/OutputInterpreter/home.pl
//tools.cisco.com/RPF/register/register.do
//www.cisco.com/en/US/tech/tk801/tk379/technologies_tech_note09186a008017874c.shtml

ENHRE : HE=UDP , #=500#E= UDP , #=100001%E= ESP##E= AHAIRVPNEH 25
HiBREE AFFLIERE , BIVPNEFin MVPNER 2 2 BRSEE A LIPE LEIE LB R — L8 ( AJRE
=AE) . ATETRE A FESRRVPNEFRABNBERERSIVPNEH S, IREET
£ , BIVPNE FiPCHVPNER S B EEHE IERE,

FERAEELERAYEFIUATAR

07/ 10/ 2006 11:48:59.280 SEV=4 | KE/ 0 RPT=141 10. 86. 190. 92
Group [ NYMWPN]
recei ved an unencrypted packet when crypto active!! Dropping packet

BERRA : HERFBERER. VPN 30005EH85 EAVPNEFIEREY HMNEAZBNZR
- 38
AEAE AT LUEVPNE RS R E M W TpingT Telneti@4E , B A& EEFERRIRES
(ORDP)SEUEARER, ¥REFRE : AN ELELRBRALN KBRS, BF2RAENEEVPN
30005 &R HEVLSBR2,
- EHEALLER BREREBEBVPNRE, EFRERA : REANAT — EBHE, EFZHERT
, VPNEFIRVRPATE B 2%, PATIRSETCPRIUDPEIRRETE 2=/, B2 , HE
VPNmuEE’JESPEEﬁiTCPjﬁUDP YRMINE. EEWRBNFSPATEEE ZREESPHE, NAT-
THESPEROHEZUDPEREYF , AFTMBRRBIBPATEE, At , AT AFFESPRERE
BPATEE | EEREEFHRLRANAT-T,. BREFMEN , F2BEVPN 3000+ LA
IPSecEl ENATERHE R,

VPN i & Ui

i##ZStart > Programs > Cisco Systems VPN 3000 Client > Log Viewer AR E) H 5521885,

VPNEEFER

i##EConfiguration > System > Events > Classes , SMB1E A EHER K RRRA LT

. AUTH — B#EBREM1-13
. AUTHDBG — B&BEM1-13
. IKE— BEBREM1-13
. IKEDBG — HEHIBREM1-13
. IPSEC — BB EM1-13
. IPSECDBG — HiBEM1-13
X MREME | ALATE%HEAUTHDECODE, IKEDECODE, IPSECDECODE,

A2 B HEBRVPN 30005 1 25 - AY 18 4R 5 28 LARR % HAb MR BEBRSFHAE A
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r]T- |

Film Edi View Go Cosnonenicaior Heilo
14 @ 3 @ 2 & < &0 @B
-‘:H.Fmiw Home  Seach  Netwae Frit  Seudy  Shop Stop

'| A et 1§ Lockup ] NewikCool

'] wf " Bockrmeds M Loavlion: [hitp: /17218, 1281 133/access. hinl ;|
-~ R VPN 3000
Concentrator Series Manager Logged in: admin

e

Configuration stem | Events Clnsses
M Save Nl-l.—llnlB

| FaServers This section lets you configure special handling of
Address specific event classes.

Tunneling | | Click the Add button to add an event class, or select an
H}w event class and click Modify or Delete.

IP
| I"’:];g:luj;mg Click here to configure general event parameters,
| Hﬂﬂ.ﬂﬂﬂﬂmﬂﬂ
Protocols Configured
| FaEvents Event Classes Actions
||
l—%:gml AUTH
"' " Backup AUTHDBG
| | —Classes IKE
X l_I[i,p IKEDBG i
Destinatio | IPSEC —'M_ﬁ |
| Syslog IPSECDBG
Servers _

i B Lo e 09 2 2|

i##EMonitoring > Filterable Event Log:A#:48 A 5%

VPN 3000 Concentrator — B iF5a54 R4l

1 02/07/2002 08:00: 13.320 SEV=8 | KEDBG 0 RPT=69 172.18.124.241

RECEI VED Message (nsgi d=0) with payl oads :

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + VENDOR (13) + VENDOR (13) + VENDOR
(13) + NONE (O0) ... total length : 562

4 02/07/2002 08:00: 13. 320 SEV=9 | KEDBG 0 RPT=70 172.18.124.241
processi ng SA payl oad



5 02/07/2002 08:00: 13.320 SEV=9 | KEDBG 0 RPT=71 172.18.124. 241

processi ng ke payl oad

6 02/07/2002 08:00: 13.320 SEV=9 | KEDBG 0 RPT=72 172.18. 124. 241

processing | SA KE

7 02/07/2002 08:00:13.320 SEV=9 | KEDBG 1 RPT=7 172.18.124. 241

processi ng nonce payl oad

8 02/07/2002 08:00:13.320 SEV=9 | KEDBG 1 RPT=8 172.18.124. 241

Processing ID

9 02/07/2002 08:00: 13.320 SEV=9 | KEDBG 47 RPT=4 172.18.124. 241

processi ng VID payl oad

10 02/07/2002 08:00:13. 320 SEV=9 | KEDBGE 49 RPT=4
Recei ved xauth V6 VID

11 02/07/2002 08:00: 13.320 SEV=9 | KEDBG 47 RPT=5
processi ng VID payl oad

12 02/07/ 2002 08:00:13. 320 SEV=9 | KEDBGE 49 RPT=5
Recei ved DPD VI D

13 02/ 07/ 2002 08:00: 13. 320 SEV=9 | KEDBG 47 RPT=6
processi ng VID payl oad

14 02/ 07/ 2002 08:00: 13.320 SEV=9 | KEDBG 49 RPT=6
Received Cisco Unity client VID

15 02/ 07/ 2002 08:00: 13. 320 SEV=9 | KEDBGE 23 RPT=2
Starting group | ookup for peer 172.18.124.241

16 02/07/2002 08:00: 13.320 SEV=8 AUTHDBG 1 RPT=2
AUTH Open() returns 136

17 02/07/ 2002 08:00: 13.320 SEV=7 AUTH 12 RPT=2
Aut henti cati on session opened: handle = 136

18 02/ 07/ 2002 08: 00: 13. 320 SEV=8 AUTHDBG 3 RPT=2
AUTH Put At t r Tabl (136, 728a84)

19 02/07/2002 08:00: 13. 320 SEV=8 AUTHDBG 6 RPT=2
AUTH_Gr oupAut henti cat e( 136, 9b143bc, 482fb0)

20 02/07/2002 08:00: 13. 320 SEV=8 AUTHDBG 59 RPT=2
AUTH_Bi ndSer ver (9a08630, 0, 0)

21 02/07/ 2002 08:00: 13. 320 SEV=9 AUTHDBG 69 RPT=2
Aut h Server 16b3fa0 has been bound to ACB 9a08630

22 02/07/ 2002 08:00: 13. 320 SEV=8 AUTHDBG 65 RPT=2
AUTH_Cr eat eTi mer (9208630, 0, 0)

23 02/07/2002 08:00: 13. 320 SEV=9 AUTHDBG 72 RPT=2
Reply timer created: handle = 3B2001B

24 02/07/2002 08:00: 13. 320 SEV=8 AUTHDBG 61 RPT=2
AUTH_Bui | dMsg( 9208630, 0, 0)

25 02/07/2002 08:00: 13. 320 SEV=8 AUTHDBG 64 RPT=2
AUTH_ St ar t Ti mer (9a08630, 0, 0)

26 02/07/2002 08:00: 13. 320 SEV=9 AUTHDBG 73 RPT=2

172.

172.

172.

172.

172.

172.
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18.
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124.
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124.

, sessions
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241

241

241
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Reply timer started: handle = 3B2001B, tinmestanp = 10085308, tinmeout = 30000

27 02/07/2002 08:00: 13. 320 SEV=8 AUTHDBG 62 RPT=2
AUTH_SndRequest (9a08630, 0, 0)

28 02/07/2002 08:00: 13. 320 SEV=8 AUTHDBG 50 RPT=3
| nt DB_Decode( 62b6d00, 115)

29 02/07/2002 08:00: 13. 320 SEV=8 AUTHDBG 47 RPT=3
| nt DB_Xnt (9a08630)

30 02/07/2002 08:00:13.320 SEV=9 AUTHDBG 71 RPT=2
xmt_cnt =1

31 02/07/2002 08:00: 13.320 SEV=8 AUTHDBG 47 RPT=4
| nt DB_Xnt (9a08630)

32 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 49 RPT=2
I nt DB_Mat ch(9a08630, 2ebe71c)

33 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 63 RPT=2
AUTH_RcvRepl y(9a08630, 0, 0)

34 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 50 RPT=4
I nt DB_Decode(2ebe71c, 44)

35 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 48 RPT=2
I nt DB_Rcv(9a08630)

36 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 66 RPT=2
AUTH Del et eTi ner (9a08630, 0, 0)

37 02/07/2002 08:00: 13. 420 SEV=9 AUTHDBG 74 RPT=2
Reply timer stopped: handle = 3B2001B, timestanp = 10085318

38 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 58 RPT=2
AUTH_Cal | back(9a08630, 0, 0)

39 02/07/2002 08:00: 13.420 SEV=6 AUTH 41 RPT=2 172.18.124.241
Aut henti cation successful: handle = 136, server = Internal, group = ipsecgroup

40 02/07/2002 08: 00: 13. 420 SEV=7 | KEDBG 0 RPT=73 172.18.124. 241
Group [ipsecgroup]
Found Phase 1 Group (ipsecgroup)

41 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 4 RPT=2
AUTH Get At tr Tabl e(136, 728c4c)

42 02/07/ 2002 08: 00: 13. 420 SEV=7 | KEDBG 14 RPT=2 172.18.124. 241
Group [ipsecgroup]
Aut henti cation configured for Internal

43 02/07/ 2002 08: 00: 13. 420 SEV=8 AUTHDBG 2 RPT=2
AUTH_Cl ose( 136)

44 02/ 07/ 2002 08: 00: 13. 420 SEV=9 | KEDBG 0 RPT=74 172.18.124.241
Group [ipsecgroup]
processi ng | KE SA

45 02/07/ 2002 08: 00: 13. 420 SEV=8 | KEDBG 0 RPT=75 172.18.124. 241
Group [ipsecgroup]
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE
Par si ng received transform
Phase 1 failure against global |KE proposal # 1:



M smat ched attr types for class Hash Al g:
Rcv' d: SHA
Cfg'd: M5

50 02/07/2002 08:00: 13.420 SEV=8 | KEDBG 0 RPT=76 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global |KE proposal # 2:
M smat ched attr types for class Hash Al g:
Rcv' d: SHA
Cfg'd: M5

53 02/07/2002 08:00: 13. 420 SEV=8 | KEDBG 0 RPT=77 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global |KE proposal # 3:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 1

57 02/07/2002 08:00: 13. 420 SEV=8 | KEDBG 0 RPT=78 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global |KE proposal # 4:
M smat ched attr types for class DH G oup:
Rcv' d: Gakley G oup 2
Cfg'd: Qakley Goup 1

61 02/07/2002 08:00: 13.420 SEV=8 | KEDBG 0 RPT=79 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global |KE proposal # 5:
M smat ched attr types for class DH G oup:
Rcv' d: Gakl ey G oup 2
Cfg'd: Qakley Goup 7

65 02/07/2002 08:00: 13. 420 SEV=8 | KEDBG 0 RPT=80 172.18.124.241
Group [ipsecgroup]
Phase 1 failure against global |KE proposal # 6:
M smat ched attr types for class Hash Al g:
Rcv' d: SHA
Cfg'd: M5

68 02/07/2002 08:00: 13. 420 SEV=7 | KEDBG 28 RPT=2 172.18.124. 241
Group [ipsecgroup]

| KE SA Proposal # 1, Transform# 2 acceptable

Mat ches gl obal IKE entry # 1

70 02/07/2002 08:00: 13. 420 SEV=8 AUTHDBG 60 RPT=2
AUTH_Unbi ndSer ver (9a08630, 0, 0)

71 02/ 07/ 2002 08:00: 13.420 SEV=9 AUTHDBG 70 RPT=2
Aut h Server 16b3fa0 has been unbound from ACB 9a08630, sessions = 0

72 02/ 07/ 2002 08:00: 13. 420 SEV=8 AUTHDBG 10 RPT=2
AUTH_| nt _Fr eeAut hCB(9a08630)

73 02/ 07/ 2002 08:00: 13. 420 SEV=7 AUTH 13 RPT=2
Aut henti cati on session closed: handle = 136

74 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 0 RPT=81 172.18. 124. 241

Group [ipsecgroup]
constructing | SA_SA for isakmp

75 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 0 RPT=82 172.18.124.241
Group [ipsecgroup]
constructing ke payl oad



76 02/07/2002 08:00: 13.450 SEV=9 | KEDBG 1 RPT=9 172.18.124.241
Group [ipsecgroup]
constructing nonce payl oad

77 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 0 RPT=83 172.18.124. 241
Group [ipsecgroup]
Generating keys for Responder...

78 02/07/2002 08:00: 13.450 SEV=9 | KEDBG 1 RPT=10 172.18.124.241
Group [ipsecgroup]
constructing 1D

79 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 0 RPT=84
Group [ipsecgroup]
construct hash payl oad

80 02/07/2002 08:00: 13.450 SEV=9 | KEDBG 0 RPT=85 172.18.124. 241
Group [ipsecgroup]
conputing hash

81 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 46 RPT=5 172.18.124.241
Group [ipsecgroup]
constructing C sco Unity VID payl oad

82 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 46 RPT=6 172.18.124.241
Group [ipsecgroup]
constructing xauth V6 VID payl oad

83 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 46 RPT=7 172.18.124.241
Group [ipsecgroup]
constructing dpd vid payl oad

84 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 46 RPT=8 172.18.124.241
Group [ipsecgroup]
constructing VID payl oad

85 02/07/2002 08:00: 13. 450 SEV=9 | KEDBG 48 RPT=2 172.18.124.241
Group [ipsecgroup]
Send Altiga GNVID

86 02/07/2002 08:00: 13. 450 SEV=8 | KEDBG 0 RPT=86 172.18.124.241

SENDI NG Message (nsgi d=0) with payl oads :

HDR + SA (1) + KE (4) + NONCE (10) + ID (5) + HASH (8) + VENDOR (13) + VENDOR (1
3) + VENDOR (13) + VENDOR (13) + NONE (0) ... total length : 344

89 02/07/2002 08:00: 13.480 SEV=8 | KEDBG 0 RPT=87 172.18.124.241
RECEI VED Message (nsgi d=0) with payl oads :
HDR + HASH (8) + NOTIFY (11) + NONE (0) ... total length : 76

91 02/07/2002 08:00: 13.480 SEV=9 | KEDBG 0 RPT=88 172.18.124. 241
Group [ipsecgroup]
processi ng hash

92 02/07/2002 08:00: 13.480 SEV=9 | KEDBG 0 RPT=89 172.18.124.241
Group [ipsecgroup]
conputing hash

93 02/07/2002 08:00: 13.480 SEV=9 | KEDBG 0 RPT=90 172.18.124.241
Group [ipsecgroup]
Processing Notify payl oad

94 02/07/2002 08:00: 13.480 SEV=9 | KEDBG 0 RPT=91 172.18.124.241
Group [ipsecgroup]



constructing bl ank hash

95 02/07/2002 08:00: 13.480 SEV=9 | KEDBG 0 RPT=92 172.18.124.241
Group [ipsecgroup]
constructing gm hash

96 02/07/2002 08:00: 13.480 SEV=8 | KEDBG 0 RPT=93 172.18.124. 241
SENDI NG Message (nsgi d=ec88ba81) with payl oads :
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 100

98 02/07/2002 08:00:21.810 SEV=8 | KEDBG 0 RPT=94 172.18.124.241
RECEI VED Message (nsgi d=ec88ba81) with payl oads :
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 85

100 02/07/2002 08:00:21.810 SEV=9 | KEDBG 1 RPT=11
process_attr(): Enter!

101 02/07/2002 08:00:21.810 SEV=9 | KEDBG 1 RPT=12
Processi ng MODE_CFG Reply attributes.

102 02/07/2002 08:00: 21. 810 SEV=8 AUTHDBG 1 RPT=3
AUTH Open() returns 137

103 02/07/2002 08:00: 21. 810 SEV=7 AUTH 12 RPT=3
Aut henti cati on session opened: handle = 137

104 02/ 07/ 2002 08: 00: 21. 810 SEV=8 AUTHDBG 3 RPT=3
AUTH Put At t r Tabl (137, 728a84)

105 02/07/2002 08:00: 21. 810 SEV=8 AUTHDBG 5 RPT=1
AUTH_Aut henti cat e( 137, 50093bc, 4b5708)

106 02/07/2002 08:00:21.810 SEV=8 AUTHDBG 59 RPT=3
AUTH_Bi ndSer ver (9b1544c, 0, 0)

107 02/ 07/ 2002 08:00: 21.810 SEV=9 AUTHDBGE 69 RPT=3
Aut h Server 16b3fa0 has been bound to ACB 9b1544c, sessions =1

108 02/07/2002 08:00:21.810 SEV=8 AUTHDBG 65 RPT=3
AUTH_Cr eat eTi mer (9b1544c, 0, 0)

109 02/07/2002 08:00:21.810 SEV=9 AUTHDBG 72 RPT=3
Reply timer created: handle = 3B4001A

110 02/ 07/2002 08: 00: 21. 810 SEV=8 AUTHDBG 61 RPT=3
AUTH_Bui | dMsg(9b1544c, 0, 0)

111 02/07/2002 08:00:21.810 SEV=8 AUTHDBG 64 RPT=3
AUTH_St art Ti mer (9b1544c, 0, 0)

112 02/07/2002 08:00:21.810 SEV=9 AUTHDBG 73 RPT=3
Reply timer started: handle = 3B4001A, tinmestanp = 10086157, timeout = 30000

113 02/ 07/ 2002 08:00:21.810 SEV=8 AUTHDBG 62 RPT=3
AUTH_SndRequest (9b1544c, 0, 0)

114 02/ 07/ 2002 08: 00: 21. 810 SEV=8 AUTHDBG 50 RPT=5
| nt DB_Decode( 62b6d00, 102)

115 02/ 07/ 2002 08: 00: 21. 810 SEV=8 AUTHDBG 47 RPT=5
| nt DB_Xnt (9b1544c)

116 02/07/2002 08:00:21.810 SEV=9 AUTHDBG 71 RPT=3
xmt_cnt =1



117 02/ 07/ 2002 08: 00: 21. 810 SEV=8 AUTHDBG 47 RPT=6
| nt DB_Xnt (9b1544c)

118 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 49 RPT=3
I nt DB_Mat ch(9b1544c, 2ebe71c)

119 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 63 RPT=3
AUTH_RcvRepl y(9b1544c, 0, 0)

120 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 50 RPT=6
I nt DB_Decode(2ebe71lc, 62)

121 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 48 RPT=3
I nt DB_Rcv(9b1544c)

122 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 66 RPT=3
AUTH_Del et eTi mer (9b1544c, 0, 0)

123 02/ 07/ 2002 08:00:21.910 SEV=9 AUTHDBG 74 RPT=3
Reply timer stopped: handle = 3B4001A, timestanp = 10086167

124 02/ 07/ 2002 08: 00: 21. 910 SEV=8 AUTHDBG 58 RPT=3
AUTH_Cal | back(9b1544c, 0, 0)

125 02/ 07/ 2002 08:00: 21.910 SEV=6 AUTH 4 RPT=1 172.18.124. 241
Aut henti cation successful: handle = 137, server = Internal, user = ipsecuser

126 02/ 07/2002 08: 00: 21. 910 SEV=8 AUTHDBG 3 RPT=4
AUTH Put At t r Tabl e(137, 1861c60)

127 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 60 RPT=3
AUTH_Unbi ndSer ver (9b1544c, 0, 0)

128 02/ 07/ 2002 08:00: 21.910 SEV=9 AUTHDBGE 70 RPT=3
Aut h Server 16b3fa0 has been unbound from ACB 9b1544c, sessions = 0

129 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 59 RPT=4
AUTH_Bi ndSer ver (9b1544c, 0, 0)

130 02/ 07/ 2002 08:00: 21.910 SEV=9 AUTHDBG 69 RPT=4
Aut h Server 16b3fa0 has been bound to ACB 9b1544c, sessions =1

131 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 65 RPT=4
AUTH_Cr eat eTi mer (9b1544c, 0, 0)

132 02/ 07/ 2002 08:00:21.910 SEV=9 AUTHDBG 72 RPT=4
Reply timer created: handle = 3B5001A

133 02/ 07/ 2002 08: 00: 21. 910 SEV=8 AUTHDBG 61 RPT=4
AUTH_Bui | dMsg(9b1544c, 0, 0)

134 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 64 RPT=4
AUTH_St art Ti mer (9b1544c, 0, 0)

135 02/ 07/ 2002 08:00:21.910 SEV=9 AUTHDBG 73 RPT=4
Reply timer started: handle = 3B5001A, tinmestanp = 10086167, timeout = 30000

136 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 62 RPT=4
AUTH_SndRequest (9b1544c, 0, 0)

137 02/07/2002 08:00:21.910 SEV=8 AUTHDBG 50 RPT=7
I nt DB_Decode(2ec5350, 44)



138 02/ 07/ 2002 08: 00: 21. 910 SEV=8 AUTHDBG 47 RPT=7
| nt DB_Xnt (9b1544c)

139 02/07/2002 08:00:21.910 SEV=9 AUTHDBG 71 RPT=4
xmt_cnt =1

140 02/ 07/ 2002 08: 00: 21. 910 SEV=8 AUTHDBG 47 RPT=8
| nt DB_Xnt (9b1544c)

141 02/07/2002 08:00:22. 010 SEV=8 AUTHDBG 49 RPT=4
I nt DB_Mat ch(9b1544c, 2ec3f64)

142 02/ 07/ 2002 08:00:22.010 SEV=8 AUTHDBG 63 RPT=4
AUTH_RcvRepl y(9b1544c, 0, 0)

143 02/ 07/ 2002 08:00:22.010 SEV=8 AUTHDBG 50 RPT=8
I nt DB_Decode( 2ec3f 64, 44)

144 02/ 07/ 2002 08:00:22. 010 SEV=8 AUTHDBG 48 RPT=4
I nt DB_Rcv(9b1544c)

145 02/ 07/ 2002 08:00:22. 010 SEV=8 AUTHDBG 66 RPT=4
AUTH_Del et eTi mer (9b1544c, 0, 0)

146 02/07/2002 08:00:22.010 SEV=9 AUTHDBG 74 RPT=4
Reply timer stopped: handle = 3B5001A, tinmestanp = 10086177

147 02/ 07/ 2002 08: 00: 22. 010 SEV=8 AUTHDBG 58 RPT=4
AUTH_Cal | back(9b1544c, 0, 0)

148 02/ 07/ 2002 08:00:22. 010 SEV=6 AUTH 41 RPT=3 172.18.124.241
Aut henti cation successful: handle = 137, server = Internal, group = ipsecgroup

149 02/ 07/ 2002 08: 00: 22. 010 SEV=8 AUTHDBG 3 RPT=5
AUTH Put At t r Tabl e(137, 1861c60)

150 02/07/2002 08:00:22.010 SEV=8 AUTHDBG 60 RPT=4
AUTH_Unbi ndSer ver (9b1544c, 0, 0)

151 02/ 07/ 2002 08:00: 22. 010 SEV=9 AUTHDBGE 70 RPT=4
Aut h Server 16b3fa0 has been unbound from ACB 9b1544c, sessions = 0

152 02/07/2002 08:00:22.010 SEV=8 AUTHDBG 59 RPT=5
AUTH_Bi ndSer ver (9b1544c, 0, 0)

153 02/ 07/ 2002 08: 00: 22. 010 SEV=9 AUTHDBGE 69 RPT=5
Aut h Server 16b3fa0 has been bound to ACB 9b1544c, sessions =1

154 02/07/2002 08:00:22. 010 SEV=8 AUTHDBG 65 RPT=5
AUTH_Cr eat eTi mer (9b1544c, 0, 0)

155 02/ 07/ 2002 08:00:22.010 SEV=9 AUTHDBG 72 RPT=5
Reply timer created: handle = 3B6001A

156 02/ 07/2002 08: 00: 22. 010 SEV=8 AUTHDBG 61 RPT=5
AUTH_Bui | dMsg(9b1544c, 0, 0)

157 02/07/2002 08:00:22. 010 SEV=8 AUTHDBG 64 RPT=5
AUTH_St art Ti mer (9b1544c, 0, 0)

158 02/07/2002 08:00:22.010 SEV=9 AUTHDBG 73 RPT=5
Reply timer started: handle = 3B6001A, tinmestanp = 10086177, timeout = 30000



159 02/07/2002 08:00:22.010 SEV=8 AUTHDBG 62 RPT=5
AUTH_SndRequest (9b1544c, 0, 0)

160 02/07/2002 08:00:22.010 SEV=8 AUTHDBG 50 RPT=9
I nt DB_Decode(2ec39ec, 44)

161 02/ 07/ 2002 08: 00: 22. 010 SEV=8 AUTHDBG 47 RPT=9
| nt DB_Xnt (9b1544c)

162 02/07/2002 08:00:22.010 SEV=9 AUTHDBG 71 RPT=5
xmt_cnt =1

163 02/ 07/ 2002 08: 00: 22. 010 SEV=8 AUTHDBG 47 RPT=10
| nt DB_Xnt (9b1544c)

164 02/ 07/ 2002 08: 00: 22. 110 SEV=8 AUTHDBG 49 RPT=5
| nt DB_Mat ch(9b1544c, 2ec5350)

165 02/07/2002 08:00:22.110 SEV=8 AUTHDBG 63 RPT=5
AUTH_RcvRepl y(9b1544c, 0, 0)

166 02/07/2002 08:00:22.110 SEV=8 AUTHDBGE 50 RPT=10
I nt DB_Decode(2ec5350, 44)

167 02/07/2002 08:00:22.110 SEV=8 AUTHDBG 48 RPT=5
I nt DB_Rcv(9b1544c)

168 02/07/2002 08:00:22.110 SEV=8 AUTHDBG 66 RPT=5
AUTH_Del et eTi mer (9b1544c, 0, 0)

169 02/07/2002 08:00:22.110 SEV=9 AUTHDBG 74 RPT=5
Reply timer stopped: handle = 3B6001A, tinmestanp = 10086187

170 02/ 07/ 2002 08: 00: 22. 110 SEV=8 AUTHDBG 58 RPT=5
AUTH_Cal | back(9b1544c, 0, 0)

171 02/07/2002 08:00:22.110 SEV=6 AUTH 41 RPT=4 172.18.124.241
Aut henti cation successful: handle = 137, server = Internal, group = ipsecgroup

172 02/ 07/ 2002 08: 00: 22. 110 SEV=8 AUTHDBG 4 RPT=3
AUTH Get At tr Tabl e(137, 729c04)

173 02/ 07/ 2002 08: 00: 22. 110 SEV=8 AUTHDBG 4 RPT=4
AUTH Get At tr Tabl e(137, 728c4c)

174 02/ 07/ 2002 08:00:22.110 SEV=7 | KEDBG 14 RPT=3 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Aut henti cation configured for Internal

175 02/ 07/ 2002 08:00: 22. 110 SEV=8 AUTHDBG 2 RPT=3
AUTH_Cl ose(137)

176 02/07/2002 08:00:22.110 SEV=4 | KE/ 52 RPT=61 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
User (i psecuser) authenti cated.

177 02/07/2002 08:00:22.110 SEV=9 | KEDBG 0 RPT=95 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing bl ank hash

178 02/ 07/ 2002 08:00:22.110 SEV=9 | KEDBG 0 RPT=96 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing gm hash



179 02/07/2002 08:00:22.110 SEV=8 | KEDBG 0 RPT=97 172.18.124.241
SENDI NG Message (nsgi d=4cc78f4e) with payl oads :
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 60

181 02/07/2002 08:00:22.110 SEV=8 AUTHDBG 60 RPT=5
AUTH_Unbi ndSer ver (9b1544c, 0, 0)

182 02/ 07/ 2002 08:00:22.110 SEV=9 AUTHDBGE 70 RPT=5
Aut h Server 16b3fa0 has been unbound from ACB 9b1544c, sessions = 0

183 02/ 07/ 2002 08:00:22.110 SEV=8 AUTHDBG 10 RPT=3
AUTH_| nt _Fr eeAut hCB(9b1544c)

184 02/ 07/ 2002 08:00:22.110 SEV=7 AUTH 13 RPT=3
Aut henti cati on session closed: handle = 137

185 02/ 07/ 2002 08:00:22.110 SEV=8 | KEDBG 0 RPT=98 172.18.124.241
RECEI VED Message (nsgi d=4cc78f4e) with payl oads :
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 56

187 02/07/2002 08:00:22.110 SEV=9 | KEDBG 1 RPT=13
process_attr(): Enter!

188 02/07/2002 08:00:22.110 SEV=9 | KEDBG 1 RPT=14
Processing cfg ACK attributes

189 02/ 07/ 2002 08:00:22.180 SEV=8 | KEDBG 0 RPT=99 172.18.124.241
RECEI VED Message (nsgi d=38a7c320) with payl oads :
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 154

191 02/07/2002 08:00:22.180 SEV=9 | KEDBG 1 RPT=15
process_attr(): Enter!

192 02/07/2002 08:00: 22. 180 SEV=9 | KEDBG 1 RPT=16
Processing cfg Request attributes

193 02/ 07/ 2002 08:00: 22. 180 SEV=9 | KEDBGE 53 RPT=1
MODE_CFG Received request for |PV4 address!

194 02/ 07/ 2002 08:00: 22. 180 SEV=9 | KEDBGE 53 RPT=2
MODE_CFG  Recei ved request for |PV4 net mask!

195 02/07/2002 08:00: 22. 180 SEV=9 | KEDBGE 53 RPT=3
MODE_CFG Recei ved request for DNS server address!

196 02/07/2002 08:00: 22. 180 SEV=9 | KEDBGE 53 RPT=4
MODE_CFG Recei ved request for WNS server address!

197 02/07/2002 08:00:22.180 SEV=6 | KE/ 130 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Recei ved unsupported transaction node attribute: 5

199 02/07/2002 08:00: 22. 180 SEV=9 | KEDBGE 53 RPT=5
MODE_CFG Recei ved request for Application Version!

200 02/07/2002 08:00: 22.180 SEV=9 | KEDBG 53 RPT=6
MODE_CFG Recei ved request for Banner!

201 02/07/2002 08:00: 22.180 SEV=9 | KEDBG 53 RPT=7
MODE_CFG  Recei ved request for Save PWsetting!

202 02/07/2002 08:00: 22.180 SEV=9 | KEDBG 53 RPT=8
MODE_CFG Recei ved request for Default Domain Nane!



203 02/07/2002 08:00: 22.180 SEV=9 | KEDBG 53 RPT=9
MODE_CFG Received request for Split Tunnel List!

204 02/07/2002 08:00:22.180 SEV=9 | KEDBG 53 RPT=10
MODE_CFG Recei ved request for PFS setting!

205 02/07/2002 08:00:22.180 SEV=9 | KEDBG 53 RPT=11
MODE_CFG Recei ved request for FWYPE!

206 02/07/2002 08:00:22.180 SEV=9 | KEDBG 53 RPT=12
MODE_CFG Received request for UDP Port!

207 02/07/2002 08:00:22.180 SEV=9 | KEDBG 31 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
ot ained | P addr (10.1.1.100) prior to initiating Mdde Cfg (XAuth enabl ed)

209 02/07/2002 08:00: 22.180 SEV=9 | KEDBG 0 RPT=100 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

constructing bl ank hash

210 02/07/2002 08: 00:22.180 SEV=9 | KEDBG 0 RPT=101 172.18.124.241

0000: 00010004 0A010164 FO0010000 FOO70000  ....... d........
0010: 00070062 43697363 6F205379 7374656D ...bC sco System
0020: 732C2049 6E632E2F 56504E20 33303030 s, Inc./VPN 3000
0030: 20436F6E 63656E74 7261746F 72205665 Concentrator Ve
0040: 7273696F 6E20332E 352E5265 6C206275 rsion 3.5.Rel bu
0050: 696C7420 62792076 6D757270 6879206F ilt by vmurphy o

216 02/07/2002 08: 00:22.180 SEV=9 | KEDBG 0 RPT=102 172.18.124.241
0000: 6E204E6F 76203237 20323030 31203131 n Nov 27 2001 11
0010: 3A32323A 3331 122:31

218 02/07/2002 08:00: 22.180 SEV=9 | KEDBG 0 RPT=103 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
constructing gm hash

219 02/07/2002 08:00: 22.180 SEV=8 | KEDBG 0 RPT=104 172.18.124.241
SENDI NG Message (nsgi d=38a7c320) with payl oads :
HDR + HASH (8) + ATTR (14) + NONE (0) ... total length : 174

221 02/07/2002 08:00:22.190 SEV=9 | KEDBG 21 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Del ay Qui ck Mode processing, Cert/Trans Exch/RM DSID in progress

223 02/07/2002 08:00:22.190 SEV=4 AUTH 22 RPT=86
User ipsecuser connected

224 02/07/2002 08:00: 22. 190 SEV=7 | KEDBG 22 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Resume Qui ck Mbde processing, Cert/Trans Exch/ RM DSI D conpl et ed

226 02/07/2002 08:00: 22. 200 SEV=4 | KE/ 119 RPT=68 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
PHASE 1 COWPLETED

227 02/07/2002 08:00:22.200 SEV=6 | KE/ 121 RPT=1 172.18.124.241
Keep-alive type for this connection: DPD

228 02/07/2002 08:00: 22. 200 SEV=7 | KEDBG 0 RPT=105 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
Starting phase 1 rekey timer: 82080000 (ms)

229 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=106 172.18.124.241
Group [ipsecgroup] User [ipsecuser]



sendi ng notify nessage

230 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=107 172.18.124.
Group [ipsecgroup] User [ipsecuser]
constructing bl ank hash

231 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=108 172.18.124.
Group [ipsecgroup] User [ipsecuser]
constructing gm hash

232 02/07/2002 08:00: 22. 200 SEV=8 | KEDBG 0 RPT=109 172.18.124.
SENDI NG Message (nsgi d=be237358) with payl oads :
HDR + HASH (8) + NOTIFY (11) + NONE (0) ... total length : 88

234 02/07/2002 08:00: 22. 200 SEV=8 | KEDBG 0 RPT=110 172.18.124.
RECEI VED Message (nsgi d=472c326b) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE
th : 792

237 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=111 172.18.124.
Group [ipsecgroup] User [ipsecuser]
processi ng hash

238 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=112 172.18.124.
Group [ipsecgroup] User [ipsecuser]
processi ng SA payl oad

239 02/07/2002 08:00:22.200 SEV=9 | KEDBG 1 RPT=17 172.18.124.2
Group [ipsecgroup] User [ipsecuser]
processi ng nonce payl oad

240 02/07/2002 08:00: 22.200 SEV=9 | KEDBG 1 RPT=18 172.18.124.2
Group [ipsecgroup] User [ipsecuser]
Processing I D

241 02/07/2002 08:00: 22. 200 SEV=5 | KE/ 25 RPT=62 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Recei ved renpte Proxy Host data in I D Payl oad:

Address 10.1.1.100, Protocol 0, Port O

244 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 1 RPT=19 172.18.124.2
Group [ipsecgroup] User [ipsecuser]
Processing ID

245 02/07/2002 08:00: 22. 200 SEV=5 | KE/ 24 RPT=61 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Recei ved | ocal Proxy Host data in | D Payl oad:

Address 172.18.124. 133, Protocol 0, Port O

248 02/07/2002 08:00: 22. 200 SEV=8 | KEDBG 0 RPT=113
QM | sRekeyed ol d sa not found by addr

249 02/07/2002 08:00: 22. 200 SEV=5 | KE/ 66 RPT=121 172.18.124.24
Group [ipsecgroup] User [ipsecuser]
| KE Renpote Peer configured for SA: ESP- 3DES- MD5

251 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=114 172.18.124.
Group [ipsecgroup] User [ipsecuser]
processi ng | PSEC SA

252 02/07/2002 08:00:22. 200 SEV=8 | KEDBG 0 RPT=115
Proposal # 2, Transform# 1, Type ESP, 1d Tripl e-DES
Par si ng received transform

Phase 2 failure:

241

241

241

241

(0)

241

241

41

41

41

1

241

t ot al

I eng



M smat ched attr types for class HVAC Al gorithm
Rcv' d: SHA
Cfg'd: M5

256 02/07/2002 08:00: 22. 200 SEV=7 | KEDBG 27 RPT=1 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
| PSec SA Proposal # 3, Transform# 1 acceptable

258 02/07/2002 08:00: 22. 200 SEV=7 | KEDBG 0 RPT=116 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
I KE: requesting SPI!

259 02/07/ 2002 08:00: 22. 200 SEV=9 | PSECDBG 6 RPT=1

| PSEC key nessage parse - msgtype 6, |len 200, vers 1, pid 00000000, seq 129, err
0, type 2, node 0, state 32, |label 0, pad 0, spi 00000000, encrKeyLen 0, hashKe
yLen 0, ivlen O, alg O, hmacAlg O, lifetype 0, lifetimel 708648, lifetime2 0, ds
Id 300

263 02/07/2002 08:00:22.200 SEV=9 | PSECDBG 1 RPT=1
Processi ng KEY_GETSPI nsg!

264 02/07/ 2002 08:00:22.200 SEV=7 | PSECDBGE 13 RPT=1
Reserved SPI 1037485220

265 02/07/2002 08:00: 22. 200 SEV=8 | KEDBG 6 RPT=1
I KE got SPI from key engi ne: SPI = 0x3dd6c4a4

266 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=117 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
oakl ey constucting qui ck node

267 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=118 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
constructing bl ank hash

268 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=119 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing | SA SA for ipsec

269 02/07/2002 08:00: 22.200 SEV=5 | KE/ 75 RPT=121 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
Overriding Initiator's I PSec rekeying duration from 2147483 to 28800 seconds

271 02/07/2002 08:00:22.200 SEV=9 | KEDBG 1 RPT=20 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing i psec nonce payl oad

272 02/07/2002 08: 00:22.200 SEV=9 | KEDBG 1 RPT=21 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing proxy ID

273 02/ 07/2002 08:00: 22. 200 SEV=7 | KEDBG 0 RPT=120 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Transmitting Proxy |d:

Rermote host: 10.1.1.100 Protocol 0O Port O

Local host: 172.18.124.133 Protocol 0 Port O

277 02/07/2002 08:00: 22. 200 SEV=7 | KEDBG 0 RPT=121 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Sendi ng RESPONDER LI FETI ME notification to Initiator

279 02/07/2002 08:00: 22. 200 SEV=9 | KEDBG 0 RPT=122 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing gm hash



280 02/07/2002 08:00: 22. 200 SEV=8 | KEDBG 0 RPT=123 172.18.124. 241

SENDI NG Message (nsgi d=472c326b) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 172

283 02/07/2002 08:00: 22.210 SEV=8 | KEDBG 0 RPT=124 172.18.124.241

RECEI VED Message (nsgi d=64c59a32) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NO\NE (0) ... total leng
th : 796

286 02/07/2002 08:00:22.210 SEV=9 | KEDBG 0 RPT=125 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
processi ng hash

287 02/07/2002 08:00: 22.210 SEV=9 | KEDBG 0 RPT=126 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
processi ng SA payl oad

288 02/07/2002 08:00:22.210 SEV=9 | KEDBG 1 RPT=22 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
processi ng nonce payl oad

289 02/07/2002 08:00:22.210 SEV=9 | KEDBG 1 RPT=23 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Processing I D

290 02/07/2002 08:00:22.210 SEV=5 | KE/ 25 RPT=63 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Recei ved renpote Proxy Host data in I D Payl oad:

Address 10.1.1.100, Protocol 0, Port O

293 02/07/2002 08:00:22.210 SEV=9 | KEDBG 1 RPT=24 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Processing I D

294 02/07/2002 08:00: 22.210 SEV=5 | KE/ 34 RPT=61 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Recei ved | ocal | P Proxy Subnet data in |ID Payl oad:

Address 0.0.0.0, NMask 0.0.0.0, Protocol 0, Port O

297 02/07/2002 08:00:22.210 SEV=8 | KEDBG 0 RPT=127
QM | sRekeyed ol d sa not found by addr

298 02/07/2002 08:00: 22.210 SEV=5 | KE/ 66 RPT=122 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
| KE Renpote Peer configured for SA: ESP- 3DES- MD5

300 02/07/2002 08:00:22.210 SEV=9 | KEDBG 0 RPT=128 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
processi ng | PSEC SA

301 02/07/2002 08:00:22.210 SEV=8 | KEDBG 0 RPT=129
Proposal # 2, Transform# 1, Type ESP, Id Tripl e-DES
Parsi ng received transform
Phase 2 failure:
M smat ched attr types for class HVAC Al gorithm
Recv' d: SHA
Cfg'd: M5

305 02/07/2002 08:00:22.210 SEV=7 | KEDBG 27 RPT=2 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
| PSec SA Proposal # 3, Transform# 1 acceptable



307 02/07/2002 08:00: 22.210 SEV=7 | KEDBG 0 RPT=130 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
I KE: requesting SPI!

308 02/07/2002 08:00:22.210 SEV=9 | PSECDBGE 6 RPT=2

| PSEC key nessage parse - msgtype 6, |len 200, vers 1, pid 00000000, seq 130, err
0, type 2, node 0, state 32, |abel 0, pad 0, spi 00000000, encrKeyLen 0, hashKe
yLen 0, ivlen O, alg O, hmacAlg O, lifetype 0, lifetimel 708648, lifetime2 0, ds
Id 300

312 02/07/2002 08:00:22.210 SEV=9 | PSECDBG 1 RPT=2
Processi ng KEY_GETSPI nsg!

313 02/07/ 2002 08:00:22.210 SEV=7 | PSECDBGE 13 RPT=2
Reserved SPI 1517437317

314 02/07/2002 08:00:22.210 SEV=8 | KEDBG 6 RPT=2
I KE got SPI from key engine: SPI = 0x5a724185

315 02/07/2002 08:00: 22.210 SEV=9 | KEDBG 0 RPT=131 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
oakl ey constucting qui ck node

316 02/07/2002 08:00: 22.210 SEV=9 | KEDBG 0 RPT=132 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing bl ank hash

317 02/07/2002 08:00:22.210 SEV=9 | KEDBG 0 RPT=133 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
constructing | SA SA for ipsec

318 02/07/2002 08:00:22.210 SEV=5 | KE/ 75 RPT=122 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
Overriding Initiator's I PSec rekeying duration from 2147483 to 28800 seconds

320 02/07/2002 08:00:22.210 SEV=9 | KEDBG 1 RPT=25 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing i psec nonce payl oad

321 02/07/2002 08:00:22.210 SEV=9 | KEDBG 1 RPT=26 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing proxy ID

322 02/07/2002 08:00:22.210 SEV=7 | KEDBG 0 RPT=134 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Transmitting Proxy |d:

Rermote host: 10.1.1.100 Protocol 0 Port O

Local subnet: 0.0.0.0 mask 0.0.0.0 Protocol O Port O

326 02/07/2002 08:00:22.210 SEV=7 | KEDBG 0 RPT=135 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
Sendi ng RESPONDER LI FETI ME notification to Initiator

328 02/07/2002 08:00: 22.210 SEV=9 | KEDBG 0 RPT=136 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
constructing gm hash

329 02/07/2002 08:00: 22. 220 SEV=8 | KEDBG 0 RPT=137 172.18.124.241

SENDI NG Message (nsgi d=64c59a32) with payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NOTIFY (11) + NONE (0)
total length : 176

332 02/07/2002 08:00: 22. 220 SEV=8 | KEDBG 0 RPT=138 172.18.124.241
RECEI VED Message (nsgi d=472c326b) with payl oads :



HDR + HASH (8) + NONE (0) ... total length : 48

334 02/07/2002 08:00: 22. 220 SEV=9 | KEDBG 0 RPT=139 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
processi ng hash

335 02/07/2002 08:00: 22. 220 SEV=9 | KEDBG 0 RPT=140 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
|l oading all |PSEC SAs

336 02/07/2002 08:00:22.220 SEV=9 | KEDBG 1 RPT=27 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mbde Key!

337 02/07/2002 08:00:22.220 SEV=9 | KEDBG 1 RPT=28 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mbde Key!

338 02/07/2002 08:00: 22. 220 SEV=7 | KEDBG 0 RPT=141 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Loadi ng host:

Dst: 172.18.124.133

Src: 10.1.1.100

340 02/07/2002 08:00: 22.220 SEV=4 | KE/ 49 RPT=129 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Security negotiation conplete for User (ipsecuser)

Responder, |nbound SPI = 0x3dd6c4a4, CQutbound SPI = 0x8104887e

343 02/ 07/ 2002 08:00: 22.220 SEV=9 | PSECDBGE 6 RPT=3

| PSEC key nessage parse - nmsgtype 1, len 624, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 64, label 0, pad 0, spi 8104887e, encrKeylLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 708648, lifetine2 0, ds
Id 0

347 02/07/2002 08:00:22.220 SEV=9 | PSECDBG 1 RPT=3
Processi ng KEY_ADD mnsg!

348 02/07/2002 08:00:22.220 SEV=9 | PSECDBG 1 RPT=4
key_msghdr 2secassoc(): Enter

349 02/07/2002 08:00:22.220 SEV=7 | PSECDBG 1 RPT=5
No USER filter configured

350 02/07/2002 08:00:22.220 SEV=9 | PSECDBG 1 RPT=6
KeyProcessAdd: Enter

351 02/07/2002 08:00:22.220 SEV=8 | PSECDBG 1 RPT=7
KeyProcessAdd: Addi ng out bound SA

352 02/07/2002 08:00:22.220 SEV=8 | PSECDBG 1 RPT=8
KeyProcessAdd: src 172.18.124.133 mask 0.0.0.0, dst 10.1.1.100 mask 0.0.0.0

353 02/07/2002 08:00:22.220 SEV=8 | PSECDBG 1 RPT=9
KeyProcessAdd: FilterlpsecAddl keSa success

354 02/07/ 2002 08:00: 22.220 SEV=9 | PSECDBG 6 RPT=4

| PSEC key nessage parse - nsgtype 3, len 336, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 32, label 0, pad 0, spi 3dd6c4a4, encrKeylLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 708648, lifetine2 0, ds
Id 0

358 02/07/2002 08:00: 22. 220 SEV=9 | PSECDBG 1 RPT=10
Processi ng KEY_UPDATE nsg!



359 02/07/2002 08:00: 22. 220 SEV=9 | PSECDBG 1 RPT=11
Updat e i nbound SA addresses

360 02/07/2002 08:00: 22.220 SEV=9 | PSECDBG 1 RPT=12
key_msghdr 2secassoc(): Enter

361 02/07/2002 08:00: 22. 220 SEV=7 | PSECDBG 1 RPT=13
No USER filter configured

362 02/07/2002 08: 00: 22. 220 SEV=9 | PSECDBG 1 RPT=14
KeyProcessUpdat e: Enter

363 02/07/2002 08: 00: 22. 220 SEV=8 | PSECDBG 1 RPT=15
KeyProcessUpdat e: success

364 02/07/2002 08: 00: 22. 220 SEV=8 | KEDBG 7 RPT=1
| KE got a KEY_ADD nsg for SA: SPI = 0x8104887e

365 02/07/2002 08:00: 22.220 SEV=8 | KEDBG 0 RPT=142
pitcher: rcv KEY_UPDATE, spi 0x3dd6c4a4d

366 02/07/2002 08:00:22.220 SEV=4 | KE/ 120 RPT=129 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
PHASE 2 COWPLETED (nsgi d=472c326b)

367 02/07/2002 08:00: 22. 280 SEV=8 | KEDBG 0 RPT=143 172.18.124. 241
RECEI VED Message (nsgi d=64c59a32) with payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

369 02/07/2002 08:00: 22. 280 SEV=9 | KEDBG 0 RPT=144 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
processi ng hash

370 02/07/2002 08:00: 22. 280 SEV=9 | KEDBG 0 RPT=145 172.18.124. 241
Group [ipsecgroup] User [ipsecuser]
| oading all |PSEC SAs

371 02/07/2002 08:00:22.280 SEV=9 | KEDBG 1 RPT=29 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mbde Key!

372 02/07/2002 08:00:22.280 SEV=9 | KEDBG 1 RPT=30 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Generating Quick Mde Key!

373 02/07/2002 08:00: 22. 280 SEV=7 | KEDBG 0 RPT=146 172.18.124.241
Group [ipsecgroup] User [ipsecuser]
Loadi ng subnet:

Dst: 0.0.0.0 nmsk: 0.0.0.0

Src: 10.1.1.100

375 02/07/2002 08:00: 22. 280 SEV=4 | KE/ 49 RPT=130 172.18.124.241
Group [ipsecgroup] User [ipsecuser]

Security negotiation conplete for User (ipsecuser)

Responder, |nbound SPI = 0x5a724185, CQutbound SPI = 0x285e6ed0

378 02/07/ 2002 08:00: 22.280 SEV=9 | PSECDBGE 6 RPT=5

| PSEC key nessage parse - nsgtype 1, len 624, vers 1, pid 00000000, seq O, err O
, type 2, node 1, state 64, |label 0, pad 0, spi 285e6ed0, encrKeylLen 24, hashKey
Len 16, ivlen 8, alg 2, hmacAlg 3, lifetype 0, lifetinel 708648, lifetine2 0, ds
Id 0

382 02/07/2002 08: 00: 22. 280 SEV=9 | PSECDBG 1 RPT=16



Processi ng KEY_ADD mnsg!

383 02/07/2002 08:00: 22. 280 SEV=9
key_msghdr 2secassoc(): Enter

384 02/ 07/2002
No USER filter

08: 00: 22. 280 SEV=7
configured

385 02/ 07/ 2002
KeyPr ocessAdd:

08: 00: 22. 280 SEV=9
Ent er

386 02/07/ 2002
KeyPr ocessAdd:

08: 00: 22. 280 SEV=8
Addi ng out bound SA

387 02/ 07/ 2002
KeyPr ocessAdd:

08:00: 22. 280 SEV=8

388 02/ 07/ 2002
KeyPr ocessAdd:

08:00: 22. 280 SEV=8

389 02/07/2002 08:00: 22. 280 SEV=9
| PSEC key nessage parse - mnsgtype
, type 2, node 1, state 32, |abel
Len 16, ivlen 8, alg 2, hnmacAl g 3,
Id 0

393 02/07/2002 08:00: 22. 280 SEV=9
Processi ng KEY_UPDATE nsg!

394 02/07/2002 08:00: 22. 280 SEV=9
Updat e i nbound SA addresses

395 02/07/2002 08:00: 22. 280 SEV=9
key_msghdr 2secassoc(): Enter

396 02/07/2002 08:00: 22. 280 SEV=7
No USER filter configured

397 02/07/2002 08: 00: 22. 280 SEV=9
KeyProcessUpdat e: Enter

398 02/07/2002 08: 00: 22. 280 SEV=8
KeyProcessUpdat e: success

399 02/07/2002 08: 00: 22. 280 SEV=8
| KE got a KEY_ADD nsg for SA: SPI

400 02/07/2002 08: 00: 22. 280 SEV=8
pitcher: rcv KEY_UPDATE, spi

401 02/07/2002 08:00:22.280 SEV=4 | KE/ 120 RPT=130 172.18.124. 241

Group [ipsecgroup] User [ipsecuser
PHASE 2 COWPLETED (nsgi d=64c59a32)

RS

| PSECDBG 1 RPT=17

| PSECDBG 1 RPT=18

| PSECDBG 1 RPT=19

| PSECDBG 1 RPT=20

| PSECDBG 1 RPT=21

| PSECDBG 1 RPT=22

Filterl psecAddl keSa success

| PSECDBG 6 RPT=6

3, len 336, vers 1, pid 00000000,
0, pad 0, spi 5a724185,
lifetype O, lifetinmel 708648,

| PSECDBG 1 RPT=23

| PSECDBG 1 RPT=24

| PSECDBG 1 RPT=25

| PSECDBG 1 RPT=26

| PSECDBG 1 RPT=27

| PSECDBG 1 RPT=28

| KEDBGE 7 RPT=2
= 0x285e6ed0

| KEDBG 0 RPT=147

0x5a724185

]
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src 0.0.0.0 nmask 255.255. 255. 255, dst 10.1.1.100 nmask 0.0.0.0

seq O, err O

encr KeyLen 24, hashKey

lifetine2 0, ds
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