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1. EERELANEILANEZEF B |, 55 817FConfiguration > System > Tunneling Protocols > IPSec
LAN-to-LAN. RESOBRBEMKEES L, FHATR, HFIPibit DU i MR in#EEE 5 B
WIEIE, #E—T "Applys « EHHEER , HEREREAESP-MD5-HMAC , MEEREH
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anfiguration | 5 T g Protocals | PSec LAN-to-LAN | Mo

Modify an [PSec LAN-to-LAN connection

H—W Emnter ihe mame for this LAN-10-LAN conneciion
Interfuce |Ethemet # (Publo) (172.18.124.131) =|  Select the interface 1o put this LAN-t0-LAN commection on
Peer [172.18.124.157 Enter the [P address of the remote peer for this LAN-lo-LAN comnection.
a D'*"[n- {Use Preshared Keys) =) Select the Digital Certificaie io use.

Coertificate © Enfire certificate chmn

I ; & Identity certificale only Choose how 1o send the digaal certificate 1o the IKE peer,

Preshared Key [cisconpres Enter the preshared key for this LAN-to-LAN connection.
Anthentieatbon | E 5P MDA HRAAC 178 =] Specify the packel suthentication mechanizm 1o use.
Encryption |30DE5-168 = Specify the encryplion mechanism 1o use.
IKE Proposal | KE-30E 5-MUS x| Select the IKE Proposal to use for this LAN-to-LAN connection.
Routing [None 7] Choose the routing mechanizm lo use Parsmeiers below are lgnored I

Metwork Awiadiscovery is chosen

Laocal Metwark
Netwark List |Use IP Addross Wildcard mask bkow = |

Specify the local network address list or the [P address s wildcard mask
for this LAN-1o-LAN comnection.

Address BA,
¥ HE D Note: Enter a wildeand mask. which b the reverse of a subned maslk. A
Wikdeard Mask 00256 willdeard mask has 15 in bit positions to ignore, Os in bit positions to maich.

For example, 10,10, 1.070.0.0.255 = all 10.10.1_snn sddresses.

Remote Netwark
Metwork List |Use IP Addiess Wildearnd mask helr

ﬂﬁpﬂiﬁrﬁmmﬂlﬂ&uslmwhmﬁm.ﬂmlﬁﬂﬂ*
for this LAN-lo-LAN conneciion.

|,—
A " Node: Enter a wildeand mask, which s the reverse of a subnet mask. A
Wildesrd Mask D0 127 25 wildeand mask has 15 in bl positions to ignore, 0% in bil positions 1o malch,

For example, 10010, 1.0/0.0.0.255 = all 10, 10, |oon sddresses.
_Powly | Camcel |
2. # Z Configuration > System > Tunneling Protocols > IPSec > IKE Proposals , 3% & Pt % kY

518, EIFIKERRIKE-3DES-MD5 5 FE AIRZBEENSI#., E—T "TApplys LAEXELANE
LANYEZERS B, AT R ULAERERY 5| &

Proposal Name [IKE -3DES-MDS Specify the name of this IKE Proposal.
Authentication Mode |Preshared Keys =] Select the authentication mode 1o use.
Authentication Algorithm |[MDSHMAC 128 = Select the packet authentication algorithm to use.
Encryption Algorithm |3DES-168 = Belect the encryption algorithm to use.
DifMe- Hellman Group |Group 2 {1024 -bits) =) Select the Diffie Hellman Group 1o use.
Lifetime Measurement | Time | Select the lifetime measurement of the IKE keys.
Dats Lifetime 10000 Specify the data lifetime in kilobytes (KB).
Time Lifetime 56400 Specify the time lifetime in seconds,
Apply | Cancel |

3. E ZConfiguration > Policy Management > Traffic Management > Security Associations , i#
BEREFEIUMNIPSec SA , T ALANEILANSFEEENIPSec SAS| ., ELEEH
, LANEILANEFEEBA "REH, , BtIPSec SAEBBEVY A "L2LMEE, |



bjve Megde

This section lets vou add, configure, modify, and delete [PSec Security Associations (5As). Security Associations use [KE Proposals o
negohiate [KE parmmeters.

Click Add 1o add sn 8A, or select an SA and click Madify or Deleve.

IPSec SAs Actions
ESP.DES MDS
ESP 3DES-MD6
ESP/E -JDES- ML v
ESP-90ES-NOME Add |
ESPLITP-TRAMSPORT
ESP-3DES-MDS-DHT wllly

_Deletn |

BT Rt SARY 5| 8

Modity a configured Security Aszociation

SA Name JL2L: Checkpoint
Inheritance |From Fule =

Specify the name of this Security Association (SA)
Select the granularity of this SA.

IPSec Paramelers

Authentication Algorithm |ESPMOS HMAC 128 =)
Encrypiion Algerithm [3D€5 168 =]
Encupsulution Mode [Tusnel =]
Perfect Forward Secrecy Disabled =
Lifetime Measurement | Tune =
Dwita Lifetime 10000
Time Liletime B400

TEE Puarameiers
IKE Fnrlli‘?.m.lﬂ. 157

MNegotiation Hndrl“lﬂ ']

~ Entire certificate chain
Certificate Transmission _ Identity cerificate only

Select the packet authentication algorithm (o use.
Select the ESP encryption algorithm to use,
Select the Encapsulation Mode for this SA.
Select the use of Perfect Forward Secrecy.

Select the lifetime measurement of the [PSec keys
Specily the datn lifetime in kilobytes (KB).
Specily the time lifetime in seconds,

Specify the IKE Peer for a LAN=to=LAN [PSec connection
Select the TKE Negonanon mode 1o uze.

Digital Certificate |Mane {Lise Prashared Kays) *| Select the Digital Centificate 1o use,

Choose how 1o send the digital certificate to the IKE peer,

IKE. Propasal |IKE-3DES-MDS
Aoply | Goncel |

jS:hﬂﬂwD:EPrwmﬂ to use as [KE mtiator,

BEBERNG

# Checkpoint NG L ER MM RMMRA , UEHEEERENVPNE BRI K. RARERAR
EXMNCEMIBERTRIRE , UEREENBERNGH,

1. BAENZ R E K Checkpoint NGB FVPNEF MR EYMERKER, EBYHR
,EEEESARER  ARBERE-MAK. BAHENRKEER L RARIE—TOK (BE
) o BLERBIFETT B ABCP_inside ( MEENGHAZBHEEE ) FICONC_INSIDE ( VPNEH 2
HREHEEE ) BB RINERE.



Metwork Properties - CP_inside

CP inzide

General | MAT

M ame:

IP Address:
Met Mazk:
Cornrment;

Colar:

Broadcast address:
|7'f:' |ncluded

10.32.0.0

2852551280

CPINSIDE

N -

™ Mot included

ok |

Canicel

Help




Network Properties - CONC_INSIDE x|

General | MAT |

M ame: COMC IMSIDE

IP &ddress: [192.168.10.0

Met Mazk: [255.265.255.0

Comment:  |Concentrator network,

Calar: -
Broadcast address:
|7'f:' |ncluded ™ Mot included
] I Cancel Help

2. BIEES-ERYR  ARBENE>-ITHEYN , UERAVPNEE, REMNGHIVPNEHREY
THEUEEHR, & BAUFEREVDREEIENGERE HARE 2 3 M Checkpoint NG TEM ¥ K,
BIZIRIEAE T /EVA X E B Gateway and Interoperable VPN Device , A% & —TOK. LA TRHI
FA R B Aciscocp(Checkpoint NG)FCISCO_CONC(VPN 3000 Concentrator)#) ¥ REXE



[wYPH-1 & Firgwall-1

v FloodG ate-1

[ Policy Server
[vFrimary Management Station




Workstation Properties - CISCO_CONC = x|

T General

T opalogy
MAT Mame: |IZIS CO_CONC

YWEM

" Advanced IP Address:  [172.18.124131 Egt,aj.jeﬂl

Comment:  [VPN Concentrator

Cobr [N ~]

T ype: " Host % Gateway

Check Paoint Products
™ Check Point products installed:  Version INE ¥ I

[CIVFM-1 & Firetafall
[IFloodt ate-1
[JPalicy Server
(18 anagement Station :I

Object Management

£ Ianaged by this Manegement Server ([ntermal)

™ Managed by ancther Manegement Servet [E dternal]

¥ Interoperable PN Device

oK Cancel |  Hep |

3. B Checkpoint NG T4 ( AfIs Bciscocp ) B "TTIEUEBM, A5 , FEIEE>MEK
HER>ME, RASLANREDIEETopology , AR BEEMRNMEE. R—T "Edits A
RENEBM, EAREH , CP_inside R ZEENGH AEPHE .



Workstation Properties - ciscocp ﬂ

Genaral Topology
T opology
MAT Get Interfaces |
z": ot T [IPAddiess .. | Netwerk Mask .. | P Addvesses bahine
M“ =" ar':" E10080 10.32.50.50 2552551280  CP_inside
anageme 10081 17218124.157 2552552550  Estemal
[+ Advanced
4| | H
pd. | Em. Remova Show |

Show all IP2 behind G atewsy

WPH Domam

{* AllIP Addresses behind Gateway based on Topology Shawe
inforrnatian, _—

" Manualy Defined | j G o

[~ Esportable for SecuFiemote

oK Cancel |  Hep |

4. fEInterface PropertiestREHF , BEARS THELEEAAIBIELIZEE K AREEEEN
IPiitit, #—T "OK. (FEE ). ETRHNHAEERERIHEMIEEARI , XECP_insideTH



Interface Properties |

General TDpD"I'EI.'r'lE!DS I

Topology

™ External [leads out ta the internet]

IP Addrezzes behind this interface:

™ Mot Defined

™ Metwork defined by the interface |P and Met bazk

* Specific: LL CP inside -
Ant-5poafing

v Perform &nti-S poofing bazed on interface topalogy

Spoof Tracking: ©© Mone ™ Log Alert

aF. Cancel Help

HIEE P :
5.1 "THUERME, BED , EEREM@InternetfIMERNG LT E , REZ—THREUR
ENHEBY, BEXERKABEEANBEE  REE-TRE,




Interface Properties |

General TDP'J'DEI}'IIJDS I

Topalogy

(¢ Estemal leads out to the intemet]

i Intemal [leads ta the local network]
P &ddreszes Bebimd thiz mterface;
" Mot Defined
£ Metwork defined by the interface [P and ket kazk

" Specific: j

Anb-Spoafing
v Perform Anti-S poofing bazed on interface topology

Spoof Tracking: € Mone & Log € Alett

Q. Cancel Help

6. £ Checkpoint NG kB Workstation PropertiestR & , #t1R E LRIV RIEHIRIZEVPN , ARRIR
BERARMEZENSHEREFEEELZNIKES B, &— TEdtAEEIKERB 4,



Workstation Properties - ciscocp

a

EIKEBMICEVPNEFRES EHNEM, EARGS , A3DESEZEMRBIRE , EMDRIER



IKE Properties x|

General |
— Suppart key exchange encryption with: - — Support data integrity with; —
o=, e
[~ SH&1
— Support authentication methiods;
¥ Pre-Shared Secret E dit Secrets. .
[ Public Key Signatures Specifiy.
I YERA & Firew sl authentication for Secul emate [Hubrid Mode)

Advanced ... |

ak. I Cancel Help |

BRI,

8. i#1EPre-Shared Secretsfy & 35 51818 , A& L — TEdit Secrets , FTEHL AW EAHE
VPNEFB TNELALEBHES. B—T TEdit, UBWALNLE  NWTEMR, REE-—-T
Set, , ®mZB®E—T "OK,,

Shared Secret X
—Shared Secrets List:
FPeer Mame Shared Secret
CISCO_COMC e Edit
Bermove
Enter zecret; ICiECD[tp[LﬂEE Set
OF. | Carcel | Help

9. EIKEBMREF , #&— TAdvanced... Xt EX LA TERE : BUHEESupport aggressive
modei#1E, BIEZE FRSMTRMNEE, THE , E—TOK. OK.



Advanced IKE properties x|

[ Use UDP encapsulation

UDP PR PSEC encaps. j

Suppaort Diffie-Hellman groups

| Group 2 (1024 bit]
[Group 5 (1536 bit)

Rekeying Parameters

Renegotiate IKE secunty aszociations 1440 ::I Minutes

Fenegotiate IPSEC Security azzociations every  |2600 ::I Seconds
[ RBenegotiate IPSEC Security associations every | 50000 ::I F.Butes

Misc

[~ Support IP compression for SecureClient

[T Support aggresive mode
v Support key exchange for subnets

O Cancel Help

10. E EManage > Network Objects > Edit , BIRVPNE # 285#Y Workstation PropertiesfR &, %
REELRAREEDEE Topology , AEFEEXRVPNE, FEARRHIF
, CONC_INSIDE ( VPNEH M AR ) E&AVPNE,



Workstation Properties - CISCO_COMI

1. REBEANEREPREVPN , RRBFEKEESMB AR, EF—TEAtUABEEIKEB .,



12.

Workstation Properties - CISCO_COMI

BREIKEBMURMVPNEFRSR LHNEFIERE, EARGIH , B3DESKREMBRIE , 5
MD2% TE # =218,



IKE Properties P

General |

— Support key exchange encryption with: 1 — Support data integrity with; —

O &= cast
[T SHa1
— Support authentication methods:
W Pre-Shared Secref Edit Secrets...
[ Public Key Signatures I atehitig Critera....

[ WPH- % Firew sl authentication for Secul emate (Hobrid Made]

Advanced ... |

aF. Cancel Help |

13. B ERLAENN B HPRTEEE , REIEZ—TEdit Secrets AR EFAHL LMW, H—T T
Edit; U ARS8  TEMR , REBE—T "Sety , HEZR—T "OKu .

Shared Secret x|
— Shared Secretz Lizt:
FPeer Mame Shared Secret
CIZCOCP e Edit
Hemaove
Enter zecrat: |n:i3n::u:|rt|:|rules Set
Ok | Cancel | Help

14. EIKEBMRE S , #— T Advanced... X B LA T EEE : iB1E1E A A IKEB /Y Diffie-
Hellman#l, BUHiZiZESupport aggressive modei 8, ZIEX E FRASMTBRNIEE, TR
% , #—TOK. OK.



Advanced IKE properties

W Uze UDE encapsulation

UDP /PR PSEC. encapsl, j

Suppart Diffie-Hellman aroups

Dﬁrnup 1 [¥63 bit)

[w|Group 2 [1024 bit)
[Group 5 [1536 bit)

Hekeying Parameters

Renegohiate IKE secunty azzociations

Misc

1440

::I Firtes

Fenegotiate IPSEC Securnty azzociations eveny 3600

::I Seconds

[ RBenegotiate IPSEC Securnty associations every | 50000

::I k.Butes

™| Support [P compression far SecureClient
[T Support aggresive mode
v Support key exchange for subnets

k. I Cancel

Help

15. i#1£Rules > Add Rules > Top AFl B K BRI N2 R A, EPolicy Editor ( KE&iREERS ) 1R E

B, mA—FRRA

HARACP_inside ( MEBNGH REHEE ) |

BER

CONC_INSIDE ( VPNEH I AEMEEE ) o &% EService = Any. Action = Encrypt#lTrack
= Logi{H. #73E# AIRYEncrypt ActionEB % , R — T & #Actionili# fEEdit Properties.

"= CISCOCP - Check Point Polic y Editor - Standard

S

S

HH- 3

Fis Edt Wirs Manage Rulss Policy  Topology Search  Windos  Help
He e | 8328 | B | BETaLx | ThH| L
"wlE =38 Bl [k G EE]
%o | |20 |G | | | [T | [ swcomity - Stanctmnd | 828 ackimss Tearolation - torerd | G 0 - Standard | T Dasbton Seeurty - Standard |
Slu hstwork Cbamots
[ whrtetaion mm DESTINATION SERVICE ACTION m INSTALL
IS0 CohE
11 - J'I- CP_wreiicn At SOMC_IMSDE
#jm ‘“‘:‘“ ' | cone_pesce | 3¢ P OE Edtmhn-- Dativewy
- e ; I "
Al COMC_[NSIDE n R & Ay * Ary [+ ‘3""‘"’5‘
L P rside
] Coman i econt
] CrSE Dwace (& droo
% illl‘.mlhlll'lrwr ﬁ‘m
i
7] Logicl Server ) User Auih
JE| Address Bargs B Caert uan
ﬂl atemay Chusher - I E Cgsainn Soih ﬂ
4] Dvmamic Objact [re— F | Comment 2 Erermt |
CRROG_CONE 17208124130 ¥PN Concertrator BN Chend Encrypl
k ERCOCH 17208 134,157 Ohichpiard Extirnd Q‘.“'r{
Tear Query

16. IBHEIKE , A% — TEdit,




Encryption Properties |

General |

— Encryption zchemes defined: —

@Ee

0 [Faz Pz

Edi. |

aF. Cancel Help

17. ZIKEBMRE S , ERBEMUEVPNEFBEEL — N, & TransformiEIEFRE AEncryption
+ Data Integrity(ESP). # "INZEE %, REAR3IDES, HERTEMZBA/MDS. &
Allowed Peer Gatewayi% & Amatch the VPN Concentrator(CISCO_CONC), % , I&—

IKE Properties El

General |

Transtarm

i Data Integrity Only [&H)

Encryption Algorithn: JDES j

Diata Integrity M5 j

Compression method: Mane -

Allowed Peer Gateway: |E| CISCO_CONGC -
[ Usze Perfect Fonward Secrecy

Usze DH Group: IGTDUD 1 [7BE bit] j

[~ Perform IF Poal MAT

ak. Cancel Help

TOK,
18. BLEREHNGE , REFRKIIEEPolicy > Install LAA T




| Palem [£=77 | 24 5. || ek
ZRRRBIACF s

- Pebwork Oibrjecks
=
=[] workstation
] cxsco_cosc

[ ciscocp

B [ TIHATITIM SEHVILE ALTION THALE m

|| & CONC_NSEDE

- ﬁ Hetord.

AL e * Ay . Log . ralerwearys

del (TP _jrviiie

Ak CONC_INSIDE -H-':PM | ® Ay * Ay ﬂ'w |.T-H |m

[ Doman

| 8] OSE Dervion

|| Emteided Devare
& wrow

] Logcal Server
8] Address Range

[ 58] ooy Chsber L

] Crymavic Ot T

[ = | Ciomment |

[1] CISCo CoM
[a a0 wa)

172 081 24,131 WP Concantraber
1T2.18.124.157  Chedpoint Extemal IP

i v ok i By |, REREASRRE

Install Policy

Standard:
Compiled OF.

Standard.\w: Securty Policy Scrpt generated inka Standard. pf :I

Hi}
Py
p 1

RERETRBERZETHE , 2 — T Close TR XIBE,



Install Policy x|

Standard. W Secunty Policy Script generated into Standard. pf ﬂ
Standard:

Compiled OF.

Inztalling YFH-1Fietwfall-1 policy On: ciscocp ...

YEM-T/Firetwall-1 policy installed succeszsfully on cizcocp. ..

WPM-1Firetwfall-1 policy [nstallation for all modules was successful

f Ny

B
ERKBAS , RRANEERT EREE,
B R EmEH

ATARMESAEEZEBNESR , EUNRBREP - EERERTS —EEAMENping. £
HEEA |, femERNGIH(10.32.50.51)[EVPNE A 25 #8155 (192.168.10.2) &% ping.



[ €\ WINNT \System32' cmd.exe

C
C
L:
o
L
C
C
C

:\»ping 192.168.10.2

Pinging 192.168.10.2 with 32 bytes of data:

Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time=10ms TTL=253
Reply from 192.168.10.2: bytes=32 time{10ms TTL=253
Reply from 192.168.10.2: bytes=32 time<{10ms TTL=253
Ping statistics for 192.168.10.2:

Approximate round trip times 1n milli-seconds:
Minimum = Bms, Maximum = 10ms, Average = Sms

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),

WRME NG | #YBRIEARAE
EREBERE , FEERMRERLEBRE>RIERE




o CISCOCP - Chedk Point Systen Stakis

= {18 ciecacp 17218124157 | b et
£ FreWal Encrypled: 19
::ud}:.e:t Drecrypted 18
& Su:':lm.um Erors
En-:rg.rplinn BITore:
RN
IKE evants @rrors:
Hardwars
HW Vendor Mame: none
HW Status: AN

For Help, prass F1

Last updated: 05:34: 14 FM -

BRVPNEEFER | HBRIE AR A

EMFVPNEPR LHRBERE  FEIEES-EERN.

This screen shows stalistics for seszions, To refresh the statishics, click Refiresh. Select a Group to filier the sessions, For more

informeation on a session, click on that session’s name, To log out a session, click Logowt in the table below, To test the nebvwork
connection to a session, click Ping.

Lagouwt All: PPTF User | LZTP User | [PSec User | L2TP/TPSec User | [PSec/TDP User | [PSecTCP User | [PSec LAN-to-LAN

Session Summary

Active LAN-ts-  Active Eemoie
LAN Sessions Access Sessions

1 L]

LAN-to-LAN Sessions
Connecthon Name IF Adidress
Checkpainl 172.18.124.157

M“‘:m Total Active PFeak Concurrent Coancurment Toial Cumulative
Manage Sessdons Sessions Sessions Limit Sessinns
Sessinns
3 4 4 1500 17

[ Bemote Access Sessions | Mamagement Seszions |

Frotocol Enerypiion Lagin Time Duration Acilons
IPSec/LAN-to-LAN ZDES-168  Sep 11 20:36:03  0:00:57

[ Logout | Fang ]

ZELANEILANERET , BEERERNERERE  URREEHEYNSANEE/ RN ENTHENF

&S



Back to Sessjons

Comnnection Name IF Address Protacel Encryption Login Thme Dration | Bytes Tx  Byies Hx
Checkpoint ITE18124.157 [PSec/LAN-to-LAN  3DES-168  Sep 11 20:36:03  0:01:55 156 256

IKE Sessions: |
[FSec Sesslons: 1

IEE Sesslon
Sexgion [ 1 Encrypiion Algorithm 30ES-]68
Hashing Algorithm MD5 Diffie-Hellman Group Croug 2 (1024 -bit)
Authentication Mode Pre-Shared Keys IKE Negotiation Mode Main

Rekey Time Interval 36400 seconds
1PSec Session

Session [ 2 Bemote Address 103200000127 255
Lacal Address 192 168, 1000/0.0.0.255 Encryption Algorithm 30ES-168
Hashing Algorithm MID5 SEFP 1
Encapsulation Mode Tumel Rekey Time Imterval | 25300 seconds
Bytes Recebved 256 Bytes Transmdited 156

g 3790
AR 0 T R AR RS 1T SR B AR

XE  FEEAVPNEFSRAHKIPHU ( AZBNE ) BEiBIPSechR B REHITPAT,. BH , BE
SRM. Ak , ARPATHIPH1E 2478 2 S\ E8 7 M L B & A9 th 1k LASNBY s ik

MR E

E £ Checkpoint b By tn 2313 il B 2 EHE M R SPARE  £E U B BEEEMEREHEBNE
o MRVPNEFRSAREALCE , AIEEREEAR, Hlan , 11R4510.0.0.0 /24F110.0.1.0
R4 N EPHERELE A SREPRRES |, AELMAM LA A10.0.0.0 /23,

BERNGH T
ERG A HREGE>AHRRAE,

.":Jl.'[lil.'l.'h.'r' Cheeck Podmt Log Yiewer [Iﬂhq] ::' .d.ﬂlﬁl
Bl Mode Edt Selection Yew Inoks Window Hep
|60 & & |[Log = AF s FEDR BERSEM2 O 0

- |Date  [Time h:nm |::r. |rig.. _ﬁn action [[source [Destinati.. [Pr. [Rute 5 Pon  [SrckeyiD  [DstkeyiD [0

i = [m] =

VPNEEF 8 FEE

EEVPNERS ERUARAE | FE ZFIConfiguration > System > Events > Classes. BUFAUTH,
AUTHDBG., IKE, IKEDBG. IPSECHIPSECDBGLUAEBmEMIC#%AT - 13, EMEATR , FiEE
Monitoring > Filterable Event Log.




1 09/11/2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=506 172.18. 124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + SA (1) + VENDOR (13) + NONE (0) ... total length : 128

3 09/11/2002 20:36:03.610 SEV=9 | KEDBG 0 RPT=507 172.18.124. 157
processi ng SA payl oad

4 09/11/2002 20: 36: 03. 610 SEV=8 | KEDBG 0 RPT=508

Proposal # 1, Transform# 1, Type | SAKMP, Id | KE

Parsi ng received transform

Phase 1 failure against global |KE proposal # 1:

M smat ched attr types for class Auth Method:

Rcv' d: Preshared Key

Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

10 09/ 11/2002 20: 36: 03. 610 SEV=8 | KEDBG 0 RPT=509
Phase 1 failure against global |KE proposal # 2:
M smat ched attr types for class DH G oup:

Rcv' d: Gakl ey G oup 2

Cfg'd: Qakley Goup 1

13 09/ 11/ 2002 20:36:03.610 SEV=7 | KEDBG 0 RPT=510 172.18.124. 157
Cakl ey proposal is acceptable

14 09/ 11/ 2002 20: 36: 03. 610 SEV=9 | KEDBG 47 RPT=9 172.18. 124. 157
processi ng VID payl oad

15 09/ 11/ 2002 20:36:03.610 SEV=9 | KEDBG 0 RPT=511 172.18.124. 157
processi ng | KE SA

16 09/ 11/2002 20: 36: 03. 610 SEV=8 | KEDBG 0 RPT=512
Proposal # 1, Transform# 1, Type | SAKMP, Id | KE

Parsi ng received transform

Phase 1 failure against global |KE proposal # 1:

M smat ched attr types for class Auth Method:

Rcv' d: Preshared Key

Cfg'd: XAUTH with Preshared Key (lnitiator authenticated)

22 09/11/2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=513
Phase 1 failure against global |KE proposal # 2:
M smat ched attr types for class DH G oup:

Rcv' d: Gakley G oup 2

Cfg'd: Qakley Goup 1

25 09/11/2002 20:36:03.610 SEV=7 IKEDBG/28 RPT=9 172.18.124.157
IKE SA Proposal # 1, Transform # 1 acceptable
Matches global IKE entry # 3

26 09/11/2002 20:36:03.610 SEV=9 | KEDBG 0 RPT=514 172.18.124. 157
constructing | SA _SA for isakmp

27 09/ 11/ 2002 20:36:03.610 SEV=8 | KEDBG 0 RPT=515 172.18.124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + SA (1) + NONE (0) ... total length : 84

29 09/11/2002 20:36:03.630 SEV=8 | KEDBG 0 RPT=516 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184

31 09/11/2002 20:36:03.630 SEV=8 | KEDBG 0 RPT=517 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) + NONE (0) ... total length : 184



33 09/11/2002 20:36:03.630 SEV=9 | KEDBG 0 RPT=518 172.18.124. 157
processi ng ke payl oad

34 09/11/2002 20:36:03.630 SEV=9 | KEDBG 0 RPT=519 172.18.124. 157
processing | SA KE

35 09/11/2002 20:36:03.630 SEV=9 | KEDBG 1 RPT=91 172.18.124. 157
processi ng nonce payl oad

36 09/11/2002 20:36:03.660 SEV=9 | KEDBG 0 RPT=520 172.18.124. 157
constructing ke payl oad

37 09/11/2002 20:36:03.660 SEV=9 | KEDBG 1 RPT=92 172.18.124. 157
constructi ng nonce payl oad

38 09/11/2002 20: 36:03.660 SEV=9 | KEDBG 46 RPT=37 172.18.124. 157
constructing C sco Unity VID payl oad

39 09/11/2002 20: 36:03.660 SEV=9 | KEDBG 46 RPT=38 172.18.124. 157
constructing xauth V6 VID payl oad

40 09/11/2002 20: 36:03. 660 SEV=9 | KEDBG 48 RPT=19 172.18. 124. 157
Send 10S VID

41 09/11/2002 20: 36:03. 660 SEV=9 | KEDBG 38 RPT=10 172.18. 124. 157

Constructing VPN 3000 spoofing | 0S Vendor |D payl oad (version: 1.

capabilities: 20000001)

43 09/11/ 2002 20: 36: 03. 660 SEV=9 | KEDBG 46 RPT=39 172.18.124.157
constructing VID payl oad

44 09/11/2002 20: 36: 03. 660 SEV=9 | KEDBG 48 RPT=20 172.18.124.157
Send Altiga GNVID

45 09/11/2002 20: 36: 03. 660 SEV=9 | KEDBG 0 RPT=521 172.18.124. 157
Generating keys for Responder...

46 09/11/2002 20: 36: 03. 670 SEV=8 | KEDBG 0 RPT=522 172.18.124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + KE (4) + NONCE (10) ... total length : 256

48 09/11/2002 20: 36: 03. 690 SEV=8 | KEDBG 0 RPT=523 172.18.124. 157
RECEI VED Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) + NONE (0) ... total length : 60

50 09/11/2002 20:36:03.690 SEV=9 | KEDBG 1 RPT=93 172.18.124. 157
Goup [172.18.124. 157]
Processing ID

51 09/11/2002 20:36:03.690 SEV=9 | KEDBG 0 RPT=524 172.18.124. 157
Goup [172.18.124. 157]
processi ng hash

52 09/11/2002 20:36:03.690 SEV=9 | KEDBG 0 RPT=525 172.18.124. 157
Goup [172.18.124. 157]
conputing hash

53 09/ 11/ 2002 20: 36:03.690 SEV=9 | KEDBG 23 RPT=10 172.18.124. 157
Goup [172.18.124. 157]
Starting group | ookup for peer 172.18.124.157

54 09/11/2002 20: 36:03.690 SEV=8 AUTHDBG 1 RPT=10
AUTH Open() returns 9



55 09/ 11/ 2002 20: 36:03.690 SEV=7 AUTH 12 RPT=10
Aut henti cati on session opened: handle = 9

56 09/ 11/ 2002 20:36: 03. 690 SEV=8 AUTHDBG 3 RPT=10
AUTH Put AttrTabl e(9, 748174)

57 09/ 11/ 2002 20: 36:03. 690 SEV=8 AUTHDBG 6 RPT=10
AUTH_GroupAut henti cate(9, 2f1b19c, 49c648)

58 09/11/2002 20: 36:03. 690 SEV=8 AUTHDBG 59 RPT=10
AUTH_Bi ndSer ver (51a6b48, 0, 0)

59 09/ 11/ 2002 20:36:03. 690 SEV=9 AUTHDBG 69 RPT=10
Aut h Server e054d4 has been bound to ACB 51a6b48, sessions = 1

60 09/11/2002 20: 36:03.690 SEV=8 AUTHDBG 65 RPT=10
AUTH_Cr eat eTi mer (51a6b48, 0, 0)

61 09/11/2002 20:36:03.690 SEV=9 AUTHDBG 72 RPT=10
Reply timer created: handle = 4B0018

62 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 61 RPT=10
AUTH_Bui | dMsg(51a6b48, 0, 0)

63 09/11/2002 20: 36:03.690 SEV=8 AUTHDBG 64 RPT=10
AUTH_St art Ti mer (51a6b48, 0, 0)

64 09/11/2002 20: 36:03.690 SEV=9 AUTHDBG 73 RPT=10
Reply timer started: handle = 4B0018, timestanp = 1163319,
ti meout = 30000

65 09/11/2002 20: 36:03. 690 SEV=8 AUTHDBG 62 RPT=10
AUTH_SndRequest (51a6b48, 0, 0)

66 09/ 11/ 2002 20:36: 03. 690 SEV=8 AUTHDBG 50 RPT=19
| nt DB_Decode( 3825300, 156)

67 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 47 RPT=19
| nt DB_Xnt (51a6b48)

68 09/11/2002 20: 36:03.690 SEV=9 AUTHDBG 71 RPT=10
xmt_cnt =1

69 09/11/2002 20:36: 03. 690 SEV=8 AUTHDBG 47 RPT=20
| nt DB_Xnt (51a6b48)

70 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 49 RPT=10
I nt DB_Mat ch(51a6b48, 3eb7ab0)

71 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 63 RPT=10
AUTH_RcvRepl y(51a6b48, 0, 0)

72 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 50 RPT=20
I nt DB_Decode( 3eb7ab0, 298)

73 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 48 RPT=10
I nt DB_Rcv(51a6b48)

74 09/11/2002 20:36:03. 790 SEV=8 AUTHDBG 66 RPT=10
AUTH_Del et eTi mer (51a6b48, 0, 0)

75 09/ 11/ 2002 20:36:03. 790 SEV=9 AUTHDBG 74 RPT=10
Reply timer stopped: handle = 4B0018, timestanmp = 1163329



76 09/ 11/ 2002 20:36: 03. 790 SEV=8 AUTHDBG 58 RPT=10
AUTH_Cal | back(51a6b48, 0, 0)

77 09/11/2002 20:36:03. 790 SEV=6 AUTH 41 RPT=10 172.18.124. 157
Aut henti cati on successful: handle = 9, server = Internal,
group = 172.18.124. 157

78 09/11/2002 20:36:03. 790 SEV=7 | KEDBG 0 RPT=526 172.18.124. 157
Goup [172.18.124. 157]
Found Phase 1 Group (172.18.124.157)

79 09/11/2002 20: 36: 03. 790 SEV=8 AUTHDBG 4 RPT=10
AUTH Get Attr Tabl e(9, 748420)

80 09/11/2002 20:36:03.790 SEV=7 | KEDBG 14 RPT=10 172.18.124. 157
Goup [172.18.124. 157]
Aut henti cation configured for Internal

81 09/11/2002 20:36:03.790 SEV=9 | KEDBG 19 RPT=19 172.18.124. 157
Goup [172.18.124. 157]
| KEGet User Attri butes: | P Conpression = disabl ed

82 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 19 RPT=20 172.18.124. 157
Goup [172.18.124. 157]
| KEGet User Attri butes: Split Tunneling Policy = Disabled

83 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 2 RPT=10
AUTH_Cl ose(9)

84 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 1 RPT=94 172.18.124. 157
Goup [172.18.124. 157]
constructing 1D

85 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 0 RPT=527
Goup [172.18.124. 157]
construct hash payl oad

86 09/11/2002 20:36:03.790 SEV=9 | KEDBG 0 RPT=528 172.18.124. 157
Goup [172.18.124. 157]
conputing hash

87 09/11/2002 20:36:03. 790 SEV=9 | KEDBG 46 RPT=40 172.18.124. 157
Goup [172.18.124. 157]
constructing dpd vid payl oad

88 09/ 11/ 2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=529 172.18.124. 157
SENDI NG Message (nsgi d=0) with payl oads :
HDR + ID (5) + HASH (8) ... total length : 80

90 09/11/2002 20:36:03.790 SEV=4 IKE/11l9 RPT=10 172.18.124.157
Group [172.18.124.157]
PHASE 1 COMPLETED

91 09/11/2002 20:36:03.790 SEV=6 | KE/ 121 RPT=10 172.18.124. 157
Keep-alive type for this connection: None

92 09/11/2002 20:36:03. 790 SEV=6 | KE/ 122 RPT=10 172.18.124. 157
Keep-al i ves configured on but peer does not
support keep-alives (type = None)

93 09/11/2002 20:36:03. 790 SEV=7 | KEDBG 0 RPT=530 172.18.124. 157
Goup [172.18.124. 157]
Starting phase 1 rekey timer: 64800000 (ms)



94 09/ 11/ 2002 20:36:03. 790 SEV=4 AUTH 22 RPT=16
User 172.18.124.157 connect ed

95 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 60 RPT=10
AUTH_Unbi ndSer ver (51a6b48, 0, 0)

96 09/ 11/ 2002 20:36:03. 790 SEV=9 AUTHDBG 70 RPT=10
Aut h Server e054d4 has been unbound from ACB 51a6b48, sessions = 0

97 09/11/2002 20: 36:03. 790 SEV=8 AUTHDBG 10 RPT=10
AUTH_| nt _Fr eeAut hCB(51a6b48)

98 09/ 11/ 2002 20:36:03. 790 SEV=7 AUTH 13 RPT=10
Aut henti cati on session closed: handle = 9

99 09/11/2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=531 172.18.124. 157

RECEI VED Message (nsgi d=54796f76) wi th payl oads :

HDR + HASH (8) + SA (1) + NONCE (10) + ID (5) + ID (5) + NONE (0)
total length : 156

102 09/ 11/2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=532 172.18. 124. 157
Goup [172.18.124. 157]
processi ng hash

103 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=533 172.18. 124. 157
Goup [172.18.124. 157]
processi ng SA payl oad

104 09/ 11/ 2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=95 172.18. 124. 157
Goup [172.18.124. 157]
processi ng nonce payl oad

105 09/ 11/ 2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=96 172.18.124. 157
Goup [172.18.124. 157]
Processing I D

106 09/ 11/2002 20:36:03.790 SEV=5 | KE/ 35 RPT=6 172.18. 124. 157
Goup [172.18.124. 157]

Received renmpote | P Proxy Subnet data in | D Payl oad:

Address 10.32.0.0, Mask 255.255.128.0, Protocol 0, Port O

109 09/ 11/2002 20:36:03.790 SEV=9 | KEDBG 1 RPT=97 172.18.124. 157
Goup [172.18.124. 157]
Processing ID

110 09/ 11/2002 20: 36: 03. 790 SEV=5 | KE/ 34 RPT=6 172.18. 124. 157
Goup [172.18.124. 157]

Recei ved | ocal |IP Proxy Subnet data in |ID Payl oad:

Address 192. 168. 10. 0, NMask 255. 255.255.0, Protocol 0, Port O

113 09/ 11/ 2002 20:36:03. 790 SEV=8 | KEDBG 0 RPT=534
QM | sRekeyed ol d sa not found by addr

114 09/11/2002 20:36:03.790 SEV=5 IKE/66 RPT=8 172.18.124.157
Group [172.18.124.157]
IKE Remote Peer configured for SA: L2L: Checkpoint

115 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=535 172.18. 124. 157
Goup [172.18.124. 157]
processi ng | PSEC SA

116 09/11/2002 20:36:03.790 SEV=7 IKEDBG/27 RPT=8 172.18.124.157
Group [172.18.124.157]



IPSec SA Proposal # 1, Transform # 1 acceptable

117 09/ 11/ 2002 20: 36: 03. 790 SEV=7 | KEDBG 0 RPT=536 172.18. 124. 157
Goup [172.18.124. 157]
I KE: requesting SPI!

118 09/11/2002 20:36:03. 790 SEV=9 | PSECDBG 6 RPT=39

| PSEC key nessage parse - msgtype 6, |len 200, vers 1, pid 00000000,
seq 10, err 0, type 2, node 0, state 32, label 0, pad O,

spi 00000000, encrKeyLen 0, hashKeyLen 0, ivlen 0, alg 0, hnmacAl g O,
lifetype O, lifetimel 17248580, lifetine2 0, dsld 300

122 09/ 11/ 2002 20:36:03. 790 SEV=9 | PSECDBG 1 RPT=139
Processi ng KEY_GETSPI nsg!

123 09/ 11/2002 20:36:03. 790 SEV=7 | PSECDBGE 13 RPT=10
Reserved SPI 305440147

124 09/ 11/ 2002 20: 36: 03. 790 SEV=8 | KEDBE 6 RPT=10
I KE got SPI from key engine: SPI = 0x1234a593

125 09/ 11/ 2002 20: 36: 03. 790 SEV=9 | KEDBG 0 RPT=537 172.18. 124. 157
Goup [172.18.124. 157]
oakl ey constucting qui ck node

126 09/ 11/2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=538 172.18. 124. 157
Goup [172.18.124. 157]
constructing bl ank hash

127 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=539 172.18. 124. 157
Goup [172.18.124. 157]
constructing | SA SA for ipsec

128 09/ 11/ 2002 20:36:03.800 SEV=9 | KEDBG 1 RPT=98 172.18.124. 157
Goup [172.18.124. 157]
constructing i psec nonce payl oad

129 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 1 RPT=99 172.18.124. 157
Goup [172.18.124.157]
constructing proxy ID

130 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=540 172.18.124.157
Group [172.18.124.157]

Transmitting Proxy Id:

Remote subnet: 10.32.0.0 Mask 255.255.128.0 Protocol 0 Port 0
Local subnet: 192.168.10.0 mask 255.255.255.0 Protocol 0 Port 0

134 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=541 172.18. 124. 157
Goup [172.18.124. 157]
constructing gm hash

135 09/ 11/ 2002 20: 36: 03. 800 SEV=8 | KEDBG 0 RPT=542 172.18. 124. 157
SENDI NG Message (nsgi d=54796f76) with payl oads :
HDR + HASH (8) + SA (1) ... total length : 152

137 09/ 11/ 2002 20: 36: 03. 800 SEV=8 | KEDBG 0 RPT=543 172. 18. 124. 157
RECEI VED Message (nsgi d=54796f76) wi th payl oads :
HDR + HASH (8) + NONE (0) ... total length : 48

139 09/ 11/ 2002 20: 36: 03. 800 SEV=9 | KEDBG 0 RPT=544 172.18.124.157
G oup [172.18.124. 157]

processi ng hash

140 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 0 RPT=545 172.18. 124. 157



Goup [172.18.124. 157]
| oading all |PSEC SAs

141 09/ 11/2002 20: 36: 03.800 SEV=9 | KEDBG 1 RPT=100 172.18.124. 157

Goup [172.18.124. 157]
Generating Quick Mbde Key!

142 09/ 11/ 2002 20: 36: 03.800 SEV=9 | KEDBG 1 RPT=101 172.18. 124. 157

Goup [172.18.124. 157]
Generating Quick Mbde Key!

143 09/11/2002 20:36:03.800 SEV=7 IKEDBG/0 RPT=546 172.18.124.157

Group [172.18.124.157]

Loading subnet:

Dst: 192.168.10.0 mask: 255.255.255.0
Src: 10.32.0.0 mask: 255.255.128.0

146 09/11/2002 20:36:03.800 SEV=4 IKE/49 RPT=7 172.18.124.157

Group [172.18.124.157]

Security negotiation complete for LAN-to-LAN Group (172.18.124.157)

Responder, Inbound SPI = 0x1234a593, Outbound SPI =

149 09/ 11/2002 20: 36: 03. 800 SEV=9 | PSECDBG 6 RPT=40

0x04£37959

| PSEC key nessage parse - msgtype 1, |len 606, vers 1, pid 00000000,

seq 0, err O, type 2, node 1, state 64, |abel 0, pad
spi 0df 37959, encrKeyLen 24, hashKeyLen 16, ivlen 8,
lifetype O, lifetinmel 17248580, lifetine2 0, dsld O

153 09/ 11/ 2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=140
Processi ng KEY_ADD mnsg!

154 09/ 11/ 2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=141
key_msghdr 2secassoc(): Enter

155 09/ 11/ 2002 20:36:03.800 SEV=7 | PSECDBG 1 RPT=142
No USER filter configured

156 09/ 11/2002 20:36:03.800 SEV=9 | PSECDBG 1 RPT=143
KeyProcessAdd: Enter

157 09/ 11/ 2002 20:36:03.800 SEV=8 | PSECDBG 1 RPT=144
KeyProcessAdd: Addi ng out bound SA

158 09/ 11/ 2002 20: 36: 03.800 SEV=8 | PSECDBG 1 RPT=145
KeyProcessAdd: src 192.168.10.0 nmask 0.0. 0. 255,
dst 10.32.0.0 nmmsk 0.0.127. 255

159 09/ 11/2002 20:36:03.810 SEV=8 | PSECDBG 1 RPT=146
KeyProcessAdd: FilterlpsecAddl keSa success

160 09/11/2002 20: 36: 03.810 SEV=9 | PSECDBG 6 RPT=41

0,
alg 2,

hmacAl g 3,

| PSEC key nessage parse - msgtype 3, len 327, vers 1, pid 00000000,

seq 0, err O, type 2, node 1, state 32, |abel 0, pad
spi 1234a593, encrKeyLen 24, hashKeyLen 16, ivlen 8,
lifetype O, lifetinmel 17248580, lifetine2 0, dsld O

164 09/ 11/ 2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=147
Processi ng KEY_UPDATE nsg!

165 09/ 11/ 2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=148
Updat e i nbound SA addresses

166 09/ 11/2002 20:36:03.810 SEV=9 | PSECDBG 1 RPT=149
key_msghdr 2secassoc(): Enter

0,
alg 2,

hmacAl g 3,



167 09/ 11/2002 20:36:03.810 SEV=7 | PSECDBG 1 RPT=150
No USER filter configured

168 09/11/2002 20: 36: 03.810 SEV=9 | PSECDBG 1 RPT=151
KeyProcessUpdat e: Enter

169 09/11/2002 20: 36: 03.810 SEV=8 | PSECDBG 1 RPT=152
KeyProcessUpdat e: success

170 09/ 11/ 2002 20:36:03.810 SEV=8 | KEDBG 7 RPT=7
| KE got a KEY_ADD nsg for SA: SPI = 0x0df 37959

171 09/ 11/ 2002 20:36:03.810 SEV=8 | KEDBG 0 RPT=547
pitcher: rcv KEY_UPDATE, spi 0x1234a593

172 09/11/2002 20:36:03.810 SEV=4 IKE/120 RPT=7 172.18.124.157
Group [172.18.124.157]
PHASE 2 COMPLETED (msgid=54796£76)
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